atfran]n
CISCO.

2%} ASA 70 Firepower [/ 1) 5 ZhBR {5 45
o

Y&k BE:20164E5 H 10 H
&M BHE: 201847 H 12 H

&L ASA F0 Firepower B 5 1) & #1515 75

FEITEER &

XFFRIELS

i
FPATERWAL, BB SN BRI E & o 1

%} ¥ Firepower 2100, ASA 5512-X. 5515-X. 5525-X. 5545-X fi15555- X, ] BE T AL T2 =7 Hh
17-USB B #e s 4 e vrii . HA Y S 46— Mini USB B Uil 3 11, DRI A48 ) A P AT —
F Mini USB 45, X Windows, & HETT 2 %345 M software.cisco.com | 2% 1] USB-H 1T UK B FE
J¥o A7 R i LR TURIR )RR P ZER RIS B, 1S 00 LA LR AL s {55 0 -

http://www.cisco.com/go/asa5500x-install

X AR PRI LU R BEE : 9600 ks 8 MEEAL. oA 1AM b TGt 7 o

DL 5328 ASA B AFEX, Firepower JEUM S FHIE AT . 4595 ASA il Firepower U5 AEIRAS S, i
Z:[i) ASA FHeZPEFR IR Firepower HE 2 MEFRH

* ASA 5506-X
* ASA 5506W-X
* ASA 5506H-X
* ASA 5508-X
* ASA 5512-X
* ASA 5515-X
* ASA 5516-X
* ASA 5525-X
* ASA 5545-X

* ASA 5555-X

2%l ASA FA Firepower BB E HBR G5 .


http://www.cisco.com/go/asa5500x-install
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

B =s75u5 Asass00-x 55 15A 3000

Y

* ISA 3000

* Firepower 2100

a4

Firepower 4100 F1 9300 i& 3 #F ASA Y Firepower JZuPp0i i, (R'E A PRAE 8 s b AT 2288 A6
TEHEE, 1E20 (FXOS FLEfRM) -

R

X T ASA 5512-X % 5555-X 1) Firepower JgPpBifil, 04200 22 ORI AR KB 4% (SSD). A7 T4
=B, iS5  (ASASS00-X i/ FEmY o #FT ASA, {#] ASA FirePOWER #itth F522SSD.  (SSD
J& ASA 5506-X. 5508-X Fl 5516-X HIARHERCE . D

= k(% ASA 5500-X =i ISA 3000

T

ASA 5500-X 5 ISA 3000 F 41 1 2 -5 A8 SCKF Firepower JE0 Y7 A1 854 5 ASA #KAF o
© SCRPIOALY BB
o NEERME, 2
* 7124 ROMMON W% (ASA 5506-X. 5508-X 1 5516-X) , 35 1L
« )\ ASA FHi{% 5] Firepower B , 45 6 1T
* M\ FirePOWER J&Jiipols 40 S HT % 31 ASA , 55 9 it

FRHY Firepower J&UWr 97 4% £ 5%, ASA. ASDM F1 ASA FirePOWER BB o A% SRS o R B2 5K
WA IR TFTP M54t b, HEWIAA N3 . HoAhm g n] DUR IS FAm R A R &5 4% (9l HTTP 8§
FTP) F#. RTINS 52K, 5B AR T

a4

5% Cisco.com % %7 S EHR 45 & A
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http://www.cisco.com/go/asa5500x-install

% 1: Firepower BB 14k 14

ey |

Firepower j fifr B 115
= THAE BnEee
ASA 5506-X. ASA |iEZ:: P 23 IR SF R G448 sh

5508-X 1 ASA
5516-X

http://www.cisco.com/go/asa-firepower-swo

(RIAh T 3 ASOR A
A RAN T TR IR
5|

AN

B3R

TEFAE 755 > Firepower BB E1ER
> A

JABNAREAE — A4, il
ftd-boot-9.6.2.0.1bff.

ES RSS2 )

TEPAE 55 > Firepower BN FGEIER
> hRA,

RGN B AT — A4,
filtur: ftd-6.1.0-330.pkg.

ASA 5512-X & ASA
5555-X

IR
http://www.cisco.com/go/asa-firepower-sw

IR BRESERREAN sh
(KIAh T 30 ASTR A
A RAN T TR IR
5|

JEho

BERg

TEFIE R Y5 > Firepower BB FAEIER
> WA

JA BG4, Bl
ftd-boot-9.6.2.0.cdisk

ENS RN )

IEREIE TS > Firepower BB E1ER
> A

RGP R HAT — A4,
filtn: ftd-6.1.0-330.pkg.

ISA 3000

WHZ:  http://www.cisco.com/go/
1sa3000-software

EIE 2 FH RSN sh
(K1 T30 AT A
BT RAN T THIRRE A5
5

/BN o

P

PEPRIE 7S > Firepower B BH1EIER
> A

JABWGHAT AR, Bl
ftd-boot-9.9.2.0.1bff.

LRI 5 > Firepower B A 1EIER
> A

RGP 2R HAT — A4,
filtn: ftd-6.2.3-330.pkg.

2%l ASA FA Firepower BB E HBR G5 .


http://www.cisco.com/go/asa-firepower-sw
http://www.cisco.com/go/asa-firepower-sw
http://www.cisco.com/go/isa3000-software
http://www.cisco.com/go/isa3000-software

B orase

* 2: ASA 5

ASAES

THAE

®"iHe

ASA 5506-X. ASA 5508-X
F1 ASA 5516-X

http://www.cisco.com/go/asa-firepower-sw

ASA 3% ASA BAFSCAFRAT — AN S0k 44, il
AL 5 > Adaptive Security Appliance asa962-fbif-k8.SPA.

(ASA) Software > i A<

ASDM % ASDM BAFSCAEAAT— AN ST, Bl :

HEPAE )5 > Adaptive Security Appliance
(ASA) Device Manager > A

asdm-762.bin.

REST API 1%

HEFAE )5 > Adaptive Security Appliance
REST API Plugin > it 4%,

APT A S B SO 44 2R T
asa-restapi-132-1fbff-k8.SPA . %2/ REST
API, 152 API LI E e -

ROMMON &t

EREL TS > ASA Rommon Software > Al
/NN

ROMMON A S ) S0 44 AT
asa5500-firmware-1108.SPA .

ASA 5512-X & ASA
5555-X

http://www.cisco.com/go/asa-software

ASA 4

P75 > Software on Chassis > Adaptive
Security Appliance (ASA) Software > JJiiA< .

ASA AT SCAEHA — A3 44, it
asa962-smp-k8.bin.

ASDM 44

EPAE )5 55 > Software on Chassis > Adaptive
Security Appliance (ASA) Device Manager > Ji
NS

ASDM M SC A — AN 34, il
asdm-762.bin.

REST API &4

B 7155 > Software on Chassis > Adaptive
Security Appliance REST API Plugin > it A4

AP RSO B S0 24 A0 T
asa-restapi-132-1fbff-k8.SPA . % %:%% REST
APL, EZ B AP PO )E B o

BT BRI R R B A IS iE i # 38 (APIC) BY
ASA BEHRHEHE

EFIE LS > Software on Chassis > ASA for
Application Centric Infrastructure (ACI) Device

Packages > WA,

X APIC 1.2(7) M A, 15 E$E Policy
Orchestration with Fabric Insertion B, Fabric
Insertion-only KA. W A& AT ALK A AT
H S 44 25481 T asa-device-pkg-1.2.7.10.zip
Bl ASA WA AL, 1EZ R APIC
B4 R T JRRSE R  CRAK
HPA —FE
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http://www.cisco.com/go/asa-firepower-sw
http://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html
http://www.cisco.com/go/asa-software
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F+4% ROMMON A% (ASA 5506-X. 5508-X #n 5516-X) .

ASA B S TEAE N CS )
ISA 3000 http://www.cisco.com/go/isa3000-software
ASA % ASA BAFSCATHA A k44, Bt

EFE 10755 > Adaptive Security Appliance asad62-1bfi-k8.SPA..

(ASA) Software > ii A .

ASDM 44 ASDM A SCAERAT — AN 3044, Bl

P25 > Adaptive Security Appliance asdm-762.bin.

(ASA) Device Manager > iz A

REST API &4 AP A SO I S 44 284801
asa-restapi-132-Ifbff-k8.SPA . %% REST

AR TS > Adaptive Security Appliance . A o
- P yAapp APL, 5208 API Mk 25 .

REST API Plugin > i A,

F+4% ROMMON B#{% (ASA 5506-X. 5508-X # 5516-X)

IR LA IR TL 2 ASA 5506-X. ASA 5508-X F1 ASA 5516-X &%) ROMMON BH% . RZG 1
ROMMON R A DA A 1.1.8 8L E A .

Y

R TR TS 2 Firepower J8UWHYI 115 T4 ROMMON {4 .

FiaZ |l

HBETFR B IRA; (BICERREg . A YT, 6% show module 774, JEEMH &S
“MAC HohEYEH” (MAC Address Range) & ) Mod 1 ) “ [l kKBS ARA” (Fw Version).

ciscoasa# show module

[...1]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

1B 1 M Cisco.com FRHUHT ) ROMMON W%, I S0 RS54 L AR IS ASA. ILRE T2/~ TFTP H|
A

MELT PIE R B
https://software.cisco.com/download/type.html?mdfid=286283326&flowid=77251

S 2 5 ROMMON B %A1 5] ASA INFEH

I 2%l ASA FA Firepower BB E HBR G5 .


http://www.cisco.com/go/isa3000-software
http://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html
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B 4 asa E#enis2) Firepower sAHESE

copy tftp://server_ip/asa5500-firmware-xxxx.SPA disk0:asa5500-firmware-xxxx.SPA

$IE3 F+4{ ROMMON (%
upgrade rommon disk0:asa5500-firmware-xxxx.SPA

T

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2: d824bdeeceel308fc64427367fa559%e9
eefe8f182491652ee4c05ebe751f7a4f
5cdea28540cf60acde3ab9b65££55a9f
4e0cfb84b9%9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
eefe8f182491652ee4c05ebe751f7a4f
5cdea28540cf60acde3ab9b65££55a9f
4e0cfb84b9%9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

L4 MHIEIRE, #IATERINE ASA.
ASA ¥ F+2¢ ROMMON Wif%, SR 55 n# ASA OS.

I\ ASA E FRR1% 2 Firepower BB 1
T ASA FHT UL 2] FirePOWER U5 Ak £, #0208 Hf ROMMON $27:4F. £ ROMMON
i, SR PR O FAE ] TFTP R %% FirePOWER 895 10 3 % AN+ TETP. JE3hmfg
Bl f5 T LA HTTP 8¢ FTP R %X FirePOWER @055 il R Ge 1222560 . TFTP 3 n] B 75 ZAR A I
[H); IEHIPRLE ASA 5 TFTP JIR45#s 2 B EE S T AE ER:, BERERTEI .
FiaZ miI
BRI RTIG A ASA RS, TE AT LR R
1. f{iH] backup iy 2 HAT IR LS -
VRGNS BRI A EAR, 1ES0 (REFER) .
2. HHPFORAE TSGR B, LM TT LI ] show activation-key 7y 2 BB 22 VF T HIE

[l =7 ASA 70 Firepower BifH B I E R4



M ASA B itz 2) Firepower ke ]

YR HF Firepower BT HR ZHME S5 R, 25 2 00 N EE] ASA Al B 15 ) A

TETP JR%5 2%

ST ASA 5506-X. 5508-X F 5516-X. ISA 3000, 800245048 FA #s 1 1/1 Faimg. *F T HAhm
5, BATLMERM TR .

F4 Firepower JMMHH RG220 GES M N, 552 10 43 ASA il k& #iHz: 1
Pilal ) HTTP 8¢ FTP R4S 2% .

A6 S 1 EBT N AR ASA:

reload

.
ciscoasa# reload

MARGHE RN ROMMON $7- 751, 7 2245 /8 )Y 1% Ese 8.
THE VN Eon s BRI N A
i

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot in 7 seconds.

eI % Esc .
WRAGERUUFER, WFRASGAR K, SO ASA 5288 3 53T T nZ.:

Launching BootLoader...
Boot configuration file contains 2 entries.

[...1]

4T ROMMON iy 415 5 19 2 160 I3 2l mets :

a) interface- ({{PET ASA 5512-X. 5515-X. 5525-X. 5545-X 1 5555-X) EHEID. HALA S
GRAAE I BB 11,

b) address- & ##% 1 1P il

c) server- TFTP JI.55 %% 1P Hutik

d) gateway- WA RS AR AE IR — W% [, ik TP Hbhik 3 % K55 TFTP g5 4% 1P ik AH [l

e) file- TFTP CAFERAR AN AR

) set- (W[iE) THEMLIE. Eikn LM ping iy 2 KiiF 15 M55 2% (1 1% £

2%l ASA FA Firepower BB E HBR G5 .



B 4 asa E#enis2) Firepower sAHESE

g) sync- (RJ3E) {RAFMIZGIRE
h) tftpdnld- Jn#Ek )5 2hwg

AR
EHTF ASA 5555-X B973450:

rommon #0> interface gigabitethernet0/0
rommon #1> address 10.86.118.4
rommon #2> server 10.86.118.21
rommon #3> gateway 10.86.118.21
rommon #4> file ftd-boot-latest.cdisk
rommon #5> set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk
CONFIG=
LINKTIMEOUT=20
PKTTIMEQOUT=4
RETRY=20

rommon #6> sync
Updating NVRAM Parameters...

rommon #7> tftpdnld

BT ASA 5506-X A973151:

rommon #0> address 10.86.118.4
rommon #1> server 10.86.118.21
rommon #2> gateway 10.86.118.21
rommon #3> file ftd-boot-latest.lfbff
rommon #4> set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=ftd-boot-latest.lfbff
CONFIG=
LINKTIMEOUT=20
PKTTIMEQOUT=4
RETRY=20

rommon #5> sync
Updating NVRAM Parameters...

rommon #6> tftpdnld

FirePOWER &85 181t sh e bt B R 20015 30, #EA5]S CLI.

FIR6 FEA setup, JFFCE B LM BIE, LIS HTTP 58 FTP 5543 IR IR, Ml
PUNSOF R G it

[l =7 ASA 70 Firepower BifH B I E R4



M FirePOWER g E ezl asa ]

* EHl4: frdl

* IPv4 Hilik: 10.86.118.4
« TS 255.255.252.0
« C: 10.86.116.1

* DNS JIR%5#%: 10.86.116.5

* NTP Jli%545%: ntp.example.com

IR T T3 FirePOWER B H R FE R 230, PR ER T Wi 34T HTTP %%,

system install [noconfirm] ur/
il

> system install noconfirm http://10.86.118.21/ftd-6.0.1-949.pkg

I RS AR AR, 1S4 TR N noconfirm 3£ .
WS SR, W SR TR S Yes.

TR A B0 T 30 0B DA L, (BB T RETF R K ). BRSNS, BTk N FirePOWER J&)
[ CLI,

WIE9 AT LU Firepower 4515 BE AR EL Firepower & L HUOVE B £ 1 S Y5 18 (1 845 R B8 00 Y
1) CHRENTIFREEY » 4k2E%E: http:/www.cisco.com/go/ftd-asa-quick

M FirePOWER BB ) 2 #BR 15 2] ASA

ZL M\ FirePOWER JglJilh 97 78 B % 21 ASA #F, #5470 Hf ROMMON $27:4F. £ ROMMON
o, AR, SRIGEES I A TFTP F 2 ASA WUG; (X SZH TFTP. ETE B iN#k ASA
Ji, BATURLE AR E, AR5 IN3k FirePOWER B 4f
FeaZ wi

« TEMIIRIE ASA 5 TFTP R45 28 2 M. T RGE NIERE, B 5.

72
1 W Firepower 45 B ARV P Firepower JaM 0T A1 4%, 18 WA BE AR Co I B 124 4% o
L2 WA Firepower %5 B B Firepower UMM HI % %, i &l it Firepower ¥ #5852 4%

I RE AV AT IS5 4%, TS B DR MR REBCPEVE R] IR 55 e B i e o

PR3 K ASA MG GEZS P FEERIE . 28 2 70 43 Firepower Wi il e 46 vl 3 5 B8 11 U i) )

TFTP AR %5 %% o

2%l ASA FA Firepower BB E HBR G5 .


http://www.cisco.com/go/ftd-asa-quick

B 4 FirePOWER s 5 B 2B IR 5] ASA

T ASA 5506-X. 5508-X F115516-X. ISA 3000, #0AZ5 0 A FRIR 1 1/1 F Mg, % T HAB T
5, el D ER R,
fEREHIG I 0, B S ) FirePOWER J8UWp B 1H14% 4%

T

> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

i yes T Ao

M RGN IE N ROMMON #2755 I8, 75 275 3 2 A 4% Ese # .
VT Bonas s i N A

il

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

I % Esc 8.

MR RG BRCL S, WER S R K, 207 FirePOWER J8UPMS 181 ¥ 4% 58 W JE 30 5 HEAT 5
BN

Launching BootLoader...
Boot configuration file contains 2 entries.

[...1]

Bk Firepower Wil ve 2 LT A HEAE . A ESINAERRN disk0. fI2RAT AP USB BK5h &, TIAK
A disk1.

i

Example:
rommon #0> erase diskO:

About to erase the selected device, this will erase
all files including configuration, and images.
Continue with erase? y/n [n]: y

Erasing DiskO:

[l =7 ASA 70 Firepower BifH B I E R4



N

g

M FirePOWER g E ezl asa ]

U IEMIER T FirePOWER BB 8IS, A8 ASA A4 S23RINZ8nT 51 22 P 3 1A LI Aff R T 1 5C
.
fEFI LA N ROMMON iy 4 0 5 W 265 B B NAK ASA W%
interface interface id
address management ip_address
server tfip_ip address
gateway gateway ip address
filepath/filename
set
sync
tftpdnld
ASA BGBERITN BOF Bl BEA CLIL
HZ LTS &
* interface- ({1 T-ASA5512-X. 5515-X. 5525-X. 5545-X fI5555-X) @1 1ID, HAhA
ORI I 1T 171
* gateway- Q1R IE I SCHbhE 5 AR 45 4% TP MuhEAE[R] — M 4% b, 35K & s d Al —Hk.
 set- RIS R . BT LU ping fir 4 Wi b 4 2 0% 1
* sync- PRI PIZE I

* tftpdnld- INZH BhHE

w15l
&R TF ASA 5555-X #9715

rommon #2> interface gigabitethernet0/0
rommon #3> address 10.86.118.4
rommon #4> server 10.86.118.21
rommon #5> gateway 10.86.118.21
rommon #6> file asalatest-smp-k8.bin
rommon #7> set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asalatest-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon #8> sync

Updating NVRAM Parameters...

2%l ASA FA Firepower BB E HBR G5 .



B 4 FirePOWER s 5 B 2B IR 5] ASA

rommon #9> tftpdnld

& T ASA 5506-X A973151:

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asalatest-1fbff-k8.SPA
rommon #6> set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=asalatest-1fbff-k8.SPA
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon #7> sync
Updating NVRAM Parameters...

rommon #8> tftpdnld

e B A 2% U T A T A

W ASA BB, B LR IR . 65T DU R SR T ASDM 17 0 B4
o AT ORI AR s o, WGBS, TR B (R

L AR RAE L R, B HRIME T ASA FirePOWER #id, et ok R gt il & . ASA
FirePOWER B AT 7E 457 B 1 EREATAF 8, IR0 ZL07 i) FLIDE N 3EA T B0 7 o AL S P 17 B D) 2% 30 2 F 9
— B WAL, WA AL, AT LA R L ((UH T FirePOWER 3D« Wiz 0 (HF
ASA FHAPN AR FEE PC BRI — NN . XM NEAGEE, ST
HEERAER CPRENTTHRR ) -

* http://www.cisco.com/go/asa5506x-quick
* http://www.cisco.com/go/asa5508x-quick

* http://www.cisco.com/go/asa5500x-quick
a) MHIL ASA #HI G IR, RAUKEHRR O B B DRI E

Pre-configure Firewall now through interactive prompts [yes]?

U SRy iy SR 9 24 B RGBT mo JFAREHATILRE Y
IR EACE A B, UME AT LUE RS ASDM, TEHIN yes, JFH R RIRIERTT .
b) il ASA Il G, B EXEC B

enable

[l =7 ASA 70 Firepower BifH B I E R4


http://www.cisco.com/go/asa5506x-quick
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http://www.cisco.com/go/asa5500x-quick

c)
d)

M FirePOWER g E ezl asa ]

EX (TN 7

Password:

% Enter $#. BOANEOL T, #5025,

Vil 42 Ry e B

configure terminal

R B M IAZ LR, VSRR AT i S R I s O T 5

WA IRAF G, (HAREAE A PREN T TR R P AN T I, SRR R R AR A LR D
B, M EE IR A L ID. WU R KR A RS, (HAREE IR &, e

clear configure all 1743 [ % HC &

interface gigabitethernetn/n
nameif outside
ip address dhcp setroute
no shutdown
interface gigabitethernetn/n
nameif inside
ip address ip address netmask
security-level 100
no shutdown
interface managementn/n
no shutdown
object network obj_any
subnet 0 0
nat (any,outside) dynamic interface
http server enable
http inside network netmask inside
dhcpd address inside ip address start-inside ip address end inside
dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

XFF ASA 5506W-X, A WiFi #: sl R :

same-security-traffic permit inter-interface

interface GigabitEthernet 1/9

security-level 100

nameif wifi

ip address ip address netmask

no shutdown

http wifi network netmask wifi

dhcpd address wifi ip address start-wifi ip address end wifi
dhcpd enable wifi

TR A A
format diskO0:

format diskl1:

W INAEFR A disk0. WA M USB BRah#%, WIAR A diskl. R AT HAS A ALpi e, 24K
i ASA MUGRS, RHES T RLL IR

2%l ASA FA Firepower BB E HBR G5 .



B 4 FirePOWER s 5 B 2B IR 5] ASA

$Error copying ftp://10.86.89.125/asa971-smp-k8.bin (Not enough space on device)

g) G%Z?%ﬁ@ﬂ%i:

write memory

$IE9 2% ASA Fl ASDM Wf% .

M ROMMON #3J5 5 ASA AN AE T HT NN R B R GEm AR TR Wi 3R Ar . a2
¥ ASDM RN EI N7

a) ¥ ASA I ASDM W% S Far: . 92 11D T ASA i1 KRS 2. ASA W HF
LRSS AR A RVEAEE, TS LT LA C copy fir 2 U] -
http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.html#pgfld-2171368.

b) K ASA BEEHIE] ASA NAr. B BRIETS T QAT FTP &l
copy ftp://user:password@server_iplasa_filedisk0:asa_file

5l

ciscoasa# copy ftp://admin:test@10.86.118.21/asa%96l-smp-k8.bin disk0:asa961l-smp-k8.bin

c) ¥ ASDM WUEEHI 2] ASA NAF. MAPBRRER T Wi HUT FTP Sl
copy ftp://user:password@server_iplasdm_filedisk0:asdm_file

oRIE

ciscoasa# copy ftp://admin:test@10.86.118.21/asdm-761.bin disk0:asdm-761.bin

d) FEFNE ASA:
reload

ASA fii [ diskO 1 AR AR EEAT FEBT A

HIE10  (AJk) 423 ASA FirePOWER BB ).
T B2 ASA FirePOWER JEI%, XF SSD #H T/ [X, IFi UL R 2038 R 48 itk

a) KRR EHI ) ASA. TEIMER ARG A REMFY G2 R3] SSD. P B R T Wif]
HAT FTP .

copy ftp://user:password@server_iplfirepower_boot filedisk0:firepower boot file
il

ciscoasa# copy ftp://admin:test@10.86.118.21/asasfr-5500x-boot-6.0.1.1img
disk0:/asasfr-5500x-boot-6.0.1.1img

b) M Cisco.com ¥ ASA FirePOWER [ 55 5 Ge A2 b 40 48 1) m] i A8 B2 11 U5 1n) 1) HTTP

HTTPS £ FTP k5545 . 15204 H T3] ASA LY dlskoo
c) W ASA FirePOWER Hitj3 8L TE ASA disk0 14 -

[l =7 ASA 70 Firepower BifH B I E R4
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d)

e)

M FirePOWER g E ezl asa ]

sw-module module sfr recover configure image disk0:file path

i

ciscoasa# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-6.0.1.1img

Tn#k ASA FirePOWER Jii {5 .

sw-module module sfr recover boot

5l

ciscoasa# sw-module module sfr recover boot

Module sfr will be recovered. This may erase all configuration and all data

on that device and attempt to download/install a new image for it. This may take

several minutes.

Recover module sfr? [confirm] y
Recover issued for module sfr.

SERF LA, DAME ASA FirePOWER #E A 2, AR5 ) 24 /T (IE/EIZ1T 1) ASA FirePOWER Jii it
BRI R G SR, KRS, 1824 Enter 8 7R &S8R4 . BRIAH P 4 /& admin,
BRI\ S Admin123.

5

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

asasfr login: admin
Password: Adminl23

UARBEHR A B R 5E MK, session T2 R, IFB78 — 460 Bt I CVE R ttyS1 BEATIERE . 1M
Je HA
FCE ARG, LMER A DL R G 2he e

setup
RGFHRIN LR B TR, B HHIERIM OCLL A& DNS 15 S 200 & 1) F 20 E .
© BHLA - A 65 NT T, AR AR . RVFIEHIE AT

o WEEHhE - o] B ERAS IPv4 B IPve iht, B DHCP G&EMF IPv4) B¢ IPve TIRAH 3D
=

* DNS {35 B - S E/DfiE —A DNS R4S, 8 A] BB 4 fis 220,
* NTP {5 5L - AJJii F) NTP JFfc & NTP R45%8, LMEHRE RGN .

T

2%l ASA FA Firepower BB E HBR G5 .



B 4 FirePOWER s 5 B 2B IR 5] ASA

asasfr-boot> setup

Welcome to Cisco FirePOWER Services Setup
[hit Ctrl-C to abort]
Default values are inside []

a) LRGN LA
system install [noconfirm] ur/

BRI E A B, 15 7E AT A TR Il noconfirm X3 . i HTTP. HTTPS & FTP URL;
IR FE P AR, RGBT EERALIX IS B EROR, R AT RE T A K R,
PREL G T 15 ) X 2%

YRGEUT, R ERAE) . 23N AL I 1k 18] A& S 3)) ASA FirePOWER Ik 45 i 1)
I IR] ZE A R B A2 s i 6 T RE TG 22 10 20 Bhal s TH], (R SF & T BE 7T 2L 60-80 73 4Pak
KA. (show module sfr iy Hi NERE A7 2ERE 2754 Up. )

i

asasfr-boot> system install
http://admin:pa$$wd@upgrades.example.com/packages/asasfr-sys-6.0.1-58.pkg
Verifying
Downloading
Extracting
Package Detail
Description: Cisco ASA-FirePOWER 6.0.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: ¥y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system. [type
Enter]
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2016) :

The system is going down for reboot NOW!
Console session with module sfr terminated.

a) URIETRE RN TIRAS, W LAAN S 1 5k ASDM B FirePOWER 5 3 .0 (1) 7 2] O BAT I 44

W R ARARAL B 2 I ASA SR I 2%V nl UE A LAV o] HE, 1525
http://www.cisco.com/go/license. 7EE IR (Manage) > ¥ A (Licenses) 77y, #n] LB FavFn]
k.

LAEH] ASDM CRIVFZ A DIRE) , 822N (3DES/AES) VAl k. WA AE A Foprivk
1445 FirePOWER J i 1l B 46 2 BT ARAE T 06 ASA (R A0 80, AT LB 22 20 12 G 2
W RIEARRATROE 5, B3I ASA BVFRTUE, Wn] DLEE M 80 FnliE. X T8 ASA, &
T BT BN ASA VFATIE

L2 JHii ASA SREUF A IE.

[l =7 ASA 70 Firepower BifH B I E R4
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a) A LLR i &R ASA 7815
show version | grep Serial
Ve85 5 ENRIERE AN R LA 2 515 AN R o B RS2 5 TR SCRE, (AT

b) Vi http://www.cisco.com/go/license, #XJi miti KB E fthiF AT IE (Get Other Licenses).
[ 1: 3KERE fth i AT (Get Other Licenses)

Tools & Resources

Product License Registration L e B

‘ew in French  ContactUs ¥ Feedback Help My Profie  Rel

ﬂ Did You Know? a Systemn Messages E Supported Browsars

Get Other Licenses v

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas

Manage

PAKsITokens Licenses Devices Transactions History

c) I%&#t IPS, Crypto, Other.
& 2:IPS. hn%. EHAth (IPS, Crypto, Other)

Get Other Licenses v
Demo and Evaluation..

TelePresence Software Release Key..

TelePresence License o Resend...

PS, Crypto, Other.

=hare LICEnse Frocess

Main to Backup
Register ROSA HA as Pair..

Migration...

d) 7F Search by Keyword 7!, #i asa, Jfi%L$f Cisco ASA 3DES/AES License.
[& 3: FBF} ASA 3DES/AES i 73 (Cisco ASA 3DES/AES License)

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Oplions | Jeview and Submit

Search by Keyword
Make a salaction from this list of products

Product Family Product
Metwork Mgmt Products o - E
Security Products iCisco ASA 3DES/AES License
Wirsless

| Cisca ASA 5500 series AIP-SSM

2%l ASA FA Firepower BB E HBR G5 .


http://www.cisco.com/go/license

B 4 FirePOWER s 5 B 2B IR 5] ASA

e) LB E BEMKF (Smart Account). [EIMKF (Virtual Account), %A\ ASA [F%15 (Serial
Number), R)5 5 idi F—% (Next).

& 4: & §EMc P (Smart Account). [k P (Virtual Account) ¥0 755 (Serial Number)

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

¥ 0
Selectone... = BEequired with Smart Account

Cisco ASA JDES/AES License

« Serial Humber FCH'li"H-.EH 1 e

) RG0K H I FE I Send To BEAG HilE A1 End User £ 7K: BN A AR B A okl . &bk R
= (I Agree) HIEHE, SR)5 57323 (Submit).

& 5: 1232
Request Crypto, IPS and Other Licenses
| fy Target and Opt | 3. Review and Submit

Recipient and Owner Information

Enter multple email addresses separated by commas Your License Key will be emailed within the hour to the specified email addresses.
« Send To: Add
End User - Edit

License Request

SerialNumber

FCH1T14J6HP
Smar Account SKU Nama oy
® Cisca Internal ASAS500-ENCR-K9

g) b, BRSUE| SR S AR, (AU E T LU ED B R (Manage) > i AJE (Licenses)
DI Bz

h) @ NIRRT R T4 21 Security Plus V1] UE 8 )3 AnyConnect VF AT IE, T V)] :
http://www.cisco.com/go/cew. S VF IR J5, oK E]—3Hlisf, s & 4] LIZE
http://www.cisco.com/go/license FHIA )7~ M4 EH (PAK). %1 T AnyConnect VFR[HE, I
F|Z % PAK, 1% PAK 0] N H T2 /AMi AR A HH P 2 T i) ASA . IR BUE % &g 40 1k
KK AVFAIIE (B85 3DES/AES VFHHIE) MBI Dhifige X T T [ () VFn] ik, NP A]HIE
AT SRR O 5

I3 B =Y

activation-key %%

Il =% ASA 70 Firepower BBy 6 E bR 545
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EF 1% Firepower 2100 251 .

TP

ciscoasa(config)# activation-key 7claffdf e4d7db95 d5el91a4 d5b43c08 0d29c996
Validating activation key. This may take a few minutes...

Failed to retrieve permanent activation key.

Both Running and Flash permanent activation key was updated with the requested key.

T Ut ASA WA A%, RE0K WoR “Failed to retrieve permanent activation key.” 74 . &
AJ L2 I R

B R 22— AN K A B Z AR T I T R340 . R B K A58, e 2378 o O 22 385 1K) 7k
N WIS AE 22%% 3DES/AES VFAliF 5 110 7 A VF AT, 4 & 3 5 SR A & B VF T e LA
K% 3DES/AES VFrIiE, Rt n] LUK 78 55 1% 57 3DES/AES %%

1% 14 ASA FirePOWER #tefif F s+ ASA AT AL BEAREL S B T AT [ 14 nl i, (EE RIS AT
B, ATRESTEFT B R A AL PAK, AT S RS LSRR AT LA VR AT UE AV PO R S0 25

© IR . PRI RO ITHLIE S WRERE (AVC)” B <RI . R “IPS” . B
TRCSSYFTIE RIS, BOETE “AAIRL 1T I A SRR e

12 (AVC) BT BB R SRR A7 Rt

{R37 (IPS) B8 5 Z2 44 I http://www.cisco.com/go/cew 3L IPS V) o il FIAHERIN . 514,
TR IR M BT B R SEE: AT BOT A S E AR 75252 ASA FirePOWER #H 1]
PAK/VFATAESEG 250 A 58 8 i F A

IR R K HL % ASA FirePOWER JIR 55111 ASA 5500-X,  JUJ 4 rJ LU o I 1 TR A 20 (0 SR8 1)
YFAiE. BXRPEAER, 535 (2% FirePOWER JRZHEEL ASA iTWIEEE) »
A8 0] DA I ) FEA 7 Ry e 4

s BEREEREREIF (AMP)

* URL i3jE
IXBEVE A E A S22 42 B ASA FirePOWER BB 1K) PAK/FFTIE G 2540 . A TSR, S0 (L
#% FirePOWER %5 AR ASA 11T Y « HiEZ (JEFF FirePOWER R INREVFTIE)
B R BRIV S U CL S A T IR VR AR, S (ASA PR T TIRR ) AR S,

E#AR1% Firepower 2100 %))
Firepower 2100 Z 5137 ¥ Firepower B0 4 1F 5 ASA #ft
o NEERME, B 20 0
* M\ ASA TEF ML F] Firepower BT , 55 20 1T
* M FirePOWER g/ 5 1 5545 3] ASA , 55 25 71

I 2%l ASA FA Firepower BB E HBR G5 .
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B orase

T

ARHR Firepower Jui /B IR/ ASA Hf: o SR (AR 7 SRR BV TRAE TRTP A5 s E, 64
G N EAT . Hepb R T DU R AR IR S5 4% (3 HTTP 58 FTP) R4k A B DI A1
Mg e R0, WS ALY .

\}

a4

% Cisco.com & %7 A MBS H

3R 3: Firepower B3 AR B 15K 14

Firepower it 5 fE1 Y

= THAE BHe
Firepower 2100 &% |54

https://www.cisco.com/go/ftd-software

Firepower B iBH 4 &

R AL 5 > Firepower B BH1EIER
> A,

BAAHH A4, Bl
cisco-ftd-fp2k.6.2.2.SPA .

= 4 ASAE 1

ASA B S TEHAALE N CS 0]
Firepower 2100 241 | 15214

https://www.cisco.com/go/asa-firepower-sw

ASA &

RIS AL > Adaptive Security
Appliance (ASA) Software > [l A< .

B A4, Bl
cisco-asa-fp2k.9.8.2.SPA. A
i ASA. ASDM. FXOS F1 Firepower
PUAEE BEAS o

ASDM %4 (A%

T M) ASDM 5 ASA CLI I
I F A ASDM, i %6 48 5 (1) R
7 > Adaptive Security Appliance
(ASA) Device Manager > A,

ASDM B SRR — AN S 44,
#: asdm-782.bin.

I\ ASA E FAR1% 2 Firepower BB B 1

M Firepower 2100 _F ) ASA F#7 L5 21| Firepower B 55 1 #F, #5020 H ROMMON #2757 .

£ ROMMON H, &R Bt

MRIGAEE RO 1/1 LA TFTP 2% Firepower B9 18I #A4:

AL FXOS; A2 #: TFTP. fEmW)BEI FXOS 2 Jh, Bl LIl E Wi s, MEBIEFRIRS 2 T
# Firepower J& W55 Sl 4K, SR TR 8

[l =7 ASA 70 Firepower BifH B I E R4
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M ASA B itz 2) Firepower ke ]

/

T AT ASA CLI/ASDM I & i ik 2 BE AR AR 14 v IR 4525, # AT DL BE AR 0T IR 25 2 4

ASA.

# Firepower BB NG (SR FE&SAT , 55 20 70 FEF ASA nl@E & HE O 1/1 Vi K
TETP flk%54%

eI G, P admin 543 ¥ 5% FXOS, FFEF% AL R 5.
connect local-mgmt

format everything

firepower-2110# connect local-mgmt

firepower-2110 (local-mgmt) # format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

ki yes, Firepower 2100 B #7050,

MAGIEREN ROMMON $-AF I, 5 ZEA4E R S 1R 1 Ese § . 1% U & R s on i A
TP

R R e R e R

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R R e R R R

Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory

BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

BEHS 3% Ese 8. WRGEH T Wi, Firepower 2100 224 F 0 A 80 3 W Ut #& BB Ik
%, Bl 47 ROMMON 1| .

BEEATEL 1/1 M BEE, IR BL T ROMMON iy 12 FXOS (Firepower B A A H AL 1) —
) .

address management ip_address

netmask subnet_mask

server tfip_ip_address

gateway gateway ip address

filepath/filename

2%l ASA FA Firepower BB E HBR G5 .
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set
sync
tftp -b
FXOS WHERBEEI T3, JFHzhit A CLL
LI ENSE
* gateway- QI RLIEI SCHIE 5 iR 454 TP HbbEAE IR — 4% b, 1K R e R I — bk
* set- ‘LRI BIE . AT LMEH] ping fiv & Kl 5 iRk 55 4 10IE R .
* sync- TRAF P45 P
* tftp -b- I3} FXOS.

IR

rommon 1> address 10.86.118.4
rommon 2> netmask 255.255.252.0
rommon 3> server 10.86.118.21
rommon 4> gateway 10.86.118.21
rommon 5> file cisco-ftd-fp2k.6.2.2.SPA
rommon 6> set
ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-ftd-fp2k.6.2.2.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7> sync
rommon 8> tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.21
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[***]

SIE6 i HEA 4 admin F1265 Admin123 &3 FXOS.

[l =7 ASA 70 Firepower BifH B I E R4



Sk

g

M ASA B itz 2) Firepower ke ]

FERL A FBIEN FXOS 2R, #54E ROMMON F e 7 (0 57 . 1P ML bl bR 8 70 R UAf1
192.168.45.45. #K 5 BLOEAE FXOS HOM RS I W 2% BB EAAIN) TP b MUILABAOGBEE, SRS A BEM
45 8% R Firepower &G 3 8 F 4.

A F DHCP %5 %% -

scope system

scope services

disable dhcp-server

WIS EET] DHCP JiRg54s, 854 RE i 2 1P Mkt

Tl

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server

Fo & 1Pv4 BB IP Huhik, W DARCERSC (RTIED o

scopefabric-interconnecta

setout-of-band staticip ip_addressnetmask network maskgw gateway ip address

commit-buffer

FEORBE YA BEE IR (BRI 0.0.0.0, X3 Firepower BB HIEIEE 1) , 1 WE gw o8l T,

AR SRR B S5 ds ANEACHI A B 1/1 4 b, DU S 5C TP Mk Firepower BBy 1440 4 1
EAEAE, PSR TCVE A BRI BB ) M ATIZ R 55 4% -

il

firepower-2110*# scope fabric-interconnect a

firepower-2110 /fabric-interconnect* #

firepower-2100 /fabric-interconnect* # set out-of-band static ip 10.86.118.4 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session

firepower-2100 /fabric-interconnect* # commit-buffer
firepower-2100 /fabric-interconnect #

N# It 3 3l Firepower JBWH 95 R4
a) PR

scope firmware

download image ur/

show download-task
T LA SE T 9 7 — TFTP RS54 8 #E 1/1 bl [l (1 A IR &5 4%~ R

i

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-ftd-fp2k.6.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check

2%l ASA FA Firepower BB E HBR G5 .



B 4 asa E#enis2) Firepower sAHESE

SIE10

b)

download progress.
firepower-2110 /firmware # show download-task
Download task:
File Name Protocol Server Port Userid State

cisco-ftd-fp2k.6.2.2.SPA
Tftp 10.88.29.21 0 Downloaded

PN T (BTERE) i, B3,
show package
scope auto-install

install security-pack version iz 4

7t show package fij i ', 55 security-pack version 5 X} W [{] Package-Vers {E. L4 2%
Firepower &8} B I BLAS 5 58 5 3

il

firepower 2110 /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.6.2.2.SPA 6.2.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 6.2.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 6.2.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP ftd version 6.2.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no) :yes

Triggered the install of software package version 6.2.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

SRR SE BB B (5-10 08k, RJEMEHIERIAHT " 4 admin A% A% Admin123 %% FXOS.

HAR FXOS & a5, (HEARTEEEE4S Firepower M)A S (30 2080 o HSAE, HE BN
LR

[

]

User enable 1 logged in to firepower
Logins over the last 1 days: 1.

[l =7 ASA 70 Firepower BifH B I E R4
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Failed logins since the last login: O.

Type help or '?' for a list of available commands.

firepower> Aug 26 01:31:48 firepower port-manager: Alert: Ethernetl/2 link changed to DOWN
Aug 26 01:31:48 firepower port-manager: Alert: Ethernetl/1l link changed to DOWN

firepower#

5N HAR ) Firepower P B AR 2138 B2 Jm, ZERITATIR B3] FXOS $27R75

23 Firepower J& i pi 4 CLI,

connect ftd

R RPN EULA; % Enter, SRJ57E More $&/R-fFAMZ 1888, H 2 bk FBoR:

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

N yes.

RO R S PATHIMA BCE . WRICE IR, 152 W Firepower B 4% 15 L4 5 Firepower

BH O RTEN T 145

M FirePOWER B A ) Z2 #BR 15 2] ASA

S Firepower 2100 |- ] Firepower fal B} 577 £ 8T A% 1) ASA B, #b 2503 HE ROMMON #2757
7E ROMMON 1, &R BRmESE, ARG 7E 38 0 1/1 LA TFTP N4k ASA B AL 1) FXOS;
INZFETFTP. EEAASIFX0S 2 )5, fEn AL E M, MWEIEREM IS4 T8 ASA B,
UNEERVEIR

G Firepower £ H HH0ME EE Firepower JBUMEL I BE 2%, 15 MW EEH O BR 1% % 45 o

W& ] Firepower 13255 FE 2S5 B Firepower BN HI 2%, L 2l Firepower % 45 H %
I R R AF VT IR SS o, TE AR OR MR REBAEVE T IR S5 2R A i B o

¥ ASA WG GEZ T #EAE . 58 20 10 42| Firepower Ja BB 11 26 n] ek & #E 42 O 1/1 U
] ) TFTP 45 2%

fEFE R G L P admin 543 ¥ 5% FXOS, FFEF% AL R 5.

connect local-mgmt

format everything

firepower-2110# connect local-mgmt

firepower-2110 (local-mgmt) # format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

ki yes, Firepower 2100 B #0350,

2%l ASA FA Firepower BB E HBR G5 .
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=

ARG RN ROMMON 751, 7 278 A S 4% Ese 8. 53 UNE R Won s R 7.

i

KK A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A AR AR A AR KKK

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

KK A KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR AN KN A KK

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

VB $% Ese 8. MR EHTE T WK, Firepower 2100 23R B A 2l 3 K I v B me

%, Pl A4 ROMMON #] .

WEEH /1 M EE, JHEALL N ROMMON @4 i# FXOS (ASA BRI —i#) .
address management ip_address
netmask subnet mask
server tfip_ip address
gateway gateway ip address
filepath/filename
set
sync
tftp -b
FXOS M RBIR N8, IfRshidEA CLL.
HZ LT E &
* gateway- U1 AL SCHINE 55 Rk 55 A TP MuhEAE R — 2% 1, fPR 3 BCE O [A) k.
- set- GLRIML R, I LU ping fr &Mk 15 s 98 (0
* sync- TRAFFILEBEE .

* tftp -b- J13} FXOS.
il

rommon 1> address 10.86.118.4
rommon 2> netmask 255.255.252.0
rommon 3> server 10.86.118.21
rommon 4> gateway 10.86.118.21
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rommon 5> file cisco-asa-fp2k.9.8.2.SPA

rommon 6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7> sync
rommon 8> tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.21
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[***]

BRI 7 44 admin F1% % Admin123 % 5% FXOS.

TEW A A BNIEN FXOS 2 )5, #4E ROMMON H 328 14 HE TP Hbbibbe g 45 5 I 150 A B
192.168.45.45. A3 5AE FXOS oy % I 45 BB R 1P b ATUABAH SR E, AR5 4 REMIR
5548 T8 ASA BRI

2% DHCP JIl%5 %5

scope system

scope services

disable dhcp-server

commit-buffer

ISR DHCP R4S %%, SRJG A BEE i B TP Mokl SOG4 B0 TP bk, mT DA 7 25 7 ity TP
Hiuhik- 58 A ] DHCP.

i

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

fii & TPv4 & HL IP Hudil, Bn[DIECE MR (AliE)
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scopefabric-interconnecta

setout-of-band staticip ip_addressnetmask network maskgw gateway ip address

ORI BCE MG (BRIAH 0.0.0.0, UK ASA Bl 1), 15408 gw DB, WM R
MRS ARAAEA A B 1/1 W45 b, U S 2 G TP dbkik; ASA BBz FUEANATFAE, Db HCvEAf
BRI BB V7 AR AT R R 55 2% o

Tl

firepower-2110# scope fabric-interconnect a

firepower-2110 /fabric-interconnect #

firepower-2110 /fabric-interconnect # set out-of-band static ip 10.86.118.4 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

IR HTTPS. SSH A1 SNMP (5 M ZIZIFFES 412, LSRR E B 48 4 BIE %
a) HRG/RSSBEIEH .
scope system

scope services

-

firepower-2110# scope system
firepower-2110 /system # scope services

b) BE MV,
show ip-block
il
firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

firepower-2140 /system/services #

©) WNHHIIVI R B
1Pv4:
enterip-block ip address % [http | snmp | ssh]
IPv6:
enteripv6-block ipv6 address Tii %% [https | snmp | ssh]

X IPv4, 1IN 0.0.0.0 FIHTZE 0 LLARVEITA M. XF 1Pve, TEHIA 2 FIHTEZE 0 LLAVEIT AT
W45, ibn] LB T &% & (Platform Settings) > /78] 513k (Access List) 7£ Firepower #1586 & H 2%
AN IV iR 712
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i

firepower-2110 /system/services # enter ip-block 192.168.4.0 24 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* #

a) MERIB IV R 514 o
IPv4:
delete ip-block ip_address Hij%% [http | snmp | ssh]
IPv6:
delete ipv6-block ipv6_address Tii %% [https | snmp | ssh]

i

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

TN (L) HHA A 1Pv4 DHCP iR 4545 -
scope system
scope services

enable dhcp-server start_ip address end _ip_address

i

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 10.86.118.10 10.86.118.20

FB12 RAAE

commit-buffer

IR

firepower-2110 /system/services* # commit-buffer

PR3 MEIFRD) ASA .
a) PNEEA.
scope firmware
download image ur/

show download-task

BT USRI AE F AR ) — TFTP fil 5543 B BE 1/1 b m] 5 ) A AR I 254 T 382
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b)

i

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

PR N (BETEIRED 0, Haifit.
show package
scope auto-install

install security-pack version R4

7t show package %irtli ', 5|5 security-pack version 5 %% [f] Package-Vers {i. M2 %3
ASA WU I FLHT A B o

)

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

SFHUAR SRR RS (5-10 2081, ARIEAEHBRAH F' 44 admin 71369 Admin123 5% FXOS.

B4 %]

HAR FXO0S B4R, HEVRTESER ASA B3 (57081 o 55 AF, B2 BRI HE:
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Cisco ASA:

Verifying
Verifying

Cisco ASA:

Cisco ASA

M FirePOWER g E ezl asa ]

2110#

CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWOOMEZR11l, FLAG="'
signature for cisco-asa.9.8.2 ...

signature for cisco-asa.9.8.2 ... success

CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY90MEZR11, FLAG="'
starting ...

Registering to process manager ...

Cisco ASA
[.-.]

started successfully.

FE SRR ASA JAENE RZ ), #0T LRI 2] FXOS 4275847 .«

WRAE R T FXOS B HE 1/1 bk, DR EE o ASA Huhik AEHARAFEIERR M 25 . ERIA
ASA BB 1/1 1P Huhikh 192.168.45.1.
a) MG ERS] ASA CLI Jfi7 a4 R Bt

connect asa

enable

configure terminal

NNV A E L R S TV K

5l

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password: <blank>

ciscoasa# configure terminal

ciscoasa (config) #

b) ESCGEEE 1/1 TP Mkt

interface management1/1

ip address ip_address mask

i

ciscoasa (confiqg)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

¢) HXHVi ASDM ¥ 742k .
no http 192.168.45.0 255.255.255.0 management

http ip_address maskmanagement

i

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management
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d) PRAFACE

write memory
e) HLR[NF| FXOS &, WA Ctrl+a, d.
L6 WHFLEEWRS, ESHIEH T Firepower 2100 &A1) ASA AT 1H5F .

Firepower B3 15

T 2 [ A DG T (R DN T i R E N -
* ASA 5506-X [] Firepower %5 Bl g%
* ASA 5506-X [f] Firepower 4 #HH
* ASA 5508-X Fll 5516-X [¥] Firepower % £ B4
* ASA 5506-X Fll 5516-X [¥] Firepower & #H1 .0y
 ASA 5512-X & 5555-X [#] Firepower ¥ £ 55 2%
* ASA 5512-X % 5555-X [{] Firepower & #LH )
* Firepower 2100 [] Firepower %25 HL 2%

* Firepower 2100 ] Firepower £ £ 1.0

ASA

IEE L PSR kv St N E 1]
* JEHT ASA 5506-X [f] ASA
* iE T ASA 5508-X il 5516-X 1] ASA
« T ASA 5512-X % 5555-X ff] ASA

* T Firepower 2100 [¥] ASA
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http://www.cisco.com/go/fdm-asa5506x-quick
http://www.cisco.com/go/fmc-asa5506x-quick
https://www.cisco.com/go/fdm-asa5508x-quick
http://www.cisco.com/go/fmc-asa5508x-quick
http://www.cisco.com/go/fdm-asa5555x-quick
http://www.cisco.com/go/fmc-asa5555x-quick
https://www.cisco.com/go/fdm-fp2100-quick
https://www.cisco.com/go/fmc-fp2100-quick
http://www.cisco.com/go/asa5506x-quick
http://www.cisco.com/go/asa5508x-quick
http://www.cisco.com/go/asa5500x-quick
https://www.cisco.com/go/asa-fp2100-quick
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