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auth - B B AIE 109. 113

- ERIES 106

- I FH B3 K Sk 415

A 47 % WIB7 K dik 110, 220

ca PKI iEH5 A LA 717

citrix Citrix Client 723

- FEPE 747

- s 323
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csd 4 B 724
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dap BN AT 7] S 734

eap, FF 4% A\ 42361 (1) EAP 5k EAPoUDP | 333, 334
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ha AR 101, 102, 103, 104, 105. 210. 311. 709
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ids INGZ Rl B 400, 733
- IKEv2 T HAY 750, 751. 752
ip IP HEAk 209, 215, 313. 317. 408
ipaa IP Hbtik 43 fic 735
ips N R GE 400, 401. 420
- IPv6 325
- WA BRI, 338
- ) 444
mdm-proxy | MDM 4t 802
nac W 2 AE A2 1l 731, 732
nacpolicy |NAC 3% 731
nacsettings | fil'® NAC W&, LN A NAC 5¥mg | 732
- CES R YN 713
np W 23 Aib L2 319
- NP SSL 725
ospf OSPF % H 318, 409. 503. 613
- BTk 742
- CERTT AL 337
rip RIP % 107, 312
rm DR BLAY 321
- Smart Call Home 120

session

M il

106, 108. 201. 202. 204. 302. 303. 304.
305, 314. 405. 406, 407. 500, 502. 607.
608, 609. 616, 620, 703. 710
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snmp SNMP 212

- ScanSafe 775

ssl SSL Hikk 725

sve SSL VPN % /' iy 722

sys System 199, 211, 214. 216, 306. 307. 315. 414,
604. 605, 606. 610, 612. 614, 615, 701.
711, 741

- JE A 733

tre FA R |4 780

- UC-IME 339

FrRidscHe | IS5 brid s 779

vm VLAN i) 730

vpdn PPTP Il L2TP £:if 213, 403. 603

vpn IKE Al IPsec 316+ 320. 402. 404. 501. 602. 702. 713.
714, 715

vpne VPN % i 611

vpnfo VPN 5 46t 720

vpnlb VPN 41 235 fir 718

- VXLAN 778

webfo WebVPN i 1) 721

webvpn | WebVPN #l AnyConnect % ) %ify 716

- NAT 5 PAT 305

bo vy 3 W = ‘== y h3

SRENSCHEFNIR X AR S5 15 K
BIRPHOCRY . A BRI EIE R T A (BST). #2238 RS K AN EE FLAE S Ui e, 1555 AR
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Rz HEEE 101001 = 199027

ARBTG5
* ID /T 101001 #) 109104 2 [A 4R, &1 11
* ID AT 110002 2] 113042 2 A0 EL , 45 40 7T
« ID 4T 114001 £ 199027 2 [HKIWHE , &5 56 bl

ID 9-F 101001 % 109104 =~ |5 B 2

A AHE ID AT 101001 £ 109104 2 18] (K11 &

101001
EIRIES: %ASA-1-101001: (Primary) Failover cable OK.
YERR: WBE D) B AR HAE S TR vt nT 51 4 4l B e 46 i Al B 1 4%
BILRIBRIE: BRI ERAE.

101002
EIRIES: 2ASA-1-101002: (Primary) Bad failover cable.
YRR WD) AT AR, ISR A RO AT B Sl v Ak O B A
BRI ) B R

101003. 101004

’éia':é*}iéi,%: $ASA-1-101003: (Primary) Failover cable not connected (this unit).

gi;iﬁ,%\: $ASA-1-101004: (Primary) Failover cable not connected (other unit).

U Rl WY S R (S P B kv S e o sl S R N S = R N s S
O A B B 5 P B B %

| B asAazsEgzAEEE



B 101005

101005

103001

103002

103003

e A H 2 101001 Z 199027 |

BN BIRAE R R 0 B 2 B D40 B 5 B

gl%iﬁ,%\ %ASA-1-101005: (Primary) Error reading failover cable status.
WEAR: bE D) AT R, H A TRV E HRAS
BIHIRAE: g,

gi%}ﬂﬁ:%\: $ASA-1-103001: (Primary) No response from other firewall (reason code = code).

WA BT I e e v g i B e S AT A . R R T A B B B R B e
RIS T AR AN, R T A R R ) S A

[RE KA it AR

1 AV TE R A LAN S DI, AR AR MO D14 LAN 422 11 3208 Hello 204l 44,
B R AR FRAT WS D) 45 N A B AT WA D e P 48 E Bl Hello 244, JF &35 X4t
EUNSPNZIR

2 PR B LR YR )it 2 —: 1) BERFT I 2) IR 3)
ARP; LLJ 4) )" #% Ping.

3 TEERAT IS FRE A2 G I 15 A H R IE A AT

4 R D) LAN 422 F1 O OCHT,  H ARG F2 T AN B A2 V. e Ak, Achh
2 H AR TG

5 FENC A0 1 R v 46 R S84 G T

6 SHIARTERG bR D) s s R

BIAIRIE: BEibE DIl S0 T CAERERE, LRI G B (O, PR B A AR .
R A RAAAE, THIKRARER} TAC,

gll;&’;ﬁ,%\ $ASA-1-103002: (Primary) Other firewall network interface interface number OK.
YERR: BRI BB 4 R SR L IE R . A B T A1 ok Bl B v o5 R A B 15 % o
BIBIRIE: BT PATAE TR

EiRiHE: 2ASA-1-103003: (Primary) Other firewall network interface interface number failed.

B ERASARTIRZREEE
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103004

103005

103006

103007

103004 i

P EEE R E S S R o o] C S e mi - SR e & S ERIRTIPAE 1R & L 1 E
BIWEYIRAE A A D A (R P S SR P 2 AR L BRI e . AT LB, TR MR ) R 4 1

’éia':éiﬁ,%\: $ASA-1-103004: (Primary) Other firewall reports this firewall failed.Reason:

reason-string
YRR B WA B B B R R e A AR B B T 41 D Sl B e 26 Rl D e 46 o
J AR g A L AT R 0
o R A 44 1 35 s ) v S dls B H PR .
* LAN s U4t 1 R A Wb
o WPEERTCIREN A HIES IRES
TR E S o B KR C B T REAN R
o WRBRE I BAR A I, AR BT TR R A A A
BIHIRAE: WA R AR

gi%iﬁ,%\: $ASA-1-103005: (Primary) Other firewall reporting failure.Reason: SSM card failure
YEAR: BB O F R SSM Rkl . B A Bl B B R A B R
ARYIRAE: KR IR R IR

gl%iﬁ,%\ $ASA-1-103006: (Primary|Secondary) Mate version ver num is not compatible with

AR ASAKLI RN AR ZIBAT MARCAA A T A e 45, 5 HA TP T REA IR
* ver_num - fJRAS .
BANRYIRAE: EN S B 2 R R B A ARCA TR R 52

gl;&iﬁ,%\ $ASA-1-103007: (Primary|Secondary) Mate version ver num is not identical with

ours ver num

AR ASA Kl B SR BRI AT IR A SE Al ], (HSZRE P W T L S A e 2 5. il
TWARIRAAGE A, NI ARSEVERE P RE BRI BRI A R R, ASA
A RES LG 2 P 1)

* ver_num - i A

BILHIIRAE: SRAEPN & e L2 R (B A

B asAazsEgzAEEE
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103008

e A H 2 101001 Z 199027 |

g’l;&iﬁ.%\ $ASA-1-103008: Mate hwdib index is not compatible
AR A AR B R D B AN [

EANRYIRAE: BRI A R N HE R AR VT RE T e T 2 LI, B AN [
Yz I UCAL S, <asa>iB it % A\ write standby iy & </asa><ftd>#] {5248 J5 K & HA</ftd>, 0] 5]
[

104001. 104002

104003

104004

IR $ASA-1-104001: (Primary) Switching to ACTIVE (cause: string ).

HIRBEE: 3ASA-1-104002: (Primary) Switching to STANDBY (cause: string ).

VAR Ok DL R PR 2 s R D)o AT e Ay € AR H & LA failover active iy
4, BEF %% LHI no failover active 7% F AW T FN B & 1B & . PR AR
S AT BEME AN R

* state check

* bad/incomplete config

* ifc [interface] check, mate is healthier

* the other side wants me to standby

* in failed state, cannot be active

* switch to failed state

* other unit set to active by CLI config command fail active

BAHIERAE: WIRM T AL TS os bl &, WITEHAEAT AR A0, TG B Bt 4 it (0 i
DRI B i D 45 0] 9 5 e 6 (RS

g’l;&iﬁ.%\ $ASA-1-104003: (Primary) Switching to FAILED.
L R &y e

BIRYIRAE: A BRI RO SR T TR GEZ B R 104001) o BB RTS %
Wi 6 (K B B

IR B $ASA-1-104004: (Primary) Switching to OK.
WRR: AT AR AE O B R R FRIEAT . R A T A A g B A B A B W 4 .
BIHTIRIE: B HATIT A,

B ERASARTIRZREEE
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104500 i

104500
EimiHE: $ASA-1-104500: (Primary|Secondary) Switching to ACTIVE (cause: reason)

it BA

I HA W& TT AR A& 22 HA X “ 1”7 fith. reason 745 & I W BEMEL AT T
* no existing Active unit present CAAFAEIA 1)
* unable to send message to Active unit (JGyE &KX E R TEH & &)
* no response to Hello message received from Active unit (A M 3= F 5 25 W E%6) Hello ¥ 5 i 3 )
* user initiated failover on this unit (F P fEML % FJE 8 T Hs D1 #Dh g
* user initiated failover on peer unit (H 7 EXS S5 4A % & LA 8 T 813 2 58D
* invalid message received on failover connection (M # s E) 432 F2 U8 21 1 S 630

BIAIRIE: BRI TAEATERAT .

104501
28 $ASA-1-104501: (Primary|Secondary) Switching to BACKUP (cause: reason) .
WA b HA WAt TR 2 HA X “4H]” Mith. reason 745 5 B W REME 4T -
* existing Active unit present (fF7EILAT 1 k&)
* user initiated failover on this unit (H P fEML % EJR 8 T MR D1 Dh g
* user initiated failover on peer unit (F 7 ZEXT SR & LA 8 T W6 U120 g

BIRIE: KHRPATAEMTIRAE

104502

gll;&’;ﬁ,%\ $ASA-1-104502: (Primary|Secondary) Becoming Backup unit failed.
WRR: I HA B ik A 2 HA X “# 7 M. JsR 5 E 104500 A1 104501 A
BIHIRAE: R PAT T

105001
gi;;ﬁ:%\ $ASA-1-105001: (Primary) Disabling failover.

WA V. fF 7x M SRR, I E TR N BT AAASICEL CRAERZAS) L YRR
VCRE O sl sibffh 7z (— 6 B &1L TIPS SSM, i Hox) A5 4k 22 35 1) )& CSC SSMD
REC H AR DI . Wt nT 8k Al B A A B A

BIRIE: HPATAEATIRAE

B asAazsEgzAEEE
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105002

105003

105004

105005

A4 B EE 2 101001 = 199027 |

ﬁ\n:\lg o . . .
El?é/ﬁ,u,\: %$ASA-1-105002: (Primary) Enabling failover.

YRR fEZ AR MR DR ), e S A TS HN failover %, TR B AT
A i 5 B A ) 1

BIRIIRAE: KRR ATEfTIRA .

gi;&”;ﬁ,%\ $ASA-1-105003: (Primary) Monitoring on interface interface name waiting

AR ASA IEAENNAIZ MBS IO 1) 57— G B e @ W2 e o e ] 51 4 il B o5 1) il
Bh Bt

R HIRIE: AT AEGTHRE . ASAZS R 6 IF H0I2 1701 I s FL I 3 1,

gl%?lé]:%\ $ASA-1-105004: (Primary) Monitoring on interface interface name normal
YRR R E WL IR R e vt T 41k il B v et O B v A
BIHYIRIE: LR HITAEATERAE .

gia':éi‘ﬁ,%\: $ASA-1-105005: (Primary) Lost Failover communications with mate on interface

interface name.

WERR: BRI ) 5 B TOVE T MR DO 10 ) — B e TR . R A0 S
F IR D B4 o

BIRIIRAE: RIBER R R I M2 5 IE R I2 1T

105006. 105007

105008

EiRiEE: 3ASA-1-105006: (Primary) Link status Up on interface interface name.
HiRjHE: 3ASA-1-105007: (Primary) Link status Down on interface interface name.
WA RGURT VIR R D BRI A IR A R . R AT A I e A B A B R
BIEVIRAE: W RIS A KM, TE IR BIFR i 46 1 (1) I 28 2 11 E W A8 AT

%ia':é‘}ﬁ,%: $ASA-1-105008: (Primary) Testing interface interface name.

B ERASARZTRGAEHE
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105009

105010

105011

105020

105021

105009 i

AR OO0 s LTI, FUA 2 ASA 7R TR RE 5 Jovk iz 1 o6 ] e bR
KU, A PAT IR Ve W T A1 il B v Rl B

BIRYIRAE: BT AT .

g'll?:'&’;ﬁ,%\ %$ASA-1-105009: (Primary) Testing on interface interface name {Passed|Failed}.

YRR RGRE T LU DA R C i BRI D o et AT gk Bl B v e A
Bh %

BAAYIRIE: WIRGRO) “HL” , WOETRATAEMTERAE . WRE R “ R, B &P 6 il
B DB 1 W 2% B0, AR A B R IERIEAT, IFI IR & T s (MR A

‘éia':éiﬁ,%\: $ASA-3-105010: (Primary) Failover message block alloc failed.
YRR P AE ORI . KRG R, ASA PR . W& A H) & R ) R4
BRYIRAE: AT show blocks iy 2>k MR 45 1 Hi AL B 9 A7

gl;&’;ﬁ,%\ $ASA-1-105011: (Primary) Failover cable communication failure
WERA:  WcRE D)5 FL 2 TGV S A VA A I B A6 2 TR IR TEAT o Vet mT 20 o i B 50 25 R A L 1 5
HICRYIRAE: MIORFELE R

gi;;ﬁ:%\ $ASA-1-105020: (Primary) Incomplete/slow config replication

WA RAEERREDRIN, H ASA FENAF RN IO E AN SR EHEROLN, XM OE TR
TS5 T I P 2 o 2B T B Al B B A B e 4%

BNHYIRIE: (£ ASA KT ZIMR YIS, ASA 2 HENTEHTA ST NI E A/ 25 0 — &
ASATEF AL . WERMIS DS DU SR A, Ui B s DI O BCE, IR ORI & ASA L2 7]
A AT .

HiRiHS: 3ASA-1-105021: (failover unit ) Standby unit failed to sync due to a locked

context name config.Lock held by lock owner name

AR AERCE R IA], RS A B RERE C B U R oo, e TR B AT SR I A,
IX e Bk b D R N BTG B . R ST IEAE R MC B, 0 R B O B 26 T e % B IEAEIZAT Y

B asAazsEgzAEEE



[l 105031

105031

105032

105033

105034

105035

105036

e A H 2 101001 Z 199027 |

BoE, nlRES RARIXFIEH . 53 iEZ R EXEC 20 N [¥) show running-config iy 2 DL & LR 454
5500 25\ 452% 1A R E BN Y pager lines num 4.

BRYIRAE: S B 1 OR 3 HAEAE S5 3 Bl M) ORI, e S Ae & ] et b
A e i

Eia':é‘}‘ﬁ,%: $ASA-1-105031: Failover LAN interface is up
AR LAN b e 8k 2 a 30
BILAIRIE: BRI .

EIRIEE: $ASA-1-105032: LAN Failover interface is down
WLAA: LAN dbmd) et ek 2 oGk
BIAIRIE: KT LAN MU e O RER . B OR300 T & R E R

EIRE B 9ASA-1-105033: LAN FO cmd Iface down and up again
WLRA: BRI LAN 20 2Ok
BIBYIRIE: AR D) B sER,, wRe e L T I AE )

HEiRJHE: 3ASA-1-105034: Receive a LAN FAILOVER UP message from peer.
WERR: XFEERNIRIG 8 1% T WIMHIER T B -
EIHVIRIE: EFEPATIEMTERAE,

gi%;ﬁ:%\: $ASA-1-105035: Receive a LAN failover interface down msg from peer.
WERR: P ER LAN WOREDIRE BRSO, IR % e A A T4 TR, 4 DB P
REIBUIRIE: Rurrnh Sk LAN MR el 1 3

%ia':é‘}ﬁ,%: $ASA-1-105036: dropped a LAN Failover command message.

WAA: ASA EFF T RN LAN S D) e iy 278 5, $578 LAN U U #43 1 A7 4R 1E 2 0]

B ERASARTIRZREEE
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105037

105038

105039

105040

105041

105037 i
BIBIRIE: MERMIER T LAN EH 4,

gﬁ%iﬁﬁa: $ASA-1-105037: The primary and standby units are switching back and forth as the

active unit.
YRR E BRI B R DI E A, RORAEAE LAN s D) 4 e 2 () /sl 4k A it
BEIHIIRAE: MAOREE T LAN #04.

BiRIEE: 2ASA-1-105038: (Primary) Interface count mismatch

LA RAEMED)N, FH ASA fENAF TR INRIEC B AR AT, X RGOS T R
& R TR G o8 & R Rk R - HE T R

EILHOIRAE: ASA RN BN DI 2 5, ASA 2 A B EHTH B9 N AE Ik ic B R/ a5 ) — &

ASA FUHT AL . ARSI YIS DU RS R, SR A B DR IC L, IR IR IS ASA it 1)
A AT AR .

%E%iﬁﬁé: $ASA-1-105039: (Primary) Unable to verify the Interface count with mate.Failover

may be disabled in mate.

LR B D B AT I A ASA B CE K  BCR 2 A F i EFE7R T ASATEIR IR UEHi )
ASA FRCE M DGR . B0 B4R 32 ASATCVA B R i b D) i 1 Bl B ASAEATIEAS . Bt
B Ay At B v 6 [ G B B o

BIBYIRIE: KUE TH ASA LAHE D) LAN. B2 O E AR . M5 Eh ASAIEAEIZST ASARN.
FH HM D40 25 .

gﬁ%iﬁﬁa: $ASA-1-105040: (Primary) Mate failover version is not compatible.

YRR Tl ASANIZATAH [FIFRAS BB DD R A, A RE e b DI Hons . B SRR AN B AS A
VIR IRAEIRA S T ASAAHERS . FASA FAER T HBE e, “ & i nBes 4B ASATY “ 4l
BB

BIWRIIRAE: AE M ASAZ A PR EF AT RAS—S0ELS H b e .

EiRIEE: $ASA-1-105041: cmd failed during sync

WERA: nameif iy SR, X2 IR T B Rk e & 4 VB0 AN )

B asAazsEgzAEEE
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105042

105043

105044

105045

105046

e A H 2 101001 Z 199027 |

BARYIRIE: WUF A I BRI ISV RE R B 2 LI, B AN ) R
YR OLAL 5, <asa>lHiTHiA write standby 1y 2 </asa><ftd># {5748 i kB HA</ftd>, BIw] sk
[

’éia':éiﬁ,%\: $ASA-1-105042: (Primary) Failover interface OK
WEEA: LAN Sbm) e gk o nsl.

T RIS LAY ASAIIEE VEZEIZAT. “ " SEaTHADIME) ASANY “HiBY %
T

BILRYIRIE: CRHIT AT ERAT .

gi;;ﬁ:%\ $ASA-1-105043: (Primary) Failover interface failed
WAA: LAN Wb #edi kR C oG] .
BICHYIRAE: K0 LAN fRs DIz DA iff st 88 o0 T Ve B e IR Y

’éia':éiﬁ,%\: $ASA-1-105044: (Primary) Mate operational mode mode is not compatible with my

mode mode.
WA G HURRE D) S R I A E AL CRANERZAS) AULECIN, RGEK AR D)3 D) BE -
BEISCHYIRAE R 1) 0] S ARG B 0 SR A [R] i B AR, AR T It T b D) D e

gl%‘;ﬁ.% $ASA-1-105045: (Primary) Mate license (number contexts) is not compatible with

my license (number contexts).
YLAR: il Do SRR IA] () D R VE T UEANUL LI, R GOK AR P ) D fg
B HIIRAE: R D) S ARG B A AT AR R D e VAT UE, AR5 F07 i F s D) 4 Dy g

‘a*ia':éiﬁ,%\: $ASA-1-105046 (Primary|Secondary) Mate has a different chassis

WA AR BRI A RSB . fltn, JEh— B BRI =l 55— &
KNP o

B HYIRAE WA P O R DI B S A I Y

B ERASARTIRZREEE
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105047

105048

105050

105500

105501

105047 JJj|

HIRiH/S: %ASA-1-105047: Mate has a io card namel card in slot slot number which is different

from my io card name2
AR N iR D) 25 AR T AN R R B
BEILRIRAE: 10 ORRR D) 40 15 4% S e AR A T o

gi%‘;ﬁ,%\: $ASA-1-105048: (unit ) Mate’ s service module (application ) is different from

mine (application )

VAR : D) 4 g RS I B 3 FH A R A e IR 5 SR B IEARB AT AN RIS o an AT AN
[F) (P M 25 A ke, DAY 5 A 1) 460 1 % AN

* unit - =S EGHI %

* application - N4 ¥, 40 InterScan Security Card
BIHIIRIE: HAORPI & I 58 A R IR SRR, R 5 T 22 E 0T JE HH s )46 Dy g

gll;&’;ﬁ,%\ $ASA-3-105050: ASAv ethernet interface mismatch
YRR & B B LUK 850/ 3 vees Iy LK 42 L1

BINAYIRIE: NOBIA AR DS B ASA RSN . BRUE W A IR L3 B A A . AT R
WS S P O, s A RIR B . BB OVLALS, <asa>l@id#ii A write standby fiv4
<fasa><ftd>EF {5 4R J5 i HA</ftd>, B ] g [F B e .

gl%iﬁ:% $ASA-5-105500: (Primary|Secondary) Started HA.
WRA: I ASA FJGH T = HA.
BIHRAE: R PAT AT

gl;&“;ﬁ,%\ $ASA-5-105501: (Primary|Secondary) Stopped HA.
WA It ASA FEEHT & HA.
BILBIRAIE: LA PATAE R

B asAazsEgzAEEE
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105502

105503

105504

105505

e A H 2 101001 Z 199027 |

%E%iﬁﬁ?: %ASA-1-105502: (Primary|Secondary) Restarting Cloud HA on this unit, reason:

string.

WAR: RAETENR, FEUL HA WA H = HA. reason P47 H AT BEAE 41 F -
* failed to become Backup unit (FGiJ ik % %)
* unable to create failover connection (IG5t el L) #eide 2 )

BLAYIRIE: CRHIT TR .

%E%iﬁﬁ%: $ASA-5-105503: (Primary|Secondary) Internal state change from previous state to

new_state
LRR: P HA RS KA T 224
BWBIRIE: P AT TR

gﬁ%iﬁfﬁ: $ASA-5-105504: (Primary|Secondary) Connected to peer peer-ip:port
WAA: I HA 4 O 5 HA X AR5 .
BIBIRIE: BT PATAT TR

%ﬁ%iﬁfﬁ: $ASA-4-105505: (Primary|Secondary) Failed to connect to peer unit peer-ip:port
AR b HA WA RAES HA X SRR e -
B RIRIE

WEREAT HA XFEEAR, AT RES R AKX R Do WERAFAE HA XEEEAR LS AT T s Ui fe, s
SR AT RE 2 tR LR (7). A1) show failover fir &40 E LA R 00 -

o R BA LIRS TP Mk e R b (4 1 TP ML

o BFE WA LIRS 5 e A L R D] IRZ5E%) i 1 DTG
o F TR A B B 1 R G

 AFAEREST IP SERL T T 1P B .

B ERASARTIRZREEE
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105506 ]

105506

%E%iﬁﬁ?: $ASA-2-105506: (Primary|Secondary) Unable to create socket on port port for

(failover connection | load balancer probes), error: error_ string

WERR: Sk Ol PR D) MO R Pl (K5 7 B . Azare ST 8 NI A28 T N ABAR R
BAAYIRAE: IR R R UL S BRI RE AT PR S L, JFIRAR A} TAC,

105507

gﬁ%;ﬁfﬁ: $ASA-2-105507: (Primary|Secondary) Unable to bind socket on port port for (failover

connection | load balancer probes), error: error string

WERA: SR Sl e D BT o R B 7 B Y. Azure SR ds AR DN IN B2 26 T A AR IR
BIWRRAE: SR DN R, A D S EER N HEAE PR MRS R, JFIER AR TAC,

105508

%E%iﬁﬁé: $ASA-2-105508: (Primary|Secondary) Error creating failover connection socket on

port port
AR A A B A T DL 25 A AT B D 7 1R RN A A T N R R

BRIHTIRIE: AR BTS TR 104509 58 104510 W E . SREGE A T-70 0 B2 5T Sy B
CHLSLIERET

105509

%E%iﬁﬁ%: $ASA-3-105509: (Primary|Secondary) Error sending message name message to peer

unit peer-ip, error: error string
WERR . 2 1) 0 45 A e A6 S 1 e ) 2 TR LI R A T R

BAIRAE: W AOZAE BRIt SRR B iR T B R R O AR S B iR
MFER A AR R, JFICR B R TAC,

105510

%E%iﬁf%: %ASA-3-105510: (Primary|Secondary) Error receiving message from peer unit peer-ip,

error: error_string
TLRA: ST AORT G A 15 o 0 BT B D) 0 SR LI 2 T A

BIRYHRAE: WRNZA DO R o SRR B R i 2L W A R O DL T BRI
AR ITAT PR L, PR DAL TAC,

| B asAazsEgzAEEE



B 105511

105511

105512

105513

105514

105515

e A H 2 101001 Z 199027 |

%E%iﬁﬁ?: $ASA-3-105511: (Primary|Secondary) Incomplete read of message header of message
from peer unit peer-ip: bytes bytes read of expected header length header bytes.

LR S AR S AL 25 T8 B Rt R D) e i LI R 2B T A R

BRYIRAE: WAGZAS DO IR O SRR B R IR P 2 IR SR IO DU T BRI
MFHLER AT PEAE B, PR B R} TAC,

gﬁ%iﬁﬁa: $ASA-3-105512: (Primary|Secondary) Error receiving message body of message from

peer unit peer-ip, error: error string
WEAR: 2 MR S4B 25 I HL R T s ) g4 ol v S I R 2R T i iR

BAHIHRAE: WANZAE DO IR o SRR R AT 2L, AR D R O DL R EOR R
AP AR S, JFIRR ISR TAC,

%E%iﬁﬁ?: $ASA-3-105513: (Primary|Secondary) Incomplete read of message body of message

from peer unit peer-ip: bytes bytes read of expected message length message body bytes
AR S MO A5 A e 26 S LR WAl D e a9 RN 2B T R

BRYIRAE:  WAGZAE DO AR O SRR B R IR P G IR AR I DU T BOZ IR
MIFHLER AT PEAIE B, PR B R} TAC,

gﬁ%ﬁ%fﬁ: $ASA-3-105514: (Primary|Secondary) Error occurred when responding to message name

message received from peer unit peer-ip, error: error string
AR 2 MRS AA e 25 20 HLH STl s ) 44 ol v S I AR T i R

BAHIIRAE: WA DO IR e SRR B R Al T 2L, AR B R FOE L R EOR R
AT AR R, JFICR IBAL TAC,

%E%iﬁﬁ%: $ASA-3-105515: (Primary|Secondary) Error receiving message name message from peer

unit peer-ip, error: error string
AR S MO A5 A e 26 S LR WAt D e a9 RN 2 T R

BRYIRAE:  WAGZAE DR R o SRR B R IR P 2L IR AR I DU T EOZ IR
MIFHLER AT TGRS, PR B R} TAC,

B ERASARTIRZREEE
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105516 ]

105516

%E%iﬁﬁ%: $ASA-3-105516: (Primary|Secondary) Incomplete read of message header of message name

message from peer unit peer-ip: bytes bytes read of expected header length header bytes
AR S MO A5 A e 26 IS L PR Wl D e a9 RN 2 T R

BRYIRAE: WIAGZAS DO IR O SRR B R iR T P 2L W AR I DU BRI
M ERI BT A TS S, PR JERE TAC,

105517

gﬁ%iﬁﬁa: $ASA-3-105517: (Primary|Secondary) Error receiving message body of message name

message from peer unit peer-ip, error: error string
WEBA . Sl MR A5 AR A28 M L RSl e D) 44 i JEL IS R AR T R

BALHIIRAE: WANZAE DO IR o SRR R AT 2L, AR B R O DL R B R
AP AR S, JFIRR IBAL TAC,

105518

%E%iﬁﬁ?: $ASA-3-105518: (Primary|Secondary) Incomplete read of message body of message name
message from peer unit peer-ip: bytes bytes read of expected message length message body

bytes
WERR . S MO A5 A e 26 S LR WAl D e a9 RN 2 T A R

BAAYIRAE: A AOZAE RO AR dON SRR A AR T S B R R R O L S B R
MR P A TS S, PR JBAL TAC.

105519

gﬁ%iﬁﬁa: $ASA-3-105519: (Primary|Secondary) Invalid response to message name message
received from peer unit peer-ip: type message type, version message version, length
message length

WERA: AR B T SR i B R TR AN R
BWBORRAE: AU R IR DL S BUE R AT ANE B, JFIRR AR TAC.

105520

%E%iﬁf%: $ASA-5-105520: (Primary|Secondary) Responding to Azure Load Balancer probes
YRR THIBA CIT IR N Azure S 2 a0 o
BILHYIRIE: CRRAT T ERAE

I B2 asA 25z ASHES I
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105524

105524
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%E%iﬁﬁ?: %ASA-5-105521: (Primary|Secondary) No longer responding to Azure Load Balancer

probes
YRR B O 1B, Azure SN A .
BIBIRAIE: LR PITAETERAE

%E%iﬁﬁa: $ASA-5-105522: (Primary|Secondary) Updating route route table name
WLER: A I Azure B HIRIHERE .
BIHYIRME: B PATAE A

%E%iﬁﬁé: $ASA-5-105523: (Primary|Secondary) Updated route route table name
YLER: F B COe BT Azure B HHR M IERE .
BICRYIRAE: LR PATAE AR

gﬁ%iﬁfﬁ: $ASA-4-105524: (Primary|Secondary) Transitioning to Negotiating state due to the

presence of another Active HA unit.
WEA: thTREAT Y — 6 EH HA B, RGIEAEH RO iR
BIRYIRAE: BRI T4

%E%iﬁﬁé: $ASA-4-105524: (Primary|Secondary) Transitioning to Negotiating state due to the

presence of another Active HA unit.
YRR I TARIIEAT S — & TH HA W&, RGIEAK R A IR
BHYIRIE: CRPATIET AR

gﬁ%iﬁﬁa: %ASA-2-105525: (Primary|Secondary) Incomplete configuration to initiate access

token change request.
YRR ORI )0, (EBCA SORIZE KTl (K2 W I B A R .
BAHIIRAE: HifR Azure B IGUESS ) i 1D AH)™ ID AU HIAAAE T ASA FLE

B ERASARTIRZREEE
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105526

105527

105528

105529

105530

105531

105526 ]

%E%iﬁﬁ?: $ASA-2-105526: (Primary|Secondary) Unexpected status in response to access token

request: status_string.
WERR: YE T X Azure U5 ] AR KIS0 Y, AHZ 0N HTTP RIS A2 200 (OK).
BALHYIRIE: HIIRAE ASA BCE T, Azure B3 KHIESS i ID ML ID A PIHARE IEAI

gﬁ%;ﬁfﬂ: $ASA-2-105527: (Primary|Secondary) Failure reading response to access token request
YRR FOG Azure Dy ) A RELE SR 1R R I8 R AR T PR R
B EYRIE: EHENRNE . BE LA B R K FA ARG S, JFECR R TAC.

%E%iﬁﬁé: $ASA-2-105528: (Primary|Secondary) No access token in response to access token

request
YRR WCE] T XT Azure B AR HIIE KM, AR B AR access_token fi .
BIHIIRIE: WUEE ASA FLE T, Azure B E0IIES ) Ui ID L ID R EHHASE IEHATN o

gﬁ%iﬁfﬁ: $ASA-2-105529: (Primary|Secondary) Error creating authentication header from

access token
YRR Sl ERAT T Azure B H TR (1 50 B0 UEHCKIN R A T A B 1R
ERYRIE: Bl R BE DT B R AT RS S, JFEER R TAC,

%E%iﬁﬁé: $ASA-2-105530: (Primary|Secondary) No response to access token request url
YRR JCIEIRHL Azure B% FHERAR B LARET Azure B HIRAZ T,
BRI B R A FRAE ASA Hid & 2 IEM I HAAAET Azure 1.

%ﬁ%iﬁﬁ?: $ASA-2-105531: (Primary|Secondary) Failed to obtain route-table information needed

for change request for route-table route table name
WERA: JCVAIRIN Azure 5 RS B LAHEAT Azure i thRAZH
BIRYIRAE: BRI R A AR ASA L E 2 IEH N HATAE T Azure s

B asAazsEgzAEEE
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%E%iﬁﬁ?: %ASA-2-105532: (Primary|Secondary) Unexpected status in response to route-table

change request for route-table route table name: status_string
WERA: B T X Azure 1% AR TEIE SR, HAZ 0N ) HTTP R &S AJE 200 (0K).
BIAIRAE: KUk CCE N Azure 1T D i b R A BRAN S i R BHEALE B IR

gﬁ%ﬁ%fﬁ: $ASA-2-105533: (Primary|Secondary) Failure reading response to route-table change
request for route-table route_ table name

WERR: O Azure R AR AR ST SR KT A IR A 2B T A B 45
BIWRRAE: SR DIHE . A DA S EER N HEAE PR MRS R, JFIER AR TAC,

%E%iﬁﬁ?: %$ASA-2-105534: (Primary|Secondary) No provisioning state in response to route-table

change request route-table route table name

WAR: WSRO Azure B tHERAR ISR AN, H e ARG s th R A HIRZS 1) provisioningState
1H.

BANAYIRAE: SRR R MO AL S BRI F AR AT R S, JFIERAR IR} TAC,

%E%iﬁﬁ%: $ASA-2-105535: (Primary|Secondary) No response to route-table change request for

route-table route table name from url
WA BRI Azure Bl AR SR IAE AT Y o
I BYERIE: B2 v A ASAv Vj in] management.azure.com.

gﬁ%iﬁfﬁ: $ASA-2-105536: (Primary|Secondary) Failed to obtain Azure authentication header

for route status request for route route name
WRR: TR Azure Ui i)W LAREAT Azure % HUIRZS &)
BWRIIRAE: IS DG TR SR BT 0 os U ] 4 AR DG LR SRR AR

%E%iﬁﬁ?: $ASA-2-105537: (Primary]|Secondary) Unexpected status in response to route state

request for route route name: status_string

B ERASARTIRZREEE
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105538

105539

105540

105541

105542

105538 ]

R R T X Azure B FPRETERIGIA N, HAZ N ) HTTP RIS AE 200 (OK).
BIHYIRAE: WUECKCE R Azure 11 ID. B I 3R A4 FRAT K h R B U4 A2 75 1R

%E%iﬁﬁé: SASA-2-105538: (Primary|Secondary) Failure reading response to route state request

for route route name
LR FRMON Azure B APIRASTE SR KW R IR 5 A2 T A P 252 o
BILROIRAE: SRR B BUE DT BUR IR ST 5 S, IFCRIERE TAC.

gﬁ%;ﬁﬁa: %ASA-2-105539: (Primary|Secondary) No response to route state request for route

route name from url
WLER: BAH RN Azure B RIS K IGAT AT i N
BIATIRME: #AJET ] A ASAv 15 1) management.azure.com.

%E%iﬁﬁé: $ASA-2-105540: (Primary|Secondary) No route-tables configured
WLRR: ARSI BT Azure B IR AL T
BARYIRIE: HIAAE ASA FLE P IEMINCE T BE K.

%E%iﬁﬁ%: $ASA-2-105541: (Primary|Secondary) Failed to update route-table route table name,

provisioning state: state string

AR B T X Azure B ARG R AW Y, (%00 3 H1 4055 (1) provisioningState {7 7% 5 5T i B
ETN

BAROIRAIE: TR 2R T Azure B tHR =K W = RSARI R, IE TR DA R T
FUAL S EOZH R F T A A R, PR IR TAC,

%E%iﬁﬁé: $ASA-5-105542: (Primary|Secondary) Enabling load balancer probe responses
YRR AR A IAERE M S, Azure 51280341 25 IR I o
BRYIRIE: LR PATAE R4

B asAazsEgzAEEE
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%E%iﬁﬁ?: %%$ASA-5-105543: (Primary|Secondary) Disabling load balancer probe responses
YRR B AT N, Azure $71 2351 3% AR
BIBIRIE: LR PATAE TR

%E%iﬁﬁa: $ASA-2-105544: (Primary|Secondary) Error creating load balancer probe socket on
port port

WA S BIEEMINY, Azure SAIM & 1B BT A5 IO B0 T IR A T N R 5k

BEROIRAE: (UL RTINS R 104509 5K 104510 75 . SRIGE FH T B 2 i i S B
“CEBURERET .

%E%iﬁﬁ%: %ASA-3-105545: (Primary|Secondary) Error starting load balancer probe socket on

port port, error code: error_ code

WA TR Azure SUCINM 83 (ORI A4S T A BAR 1R o 2 e 40K Ak 2 2l s TR R
.

BERYIRME: W R IRGURAAAE, R RIS BCE DA S BRI BT TR S
JEEER IR TAC.

%E%iﬁﬁé: $ASA-3-105546: (Primary|Secondary) Error starting load balancer probe handler
AR 2B Azure ST A AOZRIN G A RE R IN A A T N R R
BRI AU R R DL S BUE R R PR AT AE B, JFIRR AR TAC,

%E%iﬁf%: %ASA-3-105547: (Primary|Secondary) Error generating encryption key for Azure

secret key
WA A W N AL K Azure BB KN S IR R A2 T BT
BIBIIRAE: WAV R A DL S BRI S BRI RS R, JFICR AR TAC.

%E%iﬁﬁ%: $ASA-3-105548: (Primary|Secondary) Error storing encryption key for Azure secret
key

B ERASARTIRZREEE
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105549 ]

YRR SHIRAAAH T N2 & ) Azure ZFER IR A BN AAE T IR
BIRIRAE: SR UAH R, A DA S BRI SAE RAE TS S, JFIERIUR TAC.

105549

%E%iﬁﬁé: $ASA-3-105549: (Primary|Secondary) Error retrieving encryption key for Azure

secret key

WA UK R TIN50 T K Azure S5 EH IR DN 3 B A2 T A T 1%
BINAYIRAE: SRR R R AL R BRI AR AR B, JFIERAR AL TAC.

105550

ﬁﬁ%iﬁﬁéz %ASA-3-105550: (Primary|Secondary) Error encrypting Azure secret key

AR N E R Azure BN KA T R EBAS R
BIADIRME: BRI R OE DR S BRI EERTAEAE R, IR ER TAC.

105551

%E%iﬁﬁé: $ASA-3-105551: (Primary|Secondary) Error encrypting Azure secret key
YRR SRACE I Azure BEHIN R AT PERES R
BRI AU R OB DL S BUR R PTG B, JFIRR AR TAC.

105552

%E%iﬁf%: %ASA-5-105552: (Primary|Secondary) Stopped HA
BEAA: Ik ASA FAER T 2 HA.
BILRIRAE: KR RATE TR

105553

%E%iﬁﬁ%: $ASA-4-105553: (Primary|Secondary) Detected another Active HA unit
WA REA S 6 B HA Bk
BIWRIRAIE: L PATAETERAE

106001

%E%iﬁﬁéz $ASA-2-106001: Inbound TCP connection denied fromIP address/port to IP address/port

flags tcp flags on interface interface name

| B asAazsEgzAEEE
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Il 106002

WLAR: i 2 N AL 0 B AR R BT R 2 TR B R A e UK 2 A SRR 4 . W () TP il 2 2L SK
IP Hbdik, i A2T I NAT B 1P #udik. wIHERY tep_flags {8 5 R AR 4 AE A 1K) TCP # k1
PREXI N i, TCP H AR ASAPAAAEERARE, TR oy Zor. gt
] tep_flags #& FIN #1 ACK.

tep_flags 41 F s

* ACK - BN 5

* FIN - #i¥is © k1%

* PSH - 4 N BB 303 A 32 31 3
* RST- & HE

* SYN - J¥#41 %5 TR LUE 3l
* URG - B2 4REHE 5 AL

BIRIRAE: LR RATE TR

106002

%ﬁ%iﬁﬁ%: $ASA-2-106002: protocol Connection denied by outbound list acl ID src inside address

dest outside address
HtBA: T outbound deny fir%, F77EHIEERKIN . Protocol ] LLJE ICMP. TCP 5 UDP.
BILRIRIE: A/ show outbound iy fo A Hi 451K .

106006

%E%iﬁﬁé: $ASA-2-106006: Deny inbound UDP from outside address/outside port to

inside address/inside port on interface interface name.
AR A UDP A (0 g ET X 418 5 Ui i 2R e S 2 4 e R 4 o
BWAGIRIE: TR IITAT TR

106007

gﬁ%iﬁﬁa: $ASA-2-106007: Deny inbound UDP from outside address/outside port to

inside address/inside port due to DNS {Response|Query}.
WiRA: 7% DNS Arify i) UDP Hdls b4

BANRYIRAE: AR 150 53, MU R AL AT REBE BN A7 A RSS2 . VNI access-list T4
Wify, LLACVF UDP 3 53 RO EAT A B B HLIFe e H o R oMo 1150 53, U DNS iRk55
s gE s b T ek N, I AW h s IR AN .

B ERASARTIRZREEE
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106010

106011

106012

106013

106014

106010 i

gl;&iﬁ,%\ $ASA-3-106010: Deny inbound protocol src [interface name :
source address/source port ] [([idfw user | FQDN string ], sg info )] dst [interface name

: dest address /dest port }[([idfw user | FQDN string ], sg info )]
YLBR: SR RN AE T N

BWRORAE: WM ARVFRE, T g . WA RUE I R, 1 S R A A B DL I
Ao

%ia':é“}‘ﬁ,%\: $ASA-3-106011: Deny inbound (No xlate) string

AR WRAT A AT AL Web W SR U7 ) ELICRY, MIEIERREIRIL T, RES BRI E. &
OCH EOEREIT, I RAE ASAWCHIE R TR B BURE R I I EHUSOR B, R BRIt R,
M H AT LL 2 S R

EIBYRIE: L%\ no logging message 106011 175>, 1] [ (E I BOE sk R4 H GRS 2% .

gl;&“;ﬁ,%\ $ASA-6-106012: Deny IP from IP address to IP address , IP options hex.

YLRA: R RN A PRI IP . T 1P BTN A 7R 2 A A, BRIz i A bt &
£

BNAYIRIE: AR ARG B O3 DU € i Je AGr A bt s SR P A T ph s ™ A%
e

’éia':éiﬁ,%\: $ASA-2-106013: Dropping echo request from IP address to PAT address IP address

BA: ASA EFF T AU ICMP [BINIFREHE A, HHRHhES PAT 4R HbabX W . N uh#E i %
75, PUAEIGERREIE G PAT ENUN BBGZ SR,

BILHIERAE: LR RATE T4

gl%‘;ﬁ.% $ASA-3-106014: Deny inbound icmp src interface name : IP address [ ([idfw user |
FODN string ], sg info )] dst interface name : IP address |[([idfw user | FQDN string ],
sg info )] (type dec , code dec )

WERH: ASA JHZE TATAT NS ICMP Bl vrin) . BRUEDL N, BRIEmeh e, SN RGBT
ICMP A1 1)

BIRYIRAE: WAL TR

B asAazsEgzAEEE
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%E%iﬁf?: $ASA-6-106015: Deny TCP (no connection) from IP address /port to IP address /port

flags tcp flags on interface interface name.

WiRA: ASA EFF T {E ASA AR TR RIKIERL ) TCP Hidlitl . ASAEIZEE A &k SYN 45
& RGN EHNERIE R . AR RE SYN bk, JF BRI &R, W ASA 55 1%
BIRYIRIE: BRAE ASA WK REIXFILAL TCP il A IWATE ZEHATEMHEAE. ez K
AN TCP Hdli e, 15 BREA SR A MRS i 2 SR IX S8 A i i A

gﬁ%iﬁfﬁ: $ASA-2-106016: Deny IP spoof from (IP address ) to IP address on interface

interface name.
WA B BiA ASA 20, %L A H K IP Hidik >4 0.0.0.0,  H Y MAC #ihik 4 ASA £ L) MAC
Hobko BEAh, M ASA ZFPEHLIE TSR E R BN, RASAENILE R, XETeRr bt n] fE S
PUR AN TR b ik 88 F A — e TRk

* IR[AIM % (127.0.0.0)

o IR ORI WG T R T T E D

* HIM ML (land.c)
B — BRI R A A, 15 iemp AL E ASA, VAEFITE SR HLIEE T A R4 R
i, XK access-list Ay 2 O, HATARUFRERS 1E 5 TR
BIBYIRIE: He & AINTH 7 2R B 2 R I M 4% o R A 5 b A 1 T B AR R

%E%iﬁf?: $ASA-2-106017: Deny IP due to Land Attack from IP address to IP address

WiRA: ASA W TP YA TP H (0 btk AR TR EL H A% s ORI AR (R (A . i S s Hh L
T BAEBGE RGN B . By AR .

BAYIRAE: W AR BADRAAAE, MR IEAE AR By i A S O (A AN AL LA 5 ML (oK

gﬁ%iﬁfﬁ: $ASA-2-106018: ICMP packet type ICMP type denied by outbound list acl ID src

inside address dest outside address

WA AR ICMP A =ML (inside_address) 4N F-HL (outside_address) 4% i ICMP i
fL 3l ACL #I R A4

BILRIIRAE: LR RATE TR

B ERASARTIRZREEE
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106020

106021

106022

106023

106020 i

%E%iﬁﬁ?: %ASA-2-106020: Deny IP teardrop fragment (size = number, offset = number) from
IP address to IP address

WRA: ASA ZFF T RMTHM 24 P Ea e, IR s Mt Boly B & o 02—
ASA SNZAR IR GG dHE
BRYIRAE: TE SRR SR B BRI S 1) 2 A Rt ) A

gﬁ%iﬁﬁa: $ASA-1-106021: Deny protocol reverse path check from source address to dest address

on interface interface name

YRR EAERETGE . A NIKE b AR LR IP Hihk. R RPF (WFRY “Sem g diardk”
R 2B A7 L th s Y i B L, IRV E 8 T-XF ASA Fradb AT i 2ot

i ip verify reverse-path iy 4 i H #.4%& RPF i, RGia Worbil . SbDhaed i T 8 A 4
Pl WIRAEAMTELE, W) ASA 248 A AN BIIA 5 A o

ASA ARSI A . WA BI S H HoRE ek, WRSE o WoR il BTk T8 .
WERA R, WASA AT A MR REHE 2L 5 — M0, WA R i, %
DAFAEA 2 5 BRARPTEAT H IR AR X R R 5E . ASA AN SZHFARXFRER HH

WUERAE N B L E ASA, "B A g A ik tH a2 15 ) RIP, JF HA SR A 2l W Wiy
P P AR O Hesb k.

BRI, RMEIEAE A AT, W a sk shfg, WIEHPATAEM A efl . ASA 2B iz
ie

%E%iﬁﬁé: $ASA-1-106022: Deny protocol connection spoof from source address to dest address

on interface interface name

WLAA: VURCIER: M Eds (L 2IA 14 O 5T IR 4 O R . 6ok, RABCE ip verify reverse-path iy

%,

flhn, WUERAI P AEN TR I ERSERE, H ASA Wl SNZERESE TANERZ L, W ASA 2 5%
FETEIE H A KON AER BRI T, A% ASA SH

Heali B T R B RR B DR M WIS o) MER, AR ASAR)—F B AR
fHOLT, ASA #i2 Bon il BIF R,

BRI AR d R AR

HIRHE: 2AsA-4-106023: Deny protocol src [interface name :source address /source port ]
[([idfw user |FQDN string ], sg info )] dst interface name :dest address /dest port

B asAazsEgzAEEE
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[([idfw user |FQDN string ], sg info )] [type {string }, code {code }] by access group
acl ID [0x8ed66b60, 0xf8852875]

WAA: ACL 46464 7 3058 1P o, RIMEEE AN ACL 5 H log B0, 45 Bosibi B 1P Hulik2
TLSC TP Hbhik, TiAEM IS NAT SR . SRR BIICRC 1P #hl, MRS 20 P ket
G035 5 FQDN {5 2. ASA il B8 (ByH /) 8 FQDN (Wi P4 Aw D o Wit &
7 BB FQDN AJ H, ASA K it Al H pythbkid s b 2645 & .

BHIHERAE: WA RIRZR A bl WS B N IEAE 2T 2 sl L 434 15 5
R FHUE B AR

ionlE
akﬁlﬁum: $ASA-2-106024: Access rules memory exhausted

WERR: Ui AR R ORI A BRI PR Ul 9 81328 5 s 0 1 B A G A5 BT M ASA
HRIBR, I B4k Sl el g 3 U R B R A

BIHTIRIE: BRI, AAA. ICMP. SSH. Telnet FNIAmH U2 AL S5 7 i) 51 3 F0 N 2K 0 b4 T
AL A G e o MR L b — L2 AR, DU S LA R 28 7

106025. 106026

106027

106100

%E%iﬁf%: %$ASA-6-106025: Failed to determine the security context for the

packet:sourceVlan:source address dest address source port dest port protocol

%E%iﬁﬁ?: %ASA-6-106026: Failed to determine the security context for the
packet:sourceVlan:source address dest address source port dest port protocol

WER: TovkiE 2 SR b B O 22 2 Bt TEER B RLE MR T 57 1P Bl G T e s ARk
ENUIESE P

BILHIERAE: LR RATE AT

%E%iﬁﬁé: $ASA-4-106027:acl_ID: Deny src [source address] dst [destination address] by

access-group “access-list name"
WRA: ACL B4 T AF 1P et fu . RIEEBAT AT e ACL J3 ] H LD, R BRI .

BIRIHRAE: WAUH RIRZOR A ) bhk, WS T BEAT N 2R AL I B AT o L 434 305
TRE T HUE B BBCR

gﬁ%iﬁfﬁ: $ASA-6-106100: access-list acl ID {permitted | denied | est-allowed} protocol
interface name /source address (source port ) (idfw user , sg info ) interface name
/dest address (dest port ) (idfw user , sg info ) hit-cnt number ({first hit | number -second

interval}) hash codes

B ERASARTIRZREEE
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106101

106101 [Jjj

YRR ARGEA H A) BRI IR 46 R AR Bl R AR B i R AR R IS B 2 106023 2, R
SOl AR 8, IF BAGSRar bk e ny id & 200 «

NI R FIRATH log ZH, T HEREEAR 021E ASAIFHESZ UG ) 5L WVEAL, IRl ] G
fil A L B 1D Bilhn, WRAE ASA B ACK Bl 0 GERGR P AFAE 2B B TCPEHD
) ASA T HEAE I B 106100, FR78 SaVFEMOZEEE s H il TR A ILRCHIES:, ARG a2 1B
PRENT Y E/ A

RGN A

* permitted | denied | est-allowed - X LE{E 7 3& ACL J& LV 245 4zt . WAL A est-allowed,
W ACL AR 48z 8dn 0, EX T SR A2 h W R VAR Oz 8l B (elan,  Sevr AR - D7 1)
LR, S HAs2 08 3 ACL JE4a 1 m B 5 i) o

* protocol - TCP. UDP. ICMP &k IP Pl 5

* interface_name - TG IFIHEL H )42 O 2 K. SCFF VLAN $:10.

* Source_address - CCKUL YR 1P Huht . 1P Huhb & 5052 1P bk, A&l il NAT Eon i

* dest _address - CACKIM H (1) 1P Huhl. 1P Huhbje 55l IP bk, MiAS Sl NAT 8o rI{E.

* Source _port - CACFKM ARG T (TCP 8¢ UDP) o X ICMP, Jiu 12 J5 A F R n i B2
.

*idfw_user - XonFH P G R 44, A5 ASAW LA E] TP sk B P 4 A i BIIE &40 H
A HYIRA o

© sg info- 1 ASATTELIRS] TP Huhl ()52 A ALK E I VR INE) 2225 F AR (R 22 e Lbii . e AL TRl
Yz sl (QERATHD R 2R,

* dest_port - CACER I H K93 1 (TCP 588 UDP) . X1 ICMP, H i 112 5 (7% 7~ ICMP
R, & TR R, XSRS, BT RN 0. W ICMP T RS, 1
il LR URL:  http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml.

* hit-cnt number - $t ACL 2% H £ BC L (1 I 18] A1 B A Fe P sldb 2820 I 8. 4 ASA izt A2 i
WA A, 5 1,

* first hit - RGN R ERE KA.

* number -second interval - 211y PUFELI B . fHF access-list iy & Al interval 32 1715 ' I 8] b

* hash codes - 252 AN R4 ACE FHZH H FL ACE 4T BRIy IARHYS o HAR A Bk T 85080 40
P ) ACE. %W RiXEEHHICHY, &I show-access list 772 .

BIRIRIE: KEHRPATAEATHRAE

gl%iﬁ,%\ $ASA-1-106101 Number of cached deny-flows for ACL log has reached limit (number
) .

WEAE: AN ACL deny iEAJEL'E T log iETH C(access-list id deny 74 ) , HATW 5% ACL i&
AL, MIASASZAF G R . LI EFR/~TE ASA A7 W ULHC v = A i T H P BC & B
i (fi[] access-list deny-flow-max #74) . {E52%] DoS Witifa, RInTRELs LU E .

* number - 1 Fil access-list deny-flow-max iy 2 it & 1) PR AE
BIHRAE: R PATAET A

B asAazsEgzAEEE
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%E%iﬁﬁ?: $ASA-6-106102: access-list acl ID {permitted|denied} protocol for user username
interface name /source address source port interface name /dest address dest port hit-cnt

number {first hit|number -second interval} hash codes

ﬁm T VPN I JE A% 8 FH 115 1) 1) 38 e vreldb e i B0 . el 257 2 106100 253411 VPN/AAA
SUR/ M EPE N

BIBYRIE: TR PATATA A

gﬁ%iﬁf?: $ASA-4-106103: access-list acl ID denied protocol for user username interface name
/source address source port interface name /dest address dest port hit-cnt number first hit
hash codes

AR It VPN L yEAR N H U Il R 4 T AN B AL . v RS 5 S 106023 S50 VPN/AAA
SUR/LE P

BRI KHPATAEATIRAE

%E%iﬁﬁ?: $ASA-1-107001: RIP auth failed from IP address : version=number, type=string,

mode=string, sequence=number on interface interface name

WiRA: ASA R E S IR IR A RIP WEH . i B 850 ASA _ERJECE R, BEA A
FARKGL ASAIES HIRAURBERT), REUAT e Bn bl & .

BAAYIRAE: SLH R IR R REACE TG, WP DU . AR AN IR B R 21 A TP Mk,
TR AR AR Z [0 ) RIP S AR B B o ki 2 AT REAE 2 e B & 9.

HiRHE: 2AsA-1-107002: RIP pkt failed from IP address : version=number on interface

interface name

WAR: EerhastiiR, BRI S AR REC I HR AT R, mTRES SEUH L . W AN
BRARAME I RS R A, MR RE A A T 2RI AT ASA % iR I BGTE 3D .

BINEYIRAE: L R R AT &ETﬁﬁ,@?M%ﬁoﬁ%@BLL%%%E(mBFﬁ),ﬁ
HAR S A . Ao Bl WK SO T AR BE I, 3 )% DOF e .

gﬁ%fﬁfﬁ: $ASA-2-108002: SMTP replaced string: out source_address in inside address data:

string

B ERASARTIRZREEE
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108003

108004

108005

108003 i

WEAA: Al inspect esmtp iy A T B B4 (SMTP) 8. ASA i 2SR &5 4 1 Bs b ik b i 76
LS
B RYRE: B PATERERAE.

gi‘;&iﬁ,%\: $ASA-2-108003: Terminating ESMTP/SMTP connection; malicious pattern detected in
the mail address from source interface:source address/source port to

dest_interface:dest_address/dset_port .Data:string
AR ASA R TR PEbAE RO 57 TixiE . IR R AT
BIWRIIRAE: A AT

gl%‘;‘ﬁ,% $ASA-4-108004: action class: action ESMTP req resp from src ifc:sip |sport to
dest ifc:dip |dport;further info

YLBA: X ESMTP Wi B 44T ESMTP 732K Hiki 2 8 € 45T ST Il & I 44
* Action_class - BEAEIZE: 1% ESMTP VLR ESMTP 732K £1X) 284 12t ESMTP
2
* action - RIHAE: CEFF. BFFIERL., HEERIERER bR S
* req_resp - i 3K B Y
* sre_ife - P4 L AR
* sip|sport - J5 TP ko5t K
* dest_ifc - H 4% 14 Fx
* dip|dport - H ) IP Huhik-ox H )i
* further info - 7] §& /& LA FE—Fi{E

X FANCEL A4, 5 BT Re 2 VCECAIZS ID: ULldav4 (4, matched Class 1234: match
body length 100D &

XNTmASH, ZERWRE: S8a4: fdHE (U, mailrelay: No Mail Relay allowed)
BIHRAE: W PATAEAT A

gll;&’;ﬁ,%\ %$ASA-6-108005: action class: Received ESMTP req resp from src ifc:sip |sport
to dest ifc:dip |dport,;further info

1ZBA: ©X%F ESMTP i1 ST ESMTP 4728 Hili 5 @ 4k . BT ier H E#1E.

* Action_class - #R1E 1250 : £16F ESMTP VLG Ay4 2 ESMTP 4328 B0 24 4 A 2 fi ESMTP
S

* req_resp - i 3K B N

e src_ifc - JFI%E D ZFK

B2 asA 25z ASHES I
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[l 108006

* sip|sport - 5 IP Hbdik By 11

* dest_ifc - H 14 4 HK

* dip|dport - H ] IP Hutik-ul H 1355

* further info - AJ g2 LA ME— M5 B
S ERANLEC A4, %5 BT AEE: VERCHZRO ID: VERcdy4 (F141, matched Class 1234: match
body length 100) .
TS (SHHS a2, %EETEEE: S8mL: fMEREEE (B, mail-relay:
No Mail Relay allowed)

BIRYIRAE: WAL AT .

108006

%E%iﬁf%: %$ASA-7-108006: Detected ESMTP size violation from src ifc:sip |sport to

dest ifc:dip |dport; declared size is:decl size, actual size is act size.
WRA: 2 ESMTP ¥ B /MBI RCPT iy 4 a5 (RN, REEHG Rt it

e src_ifc - YR 2K

* sip|sport - 5 TP Hh ol 11

* dest_ifc - H #3114 8K

* dip[dport - H ) TP i1l 5 H )% 11

* decl_size - 7 K/

* act_size - SZFR A/

BIRIIRAE: R RATEfTIRAE .

108007

%E%iﬁﬁé: $ASA-6-108007: TLS started on ESMTP session between client client-side
interface-name : client IP address /client port and server server-side Iinterface-name :
server IP address /server port
WBA: fr ESMTP ML I, JMRESEATH] 220 N ARSI Y 1% 7 3 STARTTLS fir 2. ESMTP A5l 5|
BRI Mg E I .

* client-side interface-name - [HI [7) 5 ) Siiy (142 11 1R 44 K

e client IP address - %) i fF) TP Huhil:

* client port - % 7 4[] TCP %ig 5

* server-side interface-name - 111 [v] JJjt 55 %% S (1) 42 11 1) 44 K

* server IP address - [R25- 3% 1) TP i

* server port - 1552511 TCP iy 15
EARYIRAE: DRI AR R . RS R OCHY) ESMTP SRBS B2 15 B AT allow-tls #:4F H
HEWE. WREAH, WHRLE TAC,

B ERASARTIRZREEE
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%%E%iﬁﬁ?: $ASA-6-109001: Auth start for user user from inside address/inside port to

outside_address/outside port
BEAA: L4 AAA BLE ASA, Jf H ASA Kyl 245 52 HI ™ i 5 S e K o
BIRIHERIE: Ll PATTATERAE.

EIRHE: $ASA-6-109002: Auth from inside address/inside port to outside address/outside port
failed (server IP address failed) on interface interface name.

WERR:  HI TR T R 0 5 O S0 AR 55 4 DALUE S A 0 L3S SR AR
BIRIRIE: KR C N SRR S5 s B SAEIBAT B IS & SRR

%%E%iﬁﬁé: $ASA-6-109003: Auth from inside address to outside_address/outside port failed

(all servers failed) on interface interface name, so marking all servers ACTIVE again.
YLAR: A BIEAT L B0 R R 55 2%
BIHIIRIE: M ASA X B IR 45 45 PUAT Ping #:4E . HHITRG & ST IEARBAT .

%%E%iﬁﬁ?: $ASA-6-109005: Authentication succeeded for user user from

inside address/inside port to outside address/outside port on interface interface name.
LA R R AT BN I B
BIRIRAE: LHR AT

%E%iﬁf?: $ASA-6-109006: Authentication failed for user user from inside address/inside port

to outside address/outside port on interface interface name.

WAR: FRE RS O IRUETE SRR, AT RER T3 A 1R . T A4 AETC RO SN B, (EAE A 25

fid & T no logging hide username iy 2 f.7 .

BILHIBRAE: LR RATE T4

o
HIX7
to outside address/outside port on interface interface name.

HE: 2ASA-6-109007: Authorization permitted for user user from inside address/inside port

B asAazsEgzAEEE
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AR R IR BUR R -
BIRYIRAE: BT fTIRAT

%E%iﬁﬁé: $ASA-6-109008: Authorization denied for user user from outside address/outside port

to inside address/ inside port on interface interface name.
WEEA: IR Rl sk, T REAE TR A R
BWAIRIE: TR IITAT TR

%ﬁ%iﬁfﬁ: $ASA-3-109010: Auth from inside address/inside port to outside address/outside port

failed (too many pending auths) on interface interface name.

WA RSB SR 2, DI TCVR AL B B0 UE T 5K o

EARYRAE: A B IR RS54 2 ORI I JGE Y B 4 B iE 1 K . ¥ floodguard enable i 4
J& ] Flood Defender Tt

%E%iﬁﬁ?: $ASA-2-109011: Authen Session Start: user 'user ', sid number
YLER: 7 ENLFN ASA Z IR JEZ) T S Bk il, (HMR e,
BIRYIRIE: LR PATAE A

%E%iﬁﬁ?: $ASA-5-109012: Authen Session End: user 'user', sid number, elapsed number seconds

YRR B RAESAY TN . HIP AR N UGB IN AU FTE AT B Oy ik . 5T LA timeout uauth
iy U T I 25 R S TR

BIRIIRAE: KRR ATE TR

%E%iﬁﬁé: $ASA-3-109013: User must authenticate before using this service
YLER: FH P I HT S I E, SRS A REAT 2RSS .
IBYIRIE: JCAl ] FTP. Telnet 8 HTTP M7 B3 00E, AR5 P ZIRS -

B ERASARTIRZREEE
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109014

109016

109017

109018

109019

100014 i

gl;&;ﬁ,%\ $ASA-7-109014: A non-Telnet connection was denied to the configured virtual Telnet
IP address.

AR BB SR B R BB K
BICHYIRAE: MIORICE T AAA SRR AAA BT 215 A

HiRHE: 2ASA-3-109016: Can't find authorization ACL acl ID for user 'user '

ER: 1T AAA RS2 E AL P38 4 FRTE ASA EAETE . ISEAEILE ASA 2 it E AAA i)
%Ki, WK AAA RS 25 LR HEN B RS 2 JEPE (VSA) mTREZ L FHZ —:

* acl=acl ID
* shell:acl=acl ID
* ACS:CiscoSecured-Defined-ACL=acl_ID

BILAYIRIE: R ACL S INEI ASA, HTRAEIIAE AAA JIRd5 &5 B35 5E AT IR 4 K

%E%iﬁﬁé: $ASA-4-109017: User at IP address exceeded auth proxy connection limit (max)
YRR H P CEH P S0 R U RS, I HAT g 2

BILHIHERAE: N\ proxy-limit proxy limit fir W IMARELER G, BRI G HAE I s . sk
BRANRAEAE, WIZFRWRER L T DoS Ml

Hionl g )
Euﬁlﬁn»: $ASA-3-109018: Downloaded ACL acl ID is empty

WAR: NP HE ACE. XMEOLATREE T B PET-FTH iprinacl# PS5 1R 5L 20 access-list
A B0

junk:junk# l=permit tcp any any eq junk ip:inacl#l="

BINAYIRIE: T IF AAA IiSsas LAAAEeFa /R AR n ACL 411F.

%E%iﬁﬁ?: $ASA-3-109019: Downloaded ACL acl ID has parsing error; ACE string

YEBR: FEMARMT O N AR B I A R iprinacENNN= 1 [{]FE 515 NNN 1 E) 2 AR a5 o Ji DAL 35 «
b = # M = Z RS IERE . AETHE AT NNN KT 999999999,

ip:inacl# 1 permit tcp any any
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ip:inacl# 1ljunk2=permit tcp any any
ip:inacl# 1000000000=permit tcp any any

BIBIRIE: I AAA IS5 ds AR R R AT IR ACL TT3R

EE%?%E?: $ASA-3-109020: Downloaded ACL has config error; ACE

WHER: O NI Hp — AN HAAAE R B R . WP S IZIC R IO, LY B
A& BT access-list 7215 A) LR F 2

BINAYIRIE: FIF AAA IS5 as LAFAE eds /R A1 ACL 411F.

2582 $ASA-7-109021: Uauth null proxy error
WAR: KA T WP B SRR R
BIBYIRIE: LHPITEMEAE. (B2, R RES I, HBEREE TAC,

Hionl g o
auﬁlﬁum: $ASA-4-109022: exceeded HTTPS proxy process limit

WA W TR HTTPS SR RE, ASA #EHRE MR B B IERE RIR ST 4 [N IEAT )
HEFEECH L RGN 1 BRI, ASA NPT S IE, o Bos b B .

BIRYIRAE: BRI

HiRiHE: 2ASA-3-109023: User from source address /source port to dest address /dest port
on interface outside interface must authenticate before using this service.

LR MURRCE NSRS, R SOl 1 S IR A BE A A 55 3 1
BHIHERAE: SR S50 1 27T, 8] Telnet. FTP 5 HTTP ZE47 543 B

%E%iﬁﬁ%: $ASA-6-109024: Authorization denied from source address /source port to dest address

/dest port (not authenticated) on interface interface name using protocol

WA AAATCE T ASA, FEHM P 2R ERA Fopld G40 560UE K- oL T %5 ASA ZEsr TCP i
.

BILRIIRAE: KRR ATE TR AE .
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109025

109026

109027

tHIRIH

109029

100025 ]

%E%iﬁﬁ%: $ASA-6-109025: Authorization denied (acl=acl_ID) for user 'user' from source address

/source port to dest address /dest port on interface interface name using protocol

WERR: KU ARM, R SIRAUTHL, A ST N AESARICEL (B e aUE 4ol ) o
Jtacl ID R4 T i%EHz:, 1%H ) acl ID @R ¥ R 417 M4 IS 4 (ACS) LI AAA BB &
S

BIRYIRAE: WAL

gﬁ%iﬁfﬁ: $ASA-3-109026: [aaa protocol ] Invalid reply digest received; shared server key
may be mismatched.

YRR JCIRIRAER H AAA IRSSESHOMA N . L IR ST 4 B T REANIER . (EALPE RADIUS B
TACACS+ I 55 4% (12 55 91 18] 7 g 25 2B e v S

I UEH ] aaa-server v &AL B HI RSS2 2 T 16 A .

gﬁ%;ﬁﬁ?: $ASA-4-109027: [aaa protocol] Unable to decipher response message Server =

server IP address , User = user

WLRA: TCIEIRIEK B AAA RS IMIN . P01 Ik 55 4% 2 T Re AN IE M . 7R 40 2E RADIUS B,
TACACS+ 45 s 35 IR nT A2 WoR By o server TP _address /& #H5¢ AAA 457511 1P k.
P& SRR - 44

BIBIRAIE: SR ] aaa-server it &L 1 Ik 55 4 2 DL 1 IEAf o

109028

$ASA-4-109028: aaa bypassed for same-security traffic from ingress
interface:source address/source port to egress interface:dest address/dest port

BE: SHCE I AAA BLUVCES (KAE [A) 22 ii B set AAA. REELLUREMW R, A2 Blbds .
AR R AT AR g B AN D 2 Akt RVFAHRM 2 e E; AAARCE T T include
B} exclude 172,

BILHIRAE: LR RITE T4

ﬁﬁ%iﬁﬁéz $ASA-5-109029: Parsing downloaded ACL: string
WERR: FENTLE R B B E A AN RADIUS JIR 454 817 in) 51 3R I AR B 15
* string - —ZAHRIE, TR T BHLE DT In) 51 E i A AT IR T R

B asAazsEgzAEEE
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BAHIHRAE: AL S R iR BRI O B IE RADIUS Hi 55 2 Fo B A U7 1) S35 SCH TS

B%

%E%iﬁﬁ?: $ASA-4-109030: Autodetect ACL convert wildcard did not convert ACL access list

source |dest netmask netmask .

YRR T B A DI E O AT W9 2 HERS (R AL AN 2 5 4 O/ RADIUS JiR %548 FBCE R34 ACL. KA
I ) S P D AT ST I 0280 7 ) 28 8 S A 49305 A 32 300 ) 4%

* access_list - JLVEFAR IS 0] 5158

* source - Ji IP Huhk

* dest - [ 1) 1P il

* netmask - DA 73T dE i c V2R (1) B B i 1) 5 9 HE A
BIHIIRIE: K RADIUS HRZS#% 1 Jm FCARF L (107 0] 212 X 488 R ot DR Do) 8% A 1 17 12 4 P
s FF HazMegsds LA U5 ) 5122 W 2 HERS S5 Rl Ie AT, T AAA kg5+4% 41 H acl-netmask-convert
(RO LA BE R o 750N, T8 P00 % D 50 kg S5 3 9 2% 8 i AN, 25 ] C R0 o) 2 1 Sk o i 4 — k7
Bl ALED KBRS, 1, 00000000.00000000.0001 111111111111 B2k
0.0.31.255) o WAL L5 HERD WY 2 Al I 28 HES, JF HAZIRSS 3 LI T A7 U e 41 322 100 28 HE R 25 4 3%
M HERD, TR AAA IRSS244% T acl-netmask-convert FF)3% 10 M 48 HEAD 1R B

gﬁ%iﬁfﬁ: $ASA-4-109031: NT Domain Authentication Failed: rejecting guest login for username

WEAR: HI 2 unt A U7 K U5 i BC A NT ST B 3k, (HIZH P AR NT leds & LRI
ROUP 4. EHRARY

BHIHERAE: WARZ AR, TEE NT IRSSa Rk o A fevriz i v, e
ity PATAL 311

%E%iﬁﬁé: $ASA-3-109032: Unable to install ACL access list , downloaded for user username

; Error in ACE: ace .

WiRA: ASA M RADIUS JIr55#s HWoy inl 42 00 2 LU I 3~ FH P iz, RA03rp (4% H AL & TR
o AL ENR ISR T e S S BUE R AN, BRI ASA Joixt F AT B4 BAIE .

* access_list - 7P FNAVI R FIR I AFR, ERBIRAE show access-list 74 it o

* username - FIERANE 2 U7 [0 SR LT I P (1 44 7R

* ace - KO BV EE DN IEAEREAT AL B IR ) o) 1) %6 4% H
BEIRYIRIE: TE I RADIUS JIRZ5 45 0 15 i) 5136 Lo

B ERASARTIRZREEE
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%E%iﬁﬁ?: $ASA-4-109033: Authentication failed for admin user user from src IP .Interactive

challenge processing is not supported for protocol connections

LR 7ENHEHEEREIHT S AE IRl R T AAA FUIANE, (H2 ASA IEEsh5 % um Ny H 1
LH AT . RAIXFG BN, R AE A 22T By Uk I A R LBz .
* user - BT G OXIUE G H P 44 FR
 sre IP - B o LR IP Huhk
* protocol - % Ui E R (SSH vl 8 HE HTTP)

BEYIRAE: RTINS AAA, AINXEERIAA R B HE . T RR A Bkt i i RADIUS
1] RSA SecurlD I 55 s siATATHE T4 ) AAA H&%%%Eﬁimingiiﬁé*ﬂ uie

HiRHE: 2A5A-4-109034: Authentication failed for network user user from src IP/port to

dst IP/port .Interactive challenge processing is not supported for protocol connections

WERR: TEXT WA IE BT S I A R T AAA FRMIALEE, {HE ASA Jovk)i 85 % i 1)
AAHAPTRAE B RAEZXFMEOLN, RGCKAE AT S B R A IR 4L0E 8
* user - LT GG UERI I 44 P
* src_IP/port - %5 ) i AL TP b1l 13 1
* dst_IP/port - % /7 by 2R (1) IR 55 25 (1) TP Hbdil iy 11
* protocol - % Ui ER ML (511 FTP)

EIAIRIE: TOMTCE AAA, XS RRUA R A AR BE . I Y B R A Bk F0 08 ik RADIUS
In) RSA SecurlD IR 2525 BUATAM FE T2 ML) AAA RS 33 00 UEIX Lo $ 28,

HiRiHE: 2ASA-3-109035: Exceeded maximum number (<max_num>) of DAP attribute instances for

user <user>

WEAR: M RADIUS JRk 55 #5411 DAP J& 1t 5058 H 56 fis 0 F P (RS ) S v i e KB
%§2F+Tétﬁiﬂt[ﬂluc

BIHYIRIE: 20 DAP J& LR E LUK DAP J& MEECE b BMICT H G iR 8 ik fovidios, AR
TR IR T DLBEAT B

%E%iﬁﬁé: $SASA-6-109036: Exceeded 1000 attribute values for the attribute name attribute

for user username .
AR: LDAP Wi N B — N E AT #1000 M-
* attribute_name - LDAP J& 1 2 FK

B asAazsEgzAEEE
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* username - & WF I H P 44
BIHIRIE: EFHE AT A

%E%iﬁﬁ?: $ASA-3-109037: Exceeded 5000 attribute values for the attribute name attribute

for user username .
WEBA: ASASZHF AAA RS AR IR — B PERI 2 AME . A0SR AAA JIRSS 4% A3 e b i 5 A B A 5
] — IR PERME T 5000 4>, T ASA £ b mi Wy B AN A A AT IR IR 48 B G S il . A AEAE R %
TR C R ) S5 S A, A BEH BRGS0 SEBR R AL W28 AN K AT g2 R AEIX A Ot

* attribute_name - LDAP J& 1 2 FK

* username - F &I AL P 44
BIHIIRIE: AHPMCRERES (140 WireShark) fili3k ASA Fl AAA fIR%5 2% 2 1] 1) B B iE it i
ARG He BRI SCAT e e B S RE TAC #4770 #r e

gﬁ%iﬁfﬁ: $ASA-3-109038: Attribute internal-attribute-name value string-from-server from
AAA server could not be parsed as a type internal-attribute-name string representation of
the attribute name

WER: AAA TREEZFRK T AAA IR 25 1 JE AT Ry PR s TE A R
* string-from-server - I\ AAA JIRF- 4 BN 717, TR 40 NF15F.
* type - $E JE TR
BIRYIRIE: W0UF AAA RS8R EMA N TixEE. GRHE2MEE, 151 debug ldap Al

debug radius 4.

%E%iﬁﬁ?: $ASA-5-109039: AAA Authentication:Dropping an unsupported IPv6/IP46/IP64 packet
from lifc :laddr to fifc :faddr

WERA: Y TPve HuhkBiE i NAT 40 1Pve Huhikf) TPv4 Huhit (B 75 22 AAA B I0IF k37
Bl AAA SO RFZAUA SRR IPve Hutik . FR 40 57 b dhi

o life - N

* laddr - Y5 1P Huhl

* fife - OO

* faddyr - NAT ¥4 J5 1) H ¥ 1P Hikik ()

BILHIERAE: LR RATE AT

B ERASARTIRZREEE
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100040 i

EIRIHE: $ASA-4-109040: User at IP exceeded auth proxy rate limit of 10 connections/sec

WAR: T ASA KRR Tk H [ AL HTTPS S 3G Uk koM vy, P4 7% 824K,
* IP - RFSIERLI EHL TP ik

BWRIIRAE: IR B ELEACE B 3 B X A

giﬁ%“}‘ﬁ%\: $ASA-6-109100: Received CoA update from coa-source-ip for user username , with
session ID: audit-session-id , changing authorization attributes

WAA: ASA CINAZ U5 ID N audit-session-id W1 J* username KPR B coa-source-ip (1) CoA TR
BFE K. ASA WL FZACKIS ORI S, W HIHATIAE I N S, B RGEH BN E . 7E3E
HRRTEOLT, XIS AR HOR AL BEFZ A S SN AR B P e — R 48 H ST R

* coa-source-ip - FALFZBUE K T IP Huhk:

* username - S 1% IEA% 5 L FH

* audit-session-id - \EAEAE L2315 K142 )= ID

BRYIRAE: TR AT

%E%iﬁﬁ?: %$ASA-6-109101: Received CoA disconnect request from coa-source-ip for user username

, with audit-session-id: audit-session-id
YRR ASACCEE NG S VPN 21 ik SOER TS K, IF SR EIER .

* coa-source-ip - FEFZAE K I ) 1P Hihik
* username - = VE \EATE ORI
* audit-session-id - \IFAEB TS 1H R4 )R ID

BRI EHPATAEATIRAE

%E%iﬁﬁ?: %ASA-4-109102: Received CoA action-type from coa-source-ip , but cannot find named

session audit-session-id

AR ASACHCEIFEAG R BOES, HZW R P HE M2 ID 5 ASA _ERAETIFZ) 2 1A
VERC. XA RER SR AR P BRI A 2 18R H 3 BCSE ee LASE e BUIR 55 4 BT S 21

* action-type - V& R AT CHBT BRI 480
* coa-source-ip - JRESFALIE K B LK) 1P ik
* audit-session-id - IE{EAE 2315 142 /) ID

BILRIRAE: LR RAT TR
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%E%iﬁf?: $ASA-3-109103: CoA action-type from coa-source-ip failed for user username , with

session ID: audit-session-id .
AR ASA WCEIHS B I FRACE i =k, (HIVE I A BEIZ 15 3K
* action-type - Wi RIZAUH SHAF  CHFr ek 154
* coa-source-ip - RIEIZB K B L) 1P Huhlk:
* username - = VE \F T R
* audit-session-id - 1 AEAE UG 4 )5 1D

BIHIHRAE: PHEAOCH VPN T ARG H &, LU E JCI2 0 T S A 1 J5 P s O0A 26 1k 2 1 ) )it
.

%E%iﬁﬁé: $ASA-3-109104: CoA action-type from coa-source-ip failed for user username ,

session ID: audit-session-id .Action not supported.
WAA: ASA W ENkE X IEH B BCESUE K, AH T ASA ASCRHR/RIGERAE, BRI ELZE K.
* action-type - V& R AT CHBT a4 8O
* coa-source-ip - JESFALIE K B LK) 1P bk
® username - %iﬁE?ﬂZEE&H@ﬂ%F
* audit-session-id - IE{EAE 2315 1427 ID

BILHIERAE: LR RATE AT

%E%iﬁﬁé: $ASA-3-109105: Failed to determine the egress interface for locally generated
traffic destined to <protocol> <IP>:<port>.

WA M4 IE BVIE, WEBA TS, W ASA A EdR ARG HE. B, RN
% O e 8 B e s R ER e 0, eI kAT IR ER . X T Firepower BB, R4
SRR 2 R A I . D, W SR BRI Bk B L th RIS R H s, AR ek
TR

BWRIIRAE: smALEVCN G H 3 I ER A RS B DN A i o

ID 4%F 110002 £ 113042 < (8] AY;E 2

AERALEE ID AT 110002 2] 113042 2 18] 13 L .

B ERASARTIRZREEE
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110002

110003

110004

111001

110002 JJjj

g’l;&iﬁ.%\ $ASA-6-110002: Failed to locate egress interface for protocol from src interface

:src IP/src port to dest IP/dest port
WEBA: 24 ASA SR B HI T AR B A0 % 1IN R AR R
* protocol - U ELIK ML
* sre interface - RIEEHRALINH: 1
e src IP - B A0 )0 1P Mkl
* src port - Y5 15
* dest IP - FR L1 H 1) 1P Mtk
* dest port - H )3 115

BIWRIRAE: SR UAH R BOE DL S BRI SR PR AT RS S, JFIER IR TAC.

’éia':éiﬁ,%\: $ASA-6-110003: Routing failed to locate next-hop for protocol from src interface
:src IP/src port to dest interface :dest IP/dest port

YLAR: 4 ASA SRR D R P AT BRI A AR AR

* protocol - FHE LI PN

* src interface - FOE P AL 1

* sre IP - BlE A 1P kil

* sre port - YR¥ %5

* dest IP - ¥4 B (¥ H (1) TP Hhubik

* dest port - H 4 105
BIHIRAE: SRR R O DL BE RIS AR TR R, IR AR TAC, ki
Firf, f# ] show asp table routing iy & & 4 iR TIN5 2

HIRIEE: %ASA-6-110004: Egress interface changed from old active ifc to new _active ifc on
ip protocol connection conn id for outside zone /parent outside ifc :outside addr
/outside port (mapped addr /mapped port ) to inside zone /parent inside ifc :inside addr

/inside port (mapped addr /mapped port )
{7 PO L W O SO = A s
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ %$ASA-5-111001: Begin configuration: IP address writing to device

B asAazsEgzAEEE
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111002

111003

111004

111005

111007

e A H 2 101001 Z 199027 |

WERH: A write @14, %m%ﬁ%&&%<ﬁm‘Wﬁumw\m%wﬁ%%&%ﬁ%
il i) F. IP_address $5 75 & /50 6 3 HO4 2380 Telnet BT ¥ 5%

BIAIRIE: BRI TAEATERAT .

’éia':éiﬁ,%l: $ASA-5-111002: Begin configuration: IP address reading from device

AR ”a%Ammﬁé,MM%&%<#E\Nﬁumw\ﬂ%wﬁ%%&%ﬁﬁﬂé%ﬁ)
SIS ECE . TP_address $i5 7~ A2 (EF51H 5 Uity 114 S2 10 I Telnet IE T8 5%

BILRIRAE: LR RATE TR

‘a*ia':é‘}ﬁ,%: $ASA-5-111003: IP address Erase configuration

YLBR: BEAEAEEI S PN write erase AT IR T INAFN A . IP_address (T8 2 EFE T 55
T Telnet ERERITH %

BRYIRIE: EBRACE)S, FOHNCE ASATHRAHICE . o, BT LN B ORAFAE SR kM
28 HAMAT B 1) TFTP R4S 78 LIBLE R E 15 .

Hi%iH/Z2: 3ASA-5-111004: IP address end configuration: {FAILED|OK}

AR %A T config ﬂoppy/memory/ network fir 4 0¥, write floppy/memory/network/standby i %> .
IP_address {E 5715 & 724261 6 3 136 & 0 1 Telnet EBEAT & 3

BAYIRIE: WAUH UL OK &5, WL PATAEMT M. W AGH B m A A 1k, T2l o
e B, USRI A S A, VORI BT S fR A WA TFTP AR S5 a8 5 A8k
R IR S8 2R 8.

’éia':é“}‘ﬁ,%\: $ASA-5-111005: IP address end configuration: OK
YRR OB E R, TP address (15 75 /& 705 4 o L6 /&l 1t Telnet HEREHEAT & 5t .
BRI KHPATAEATIRAE

gll;&’;ﬁ,%\ $ASA-5-111007: Begin configuration: IP address reading from device.

1BA: &%\ T reload 5{ configure iy 4 PAINAC & o WASSCARRI LUEIEL . WAE. MZ. 25 H
%o, TP_address {H TR 7~ 2 7E4E T 6 i 1A 20 1T Telnet 3 23047 % i

B ERASARTIRZREEE
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111008

111009

111010

111111

112001

BRI KHRPATAENTIRAE

gl;&’;ﬁ,%\ $ASA-5-111008: User user executed the command string
WRE: I T B show i 2 LAAMAEAT 6 4
BIBIRIE: BT PATAE R

iat"tl;i;ﬁ:%\: $ASA-7-111009:User user executed cmd:string
YRR A TAMESBCE N 2 ST show i &I 4 25 R BB B -
BIAIRIE: BRI TAEATERAE .

‘éia“eiﬁ,%l: %ASA-5-111010: User username , running application-name from IP ip addr ,

cmd
YEAR: FH P REAT TCE S

* username - AT E S UK H

* application-name - %1 1247 KN H
* ip addr - FHLHG ) 1P ikt

* cmd - P CHAT 4

BIAIRIE: BRI TAEATERAE .

’éia':éiﬁ.%'\: % ASA-1-111111 error message
WRR: KB T ARG EIER B R -
BANHYIRAE: AR SR A, TR UL TAC,

gl%‘;ﬁ:%\ $ASA-2-112001: (string :dec ) Clear complete.
WA T ERARICE AT R O e . AR AIAT 5
BILBIRAIE: R PATAE TR

111008 JJjj

executed

B asAazsEgzAEEE
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B 11300

113001

gl;&iﬁ,%\ $ASA-3-113001: Unable to open AAA session.Session limit [limit ] reached.

HEA: HT AAA BWUEARTH, I TEEELE IPsec PR B WebVPN #:4: EHAT AAA £-/E. limit {515
NIHER AAA FE B .

B RYIRAE: AT REIRAD N AAA BEEIKI K o

113003

giﬁ%“}‘ﬁ%\: $ASA-6-113003: AAA group policy for user user is being set to policy name .

VERR: A R a2 ISR policy name 74 i S FEIE AL OCIR AL « MK policy name 7ENLE LOCAL
SO IUE R username iy 2552, 5 7ERC & RADIUS S35 E 7 RADIUS CLASS J& ik
=],

BILHIHERAE: LR RATE T4

113004

gl;&“;ﬁ,%\ $ASA-6-113004: AAA user aaa type Successful: server = server IP address , User =

user

BA: IPsec B WebVPN IE4% E[¥) AAA #AE TN e . AAA RALZ B RIIE. FAELIK.
server_IP_address ;210 AAA RS540 IP ik, P2 HERE 4.

BIRIIRAE: KRR

113005

giﬁ%i‘ﬁ%\: $ASA-6-113005: AAA user authentication Rejected: reason = AAA failure: server =
ip_addr : user = *****: user IP = ip addr

VLR L1 AAA B RIERIG T A AE TR KNI B0, (EAE AT 2 E T no logging

hide username iy 2 H 78 o

BIEYIRIE: IS R

113005

gl;&“;ﬁ,%\ $ASA-6-113005: AAA user authentication Rejected: reason = AAA failure: server =

ip addr : user = *****: user IP = ip addr

YRR R LI AAA SRISIERIE . TP A AR TR FII B (HAEAT L T no logging

hide username 7y % i B~ .

BIBIRIE: IS ML,

B ERASARTIRZREEE
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113006

113007

113008

113009

113010

113006 ]

%E%iﬁﬁ?: $ASA-6-113006: User user locked out on exceeding number successive failed

authentication attempts

YRR AHOFCE B R BUE o an SR o S SR B O U0 UE A B CURC R R B, s R
ATXF O, I BAXIE R R I PR R 2B AT (T S S B R A AR 4, B 30 B AT
clear aaa local user lockout iy & fA81Z A S . user ZICBUEMI )", number 21§ aaa local
authentication attempts max-fail 4t & 193% 252 R W BRI

B RYRIE: 2 clear_aaa_local_user_lockout iy 2-fif 4 F P i 4 501/ 1) di 3% 285 5 4y Bk
IRIIREL

gﬁ%iﬁfﬁ: $ASA-6-113007: User user unlocked by administrator

1% RA: 8 H ¥ H aaalocal authentication attempts max-fail iy 4 ¥ & 1) e KIS B 00 30 E KR B
B e A HOIC B P 2 el FR 7 B R 04 i o

BILRIRAE: LRI

%E%iﬁﬁ?: $ASA-6-113008: AAA transaction status ACCEPT: user = user
WEAA: L IPsec B WebVPN SRS T 77 10 AAA 355 CURIh 58 . user B 5 ERERBEA 4.
BIHRAE: R AT A

%E%iﬁﬁé: $ASA-6-113009: AAA retrieved default group policy policy for user user

WAR: RGN [Psec B WebVPN E AT T B S UE B A . R4 LRI R Al H] tunnel-group 5 webvpn
i A4 e A SRS I JE 1

BILHIERAE: LR RATE T4

%E%iﬁf?: $ASA-6-113010: AAA challenge received for user user from server server IP address

AA: SecurlD 55 & XS IPsec EEHLHEAT T S HE. RIS A EAIE B, A5 T 5
(AT

* user - SRR P 4
* server _IP_address - 110 AAA JIR5545 1 IP Hidi:

BIRIIRAE: KRR ATE TR

B asAazsEgzAEEE
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113011

113012

113013

113014

113015
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%E%iﬁﬁ?: $ASA-6-113011: AAA retrieved user specific group policy policy for user user

WYLRA: FRGON IPsec 5l WebVPN IERHHAT T S Ik sl A . R 48 A& AT H] tunnel-group 5 webvpn
T2 FE A (1) ZH SR 1R R

BIRIIRAE: KR HATE TR A

EIRJE /S : 2ASA-6-113012: AAA user authentication Successful: local database: user = user
WiRA: 5 IPsec B WebVPN ZE4 I HI 7 L B Dtk A b ) 7 2508k P26 1) 53 0 B

* user - LIERSCHRII ] ) 44
BIBIRIE: BT PATATATERAE .

%E%iﬁﬁ?: %$ASA-6-113013: AAA unable to complete the request Error: reason = reason : user

= user

PBA: 15 IPsec B WebVPN 32 3CEM ] R AAA 45t TR e M, B0 th 138 J S W& 1T 1%
4,

* reason - 5L [K| [ TEAN{E 5L

* user - HIE B 4

BIRIIRAE: ER AT TR

HiRiHS: %ASA-6-113014: AAA authentication server not accessible: server = server IP address

WEBA: AT TPsec Tk WebVPN JE#:CHKI AAA FA AN, &L EIE I AAA RS 3.
KRS REA S FEUH PG 2R M, HAKER T-7E aaa-server 41 M B 1 £ 4 IR 254 LA &
KRR S As T . ) AR JCRAECR T BRil, {HAEA ENCE T no logging hide username iy

L RTY

BIBIRIE: WS CECE AAA RS AR ER:

%ﬁ%iﬁﬁ%: $ASA-6-113015: AAA user authentication Rejected: reason = reason : local database:

user = user: user IP = XXX.XXX.XXX.XXX

WRR: XJ T IPsec B WebVPNEROCIR I H] -, 1) Al FH P K e 04T B4y B UE (137 K DR 44
F P 24 A5 08 A NI B8, (R ARG 2 C . T no logging hide username i 2N {7 o

B ERASARTIRZREEE
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113016

113017

113018

13016 JJjj

* Reason - 17 R4 FH 26 1) Jt IR ) PR A
* user - SIERE KRR 4
* user_ip - K 54 U6 UE B AGE K 1 i TP $hk<915CLI>

BIRYIRAE: WAL fTIRAT

%E%iﬁﬁé: $ASA-6-113016: AAA credentials rejected: reason = reason : server =

server IP address : user = user<915CLI>: user IP = XXX.XXX.XXX.XXX

WERA: L IPsec B WebVPN HEH: <A J i AAA Z545 i AR ARG, B i 1308 e Skems ifi %
i, H P AR ER A B, (AR 2B E T no logging hide username iy 2 i 1 75

* Reason - 18 KA 40 24 1) I DAL 1) P 4045 5L

* server_IP_address - #5C AAA JIR55#5 1 1P Hiukik

* user - SRR H 4

* <915CLI>user_ip - K G4y Bl B2 AR SR K 7 1) 1P Mk
BIHRAE: W AT A

gﬁ%iﬁfﬁ: $ASA-6-113017: AAA credentials rejected: reason = reason : local database: user

= user: user IP = XXX.XXX.XXX.XXX

AR 5 IPsec B, WebVPN JE: JCIEI FH I AAA F545 i TS iy 2 M, 5% b 1306 S5 Sfemg i
a4, LAY AAA FESEARM A B b AT A SR RSN AAA RS 25 P aHTRE, A& Rt
Ak

* Reason - i SR 4 45 40 1) ) IR I R g0 5 6

* user - HIEREH 4

e user_ip - K G4 B0 E BAR A KK 7 ) TP Mk

BILHIERAE: LR RITE AT

%E%iﬁﬁé: $ASA-3-113018: User: user , Unsupported downloaded ACL Entry: ACL entry , Action:

action

YEBR: SIS 28 T8 7 ASCH g U ACL 48 H o MR 4 VA
* User - Z 05 %M H P
* ACL_entry - \ Sy IiE IR 5548 N2k T A2 CFFH) ACL 40 H
* action - 8 FIASZ CHFH ACL 4% H IR #4E

BEANRYIRAE A PR DA S S IR IE IR 55 s I ACL 46 H . DI SCRFI ACL 4% H A% A

B asAazsEgzAEEE



[ IREENE

113019

%E%iﬁﬁ?: %$ASA-4-113019: Group = group , Username =

disconnected.Session Type: type , Duration: duration ,

, Reason: reason
VLR = F5 75572 PRI IR TR) 5 A PR R P DRI T 32 40 ) I ) A0 i AT

* group - 41 %

* username - [f] 7 44

* IP - XA

* Session Type - 23188 (41 IPsec B¢ UDP)

* duration - ZEFERFELI ], DA/NIE L 2380 oRIFD S BT
* Bytes xmt - {&5 1) 715 £

* Bytes rev - FERUH) 714

* reason - W T IEFE 1) R A

User Requested (H /' Ui =KD

Lost Carrier (%2187 wjdH)

Lost Service (k%%

Idle Timeout (7% [HEEN)

Max time exceeded i K I [A] BRI
Administrator Reset (7 H 73 HH)
Administrator Reboot (¥ 71 5 Ji )
Administrator Shutdown CFFH 71 ¢ A1)
Port Error (i 185 1%)

NAS Error (NAS #i%)

NAS Request (NAS i#53K)

NAS Reboot (NAS FJi7)

Port unneeded (AN iy 1)

e A H 2 101001 Z 199027 |

IP = peer address , Session

count , Bytes rcv: count

Connection preempted GEZAEAE ) o Ron I RVFR) (F-—H ) RISk, Zfg et in)
A, VEIE R RN G s A, B SR R P A R 45 I P A4 RBS A 6 S — K

Port Suspended (i [ L FEAD)
Service Unavailable (454 nJ )
Callback (HATIE]H)D

User error (HH 1)

Host Requested ( 213K EHL)

SA Expired (SA 2\l i)

B ERASARTIRZREEE



| %z A& E 101001 Z 199027

113020

113021

IKE Delete (IKE )

Bandwidth Management Error (i %5 75 BRAR 15)

Certificate Expired (UE-T5 Uik )

Phase 2 Mismatch (%5 2 i BtANLEL)
Firewall Mismatch (5 K85 A JEAL)

Peer Address Changed (&AL 5 240)
ACL Parse Error (ACL f##THT %)

Phase 2 Error (3 2 [ Befiix)
Configuration Error (Fit & 4i%)

Peer Reconnected (05544 O HHN&E £

Internal Error (PN #4515)

Crypto map policy not found (F&ANFI] Jif1 s WL} 5% )

L2TP initiated (2% L2TP)
VLAN Mapping Error (VLAN BLSFF4515)
NAC-Policy Error (NAC HM&4515%)

Dynamic Access Policy terminate (&)Z515 7] Hehg & E)
Client type not supported (A 3557 i 4 )

Unknown CRZD

113020 [

BRYIRAE: BRAPAH NS R R I A R, A5 WS R AT AR T 354

gﬁ%;ﬁﬁa: $ASA-3-113020: Kerberos error: Clock skew with server ip address greater than

300 seconds

BA: T ASAFIRS 2% LRI BikH 2585 far b (300 #5) , REiE T Kerberos k45 #s Xt IPsec
5 WebVPN F P EAT G40 36 E M. AEIXFHEDL T, ARG EEL R,

* ip_address - Kerberos R 55 #4310 1P Hbhik

EILEYIR{E: [F)25 ASAFI Kerberos 4525 E I 4f,

%E%iﬁﬁ%: $ASA-3-113021: Attempted console login failed.User username did NOT have appropriate

Admin Rights.

WRR: P sl Uy s B G, HgER.

* username - JTJ VI T 44

B asAazsEgzAEEE
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113023

e A H 2 101001 Z 199027 |

REIBORRAE: OO PR R AR B GURCRTL P, PR T R (LOCAL BY RADIUS
GO RS20 R BN VT

« nas-prompt - LV LUFT T4 B BRI A JF THUTRUN, RV (RSSO il

« admin - FVEHFA VTRV, JFELOTSH I Ar & BOREE—S5 AT 240
T, PR DUARIE 07 2 kU LA BB s SR VR A A 4 T B o 3 B

gl%iﬁ,%\ $ASA-2-113022: AAA Marking RADIUS server servername in aaa-server group
AAA-Using-DNS as FAILED

WEBA: ASA L2l AAA IS5 a8 AL S IAIE AN AC IR S, HR A e E AR B I I 1) B A A
BN . AAA RSS2SR BEbRIC A A b I AR 55 IR

* protocol - GARKAIEYMZER, W LRI R RA 2 —:
- RADIUS
- TACACS+
-NT
- RSA SecurID
- Kerberos
- LDAP
* ip-addr - AAA JR5525 1) 1P Hil:
* tag - RS 4R AL TR
BIBIRIE: Bk AAA S5 a8 i 540 TAELOIRZAS I Hof N ASAT; 1) .

HIRE B 9ASA-2-113023: AAA Marking protocol server ip-addr in server group tag as ACTIVE

WLRH: ASA CLHBIMIG Z BTbRic bR AAA IR%5 35 AAA RS HIUAT T IRSS AAA K.
* protocol - SARIUE PR IIZERY, nILLE LN R R —:

- RADIUS
- TACACS+
-NT
- RSA SecurID
- Kerberos
- LDAP

* ip-addr - AAA JIRZ#5 11 1P Huhil:
* tag - 55 #e A 25

B ERASARTIRZREEE
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113024

113025

113026

113027

1304 [
BILHIERAE: LR RATETAT.

gl%iﬁ,%\ %ASA-5-113024: Group tg : Authenticating type connection from ip with username,

user name , from client certificate
WYLRR: TRIEH 44 Dh el ad A2 P s liE AR LA T AAA T8 d iz H - 44
. 1g - BEIEAL
* type - HEFFM (SSL & i sk IG5/ iy )
*ip - BERE ) 1P Mok
* user_name - W& uiiE BHEHCAH T AAA TP AR

BIARIE: HRPATAEITIRAE

gl;&iﬁ,%\ %ASA-5-113025: Group tg : fields Could not authenticate connection type connection

from ip
YRR VR MAET T PRI 44
* g - FEIEA
* fields - EHE [ DN 7B
* connection type - I (SSL % P o % 7 i )
e ip - EHH R 1P Hihk

EILATIRIE: R NAE RS IEM1X E T authentication aaa certificate. ssl certificate-authentication
F1 authorization-dn-attributes <8 7,

g’l;&“;ﬁ.%\ $ASA-4-113026: Error error while executing Lua script for group tunnel group

AR MBI UL T AAA P P 2 i 4. R T username-from-certificate
use-script I, A2 b B .

* error - )\ Lua F5EIR [F] R R 1 17 Hh
* tunnel group - IR MIEF FHEIRUT] 7 4 (& 1E 20

BIBYIRIE: KA username-from-certificate use-script 26 JiAF FH [ JHIAS & A5 AE AE A R

tt“:':‘ﬁ'g o ; ! i
glxiH.&: %ASA-2-113027: Error activating tunnel-group scripts

WERR: TR N A SO o {d H username-from-certificate use-script 32 1 ) B 21 oy E & A .

B asAazsEgzAEEE
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113028

113029

113030

113031
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BLHIHRAE: LGN AT ] ASDM K B IASCAF IR 2. ] debug aaa iy & SR EUAT REAT I BETE
ik RPRTE RS

%E%iﬁﬁ?: $ASA-7-113028: Extraction of username from VPN client certificate has

string.[Request num ]

WLAR: Sk BRI P A4 AL B SR IE /RIS AT B 58 e
* num - VEKI ID GRIADGLFREHIED , XA g 1 Hes
e string - IR R, FTLUR FHIEIZ —:

sk
© B

C ESEHG (R
© T

© EE

BIAIRIE: BRI TAEATERAT .

gﬁ%iﬁfﬁ: $ASA-4-113029: Group group User user IP ipaddr Session could not be established:

session limit of num reached
WRR: T AT SRR T RN ST, BIGVE RS i
BIEIRAE: WAL RTRE, TR INMCE PRI LG A A A

%ﬁ%iﬁﬁ%: $ASA-4-113030: Group group User user IP ipaddr User ACL acl from AAA doesn't exist

on the device, terminating connection.
WiRA: 7E ASA EHAETEE M ACL,

* Group - 41 %K

* User - JI]J7 (44K

* Ipaddr - IP Hhiht

* acl - ACL FJ4&FK

BIRIHERAE: B0 E LIS INRE N ACL BUE IE ACL 47K,

%ﬁ%iﬁfﬁ: $ASA-4-113031: Group group User user IP ipaddr AnyConnect vpn-filter filter is
an IPv6 ACL; ACL not applied.
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| %z A& E 101001 Z 199027

113032

113033

113034

113032 ||

WERA: NI ACL 8HURIERG. Cliid vpn-filter fiv 4% IPv6 ACL it & 4 IPv4 ACL.

* group - F ' IR 41 SR W& 44 FR

> user- 4

s ipaddr - P I3 CRAMEC) 1P Hbdik

* filter - VPN I E25% 1) 44 4
EAIRE: UF ASA B VPN i 3231 IPv6 VPN i 23 (1L & LL &2 AAA (RADIUS) IR %5 2% L ¥)
HIERR S MRS E T IEMHIT ACL 282,

%E%iﬁﬁ%: $ASA-4-113032: Group group User user IP ipaddr AnyConnect ipvé-vpn-filter filter
is an IPv4 ACL; ACL not applied.

WA TN ACL KA IER. Cillid ipve-vpn-filter iy 4K IPv4 ACL it & 4 IPv6 ACL.
* group - F P 1P 2H SRS 24
> user - H 4
s ipaddr - P I3 CRAMEC) 1P Hbdik
* filter - VPN 1L JiE 3% () 44 FK

W AYIR1E: BF ASA_ERY VPN I 28 A1 IPve VPN i 8 5% (1 il & UL A AAA (RADIUS) IR %% 2% E /Y
ISR S M IRTRC T IEMRT) ACL 282,

gﬁ%;ﬁﬁ?: $ASA-6-113033: Group group User user IP ipaddr AnyConnect session not allowed.ACL

parse error.

RBA: T AR CE ACL, R RAFEA RVFA P i Hs 2 ) AT WebVPN 21 . F T 1F IS
AT, ARG LV il WebVPN E5k .

* group - I IV 43K mE 44 R

> user- ' 4%

s ipaddr - AL CROEC TP Hihik

EIBEYIR{E: T IE WebVPN ACL.

%E%iﬁﬁé: $ASA-4-113034: Group group User user IP ipaddr User ACL acl from AAA ignored,
AV-PAIR ACL used instead.

HEA: BT T AL AV-PAIR ACL, B AS AR ER ACL.,

* Group - A1 I% K
* User - H )7 (1 44 F5%
* Ipaddr - IP Jui:

B asAazsEgzAEEE
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113036

113037

113038
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* acl - ACL &
B BYIRIE: e B0 IEA ACL 5 ERCE .

%E%iﬁf?: $ASA-4-113035: Group group User user IP ipaddr Session terminated: AnyConnect not

enabled or invalid AnyConnect image on the ASA.

WAR: A Ll IS AnyConnect % P i 55k o ARAEA R A H SVC k%S, 8 SVC WHGIC Rk 4
W miEBEC%k.

* group - P IEFE SR IE TR 0 41 SREms 1) 24 ik
* user - \FAESRIER I P RIZ K
* iaddrp - ZRIER I H I 1P Hbdik

BBIHIIRIE: {7 sve-enable iy &4 s i I SVC. i A ] sve image iy 2 87T In0pmefg, ki
E SVC BRG] s EFIRERAS .

gﬁ%;ﬁﬁa: $ASA-4-113036: Group group User user IP ipaddr AAA parameter name value invalid.
WRR: IS EUA . HEARER, B e RRIR K.

* Group - 214K
* User - H1 7 44K
* Ipadddr - IP Hhhi:
* Name - Z4( 1] %4 FR

BIBIRIE: B E LRI R S

%E%iﬁﬁ%: $ASA-6-113037: Reboot pending, new sessions disabled.Denied user login.
AR FH P JCVE Sk E] WebVPN, R ASAIEFEHEJH .
BIHYIRME: B PATAE A

gﬁ%iﬁfﬁ: $ASA-4-113038: Group group User user IP ipaddr Unable to create AnyConnect parent

session.

AR TR, RGR iR e dlh i H ) A% AnyConnect 231 . i, FHalRE AR E K
SR PR

* Group - 414 Fx

* User - 17 184K

B ERASARZTRGAEHE
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113039

113040

113041

113042

113039 ]

* Ipadddr - IP Hfht
BICRYIRIE: LR PATAE A

%E%iﬁﬁ?: $ASA-6-113039: Group group User user IP ipaddr AnyConnect parent session started.

AR ARG Ak e e 1P bk PR 35 AnyConnect 231 . 24 /il i AnyConnect & 55 L [
S, AnyConnect 215K A 3l

* Group - 14K
* User - H1 7 44K
* Ipadddr - IP itk

BIRIIRAE: LR RATE A

gﬁ%;ﬁfﬁ: $ASA-4-113040: Terminating the VPN connection attempt from attempted group .Reason:

This connection is group locked to locked group.
WA Sl bR IE 415 418 e h w B I BRI AN
* attempted group - FELESZ I FETE L
* locked group - YEFAF B B2 PR Il X B 241
BEICHYIRAE . A 2 S T O AL B (] s A

%E%iﬁﬁé: $ASA-4-113041: Redirect ACL configured for assigned IP does not exist on the

device.

AR 22T 5 7] URL JF M ISE 2t ACL I & ZE4R 5%, (H ASA FANELEE &1 ACL.
* assigned IP - 73 BLE4R 1255 ) i ¥ TP Hbhil

EILEYIRIE: 76 ASA FJCE T E M ACL.

gﬁ%iﬁﬁa: $ASA-4-113042: CoA: Non-HTTP connection from src if :src ip /src port to dest if
:dest _ip /dest port for user username at client IP denied by redirect filter; only HTTP

connections are supported for redirection.

WRA: X CoA Thfig, HHE[W ACL RyEas & (8 HE [ A B[] Z FF UL BCHYIE HTTP ik, IRt
RO BRI .

s sre_ifs sre_ip~ src_port - LMY EE L 1P kil A 1
* dest ifv dest ip~ dest port - ZUi W HFIE O 1P bk A O

B asAazsEgzAEEE
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® username - )Eﬁ}l' H/‘Jgik
* client IP - % J' i [¥) TP Huhk

BIRIRAIE: WIE ASA FESE W] ACL FUE .. HAORAE A IEAA 13 P R UL S 22 502 [ (e, JF
HAEER AR S VP I i

ID 4F 114001 2| 199027 < (B8] AY;E 2

AEAEHE ID AT 114001 3] 199027 2 18] 7 B .

114001

gi%;ﬁ:%\ $ASA-1-114001: Failed to initialize 4GE SSM I/O card (error error string ).

WA T R2C HR s HALHIR LT R, REEVIAARTL 4GE SSM /O R KIE.
* syslog_id - 1 BFRRFT
* >error_string - 12C AT MR R BUS AL YT A58, 1K AN T RERIET RS . LR 2 12C
1T R AR
- 12C_BUS_TRANSACTION ERROR
- 12C_CHKSUM_ERROR
- 12C_TIMEOUT ERROR
* [2C_BUS_COLLISION_ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 12C_SMBUS_UNSUPPORT
- I2C_BYTE_COUNT ERROR
- I2C_DATA_PTR_ERROR

BILAYIRIE: JUTLUT DR

1.l 5 Z AR D BRI .

2. EHEE ASA LIEAT AT .

3. EH A PG, IEFRSRE LR T IR IR,
4. WURPEAIRAAAE, IEER AR TAC.

114002

’éia':éiﬁ,%\: $ASA-1-114002: Failed to initialize SFP in 4GE SSM I/O card (error error string
) .

WEA: M T 12C SRS NI ME LR, RSEEE 4GE SSM 1/0 Frh#)Gik SEP & k.

* >syslog id - T BFRATT

B ERASARTIRZREEE
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114003

114003 i

* >error_string - 12C AT RGN REBCSHMLYT AT, X2 — AT EERIE RS . BURE 12C
s
* [2C_BUS_TRANSACTION_ERROR
- I2C_CHKSUM_ERROR
- 2C_TIMEOUT ERROR
- 2C_BUS_COLLISION ERROR
- 2C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
* 12C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA_PTR_ERROR

BIRIRIE: PATUL R IR

1. SR IEEE SR OC 1T BRI

2. EHEE ASA LISATHI AL

3. FEHIASW S MG, RS LR BT T R
4. WUERREALRAAAE, IEBERLE TAC.

gl%;ﬁ,%\ $ASA-1-114003: Failed to run cached commands in 4GE SSM I/0 card (error error string
) .

WA BT 2C HREAZ NI IR R, RGAE 4GE SSM 1/O RHIE T A7 2 M.

* >syslog_id - 1 IR ART
* >error_string - 12C BAT BT R AT AL VS W H 5%, X2 — T RERERRS . BUF A2 12C 5
AT A 1R
- 12C_BUS_TRANSACTION ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT _ERROR
* [2C_BUS_COLLISION _ERROR
« 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- [2C_SMBUS_UNSUPPORT
- 12C_BYTE_COUNT_ERROR
- [2C_DATA_PTR_ERROR

BILRIRAE: JUTLL DR,

1. ICFIER S ZHEA R DA R
2. FHAEN ASA FisATIRER .
3. EFAEI . RMEYE)E, SIS LR B T T

B2 asA 25z ASHES I
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114004

114005

114006
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4, GRNERIEAE, R EE TAC.

gl%iﬁ,%\ $ASA-6-114004: 4GE SSM I/O Initialization start.

YRR RGUEEIH S IEAE A 3 4GE SSM /O Ui
* >syslog_id - T IAR LT
BIRYRIE: ERPAT MR

IR B $ASA-6-114005: 4GE SSM I/0 Initialization end.

WA RGBS 4GE SSM 1/0 WlHh ik B 58 .
* >syslog id - T BFR ST
BARYIRIE: ERPATTMEAE.

gl;%;ﬁ,%\ $ASA-3-114006: Failed to get port statistics in 4GE SSM I/0 card (error error string
) .

AR T 12C #HR A B G L ES%, ASATE 4GE SSM 1/O - Hr 3R B 1146 155 2 W o

* >syslog_id - 14 AR RLT
* >error_string - 12C AT BHHR B HAN LG H HHR, XL — D HHERIEHR A . BUT 2 12C
1T R
* [2C_BUS_TRANSACTION_ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT _ERROR
- 2C_BUS_COLLISION ERROR
- 2C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
* [2C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA PTR_ERROR

EIAIRIE: PUTUL R DR

ORI A F S GFAEAE AW B 5 .

T A E ASA _FISATIER A,

AW . MG, SRS LR R T .
TR ) AT AR, ISR R R TAC.

o S
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114007

114008

114007 JJij

%E%iﬁﬁ?: $ASA-3-114007: Failed to get current msr in 4GE SSM I/O card (error error string
) .

WAA: T 12C BB HBLIIR LS, ASAYE 4GE SSM /O R 3RS R BEHCIR A VE IHE Bk
.

* >syslog_id - 1 IR ART
* >error_string - 12C AT REAT R BT ALV 0508, X2 A FREGIEARY . BUR 2 12C H
1T R AR
- [2C_BUS_TRANSACTION ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT _ERROR
* [2C_BUS_COLLISION_ERROR
« 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- [2C_SMBUS_UNSUPPORT
- [2C_BYTE_COUNT ERROR
- [2C_DATA_PTR_ERROR

BILRIRAE: JUTLL DR

1. I EE S ZFHEAH O BRI .

2. EHEE ASA LIEAT AL

3. EHESNW S PG, IEFRS R LR T T IR
4. WGBSR, IR IR TAC.

giﬁ%“}‘ﬁ%\: $ASA-3-114008: Failed to enable port after link is up in 4GE SSM I/O card due to
either I2C serial bus access error or switch access error.

WERR: T 12C HRAT RS R AR B AT ML R AR, E 4GE SSM /O = Rl 21 B IR 2 i 4y
TAHEIRESSG, ASA 8 K.

* >syslog id - T BFR ST
* >error_string - 12C AT RERTREBCSHMLUT AT, X2 — AT HEfIE RS . BURE 12C
AT AR AR

* 2C_BUS_TRANSACTION _ERROR
» 2C_CHKSUM_ERROR

* 2C_TIMEOUT ERROR

* 2C_BUS_COLLISION_ERROR

* 2C_HOST BUSY_ERROR

* 2C_UNPOPULATED ERROR

B2 asA 25z ASHES I
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* 12C_SMBUS_UNSUPPORT
* 12C_BYTE_COUNT_ERROR
* 12C_DATA_PTR_ERROR

BIRYIRIE: PUTLL DR

1. WRIFER S ZH A SRR

2. EFEE ASA AT A

3. EFEENA. MRS, WSS LR BT T .
4. W ERAFAE, IR IR TAC,

gl;&iﬁ,%\ %$ASA-3-114009: Failed to set multicast address in 4GE SSM I/0 card (error

error string ).

PEE: T 12C $ iR e A WA ER L4 1%, ASA 7E 4GE SSM I/O % B 4 3% Mk 2 e

* >syslog_id - 14 IR RLT
* >error_string - 12C AT RERTRBUS ALY AT, X2 —ATEIE RS . BURE 12C
AT A 1R
* [2C_BUS_TRANSACTION_ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT _ERROR
* 12C_BUS_COLLISION ERROR
* 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
* [2C_SMBUS_UNSUPPORT
- [2C_BYTE_COUNT_ERROR
- [2C_DATA_PTR_ERROR

EIAIRIE: PUTUL R DR

ORI A F S GFAEAE A B 5

EH D) ASA _FIBAT IR AE.

WA . MG, SRS LR B T .
TR ) AT AR, ISR R R TAC.

o S

gi%;‘ﬁ:%\: %$ASA-3-114010: Failed to set multicast hardware address in 4GE SSM I/0 card (error

error string ).

AR T 12C #HR el A B WAL 5%, ASATE 4GE SSM 1/O 5 H 14 B 2H 35 A 2 k- 26 g o

* >syslog_id - W AR RTT
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a1

* >error_string - 12C AT RGN REBCSHMLYT AT, X2 — AT EERIE RS . BURE 12C
s
* [2C_BUS_TRANSACTION_ERROR
- I2C_CHKSUM_ERROR
- 2C_TIMEOUT ERROR
- 2C_BUS_COLLISION ERROR
- 2C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
* 12C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA_PTR_ERROR
- 2C_DATA_PTR_ERROR

BIRYIRIE: PUTLL DR

1. WRIFER S ZH A SRR R

2. FEFEE ASA AT A

3. EFEENA. RS, WSS LR BT T .
4. W ERAFAE, IR IR TAC,

114011

gl;&iﬁ,%\ %$ASA-3-114011: Failed to delete multicast address in 4GE SSM I/O card (error

error string ).

WEA: AT 12C §HR e A ta A%, ASATE 4GE SSM 1/O 5t i 54 28 3% Hb il 25 g o

* >syslog_id - 14 AR ALT
* >error_string - 12C AT RERTRECS ALY AT, X2 —ATEIE RS . BURE 12C
AT A 1R
* [2C_BUS_TRANSACTION_ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT _ERROR
« 12C_BUS_COLLISION ERROR
* 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
* [2C_SMBUS_UNSUPPORT
- [2C_BYTE_COUNT_ERROR
- [2C_DATA_PTR_ERROR

BILHIERAE: JUTEL DB

1. ICFIHEFR S EF AR SRR
2. FEHE ASA FIsATIRER .

| B asAazsEgzAEEE
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B 02

3. EFAEIR . MRS, SIS LR B T T
4. WIS WEARAAE, PR AR TAC,

114012

EIRE B 9ASA-3-114012: Failed to delete multicast hardware address in 4GE SSM I/0 card

(error error string ).

AR T 12C BHR A B WIS %, ASATE 4GE SSM 1/O 5 r I 64 2H 476 A 424 k- 25 e o

* >syslog id - T RFRIATT
* >error_string - 12C AT MR RTRBUS A LYT AT, X2 — AT HEIE RS . LR 12C
1T R AR
- 12C_BUS_TRANSACTION ERROR
- 2C_CHKSUM_ERROR
- 2C_TIMEOUT ERROR
* [2C_BUS_COLLISION_ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 12C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA_PTR_ERROR

BWBYIRIE: PATLL I DR

1. WRIER S ZF AN SRR .

2. FEHAE ASA FIsATIER AL,

3. EHREIRS. RIS, TEMESER LR BT T R
4. W EURAAAE, IR IR TAC,

114013

g'll?:'&’;ﬁ,%\ %$ASA-3-114013: Failed to set mac address table in 4GE SSM I/0 card (error

error string ).

HEA: AT 12C RS A tE e %, ASATE 4GE SSM 1/0 R E MAC Hulil 2 k0.

* >syslog_id - 11 IAR LT
* >error_string - 12C HAT R RBASHAL TS M) H 58, X2 — /T RERERCS . BUR 2 12C 5
AT R 1R

-12C_BUS TRANSACTION ERROR
- 12C_CHKSUM_ERROR

- 12C_TIMEOUT ERROR

-12C_BUS COLLISION ERROR

B ERASARTIRZREEE
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114014

114015

114014 |

-12C_HOST BUSY_ERROR

- [2C_UNPOPULATED_ ERROR

-12C_SMBUS_UNSUPPORT

-12C_ BYTE _COUNT_ERROR

-12C_DATA PTR _ERROR

BHYIRIE: PUTLL R AP ER:

SR E XA O BRI

FH B ASA _HIBAT R A

OB RMIHURE, SRS LR Bl T R
W ) BURAEAE, THIER AR TAC.

Col ol b

gl%‘;ﬁ.% $ASA-3-114014: Failed to set mac address in 4GE SSM I/O card (error error string
) .

WAA: T 12C RS MG L T %, ASATE 4GE SSM 1/0 R 5 E MAC Hubik 0%
* >syslog id - W AR RTT
* >error_string - 12C HAT R REACHNLG I F iR, X2 AN T RS . BUR 2 12C

AT B AR

-12C_BUS_TRANSACTION _ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA PTR_ERROR

BWEIERAIE: PATUL AR

WRITEE F XA G BRI R 1%

FHA B ASA BT R

TR MG, TE RS LR R AT T r

WA BUR AR, THIER LR TAC.

b

g'll?:é’;ﬁ.%\ %$ASA-3-114015: Failed to set mode in 4GE SSM I/O card (error error string ).

B asAazsEgzAEEE



B 1406

e A H 2 101001 Z 199027 |

AR T 12C #HR T AW A%, ASATE 4GE SSM 1/O K 5 & Foph sl VRS A = 2

* >syslog_id - W AR RTT

* >error_string - 12C AT RERTR BT ALV 0 H 08, X — AT REGIEARHS . BUT 2 12C H

AT AR
-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR
B RYRIE: PUTLL N

WK I AR 5% B 1R
EH A5 ASA _LIEAT I AE.

1
2.
3. EiRdlikg. RMAHES, IEMRSER LR BT s
4

R AT ARAF A, IR R TAC,

114016

gl;&’;ﬁ.% $ASA-3-114016: Failed to set multicast mode in 4GE SSM I/O card (error error string

) .

WEA: AT 12C RS AL ta s %, ASATE 4GE SSM 1/O b ¥ 40 3455 5 2 g o

* >syslog id - T BFRIATT

* >error_string - 12C AT RERTREUS ALY AT, X2 —ATEE R . BURE 12C

AT IR R
-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT _ERROR
-12C_DATA_PTR_ERROR
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114017

114018

114017 |

EIAIRIE: PUTLL R DR

SR I E A 5 A T BRI .

IS ASA FisAT At .

FH R KRS, SRS JUREh 4T FF e
R ERAEAE, EBEREE TAC.

Col ol b

HiRiHE: %ASA-3-114017: Failed to get link status in 4GE SSM I/0 card (error error string
).

WERA: HH T 12C HRAT SR U ) R SRS AL )BT, ASATE 4GE SSM /O 5 Hh SR HIURE B TR A5 2R
* >syslog_id - 14 AR IART
* >error_string - 12C AT BREHRBCSHAL M EGE, X — PRI RS . DUFZ 12C H

AT B AR

-12C_BUS_TRANSACTION _ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA PTR_ERROR

BEIERAE: PATUL AR

WA RGEH .

SR I BTG XS G BRI RT 1%

FH A5 ASA _LIEAT AT

FHA SN KRS, RS LR B 4T T R

W ) B RAEAE, THIKR AR TAC.

U o e

gi;;ﬁ:%\: $ASA-3-114018: Failed to set port speed in 4GE SSM I/O card (error error string
) .

AR T 2C HHR T AW A%, ASATE 4GE SSM /O K Hh 15 5 i 113 5 2T

* >syslog id - H BFRIAST
* >error_string - 12C AT MR IR BT ALV 0 8508, X8 — A HREGIERACHS . BUT 2 12C H
1T St
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[ R

-12C_BUS_TRANSACTION ERROR
-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR

- [2C_UNPOPULATED_ ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR

-12C_DATA PTR_ERROR

BHYIRIE: PUTLL R AP ER:

1. ORI EE SIS A R BRI AT R
2. EHAEH ASA FIB TR

3. EHEsh A KMIRRIEE, TSR LR B AT T IR
4. WIREEASRAEAE, EHKR AR TAC.

114019

gl%‘;ﬁ.% $ASA-3-114019: Failed to set media type in 4GE SSM I/O card (error error string
) .

WA BT 12C HHASCS HHLYI LA 1L %, ASATE 4GE SSM /O P B B A AL I
* >syslog_id - 14 AR IART
* >error_string - 12C HAT R REACHNLG ) F iR, IXR AN T RS . BUR 2 12C &

AT B AR

-12C_BUS_TRANSACTION _ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA _PTR_ERROR

BWEIERAE: PATUL AR

1. ERIFEE SISO BRI AT 1% .

2. FH 80 ASA LIBAT IR AFS

3. EHASR S RIS, SRR LR B FHT I
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114020 [

4, RN EARIEAE, R EE TAC.

114020
gl;&’;ﬁ,%\ $ASA-3-114020: Port link speed is unknown in 4GE SSM I/0 card.
WEBA: ASA TCVEAE AGE SSM /O & ki 1] vty 11 e 3o 1
BIEIRME: BUTUL TP ER:
1. WRIFEE S ZFAAH KR .
2. HH AGESSMUO k, MEHIFRMN ANz F ik
3. WERMAFRA HARE, WEEHESE . KPR, TEF RS LR B FH T T Y.
4. WURWEATRAAAE, KR EE TAC.
114021
giﬁ%i‘ﬁ%\: $ASA-3-114021: Failed to set multicast address table in 4GE SSM I/O card due to
YERR: T 12C HAT R DT AT R BT LU 0 %, ASATE 4GE SSM IO < Hr s A F ik R 2k
o
* Error - ZHALYT AR CHIEERIER RS Bk 12C AT BZdiit. nIREMN 12C AT R LR
f:

-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA_PTR_ERROR

BIHRAE: PUTLUN PR

1. EsRIFEE SR IR R .

2. 22 ASA.

3. WERMAERA BAVIRE, WEERESA . REHRIEG, IEF RS LR R E T I YR
4. WOREEARAAAE, KRR TAC.
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114022

%E%iﬁﬁ?: $ASA-3-114022: Failed to pass broadcast traffic in 4GE SSM I/O card due to

error string

WA HITASHRMLU AR, ASA 7 4GE SSM 1/O K& ) R i i R
* error_string - CHHLUT RV ET 1R, -+ REFIEE R ALY

B RYRIE: PUTLL N

1. A O A AR R
2. MEERNGFEREPKR ssmige dump I8 H K IESA BF TAC,
3. BRERMABTAC, RHEEDIER 1A 2 PR fE R

% 4GE SSM ¥ Hah E K .

114023

Hronr gy ) )
akﬁlﬁum: $ASA-3-114023: Failed to cache/flush mac table in 4GE SSM I/0 card due to

error string .

WA T 12C BAT RV A IR BAZ EALUT ) 45 %, 7F 4GE SSM /O R H 2478l Hr MAC &2k
. BEiH SR

* >error_string - 12C HAT R4 GEZH S —AMIHATS MR RE() BASHAL YT 0] B %
XA b hls A

* 2C HRAT VAR I T PR
12C_BUS_TRANSACTION ERROR
12C_CHKSUM_ERROR
12C_TIMEOUT ERROR
12C_BUS_COLLISION_ERROR
12C_ HOST BUSY ERROR
[12C_UNPOPULATED ERROR
12C_SMBUS_UNSUPPORT
12C_ BYTE_COUNT ERROR
12C_ DATA_PTR_ERROR
BWEIERAE: PATUL R AR

1. dsR S EZFE R RS H &N B R
2. ZERAFHAEE S ASA.
3. EIHYRERES) ASA.
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115000

115001

115002

\}

115000 i

P

RARE, T ORERE LB T IT e Sl B 1-3 )5, WURIBMRAEAE, IR LA TAC
IFERAULER T TR R B BT RER 20T ASA 14T RMA #:1F.

%E%iﬁf?: $ASA-2-115000: Critical assertion in process: process name fiber: fiber name ,
component: component name , subcomponent: subcomponent name , file: filename , line: Iline

number , cond: condition
YRR SCHENT S GO, JFH T O A IR TT R e, s Ao H 2B R gt A

* process name - JEFE 1 44 Fx

* fiber name - JGET I 24 FR

* component name - 5 7€ 41 11 44 Fx

* subcomponent name - ¥ 7& T AF I TR
* filename - 5 5% XA 44 PR

* line number - 15 & L B% I 4 5

* condition - ¥& € W41t

BAAYIRAE: WAZXH L SE R e A SR BT IR, T AT = B DDA IR %0

gﬁ%iﬁﬁa: $ASA-3-115001: Error in process: process name fiber: fiber name , component:
component name , subcomponent: subcomponent name , file: filename , line: line number ,

cond: condition
YRR RGNS CHON, JEHHH T O A IR T RO RE, iAo TR R g A

* process name - JEFE 144 Fx

* fiber name - YA 144K

* component name - 5 & 4144 1 44 K

* subcomponent name - $§ 7€ T 2111 44 Fx
* filename - 5 € SCAT ) 44 7%

* line number - 15 /& L FE IS % 5

* condition - ¥5 32 15+

BALHIHRAE: WAZRRSE U R IS AT VRS, T RIS i RO A o i )

%E%iﬁﬁ?: %ASA-4-115002: Warning in process: process name fiber: fiber name , component:
component name , subcomponent: subcomponent name , file: filename , line: line number ,

cond: condition

B asAazsEgzAEEE
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B 120001

WA ENE CBUY, JFH AT CRER AR LR, A T Mg A .

* process name - JEFE 1) 4 7R

* fiber name - Y4 I 4 FK

* component name - T& & HAFHI LK

* subcomponent name - $5 7€ T 2141 44 Fx
* filename - ¥5 5% SCHF I 4 FK

* line number - i 1€ £ I 1) 2 s

* condition - ¥& 72 M5+

BWRIIRAE: WX AW S W, A R R L, DRSS I 21 1 1A

120001

’éia':éiﬁ,%l: $ASA-5-120001: Smart Call-Home Module is started.

RR: £ RG)E ) BB ik A e IR& )5, Smart Call-Home FEEL TN R 5, FEUE AL
Smart-Call Home 244,

BIRIRAE: LR RATE TR

120002

gi;iﬁ,%\: $ASA-5-120002: Smart Call-Home Module is terminated.
EAR: 25/ Smart Call-Home FEEIN, &gk eXil.
BIHRAE: R AT A

120003
’éia':éiﬁ.%\: $ASA-6-120003: Process event group title
RA: Smart Call-Home 55 M BAS A 2 A LI FLHEA T AR 2L

o group - FAFAL, FAEELLR4L: WS BCE. W, IREE. PR JBI . R .
* title - ZHAFFR

BRI HRPATAEITIRAE

120004

g’l;&“;ﬁ.%\ $ASA-4-120004: Event group title is dropped.Reason reason

WAA: Smart Call-Home Fi/F4 L 7t. H T AFBET R SHAFBAAI CLi B 70 A8 o B 2 5 AR A A #1i%
HEZ A4 T Smart Call-Home, %4 1] fE U8 % 57

o group - FAF4L, ATRESRUL N EHL BB 2Wr. BREE. PR 3B EU AT .
* title - SHAFFR

B ERASARTIRZREEE
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120005

120006

120007

120005 ]

* reason - ZFVJRH, AL LU R 5L -
TS 1R - KA T SRR G, A AEAS R AR HT CLT 2RI
RS L35 - A e s 3 A B A o
CBGH -t Smart Call-Home #H CUAEM],  PR iz 4500

BNAYIRIE: IR EFADLE “RASICH;” WS AS DA AR BRI RO R, DA S
PRSI ZE . R EFFIR AL “ N ERERER " , 154 debug sch fail v T T AN RE, DASRBUE
NN S

%i%i‘ﬁ',%: $ASA-4-120005: Message group to destination is dropped.Reason reason

WBA: Smart Call-Home VW S L7t . HI T AFBAS 1R MZSEE DS, B 7028 O B 2 S AR AL
N4 T Smart Call-Home, 1% E A BE O 5.

s group - FHFA, WIREELDL R4 dER. E . 2l HEE. P BI. oA .
* Destination - W3-8 URL H ¥
* reason - EFRK, WLLELIFIREA

PR R - RAE T RPN RS ET IR
ALIE R - T RAEMBE R, TR AR,
CLHH - HT Smart Call-Home FEH CU AR, DR i S0 B .

BLHIIRAE: WIREFFRPUR AR, WAL = RE PRI s R B A 3 (il
BATIEAE H A Bt I, B0z E . 22 120006 BL T &L RO, B0E %A debug
sch fail 74T TFEIKTIRE, DAIRIBCE AR 3l 5 R

gl;&iﬁ,%\ $ASA-4-120006: Delivering message group to destination failed.Reason reason

15BH: Smart Call Home AEH 2R AL 067 S A AR A B . IRAS R T RS2 I T 10 . 2946 Ryl Sl 120006
W, REASEFEZN S ZH BTSN T I LA RGALEE Y B 120005 B %35 1%
?ﬁl%\o

s group - FHFA, WIREELL TR WER. BE. 2l B PR B, g AR

* Destination - 1IM{48 URL H [#h

* reason - JIW R X

BIEIRAE: Azl SRR R a0 R R R JE NO_ROUTE. INVALID_ADDRESS &\
INVALID URL, 5 R4HCE . DNS RIAFREE

%ia':é*}‘ﬁ,%\: $ASA-6-120007: Message group to destination delivered.

B asAazsEgzAEEE
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120011
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$5EBH: Smart Call Home 74 & O\l IhA%3% .

e group - FHFA, WIREZLA N 35 BE . 2W. PREE. PRI B i AR
* Destination - 1IM{4-8 URL H 1k

BILAYIRIE: CRHAT AT A .

%E%iﬁﬁ?: $ASA-5-120008: SCH client client is activated.

iAA: Smart Call Home A, FAEABE RN, IFHEDA—MESIRCE ST 1T izdH
o ARG LIXICSAT, WAL 25 ) i AR

* client - Smart Call Home % ¥iif [ 44 B
BIBYIRIE: LHPITATA AR

%ﬁ%iﬁfﬁ: $ASA-5-120009: SCH client client is deactivated.

1%BA: Smart Call Home #it CAAH], SR O, 8038 AT ShlC & SO R B R4
AL R IX S, URZZH 25 7 w45 o

* client - Smart Call Home %% ¥iii [K] 44 FK
BIAIRME: T HATAT A EE .

gﬁ%iﬁfﬁ: $ASA-3-120010: Notify command command to SCH client client failed.Reason reason

15B8: Smart Call Home AL i [F4% L) BE 7] Smart Call Home 25/ uiii il & € Feb . A% % 7 i
KH IEMERAG S, AEEa4S, BELEAR S, RS SIRMIE R,

e command - JA . 22 EHES LS
* client - Smart Call Home %% 7 ¥ifi ) 44 Bk
* reason - JEWIF) JE A

BIWHYIRIE: LA debug sch fail 74T TFEIATIRE, LLIRIBCE AN 13 B(5 R .

%E%iﬁﬁ?: $ASA-4-120011: To ensure Smart Call Home can properly communicate with Cisco, use

the command dns name-server to configure at least one DNS server.

BAYIRIE: RS HEAK)E, WIE1T dns name-server fir % LANCE 2 /b AN DNS k5585 A0,
FRGORAL T M 25 A DNS e 55 4% 28R DNS e d5445 -
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199002

199003
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\}

12002 ]

%E%iﬁﬁ?: $ASA-5-120012: User username chose to choice call-home anonymous reporting at the

prompt.

YRR CLEZNE P O S Y T Smart Call Home $27x, LUS L ZEF Bl s 44 4kt

* username - Wi NAZEE7R I H
* choice - W4 HALHG: A 2 EEER

BIBYIRIE: Kok B g HE 4, 154\ call-home reporting anonymous 174 . 245 4 4

%, 1%\ no call-home reporting anonymous 74> .

HiRiHE: 2ASA-5-199001: Reload command executed from Telnet (remote IP address ).
WAR: CidsRiE reload it A ASATE A 1 AL ML
BWRGIRAE: TR pAT AT

%E%iﬁﬁé: %$ASA-6-199002: startup completed.Beginning operation.

WAA: ASA CUOSRUL H RSN UF S, JFfER T AR IE R IE1T

pE

TEANBEH F no logging message T2 BE 11 ILH B

BRI KHRPATAEATIRAE

EIRIEHE: $ASA-6-199003: Reducing link MTU dec .

WERA: ASA AL EL BRI L% B I MTU AN I B B . 2R)5, ASA [RAMNEENLAIX
ICMP 4 B LA R IE 24 1 MTU. HOGW B ICMP 3 B 7415 .

BILAYIRIE: ORI R .

2R B $ASA-6-199005: Startup begin
iwBA: ASA 283,
BIHIIRIE: EFHE AT A,

B2 asA 25z ASHES I
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Euflﬁuﬁ $ASA-1-199010: Signal 11 caught in process/fiber (rtcli async executor

process)/ (rtcli async executor) at address 0xf132e03b, corrective action at 0Oxcal961a0

WA ARG CMNEEMEIRTRE .
B BYRIE: BER IRl TAC,

%gﬁ%iﬁﬁa: $ASA-2-199011: Close on bad channel in process/fiber process/fiber , channel ID
p , channel state s process/fiber name of the process/fiber that caused the bad channel

close operation.

YRR LRI )3 T R AN R RS

*p-HIEID
process/ﬁber T B B A ERAE R OGET 1) 44 FR
THIERAS

Eiﬂﬁ‘]#ﬁé{lﬁl Hﬁ/\/b\% P TAC }JF%E,T :L.\I/ﬁ:

%ﬁﬁ%iﬁﬁ?: $ASA-1-1199012: Stack smash during new stack call in process/fiber process/fiber
, call target f , stack size s , process/fiber name of the process/fiber that caused the
stack smash

WYERA: AR B HEROR R o
* F -new_stack_call [1J H #5
* process/fiber - ‘FEHERA I AR SCEF I 24 7R
* s - new_stack_call "5 € [T HEAR K/

BRI BERARE TAC IFRHEH G0

$ERIH B 2ASA-1-199013: syslog
YRR ABIEEREAE R T AR R R G H

* syslog - HMBHER AL i D1 E AR R 50 H A&
BRI HEREEL TAC,

% ﬁ%? iev: $ASA-2-199014: syslog

B ERASARZTRGAEHE
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199015

199016

199017

199018

199019

WA BN T AR RS H &
* syslog - SN R RN D ERFEHE
BIAIRM(E: BERLE TAC.

EIRHE: 2ASA-3-199015: syslog
YRR AHBNEERRAE R T AR R R H &

* syslog - FMMBIEFEAE I8 I DIET 2 R g H &
BIRYHERAE: IR IEAL TAC.

HIRIE B sasa-4-199016: syslog
YRR HHENEERE AN TR R ARG H .

* syslog - AMBHERMLE 1A D18 & R 5 H &
EIRYIRME: BERER TAC,

EIRHE: sASA-5-199017: syslog
YRR AHBNEERRAE R T AR R H &

* syslog - FMMREFEAE % P D)@ 5 R 4 H ik
BIBIRIE: BT PATAE TR

EiRIEE: 2ASA-6-199018: syslog
YRR BN T AR ARG H .

* syslog - AMBRERAL L I VIE B RS H &
BIBIRIE: BRI

EIRHE: 2sASA-7-199019: syslog
YRR HENRR AR TR ARG H &
* syslog - FMMREREAE 8 D) R 5 H &

190015 ]
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BIRIE: KHPATAENTIRAE

gl%iﬁ,%\ %ASA-2-199020: System memory utilization has reached X %.System will reload if

memory usage reaches the configured trigger level of Y %.
YRR RGWAFH AR CIA R RGN A7 ARy TR E AR 80%.

BANRYIRAE: Gl . BOH TR, o> ACL 4% H B T7 SRR R SN AF AT .
SRMABE L A AR B R, T IBCR SR TAC,

gi%;ﬁ:%\: $ASA-1-199021: System memory utilization has reached the configured watchdog

)

trigger level of Y %.System will now reload
YRR R WNAAAIH A Ik B R SN AE IR P TR BB 100%. REH B3 BRI,

BAYIRAE: U i DOH AN, > ACL 4% H 835 7 sORBHIRAR SN AF AT % .
RRBEL W AF M ), TS ICR JB A TAC,

gll;&’;ﬁ,%\ $ASA-5-199027: Restore operation was aborted at <HH:MM:SS> UTC <DD:MM:YY>
YRR VM ERTEE T “restore” A&, PR I
BILBIRIE:
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&4t HEH 2 201002-219002

1og

ARBTG5
* ID /1201002 #) 210022 2 [A [ E , 45 77 7T
* ID AT 211001 3] 219002 Z [al IR L . 45 85 7T

ID 9)-F 201002 % 210022 = |58) A& 2

AREAAID AT 201002 2] 210022 272 6] 1914 L

201002

HiRiHE: 2ASA-3-201002: Too many TCP connections on {static|xlate} global address ! econns

RBE: CUE R e 4Rk B R TCP 40
* econns - 5 KHIIHIE AL
* nconns - £ i A B e 4 Jry st bt SO VR R S KIE R EL
BEIHIIRIE: 1T show static 51 show nat iy 2K 206 it A Hu b Bt i () BR 1o mT C 2% PR il o

201003

%E%iﬁf%: $ASA-2-201003: Embryonic limit exceeded nconns/elimit for
outside address/outside port (global address ) inside address /inside port on interface

interface name
YRR AT AT 4R € RS A Rk 1 48 i A 348 e A bk (R0 S RO R AT I BR . 4
IBF] ASA IIYTHNERL RGN, ASA TSI W A2 2l SR 2T, H2 e AT Tt i ) B il o
FEIXFEOUT, BIAE ASA ARH ST, thay SRV R R . I B R L T L R 201002 B
FEHL R, X AT RS T SYN Budi ok B A T R BN

* nconns - FZMCE (1 5 K HTHE R AL

* eimit - {1 static B nat 745 72 (1) 5 KWL

| B asAazsEgzAEEE
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201006

201008

201009
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BWEIHRAE: AU show static iy 20 A M1l ) A0 JUT 342 e £ B 1

%E%iﬁf%: $ASA-3-201004: Too many UDP connections on {static|xlate} global address!udp

connections limit

AR CUH H BIFE e 4 Rk 1R oK UDP 440
* udp conn limit - FfraxHHE B4 TV I 5K UDP iE 4%

BILHYIRIE: AL show static B¥ show nat fiir 446 20X A bk JAHE it I Aoy BIR o JmT DARC 1% PR
il

HiRiHE: 2ASA-3-201005: FTP data connection failed for IP_address IP address
AR HIT AL, ASA JCIKAM AR R ERER FTP HOACRIER: .
BEILRIRAE: IR P9 A7l RO ST AT

%E%iﬁf%: %ASA-3-201006: RCMD backconnection failed for IP address/port.
BRA: B TPAEAE, ASATEIN rsh v 4 AN Sl Rk H 10000 452

B BIIRAE: KA rsh & iihiUA s ASAN SR Berkeley rsh 25 7 S ffAS o 8534 W] LAY /b Py A7
S S N AE o

%E%iﬁﬁé: $ASA-3-201008: Disallowing new connections.

WAE: OS] TCP &4 H S W EAL I H RV 0 R H GRS 28, B ASA RGEH &

%% %% (PFSS) Jf H. Windows NT R4 L fEHL O, BCEACE T H 30 B of H. adﬁ%ﬁﬂ&%%s
TevE Vi, 2 P R .

EIBYIRIE: 221 TCP ARG H EH EAL . WA PFSS, IR PFSS FTEM) Windows NT R4t
. Ak, MR RG HAGARSS 8 O 0 801 HAE v LN ASA #5414 Ping il Bl R)5, TH

JA8) TCP &40 B H &l sk LA AV sl . iR — B AR S B30 30 IS5 #4845, W% [no]
auto-update timeout period 4, DMfIL{5 1Ak Hl .

gﬁ%iﬁﬁ%: $ASA-3-201009: TCP connection limit of number for host IP address on interface name

exceeded

AR Ol AR e A S IR 1 B ROE R
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201010

201011

20100 I

* number - £100 1% FHLSCVF (1) 5 KL
* IP_address - =4/l 1P Huhl:
* interface_name - 1% LIRS LKA FR

BILAYIRIE: A show static B show nat fir 445 20X s 42 N (19 PR o PTG B2 9% BR 1 o

%E%iﬁﬁé: $ASA-6-201010: Embryonic connection limit exceeded econns/limit for dir packet

from source address/source port to dest address/dest port on interface interface name

VERR: T TR BRI S B B N, TCP S B IR E R, A 2 R T2 A B 0 A
B2 set connection embryonic-conn-max MPC iy 4 it & 1] .

* econns - 5L 1)U 5 S0 QTR (1A B ZE 2 1) 4 i k-2

* limit - Ay 2 I T T PR A0 S0 PR o

s dir-fAN: REER S — AR B L interface_name L EI ALY fth . RlER:

58— 02 B2 1 interface_name I (1% H 50 &

* source_address/source_port - YRR TP bk RN & e 3% 22 (1) F5c ks 0 1y Yt ity 11

* dest_address/dest_port - H IF1SZFr TP bl R0k 6 82 1 50 B 1 B 5w 1

* interface_name - 5 ] S i S5 B I 11 ()42 11 (1) 44 %

BIRIIRAE: KR RATEfTIRAE .

%ﬁ%iﬁﬁ%: $ASA-3-201011: Connection limit exceeded cnt /limit for dir packet from sip /sport
to dip /dport on interface if name .

YLAR: I ASA FFTIERE P EUE AN ORCE MO IR i B IE H T H static iy
ATCE R I, T R A SRS HE L C B IR BB ). L3N EAT IE BT T
A BT SR TR E MR, RG> FAVFl ASA BT

* cnt - MHTERSEL

* limit - OB T4 B

* dir - {7 NS )

* sip - JESERE TP ik

* sport - Yi¥ii I

* dip - HI{SERs IP ik

* dport - H 1 1]

* if name - FEWCHUE 142 L1 44 FK

BIRRIE: KHRPATAEATIRAE
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gl%iﬁ,%\ $ASA-6-201012: Per-client embryonic connection limit exceeded curr num /limit for

[input |output] packet from IP address / port to ip /port on interface interface name

YERR: R TR I A E R IR, PR iR S TCP S R R AE R, BUIATS DL, itk
T AR IR B 10 76 1 5%

* curr num - >4 i g

* limit - Jic & (1) PR 51

* [input/output] - $ 1 interface_name _b [{1% A 4 Hodk 10

* IP_address - SZfr IP Huhlk:

* port - TCP 5 UDP ¥ [l

* interface_name - 73 H Y SRS 1422 IR A4 R
BIHIIRAE: BBIRES, ¥t ASARBEEFADETWIERAE K, DBk SYN Z it Bty . HATE%
Ui BENS S8 = AR TS0 T, ASAA S IR S5 35 o IR W A2l & H P sl . (HE,
TSI 25 W e A ) I F AT Gy 75 SR AT A N F 3 A e 8, ) mT LU Tk 437 A\ set connection

per-client-embryonic-max iy 2 K i 31 E

gl%iﬁ,%\ $ASA-3-201013: Per-client connection limit exceeded curr num /limit for

[input |output] packet from ip /port to ip /port on interface interface name
YRR TR TR R IR, .
* curr num - {4
* limit - Jic . 1) B
* [inputjoutput] - $ 1 interface name _I [{1%i A 4t Bt 10
* ip - SEFr IP Mok
* port - TCP 5% UDP ¥ []
* interface_name - 75 FH SRS 42 I 4 K
BRI IBBIBRMIS, R0k DL B SN E FHEMTR M K. 0, NADR L,
R R EREA R, WK B IR LA N o i SR O A8 s B T e B A sk, T

Al LU set connection per-client-max iy 2 KR 4K E .

gll;&’;ﬁ,%\ $ASA-3-202001: Out of address translation slots!
AR ASA VA7 B2 T I hE R e fa i

BEAHYIRAE 0 L IR 2% 5 ) i AR A A 4 R K R/ e WIRER 2L PAT $hhib. B, Zikaili
MR RS . AEA WP RSB DL AT R B B, TERRRNAF &2, s ]
e, WS AT
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202016

208005

202005 [

%E%iﬁﬁ?: $ASA-3-202005: Non-embryonic in embryonic list outside address/outside port

inside_address/inside_port
BERA: FER R (xlate) EHT RIS T,
BRI WRDE TAC,

%E%iﬁﬁa: $ASA-3-202010: [NAT | PAT] pool exhausted for pool-name , port range [1-511
512-1023 | 1024-65535].Unable to create protocol connection from in-interface :src-ip
/src-port to out-interface :dst-ip /dst-port

iR
* pool-name - NAT BY PAT th[¥] 44 Fx
* protocol - I T BIEEIE R K P
* in-interface - N 4%
* sre-ip - Y5 1P Hbhk
* src-port - Y5 1]
* out-interface - 1} 111
* dest-ip - HI 1P ki
* dst-port - H 1% 1
ASABA T 2 n] H IRl A it

I AIRIE: 18 show nat pool il show nat detail iy 4 5 iZ3th P i A3 bl A 11340 0 58 1 JR
Do WERAEIE W 26 AF N A AR O, T ) NAT/PAT Jthis il 5 2 () TP dtuhik-.

%E%iﬁﬁ%: %$ASA-3-202016: "%d: Unable to pre-allocate SIP %s secondary channel for message"

\ "from %s:%A/%d to %$s:%A/%d with PAT and missing port information.\n"

AR

4 SIP [ H] “F pl SDP G A5 B A BB O I, EJET 00 LTS & 135 Sk 70 il PAT #edfte, I
ZRAT ARG HERE .

BIBIRIE: L. KR TR

%E%iﬁﬁé: $ASA-3-208005: (function:line num) clear command return code

WA 2 ASAZELUHERINAF R IOBCE N, W TARFE (A o BB SRE T HIR S
P T .
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209005
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210002
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BIAVIRIE: T rEREEIN, OB & LA E A ANEN TP 43 B ElE & S EnT g T NFS i
JIE o TR IR S N R /N B AT NFS 4210 MTU.

%E%iﬁﬁ?: $ASA-4-209003: Fragment database limit of number exceeded: src = source address

, dest = dest address , proto = protocol , id = number

YLER: CUETSEfrEAN 1P B 2. BRAMGOUT, R BEECN 200 CEE R ERCORE, 1EZ
ZH A5 T fragment size f7%) o ASAMRSI AT LA IR BEZLIK 1P 73 B i) . BRI T By 1B AE S
P2 54T ASANAFFEIRS . THISOLR, 0 BOmE N & B R4S 1 — /N2 o BIAMG Sl Al i
UDP f&41 NFS (1) R 3355, RER MR A 7y Bt it s WUR MRV Sl ASATREE, W% &
U TCP A& NFS. 25100 B, 162 2% 15 111 sysopt connection tcpmss bytes 7% .
BEEICRYIRAE: W R B AR A, MIFOR A REIEAE R AEFE A IR S5 (DoS) Bt o T FR I xS 4
P B YR AR

gﬁ%iﬁf?: $ASA-4-209004: Invalid IP fragment, size = bytes exceeds maximum size = bytes :
src = source address , dest = dest address , proto = protocol , id = number

BAR: 1P 7 BUSUANIERf . FEAL 1P i (R BN T e vr i KR, B 65,535 79,

BIRIRIE: FIREIEAE R E NG R SRS A, TR IBCAR I RS S5 A L 67 ol Jir 4 fHt

%E%iﬁﬁ?: $ASA-4-209005: Discard IP fragment set with more than number elements: src = Too

many elements are in a fragment set.

WiRR: ASAASRVFHRHAENT IP a7y i 24 DorBe. HRHAMEE, WS G5 iEm TN

fragment 7% .

BIADIRMIE: ATREIEERENE M. BRI BUBRAAAE, TEBR TR SRS BE 08l _Lir iRt
. AT LI#H] fragment chain xxx interface_name fiy4 5 5CBF 50460 1) 43 BO B

HiRiHE: 2AsA-3-210001: LU sw_module name error = number
WA RE ARSI AR IR
BIRIRAIE: WIRUEL ASAB/DUR S, SRESIRIVRATAE, I SR TAC i SRR % .

sionlE )
Euﬁlﬁum: $ASA-3-210002: LU allocate block (bytes ) failed.
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210003

210005

210006

210007

\}

210003 [Jjj

WA CRAEEE T ICIE M BC AR D, AT LURPIRAS 5 B A 21 % 1] ASA.

BILAYIRIE: AL show interface fir & A &b Ul 11, AR ORILALSIIE R o BEAh, A show
block T &K A T BN A7 o WTRAT AT Y AF B8 (0 2 i el B 0, WS IN28 ASABR A AR %5
RIAAFHL.

EIRIEE: $ASA-3-210003: Unknown LU Object number

WA RS VR B A Z SR A RO 5, JF HOCVRAR BRI B0 X AT REZ N AE B
SR P AR A AN A A S T 1

BIRYIRAE: WA MBI AR, AT EHAT TR W RS R A B R, R IR
AR DT B R () Sy o P TR D o 0 SRR R AN A 450 B ) Jo ol R T B 5 RS 1) U
FETATANE P IR ESE 2 AR 2% o BRAh,  TER AR i I B

’éia‘:éiﬁ,%\: $ASA-3-210005: LU allocate secondary (optional ) connection failed for protocol
[TCP |UDP ] connection from ingress interface name :Real IP Address /Real Port to egress
interface name :Real IP Address /Real Port

WERA: RS DI eI e A W% LB S RE . IX AT RESE i ASAN L3 AT B 4s AT T Al
RAM WAE5 R

P

F4 HE MBI secondary F-B vl ik, AXNAEHBERLAIE N HI.

BRI AOIRIE: 10/1] showmemory fr R TIATE, DIFH(R ASATTZEARATE . KBTI Y17,
W) i) ASA YR IISE 22 B AT

Hi%iH/S: 3ASA-3-210006: LU look NAT for IP address failed
AR RIS U TCVEAE & & L33 NAT 4100 1P bk, A H ASATREAFEID .
BIBYRIE: 75 ¥ & LA write standby i 4 5 2 H W4 [R5 RE N A

gi;iﬁ,%\: $ASA-3-210007: LU allocate xlate failed for type [static | dynamic ]-[NAT | PAT
1 secondary (optional) protocol translation from ingress interface name :Real IP Address
/real port (Mapped IP Address /Mapped Port ) to egress interface name :Real IP Address /Real
Port (Mapped IP Address /Mapped Port )

WERR: AR HRE DI AR RE 70 IO H i R I %

B asAazsEgzAEEE
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B 210008

BILHIHERAE: 1] show memory AT SR A AT N AE, LR ASAERNAE. WERBCA T AL,
R INEE 2 AT

210008

Hi%iHS: 3ASA-3-210008: LU no xlate for inside address /inside port outside address

/outside port
AR ASA AFPIRAS Wb DI HOE R M e Il ok M, ASA JEIRAEEERLAT
BLRYIRIE: AE LIS EAEH] write standby fir&AE IS % HIBEE Z RS R GEA A7

210010

HiRiHE: 2ASA-3-210010: LU make UDP connection for outside address :outside port

inside address :inside port failed
AR : SRR TIHIETA ) UDP 35 BBl k.

BYRIIRIE: AH] show memory iy SR A F] ALY, LUfifR ASA TR RNAF. WERBA T ALY,
R INEE 2 AT

210020

gll;&’;ﬁ,%\ $ASA-3-210020: LU PAT port port reserve failed
AR RSB DIHCTE 7 BE 1 EAE A F R 52 PAT Hithik.
BICHYIRAE: A T HW LAEH] write standby v 75 T H B 5 & s Z 1) A2 RGE A A7

210021

HiRHE: 2ASA-3-210021: LU create static xlate global address ifc interface name failed
AR IRAS MR ) eIk B R i
BIR9IRAE: £ B Bo write standby fir 4 ¢5 I B B Z I R RGENAT -

210022

’éia':éiﬁ.%\: $ASA-6-210022: LU missed number updates

AR RS HRE I R B 26 i I EE N L sk L — NP a5 R P s Hie B
PP A —2U, RESUAPEZHAEEZER, PIAEIE R R .

BICHYIRAE: BRIE LAN ik, SR AP ASARE Bl HNAE, BiRA 2% A nl T
Wb BARZSAR o 1] show failover iy & M #IRAAE BT B
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ID /+F 211001 2 219002 z 2 [

ID 4%F 211001 £ 219002 < (B8] AY;E 2

211001

211003

211004

212001

AREAA D AT 211001 3 219002 2 6 I35 &

%E%fﬁf?: $ASA-3-211001: Memory allocation Error
WiRA: ASA RAESTHL ARG NAT -
BWRIRAE: WRE W B R, ATLANG . WURAH EE WL, IR IR TAC.

%E%iﬁﬁ?: $ASA-3-211003: Error in computed percentage CPU usage value

WAA: CPU fFHZEH 4 KT 100%.
BIBYIRIE: W eI R, AT S . IR E AL, iR AR TAC.

%E%iﬁﬁ?: $ASA-1-211004: WARNING: Minimum Memory Requirement for ASA version ver not met

for ASA image.min MB required, actual MB found.
WA : ASA ARFE ML 1 fs N WA 2K

* ver - 1247 IR K RCA 5
* min - 217 QMG RAM /MR

* actual - REH Y HT L2 RAM (4R
BIBYERIE: 2T E N RAM,

%E%iﬁﬁé: $ASA-3-212001: Unable to open SNMP channel (UDP port port ) on interface

interface number , error code = code
AR ASA TGV T b I L) SNMP A8 B AU IR 2 ASA ) SNMP B 3K . Sl A4 11 L
ASA ] SNMP Jit F#ASZ M A A AR

o FERARHD -1 678 ASA ok B 4T IF SNMP 45461, 241 /2 24306 SNMP 45252 25 1 1) s 11 5
SO T 53— T RE s LN, AT AR AR BEER D . AEIXFPIE LT, SNMP A (1 i 0K T
A N SNMP £ i (1) ER A i 1 (UDP 161).

o BERACHD -2 RoR ASA TEE I 485 SNMP E4 .

BALHIIRAE: AEVUE DN ASA MO — 28 BER e I FORT I snmp-server host 7

B asAazsEgzAEEE
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B 21200

212002

%E%iﬁﬁ?: %ASA-3-212002: Unable to open SNMP trap channel (UDP port port ) on interface

interface number , error code = code

1BA: ASA ik I SNMP [EEEM ASA RIEZIM Tk 0 LAY SNMP & #vf . Wi LA 10 E
ASA [F) SNMP Jil S ARANSZ 520 o B AR G

o« FERARED -1 o) ASA LN IR CHT JF SNMP FA B4 -

o A -2 ROR ASA LR 48 e SNMP [ BF L4 .

o FRRACHS -3 IR ASA VLK FEBFEIE RE 8 U
EANRYIRAE: TR/ ASA [ —2e Bt Y55, h I TE B snmp-server host 74>

212003

%E%iﬁﬁ?: $ASA-3-212003: Unable to receive an SNMP request on interface interface number ,

error code = code , will try again.
WRR: ORISR ASA L¥REH 1) SNMP K IN R AT W EREE R BRARAS T
* FHRANHY -1 ok ASA AN L RE S HF AR AR Y
* B URANED -5 7R ASA SR MU (¥ UDP 38 e B4 2 .
* BRI -7 o8 ASA WCB T HE 52 SO T XK/ AR NI 3K
* BFRAURD -14 KOR ASA JovEAfE UDP aliE (FJs 1P itk
HiRfURY -22 R8s ASA W E| T S HL.
EILHIRME: EHPITME1E. ASA SNMP ARHLR[FZE £ F—/> SNMP i 3K

212004

%E%iﬁﬁé: %$ASA-3-212004: Unable to send an SNMP response to IP Address IP address Port port

interface interface number , error code = code
WAA: M ASA TR EHL EHE T R I% SNMP WY I & AR T a5, AR

o BRRARAY -1 R ASAFRAS Bt O SRR AR 2 .

o BRRARD -2 KOR ASAKIL T LS HL

* HHRACD -3 I8 ASATGVAAE UDP JliE s H 1 1P Mk,

* HHRAAIY -4 IR ASAKIE T 8 H 52 3CRF UDP 20 BK/D ) PDU K.
o FERARAD -5 o8 ASATLIEAM AL RS H KM 3 PDU.

BIARIE: KHPATAEATIRAE

212005

%E%iﬁﬁ%: $ASA-3-212005: incoming SNMP request (number bytes) on interface interface name

exceeds data buffer size, discarding this SNMP request.

B ERASARTIRZREEE
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AR KIEA ASA LN SNMP i R K BEHE H R 76 P 30 A B e R P A7 61 3K 1 P8 50 5000 22 v
XIS (512 F5) o ASA ToibALFR GG Sk . Wi T 0 | ASA [f) SNMP iR EAASZ 5200,
I BYERIE: R SNMP 457 Hul JH ACE KB /NI Sk . B, SR — AN SR A A i — A

MIB F i, MAZZAN MIB . 1 RETR BB SNMP & #3484 ALE «

212006
Ela&’;ﬁ,§\: %ASA-3-212006: Dropping SNMP request from src addr /src port to ifc :dst addr
/dst_port because: reason username
WA T LUN R, ASA JCikAC B ) € A% 1T SNMP 15K :
« FANBIHI - AEA S SNMP T Hodls e p oA B ) 44
« P #il KK - 72 PDU iR AT P 4458 Hy SNMP RFC SEVFI B KK
© SRR RN - R T B G I R A B AT T AN IERR K S AT B B
o DR SIL R - B IC AT SR R EER AT T A IE A 54T I
* BRI K - SR BT B s B R T R R
o BRI RN - e L e S s T ) 5 0 s R R A 2R T R R
* engineBoots VA $ iz KA - engineBoots & it LA R e K AVHE. A XTFE4IE R, SR A
212011,
N
AR RGSAEPTSIEEA A e R A
BILRYIRIE: Kof ASA SNMP IRS545BEE, JFAA NMS FUE IECEREA U - S O g0 ik A0 s
WE . i\ show crypto accelerator statistics 7%, PAFE 21 & s A b o (45 %
212009

Ell?&;ﬁ:%\: $ASA-5-212009: Configuration request for SNMP group groupname failed.User username

reason .

WA A7 Ol o SNMP e 52 4IRC B . 51T URAL) e AN oA AL 05 10 BRI T 345

SRR 2 5 4o
* groupname - K7~ A FRI T4 R
* username - K7 7 44 1715 i
* reason - 7 DL AT — B R IR 24
- B> GRS - P 2 S ARSI B2, JF HH P AR TR 50 5 U S A

- GROADBRARVE - U D RIS I B, JF BT AR SR E s & i

- 2 MIER S Il - P 2 ERA i i 4l
B RYRAE: ) AL 0 S S M B s () P AT SRR A I G, AR A/ B S R

Jnid &
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%E%iﬁﬁ?: $ASA-3-212010: Configuration request for SNMP user %s failed.Host %s reason .

WAA: P ORI MRS T ZH P A s A BV B SNMP RSS2 H P L E . 6 200
R ARTH R .

* Yos - Ko M7 A4 BN 1545
* reason - X7 LAN TR 47 o e

- SERUMER SR - ZEMCENL A IR ER 1 (44 5K -

EAIRIE: ) e O T R R R R s 1 S E B B R E I EAL, R E S SR
e,

gﬁ%iﬁfﬁ: $ASA-3-212011: SNMP engineBoots is set to maximum value.Reason : %s User

intervention necessary.

o4 -

$ASA-3-212011: SNMP engineBoots is set to maximum value. Reason: error accessing persistent
data. User intervention necessary.

YRR WA CHEFTE 5h 214783647 Ik, Bl engineBoots AR i i K FL VA, B AR N FR LA N
KA T HR . engineBoots {H A (EINAFH 11 flash:/snmp/ctx-name XAFH, o ctx-name 3217 521
ke ERAE ST, SO AFRAE flash:/snmp/single vEAE 21 5T, & B SeCHF 44
FRE flash:/snmp/admin. FLHTE B HIE],  40 R84 T02 S SO AT S #:E, W engineBoots {EH
WHE N HKE.

* %s - &7~ engineBoots {E KB A S K VBRI AR o N 802 R/ 8 il “ &

Briazh” AU REAEEAR I A .

BIHIRRAE: AT AN o, BB ZUNER SNMP 26 3 [ A L, SR BB I EAT
LUK engineBoots A HLE N 1. 25 3 W PT A G LAl #ck kM, g P MO ER. 128
AR, RN R E N SO, SRS INER SNMP SR ETE P, R I EA,
LM [ engineBoots AN 1. 28 3 RIS MHACK R, H 2 A P #C g .

%E%iﬁﬁé: $ASA-3-212012: Unable to write SNMP engine data to persistent storage.

1BA: SNMP 5| 2535 5 A\ SCAY: flash:/snmp/context-name. HUN: FEHIE ST, IS5 A
flash:/snmp/single vf. 7EZ 1% RN RE R =, CEB S H 3% flash:/snmp/admin. JEE R AT
A A BEAN A flash:/snmp H 58 flash:/snmp/context-name AT o AR L ] BE A R 5 A A
Sk,

BIRYIRIE: RSE 0 N MR flash:/snmp/context-name U, 8K Ja MR SNMP 25 3 Ji (1) A7 1
WEPN e, e N EH A flash:/snmp/context-name XA« W FEATRAFAE, ARG
G R RS AL A

B ERASARTIRZREEE
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213001

213002

213003

213004

213005

213006

213001 [

g’l;&“;ﬁ.%\ $ASA-3-213001: PPTP control daemon socket io string , errno = number .
WA KA T AEE TCP B85 1/0 Hiiks
E‘L}‘LEG*?T%{’E: ﬁ'/\lﬁ\$£{‘ TACo

HiRiHE: 2ASA-3-213002: PPTP tunnel hashtable insert failed, peer = IP address .
YRR GUEUH) PPTP BRIE I A A= T N AR 2
EilayiRiE: BERER TAC,

gll;&’;ﬁ,%\ %$ASA-3-213003: PPP virtual interface interface number isn't opened.
WLRA: D<A PPP AU IR AE T P AR5
HIRYIRME: BEREF TAC,

gi%iﬁ,%\: $ASA-3-213004: PPP virtual interface interface number client ip allocation failed.
YAR: 7E IP AMHIHERFE)/ S, £ PPTP %)™ b 73 K 1P Hudik i A 2 N BBk P4 i3
BN RYIRAE: 5 IR ip local pool fiv 443 it BE K (1 b kit .

’éia':éiﬁ,%\: $ASA-3-213005%: Dynamic-Access-Policy action (DAP) action aborted

WERA: TR EE T BB BRI A £ i 1 45 1) 22 Ao fRAS VPAl 45 RO PEICE K 5 ) SEms, - AT LA
BT NI DAP. AR Bh AR SRS Fi /s MR 14 i

BILHIBRAE: LR RATE T34

gl%‘;ﬁ:%\ $ASA-3-213006%: Unable to read dynamic access policy record.
WRA: 2% DAP SMIC AR I A, olE S D B E .
BIRYIRIE: FOE O e T EUNER DAP sk, iETH ASDM SKEHi i 4 DAP id3%.
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215001

217001

216001
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g’l;&iﬁ.%\ SASA-4-213007: L2TP: Failed to install Redirect URL: redirect URL Redirect ACL:

non_exist for assigned IP .

WRA: T2 T EE W URL HAM ISE W] ACL, {H ASA _EARLEAETE E M ACL, L2TP &R A
Ik

* redirect URL - 1T HTTP i &= # 5€ [ [ URL
* assigned IP - 5} Bigs 7 1) 1P Mtk

EIAYIRIE: 7F ASA [JiCE T 5E W ACL.

gi%‘;ﬁ,%\: $ASA-2-214001: Terminating manager session from IP address on interface

interface name .Reason: incoming encrypted data (number bytes) longer than number bytes

AR RO A ASA G B AR NN A st 45 n e L K B e BB . IR AT RE A R A
ASA KT B I BB

BEIWEYIRAE AR B O R A S A FLR R B

gl;&iﬁ,%\ $ASA-2-215001:Bad route compress() call, sdb = number
YRR KR T BT R
BIERME: BEARIEER} TAC.

liatil;i $ASA-2-217001: No memory for string in string
WA BAERI A A LRI

BIWRIRAE: WIRA WAL, 15 IR TAC RAHRE R I B A R R Bt HR K ST A
RALENSE

gll;&’;ﬁ,%\ $ASA-n-216001: internal error in: function : message

YEAR: R IEE AR RIS B &M N R e o 7 I 00 DR R R DRI A P AN [
s n- R ENE
* function - 3252 A1
* message - % i) # Ji DA (1) 9 S5
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216002

216003

216004

216002 [Jjj

BIAIRE: R REN R A B T AL, SR Al Ay A d H AR R R A R ) .
R BATRAEAE, THIE R BE TAC.

g’l?&iﬁ,%\ ASA-3-216002: Unexpected event (major: major id , minor: minor id ) received by

task string in function at line: line num

WAR: FATSEN T SRl sn, (FUR AT S VA R e . o] DU AR S5 BAF1). AR
ERI T I S5 IR S5 FHORIR I A o I B A AT AR U A OO0 S o M AT 55 R AL B =
RN AR TAESS, T A2 i L, AR e S AN 0 ey A B A
WL AR FEAR D FDIRES, WX F RS S e AT 25 DU RS2 B bR, (R AE IEW & FAS K
ARXFEIE . LT R, AN B R A A T, HD e ERAE R AT R EL, T
W,

* major_id - FAFFRIRFF

* minor_id - FAFFRIRFF

* task_string - {155 AR IR E SIS 1) B 52 SCFAF

* function - CHEWCE AN FAF D) BE

* line_num - S 1T 4

BIRIIRAE: WRAEVRAEAE, IR R TAC.

gi;;ﬁ:%\: $ASA-3-216003: Unrecognized timer timer ptr , timer id received by task string

in function at line: line num
YLRR: EAMI I ES M T AT, (R S ANFE Wil kb3 e =i AT 25 vl A A O R P A — 4
TR IRSS o An SRAT AT oH I S8 20, D0 SR R P AT 25 AR IBAT Bl an RTGVE TN 1 T I gt
PERLRE AT 55, U2 AR e v
W B HATE IS 2 ORFFAR A RS, WS AN ) Wy b nge AT 55 DA R L 32 AL 3, (R IXIEANITHL, 78
IEW A TASKAEXME . HILH R, A MWE RS AH, HD 8 EWHEKE T 5+
WAL, A AT A .

* timer_ptr - ¥ VTN 2% IR £

* timer_id - VI #EPRIRAF

* task_string - 1£55 bR H SHAEIE 1) B 58 SCFAF

* function - CEWUE AN D) RE

* line_num - fRES T IRAT S5
BIERRAE: W R ERAEAE, IR R TAC.

’éia‘:é: $ASA-4-216004:prevented: error in function at file (line ) - stack trace
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218001
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AR TR IE W A [ AN 23 H BRI P 8 AR R
< BRR - UERIBARENR . TREMA R
- B MG L
- WO 5 L e et
- BB 2R 5 R Y
- RPN TR
- RN BN
- JERI H )M S
- HITERL
- BEBIZR 515 ) (e
« function - £ R 5 ) U FH 66250
* file(line) - HE FAR VR (W SCAF RV T G 5

* stack trace - SEFE NIV FHHEAR P10, DAV sRE0OTT4R. #lln: ( “0x001010a4 0x00304€58 0x00670060
0x00130b04” )

BIRIIRAE: WRAEVRAEAE, IR R TAC.

HiRHE: 2ASA-1-216005: ERROR: Duplex-mismatch on interface name resulted in transmitter

lockup.A soft reset of the switch was performed.

L o S SR e N ATV 5 B2/ T T b M R PR 6 O 2 | WS L RV
O EE D A . I EAUET T ASA 5505,

* interface_name - LV E M2 0 4K
BAEYIRAE: FaEin 5 PTIER ASA 5505 ZAAFAERU TAVLEC IOl P & B HF I E A H

BNVKAL, B 15 B (AN UG FE X AT R G it LIRS R B A R RO C S, AT I3 oW A
DERC I DL o

%E%iﬁﬁ?: %$ASA-2-218001: Failed Identification Test in slot# [fail #/res ]

WEEA: ASA [N3RAE # 1 OB ICIL UM DN IERRUERE ™ o SERHB R SRR PP OUE ] T IE RS R ™
dto WTALRERHA E HHOLSCRF B S5 R R R A AE . SSMBEER . SSC LR B LAl B IAT IR, B A}
A RESHR AP R SmartNet 55 ER S RAR IR IR RF

BRYIRAE: WU, W ) & sUR 40 HUS P K SR IER I B . A

R RE P ST 2 i ety 2o BRAh, SR AR BB T A . R Rl AR A7 A, IR SR
TAC,
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218002

218003

218004

218005

219002

213002 [

%E%iﬁf?: $ASA-2-218002: Module (slot# ) is a registered proto-type for Cisco Lab use only,

and not certified for live network operation.
YRR AL E AR B RS 5 A S AR

BANAYIRAE: A AP B R, SR ) 5 B 48 A TP s TR R R A
ERERE AT ST Sl b B % BEAh, IR DR E TR WR R A, ISR DR
TAC.

%E%iﬁﬁ?: $ASA-2-218003: Module Version in slot# is obsolete.The module in slot = slot# is
obsolete and must be returned via RMA to Cisco Manufacturing.If it is a lab unit, it must

be returned to Proto Services for upgrade.

AR I 204G o A R B4 0 I ERIZ AT show module 7% . SB— R BRI BTG, RIS
PR E R — IR

IBYIRIE: WER BB R, Wz B e e R g0 H B 1 s A R s R . R
fRRERE P I 2 e LA R o BbAh, IO AT DAFR R BB T AL . Wi i U sR A7 AE, IR R
TAC.

%E%iﬁﬁé; $ASA-2-218004: Failed Identification Test in slot# [fail# /res ]
YRR VUM E A7 B AR LRI HH L T ) i

BIAYIRAE: AR B R, SR 5 SR 48 H A P s LA SRR o A
R P IE O SRk b 8. JAh, SR T DR RS IE TR, W R R A 42, IR SR
TAC,

%E%iﬁﬁé: $ASA-2-218005: Inconsistency detected in the system information programmed in

non-volatile memory

WA GANAEZ KA T R RS BA 8. Wit ASA K0 & I IDPROM %5 ACT2
EEPROM W BEAse4#E, B BshidfErh A gt &4 HE. BT+ IDPROM fl ACT2 EEPROM f£
T R g FE N A sE AR AL, X BRI 50 T BE A2 HH i £ 5 IDPROM P 25838 B 0405 L 1) o

BICRYIRAE: R B I R, WA show tech-support T4 H% Y,  JFIBCR AR} TAC,

Hi%: 2ASA-3-219002: I2C API name error, slot = slot number , device = device number ,

address = address , byte count = count .Reason: reason string

B2 asA 25z ASHES I
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B 219002

WERA: 12C FRAT 2 APL Hy THA AR sl il A A= i
* 12C_API name - RAHFE 12C AP, nlfig & LA FATE

* 12C read byte w_wait()

* 12C read word w_wait()

* 12C read block w_wait()

* 12C_write byte w_wait()

* 12C_write word w_wait()

* 12C_write_block w_wait()

* 12C read byte w_suspend()
* 12C read word w_suspend()
* I2C read block w_suspend()
* 12C write byte w_suspend()
* 12C_write_word_w_suspend()

* 12C _write_block w_suspend()

* slot_number- K'EVO#AE GWIRAE SO ED RG-S 2Efil g 5 o FRE S JoAE D pLAR
TR IOME— S5 o PIASAS[FIAEAE v REEAT AR RN 12C #6485, XHGR TP . 1ok, HAREUE
A8 N T AR TR IR T 12C B L T
* device_number - AT VO BEAE 4TS - /N dEfil g 5
* address - R'E VO AR B 11752 Hil
* byte_count - 1/O #AF -+ REHIRE A )79 71 4L
* error_string - HiR IR, AR DN AR
* [2C_BUS_TRANSACTION_ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT _ERROR
* 12C_BUS_COLLISION ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
* [2C_SMBUS_UNSUPPORT
« 12C_BYTE_COUNT ERROR
- [2C_DATA_PTR_ERROR

BIHIRAE: PUTLLU N PR
1. G AR SIS B e SRR S I L BlUs T 2%, AT g s A
h12C AT RN,
FH A B ASA_LIEAT I A
TR RSt KA, 5O LR F4T I H i
WER TR AFAE, R EE TAC.
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&4t HE&H 2 302003-342008

ARBTG5
* ID /T 302003 F) 319004 2 [A [ E , 45 95 7T
* ID 4T 320001 %] 342008 2 [A) [P ., &5 129 H1

ID 9)-F 302003 %I 319004 =~ |58] A& 2

302003

302004

302010

AL ID AT 302003 3 319004 2 [8] (H131 EL.

HiRiHE: 2ASA-6-302003: Built H245 connection for foreign_address outside address
/outside port local address inside address /inside port

1ZBA: )3 outside address %I inside_address ) H.245 4. ASA S 24 F D9 /- B BER
G Ahaut O (outside port) I T 8 (EM ASASNER B B R Lo AMbih D1{E (inside_port) I Bon
ENERE D LR riERE L.

BILHIERAE: LR RATE T4

gl%‘;ﬁ,%\ $ASA-6-302004: Pre-allocate H323 UDP backconnection for foreign address

outside address /outside port to local address inside address /inside port

WEAE: H.323 UDP 15 [ O NA L (inside_address) 7753 e 21 4h4 Hi kil (outside_address). ASA
TSI 2] i FH 9 /R T HiL G o A% 1 (outside_port) IUE /R E N ASASNI A BhI0iER: . A
o E (inside_port) {357~ 7E R O _E A shividss 1.

BIAIRIE: BRI TAEATERA .

’éia':éiﬁ,%\: $ASA-6-302010: connections in use, connections most used

B asAazsEgzAEEE
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B 0012

WERR: ROt S IR AL A e i I H R B 45 R
© R - ER
BIAIRIE: BRI TAEATERAT .

302012

gﬁ%iﬁfﬁ: $ASA-6-302012: Pre-allocate H225 Call Signalling Connection for faddr IP address
/port to laddr IP address

R H.225 HlBhE1E O A .
B RYIRME: KR PAT MR,

302013

%ﬁ%iﬁfﬁ: $ASA-6-302013: Built {inbound|outbound} TCP connection id for interface
:real-address /real-port (mapped-address/mapped-port ) [(idfw user )] to interface

:real-address /real-port (mapped-address/mapped-port ) [(idfw _user )] [(user )]
WAR: M ENLZ AT T TCP IEH 4G

* connection_id - 'fi—FRIHAF

* interface, real-address, real-port - 5[ & 4% 7

* mapped-address, mapped-port - B £ 5+

* user - /I AAA ZF5

s idfw_user - G4 Mi K3 7 I 44K

WUERARE TNk, WSS sh sl e . B, XFT FTP miE, A iRESEHIEE Ay Auk, W
AT R AR NSl o RS E T il AP 385 2 s g i 2

BILHIERAE: LR RATE T4

302014

gi;iﬁ:% $ASA-6-302014: Teardown TCP

connection id for interface :real-address /real-port [ (idfw user )]
to interface :real-address /real-port [ (idfw_user )] duration hh:mm:ss bytes bytes [reason
[from teardown-initiator]] [ (user )]

YRR CMBRM & TALZ A TCP iEH:. N RN B H:
*id - ME—BRIRAT
« interface, real-address, real-port - 5[ & 4% 7
* duration - FEFLRFEEN [A]
* Bytes - - S A HH AL 4
* User - 11/ (1) AAA #4475
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* idfw_user - 5 {73 B7 K8 H IR 44 FR

302014 [

* reason - EUIIERZ L HEAE . 4 reason X B IWE A FRPTAII—I1 TCP 211 JH A .

* teardown-initiator - /33 T Wi T EVE ) — i .

%< 36: TCP#2 1 [R

R &

L RA

Conn-timeout N

W T ANE ST S BT O HAIN , ERREE

Deny Terminate (fE482% 1)

IR AR Rl L Tos

Failover primary closed (R )46 3 4 24 G

WO DT P (10 28 FH e DAL AN 3 P s 2 Wi 8 £ i 6
MR TR

FIN Timeout (FIN i{#H)

SERF IR A HAIA 10 23 BHE BY: ATE OB N 5 5 i 2%
1k

Flow closed by inspection CL# A Dy §E <A1

TR TN RELE 1L

Flow terminated by IPS (i IPS 2 1)

Vit IPS 41k,

Flow reset by IPS (¥i#% IPS &)

Fiklk IPS TE .

Flow terminated by TCP Intercept (#i# TCP % | fii#i TCP #4428 1k
LD

Flow timed out (L) T o

Flow timed out with reset (JiHNHOEE) |(FEMNHOERE.,
Flow is a loopback (it ¥R [RI3) i EZN IV

Free the flow created as result of packet injection

CPRI B B RT3

H1 T H AL ER RS D BE Al I ASARR T AU S AL,
SRS TR .

Invalid SYN (SYN &0

SYN Hffa I -

IPS fail-close (IPS [R5 147D

HHT IPS R Ik, PRl 40k,

No interfaces associated with zone (V& 15 5 X 1
KIPERE )

“nonameif” B#E “nozone-member” B X BAAE
PEATATE IR A e, S BT T

No valid adjacency (¥%H A %ALH%)

ASAZRIRINAR A TCIESREU F — Bk MAC HhkRY,
MR . R EFICEHE .

B asAazsEgzAEEE



B 02014

F4: B34 2 302003-342008 |

IR 1t AR
Pinhole Timeout (gL SR Bt i, 5 I ASAYTIT T HHBh UL, (HiEAEE

RN RS & ST 4 €IV e ol o/ R P N 1| S 8
B0, FERRIIPIAT FTP FEHIEIE 5 0 /) FTP £idf
A A AN .

Route change (i 142 4k)

M ASARIN T SEARTFRY CHEER S M e, &
F 23 149 5580 6 b DT 1) B Aok A IL A e e 1
IREH PR GRERE HEWIT. 58k
AR IR S8 mdR b B D e . R 1
WCEARTTF RS B (2 S 3, Al LK VR 3% H2 0
BB E A 0:0:0.

SYN Control (SYN )

WA IR IEAT T [l B4R -

SYN Timeout (SYN )

30 A 2k, SRR =R T

TCP bad retransmission (TCP H35f& ik &)

HHT TCP L Hnid b S e ¢ 1k

TCP FINs (TCP FIN)

KA T AE R SRR o 1P Mkl B A 5 AR [

TCP Invalid SYN (TCP 3 SYN) TCP SYN HHls oK

TCP Reset - APPLIANCE (TCP . - ##r) | ASAZER TCP HE I, WK
TCP Reset-1 (TCP & & - 1) SV

TCP Reset- O (TCP H'E - O) CMS R .

TCP segment partial overlap (TCP 43 B4y 5

)

CAI 21570 5B 7 B

TCP unexpected window size variation (TCP

FER/NEAMED

% | T TCP & 1 K/,

B AL

Tunnel has been torn down (F%iE CLICH])

TR ], mp&ilk.

Unauth Deny ($E48H0H 280

URL i €48 R 4P AL

Unknown (RHD

KRN

Xlate Clear (EE#uiER)

AT B .

BIRIHRAE: KR RATE TR .

B ERASARTIRZREEE
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302015

302016

302017

302015 ]

gl;&iﬁ,%\ $ASA-6-302015: Built {inbound|outbound} UDP connection number for interface name
:real address /real_port (mapped address /mapped_port ) [(idfw user )] to interface name

:real address /real_port (mapped address /mapped_port ) [(idfw _user )] [(user )]
RBA: PIE M2 mAlE T UDP &R, R4 B1E
* number - ME—4RIHAF
« interface, real_address, real_port - 5[5 E 57
* mapped_address and mapped_port - B B 7
* user - )7 AAA ZFR
* idfw_user - S4B KB P 0 24 55
WA E T N, WMNANER A 3 s hili&E . Blin, X T UDPIN S, G0 RIREHIEE A0, WET
AL Y A NS . W TR T s, AR A B R I
BIHIIRIE: EFHE AT A

g’l;%";ﬁ.%\ $ASA-6-302016: Teardown UDP connection number for interface :real-address /real-port
[(idfw user )] to interface :real-address /real-port [(idfw user )] duration hh :mm :ss

bytes bytes [ (user )]
A COMIBRW & BN UDP EFEEM . FRAHH BE:
* number - ME—FRIRFAF
« interface, real_address, real_port - 5[5 557
* time - FEFEAE Ay FA
* bytes - ZEFE 1A A5
*id - ME—BRIRT
* interface, real-address, real-port - 5[ E4% 7
* duration - %425 1y 5 1
* bytes - 4% 15 A& 4
* user - /1] AAA % F%
* idfw_user - S4B KBS A FR
BIEIIRIE: LR PATAEMT AL

gl;&iﬁ,%\ $ASA-6-302017: Built {inbound|outbound} GRE connection id from interface
:real address (translated address ) [(idfw user )] to interface :real address /real_cid

(translated address /translated_cid ) [(idfw user )] [(user )

WRA: A N2 MEIE T GRE EHAGM . id 245 bR iR%T . interface, real_address, real_cid JG
AR T PPTP GRE Jif i —A. 45511 translated_address, translated_cid JCZH 4RI

B asAazsEgzAEEE



B o201

302018

302019

F4: B34 2 302003-342008 |

NAT B WERARZR NS, WIEEBA AT T A, R e b, WREEAOTH T Hel. T
A A :

*id - AR PRI E— i S

* Inbound - ¥ L] T A3l PPTP GRE it

o Wk - PRHNEHH T 55 PPTP GRE i

* Interface_name - % [ Z K

* real_address - SEPR EALK) 1P Hidik:

* real_cid - 7 KRIEB KR FEHH 1D

« translated_address - #%35j5 [1) IP ikt

* translated_cid - C.5% #1f J1]

* user - AAA /4

* idfw_user - S4B K5 FH B A4 HK

BIRYIRAE: KWL T34

%E%iﬁﬁé: $ASA-6-302018: Teardown GRE connection id from interface :real address
(translated address ) [(idfw user )] to interface :real address /real cid (translated address

/translatedﬁcid ) [(idfw user )] duration hh :mm :ss bytes bytes [ (user )]

RBE: OMIBRM S BN A GRE ZEFAGE . interface, real address, real port JUZH bR SE R B
Fo duration FRyUERE M. N RAHH -
*id - AR PRI E G S
* interface - 2 1 &4 F
* real_address - SZ[r ML TP Hidik
* real_port - SR ALK 3 H 5.
* hh:mm:ss - 5% /N3 R0 Rl R N ]
* Bytes - GRE 23 i &4 ¥) PPP 7 1544
* reason - 42 115 A
* user - AAA il 7 44
* idfw_user - S5 K5 FH P A4 F
BIRYIRIE: LR PATAE R

%E%iﬁﬁ%: $ASA-3-302019: H.323 library name ASN Library failed to initialize, error code

number

AR ASAHTi#S H.323 4 B IR & ASN FEWIUAL RN ASATCTAARRS B 7 1F7EH1H H.323
AL, ASA VR H.323 A0 il i i AT fE . WE F—A H.323 iR, ASAM 3 F 8T
VIR B

B ERASARTIRZREEE
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302020

302021

302022

302020 [

BBORRAE: WR L B A G IR R TAC I 1) AR BT H S R (leedr
IR .

g’l?&iﬁ,%\ $ASA-6-302020: Built {in | out} bound ICMP connection for faddr {faddr |
icmp seq num } [(idfw user )] gaddr {gaddr | cmp type } laddr laddr [(idfw user )] type
{type } code {code }

YLBA: ML H] inspect icmp A2 Ji HPIRAS ICMP I,  RGEAEPURBRAR P HAL T ICMP 231, T &S
MERSSIER

* faddr - $8 52 SMHEHLA TP Hihik

* gaddr - & 7€ 42 )= EHLI) 1P Mkl

* laddr - 5 €A E N 1P Hudik

* idfw_user - S4BT K85 4 FR

* user - 5 A AEFL ENUAHCERI H - 44

* Bpe - 7€ ICMP K74

* code - 15 7€ ICMP {4

BILAYIRIE: CRHATAEATERAE .

%‘éw‘é{’cﬁﬂ $ASA-6-302021: Teardown ICMP connection for faddr {faddr | icmp seq num }
[(idfw user )] gaddr {gaddr | cmp type } laddr laddr [(idfw user )] (981) type {type }
code {code }

WAR: 4ff ] inspect icmp iy 2 i HIARZS ICMP i, RFEFEPE AL MER T ICMP &1fi. FRA
M EVE:

* faddr - 45 5E SME EHLE 1P Hudik

* gaddr - 8 E 4R BN 1P Huhik

* laddr - T8 A ENLT TP Huhl

* idfw_user - S4B K5 FH B A4 HK

* user - 5 A SR EHUH IR 7 44

* (981) type - $5E ICMP K1Y

* code - 155 ICMP 15 (981)

BILHIERAE: LR AT AT

gl%i\ﬁ,% $ASA-6-302022: Built role stub TCP connection for interface :real-address /real-port
(mapped-address /mapped-port ) to interface :real-address /real-port (mapped-address

/mapped-port)

AR CAIEE TCP T 2%/ 45 0/ R FET i

B2 asA 25z ASHES I
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302023

302024

302025

302026

302027

F4: B34 2 302003-342008 |

BIRIE: KHPATAENTIRAE

%%E%iﬁf?: $ASA-6-302023: Teardown stub TCP connection for interface :real-address /real-port

to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes reason
YRR CLWTTT TCP 310 8%/ 4 40 /5 KRR PPt «
BIBIRIE: BT PATAE R

%%E%iﬁﬁ%: $ASA-6-302024: Built role stub UDP connection for interface :real-address /real-port
(mapped-address /mapped-port ) to interface :real-address /real-port (mapped-address

/mapped-port )
WLER: TR UDP 3 nl 2%/ 48 /5 ALt o
B EYRE: B PATERERAE.

%ﬁ%iﬁﬁé: $ASA-6-302025: Teardown stub UDP connection for interface :real-address /real-port

to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes reason
WLRR: CWTTT UDP 3 1n) &/ 48 13/ e I AR P it o
BIBIRIE: BT PATAT TR

%%ﬁ%iﬁf?: $ASA-6-302026: Built role stub ICMP connection for interface :real-address

/real-port (mapped-address ) to interface :real-address /real-port (mapped-address
WAR: LBV ICMP 31 88/ 10/ 55 LA -
BIBIRIE: R PATAE TR

%%E%iﬁfé: $ASA-6-302027: Teardown stub ICMP connection for interface :real-address /real-port
to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes reason

WAR: CWIIT ICMP 3 i) 8/ 4580 /5 LAt o
BILHIERAE: LR RITETAT .

B ERASARTIRZREEE
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302033

302034

302035

302033 [

gl%iﬁ,%\ $ASA-6-302033:Pre-allocated H323 GUP Connection for faddr interface :foreign

address /foreign-port to laddr interface :local-address /local-port

WA CJAsh AN HIE B A ) GUP & HE . s 1 (AN 1) ASUR IS 1E 2 A 45 A
JEBNERL b At FHE CA R D AR N B R Bl b

* interface - 2 1 A4 FK

* foreign-address - M ML TP Hihik

* foreign-port - AN EHLI) i 15

* local-address - M E QLI TP Hohik

* local-port - K AL 15

BIRRAE: HPATAEATIRAE

g’ll;i’;ﬁ,%\ %ASA-4-302034: Unable to pre-allocate H323 GUP Connection for faddr interface

:foreign address /foreign-port to laddr interface :local-address /local-port

YRR R BIERERS, BRRAEMEC RAM R GE A A7 BB 3 20 T A s i e S A

* interface - I %K

* foreign-address - M ML TP Hihik

* foreign-port - FN ML 15

* local-address - A EHLI TP Hohk

* local-port - A FHLIF) i 115
B EYRAE: wALE LN R, TR RS . R FEE I, ERREE TAC, & FIU\XTHS
P TS 9 5% 250 P i SR SR A 4 R LR R /N o B0, 4 T e R e (R N TR B o G RIS AT RE FH Y
ARG HEABIMANFMHE, sUELEZ N,

gl;&iﬁ,%\ $ASA-6-302035: Built {inbound|outbound} SCTP connection conn id for
outside interface :outside ip /outside port (mapped outside ip /mapped outside port
) [ ([outside idfw user ], [outside sg info ])] to inside interface :inside ip /inside port

(mapped inside ip /mapped inside port ) [ ([inside idfw user ], [inside sg info ])] [(user )]
WERA: RHCE SCTPIRAELATHS, RAICA SCTP bz,

* conn_id - WE—H11%EHz ID

* outside_interface - ‘G RNBARHIFE 1

* outside_ip - ASA ‘LA AR 1) AL 1P Hiik

* outside_port - ASA %A AR i ¥ =ML B 15

* mapped_outside_ip - ASA 24 AR (1) E LI WL 1P kil

* mapped_outside_port - ASA %4 | A IR AL R RS Sy 115

B2 asA 25z ASHES I
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Bl 3020

* outside_idfw_user - 55 ASA L AR K FEHLOCEE ) IDFW /' 44
* outside_sg_info - 5 ASA YRR 1) EHLOCER T SGT Al SG & Fk
* inside_interface - ‘%A 14 O

* inside_ip - ASA ZA G i I AL 1P Hihk

* inside_port - ASA ‘LA e i (1) AL g 115

* mapped_inside_ip - ASA %A L e K] E AL LS TP ik

* mapped_inside_port - ASA 244 S v i 1) S AL PR Bl o 1145

* inside_idfw_user - 55 ASA ‘LA i I EHLOCHLY IDFW H ™ 44

* inside_sg_info - 5 ASA LG8 E R I BN SGT F1 SG £ 7k
* user - 5 JABNIER 1) FHUAH G FH - 44

BIRIIRAE: R HATAEfTIRAT

302036
951 5E38

HiRiHE: 2ASA-6-302036: Teardown SCTP connection conn_id for outside interface :outside ip

/outside port [([outside idfw user ], [outside sg info ]1)] to inside interface :inside ip
/inside port [([inside idfw user ], [inside sg info ])] duration time bytes bytes reason
[ (user )]

1BA: RIECE SCTPIREZHATIN, RECA SCTP Hilkk .

* conn_id - ME—¥3%EH: 1D

* outside_interface - ‘ZA YN BALHIFE 1

* outside_ip - ASA LA AR K ML 1P ik

* outside_port - ASA %A | A% 1K AL o 5

* outside_idfw_user - 5 ASA LA AR ¥ EHLOCHE R IDFW P 44
* outside_sg_info - 55 ASA R BAC K EHLCER) SGT F1 SG 44 H5%
* inside_interface - ‘A I HE T

* inside_ip - ASA LAY = I E ML TP Hihk

* inside_port - ASA &AL i (1) AL 3 5

* inside_idfw_user - 55 ASA LG i 1) EHLOCEE Y IDFW P 44
* inside_sg_info - 55 ASA AU E i) EHLOCEER SGT F1 SG 447k
* user - 55 A BRI EHUH BRI H - 44

s time - PURFHESPIRASHIN S, #1472 hhimm:ss

* bytes - P AL 1) 71T 4L

* reason - EFEWT IR i DA

BILAIRIE: BRI TAEATERAT .

302302

’éia':éiﬁ,%\: $ASA-3-302302: ACL = deny; no sa created

B ERASARTIRZREEE
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302303

302304

302305

302303 [

WEAA: R TPsec ARBEAULHC I R, B SA HIAREE LML B T-HE 48 1] 71 2 iy 2 SR
BIAYIRIE: R ERCE T AU PR TR SRR B DR .

%E%iﬁﬁé: $ASA-6-302303: Built TCP state-bypass connection conn id from initiator interface
treal ip /real port (mapped ip /mapped port ) to responder interface :real ip /real port

(mapped ip /mapped port )

AR B TCP IR OO, JF HItiER e TCPARESATIER: . XFIEFR ML A TCP IRER:
¥ DA S HoAth 22 4 6 A FAG I o

BIRYHRAE: W R ZEE A AT IE R 1 TCPARAS G 2 A AT FiAt 22 AR S A Bl K AR 97 TCP ¥

1w, &0 LIE ] no set connection advanced-options tep-state-bypass iy 4 4 TCP it #2274 ] I I I R

gﬁ%iﬁfﬁ: $ASA-6-302304: Teardown TCP state-bypass connection conn id from initiator interface

:ip/port to responder interface :ip/port duration , bytes , teardown reason.

WAR: B TCP E#: CUWrT, JH H USRI TCP REGATE R . XM G Iy TCP RS
71 LS HAh 2 A A A A A

* duration - TCP &4 ) Fr 820 7]

* bytes - L TCP EFAL I 749 BEL

* teardown reason - TCP ZEHz W1 TT 10 J5 A

BARYRAE: W BT RO IS P A IR 1) TCP RS 7 DL BT A HoAth 22 A A A A >k - 47 TCP it
i, AT LI#EH] no set connection advanced-options tep-state-bypass 14 4 TCP it 244 FH I T I R

%E%iﬁﬁé: $ASA-6-302305: Built SCTP state-bypass connection conn id for outside interface

:outside ip /outside port (mapped outside ip /mapped outside port ) [ ([outside idfw user
], [outside sg info ])] to inside interface :inside ip /inside port (mapped inside ip
/mapped inside port ) [([inside idfw user ], [inside sg info 1)]

WAA: CUELE SCTPRALATING REEKAT SCTP i B4

* conn_id - ME—1%EH: 1D

* outside_interface - ‘ZA YN BALHIFE

* outside_ip - ASA AN AR (1) ML) TP Huht

* outside_port - ASA %A A% I AL I 5

* mapped_outside_ip - ASA ‘%24 | LA S (1) SE AL SR TP Ml

* mapped_outside_port - ASA ‘%4 H A i 1) =ML A Bl i 115

* outside_idfw_user - 55 ASA L BAK I K EHLOCIEE ) IDFW H P 44
* outside_sg_info - 5 ASA Y BARI ¥ EHLCEER) SGT F1 SG 44 H4%
* inside_interface - ‘%A i (14 O

B asAazsEgzAEEE
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B 302306

* inside_ip - ASA LAY i I FE LA 1P Hiuhk

* inside_port - ASA ‘%A i (1K) ALK 3 5

* mapped_inside_ip - ASA %A J e (K AL S TP il

* mapped_inside_port - ASA ‘%A= i K] AL RIS g 115

* inside_idfw_user - 5 ASA LAV i 1) FALOCHKY) IDFW H 1 44
* inside_sg_info - 5 ASA ‘LA i i FEHLOCHLK SGT F SG 4 /K

BILHIERAE: LR AT AT

302306

Eﬁ%iﬁfﬁ: $ASA-6-302306: Teardown SCTP state-bypass connection conn id for outside interface

:outside ip /outside port [([outside idfw user ], [outside sg info ])] to inside interface
:inside ip /inside port [([inside idfw user ],[inside sg info ])] duration time bytes bytes
reason

AR CUECE SCTPRAZATI, REC%A SCTP FMk.

* conn_id - ME—I{JIERE 1D

* outside_interface - ‘Z LN BALHIFE

* outside_ip - ASA ‘LA B AR 1) ML TP Hihk

* outside_port - ASA %A | B AR ) =LA o 115

* outside_idfw_user - 5 ASA LA AR K FEHLOCEE ) IDFW 7 44
* outside_sg_info - 5 ASA A AR S 1) ALK SGT Al SG & FK
* inside_interface - ‘%A (14

* inside_ip - ASA LA i I AL 1P Hihk

* inside_port - ASA ‘LA R e i (1) AL g 115

* inside_outside_ip - ASA ‘24N = v () AL TP ik

* inside_idfw_user - 5 ASA “ZR S I FHLOCERY) IDFW H 7 44
* inside_sg_info - 5 ASA YR 1) FHLOCHR SGT 1 SG £k
* time - WLARFRIG SPIRASHIINAS,  HL47 hh:mm:ss

* bytes - Y AL 1) 75 EL

* reason - YEREWT I (1) JL 1A

BALHYIRIE: CRHIT AT ERAT .

303002

%E%iﬁﬁ%: $ASA-6-303002: FTP connection from src ifc :src ip /src port to dst ifc :dst ip

/dst _port , user username action file filename
WERR: & i O\ FTP RS #8 BALE N30

* src_ife - 2 ) T e A .
* sre_ip - &7 Ui 1) 1P bk
* src_port - & 7 iy [ .

B ERASARTIRZREEE
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303004

303005

304001

303004 [

* dst_ife - x5 AT fE gL o

* dst_ip - FTP 44511 1P il
* dst_port - IR 55#5 v [

* username - FTP [{| "4,

* action - 17-fiff iR B35 4F:

* Filename - {7 fifi BUAG 2 (1) 3044

BILHIERAE: LR AT

gl%‘;ﬁ.% $ASA-5-303004: FTP cmd string command unsupported - failed strict inspection,
terminating connection from source interface :source address /source port to dest interface

:dest_address/dest_interface
WERA: OO0 FTP S AT ™ 4% FTP R, Jf B FTP U5 RiF R G5 B ik PO a2
BWRGIRAE: A p AT TR

giﬂ%i‘ﬁ%\: $ASA-5-303005: Strict FTP inspection matched match string in policy-map policy-name
, action string from src ifc :sip /sport to dest ifc :dip /dport
WEBA: X4 FTP A IULAC A FARATRC EAE . SO, STIFRAY. kS, IRGGaail 4, R4
AT B action_string ¥& 5 HIFRAE

* match_string - SEHEBL rh  ULHCTE )

* policy-name - /G Jict (1) 5 s B 5f

* action_string - BRI ERAE; 5] W0 L

* src_ifc - P LK

* sip - Yi IP Hifik

* sport - JF i

* dest_ifc - H ¥#: L4HK

* dip - H# 1P ki

* dport - H [ I

BIRYIRAE: BRI fT3RAT .

gl;&;ﬁ.%\ $ASA-5-304001: user@source address [(idfw user )] Accessed URL dest address : url

YRR FiE TRV R FRE ) URL. W RAEH] A s CHTTP SEms Wit o 1] HTTP A, el fg 2
ANPUR R . 2 GET Wl R %A hostname SE, REUKHFTENLL FIHE, AT E]
URI: %ASA-5-304001: client IP Accessed URL server ip:Hostname not present URI: URI. 415 JoikfE

B asAazsEgzAEEE
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304002

304003

304004

304005

304006

F4: B34 2 302003-342008 |

ARG H ST EACR URL, W] DL L AEAT AL BT, AT ER 2> URL. #9140, 22K URL
MEAEIEHIF T LLIE K, REUEGFTEILL R E: %ASA-5-304001: client IP Accessed URL server
ip: http(/ftp)://hostname/URI_CHUNKI1 partial%ASA-5-304001: client IP Accessed URL server ip: partial
URI_CHUNKI1 partial............ %ASA-5-304001: client IP Accessed URL server ip: partial URI CHUNKn.,
URI BRI 1024 77450 WERAETT AR B4 AN AT B e 35 48 2> URL 1525 LI iR 7

BIRIERAE: LR RATE T4

gl%;ﬁ,% $ASA-5-304002: Access denied URL chars SRC IP address [(idfw user )] DEST IP address

: chars
WA MUFHbHE R4 2 URL B FTP 3 55 (1 U5 ) gl 4.
BIHRAE: R PATAET A

’éia':éiﬁ.%\: $ASA-3-304003: URL Server IP address timed out URL url
AA: URL AR55asiin «
BWAGIRIE: THPITAT TR

gl;&“;ﬁ,%\ $ASA-6-304004: URL Server IP address request failed URL url
15BH: Websense JR55 251 oK ML
BICHYIRIE: LR PATAE AR

’éia':é“}‘ﬁ,%\: $ASA-7-304005: URL Server IP address request pending URL url
1 BA: Websense IR 45 #8515 SR AL T 5 AL BEAR A o
BIHIRME: TR HITALATERAE .

gl;&iﬁ.%\ $ASA-3-304006: URL Server IP address not responding

WiRA: Websense RS AR T, I H. ASA K2R 4R 807 M iZ R 55 a8 (AR H 2238 TIX— MRS
a2 B R ARS8 (IR T 2RSS .

BIRIHRAE: KR RATE TR

B ERASARTIRZREEE
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304007 [

304007

gl%iﬁ,%\ $ASA-2-304007: URL Server IP address not responding, ENTERING ALLOW mode.

YLBR: AT T filter Ay 41 allow &7, {H Websense IR 55 #5 AW . ASA FVFAENRSS &5 A AT HI N
ARBALFL T Web B KA HE AT g

BIRIIRAE: R RATAE TR AT

304008

HiREE: 9ASA-2-304008: LEAVING ALLOW mode, URL Server is up.

AR BT T filter iy 2 1K) allow ZET0, Jf H ASA M Z BT AR WM ] Websense AR5 25 B0 T i B v
o WeRsbmy e S5, ASA B RVFB, MK a FH URL D fg .

BRI KHRPATAEATIRAE

304009

gl%iﬁ,%\ $ASA-7-304009: Ran out of buffer blocks specified by url-block command
BER: URL FRAbFHEEph X Hess [ L.
W EY4R1E: %\ url-block block block_size 74, T ZE b X Bt KN

305005

gi%;ﬁ:%\: $ASA-3-305005: No translation group found for protocol src interface name:
source address/source port [(idfw user )] dst interface name: dest address /dest port

[ (idfw user )]

WEAR: KR 5 AE A il nat A RUWAERANICHC . W R A48 IR H K RS E NAT, RE0H
S W AR R
BIHIIRAE: ML BRI E . WORIE TN 25 NAT, 15 £R nat fir&15 %5 1P HulikJLRE

WIRPE LT LA NAT, I5HL% static iy 2 OAH TP HihEVEHC . an R Y8 EHUA TR 2 NAT, 5K
75 NAT 0 ACL 4552 1 ACL.

305006

gll;iiﬁ,%\ $ASA-3-305006: {outbound static|identity|portmap|regular) translation creation
failed for protocol src interface_name:source_address/source_port [(idfw _user )] dst

interface_name:dest_address/dest_port [(idfw _user )]

AR i (UDP. TCP &% ICMP) it ASAGIEELH R . ASAA FLVF ik 2 245 58 Rtk (1)
At . ASAHFRS A 2 B bR IR R b PR AL SR A o X T AR, ASATEZE L bn il A
e Bk ) B L TP Mk,

| B asAazsEgzAEEE
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305007

305008

305009

F4: B34 2 302003-342008 |

ASAARZRE PAT - JHAT ICMP iH R eI 00G&E 1 PAT ICMP [m] 3 A ] 7 7 i, (G2
8HI0) o HAKIIT, X ICMP [l B s [l W W 5 A 0 6 PAT #edfte. AL, 4 259 diAb ICMP i
RIS, RGHG A B

ASAE 47 1P Hbab AT Sl B E A a2 AR AL SR IX 435 B0 TP Hbhib A Y 2% 8 4% 1P Mtk dnif4s
Jai TP Mk o215 207 R & kb e 5 DG E 17 R 25 e, ) ASAAN S F N sl 50t 0 A I 48 5l ) 4% TP
Huhk G e,

Bl

static (inside,outside) 10.2.2.128 10.1.1.128 netmask 255.255.255.128

ASA¥E A Jeyi bk 10.2.2.128 1L 4y I &g Hu b/ Him R, KF 10.2.2.255 WA ) S bR /E RN . 7ETCIAT
A PE LR, ASASSEZRIE S 10.2.2.128 8 10.2.2.255 [N HHRAL, Ific skt w & .

AT EE TP Huhb & AL IP ShEE, 55 M static @2 B 8 HH E UMD AL E S a4 (A
AR —ZUCHCHIND o PR static 28 ASAKS 10.2.2.128 F A EHIHHEAE HAH RN .

static (inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.255static (inside,outside)
10.2.2.128 10.2.2.128 netmask 255.255.255.128

AR R Y NP8 LWL LA R A AR S TP stk B e Hh T ASAKE W 2% Bl #k TP Ml A0 A 055
ST P A B R AL IP ikt PR A static iy ) 199 25 bk S e b ZUAH ]

BIRRIE: HPATAEATIRAE

gl;&‘;ﬁ,%\ $ASA-6-305007: addrpool free(): Orphan IP IP address on interface interface number
ERA: ASA UM TAT ] 4 ety P I A 2R il ASA R izttt BRI 2 57 107K
BWRIIRAE: A TR

gi%;ﬁ:%\: $ASA-3-305008: Free unallocated global IP address.

WA UK R LI AR TP Hb bR m M b i, ASA PIRZAS I B —BUi . Wil ASA IEAE
IBATIRA R E,  JF HAE T s A T et Z I L IR A BT I AN R A2, ) mT g o L
VS HAG Ol XAME SR Edr iR, I HREP e Ak .

BWEIRAE AR SR A, TEERR AR TAC.

gl;&iﬁ,%\ $ASA-6-305009: Built {dynamic|static} translation from interface name

[(acl-name) ] :real address [ (idfw user )] to interface name :mapped address

YRR AV R AL o A RRE Y AR I i e 4 1) 4 S o AR DL, SEARREDRE H A bk
N e i e 0 8 A i
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305010

305011

305012

305013

305014

305010 ]
BILHIERAE: LR RATETAT.

gl%iﬁ,%\ $ASA-6-305010: Teardown {dynamic|static} translation from interface name

:real address [(idfw user )] to interface name :mapped address duration time
WERA: MM BRHbhE S g
BIHIIRAE: R HAT T

EiRHE: %AsA-6-305011: Built {dynamic|static} {TCP|UDP|ICMP} translation from interface name

:real address/real port [(idfw user )] to interface name :mapped address/mapped port

WAA: CAIE TCP. UDP 5 ICMP Mt hE e Hiifl o i R 8 e 7 DA st i e e 38 4 e . I
o, SRR B RE T A )i e 4 B A b i

BIRYIRAE: BRI fT3RAT .

g'll?:'&’;ﬁ,%\ $ASA-6-305012: Teardown {dynamic|static} {TCP|UDP|ICMP} translation from
interface name [ (acl-name )]:real address /{real_port |real ICMP ID } [(idfw user )] to

interface name :mapped address /{mapped port |mapped ICMP ID } duration time

YRR UMM BRI LS i
BILRIRAE: R RAT TR

gi;iﬁ,%\: $ASA-5-305013: Asymmetric NAT rules matched for forward and reverse flows;
Connection protocol src interface name :source address /source port [(idfw user )] dst

interface name :dst address /dst port [(idfw user )] denied due to NAT reverse path failure.

WA CE A S U R B S o M bk PR S AL

B RYRAE: 5 NAT 1 FEVUAAEAR R4 1 By, A5 R B b iy AN 2 S Pt bk 3 82 21 = 4. 1k
Ab, W RN H RN TP kb, WS A inspect 174 .

’éia':éiﬁ,%\: $ASA-6-305014: %d: Allocated %s block of ports for translation from %s:%B to
$s:%B/%d-%d\n.

WERA: MCE CGNAT “BROPIL” I, RGUKE AR IX AT JOBm HHR M R G H &
BILRIHRAE: L.

B2 asA 25z ASHES I
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308001

308002
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%E%iﬁﬁ?: $ASA-3-305016: Unable to create protocol connection from real interface
:real host ip /real source port to real dest interface :real dest ip /real dest port due

to reason .
AR LR BB LR K B PRAE Bl B CFE)S
* reason - W] Bg & LA AT — A
* CUAEIEE S WL PAT i BB A
* PAT ¥th 1 15y U EFR S

BAAYIRIE: X TA RIS EHLAY PAT dm LERFRAGAITETE, A LT @ &5 56 B RN
BRAE -

xlate block-allocation maximum-per-host 4

KT PAT b PR ST, B KR [, AL g, BEHEIOD:

xlate block-allocation size 512

%E%iﬁﬁ%: %ASA-6-308001: console enable password incorrect for number tries (from IP address

)

WAR: XA ASAEENE R . AR Sl N OB IR B 5 i A\ BRI B E U, Rk
WM E . BRI EGE =K.

HICHYIRAE: WRUEED, REER.

%E%iﬁﬁé: $ASA-4-308002: static global address inside address netmask netmask overlapped

with global address inside address

WA AN EE NS AER) R IP Ml F S . global address /&4 aidtiht, B atEE 0
EAhbE; inside address AHWHbRE, BV S gl O B sk .

EILAYIRIE: 141 show static T & T A L & P 1) static ip B AIIMEE ESH L. W ILNESHS
TR EMgHhE (B 10.1.1.0) , I HAES A static fir S hIe 2 e B N B EAL (Bl 10.1.1.5) &

%E%iﬁﬁ%: $ASA-6-311001: LU loading standby start
WRR: MM ASAT UIBRHLINS , AR MR DI OB 7 it A& 2 %6 1T ASA.
BICRYIRAE: LR PATAE TR
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311002

311003

311004

312001

313001

313004

31002 [Jjj

EIRIHE: $ASA-6-311002: LU loading standby end
AR IR )4 BUHE B s 1 R IE 225 T ASA.
BIAVIRIE: EFEHATIETEAE

Ei%i‘ﬁ,%: $ASA-6-311003: LU recv thread up
YRR O ASANCEITE AT S .
BILRIRIE: BRI ERAE.

EIRHE: 2ASA-6-311004: LU xmit thread up
WLAA: RS 5 AR 2% FH ASA.
BIRYIRIE: ERPAT MR

gi;iﬁ,%\: $ASA-6-312001: RIP hdr failed from IP address : cmd=string , version=number

domain=string on interface interface name

WA ASAWCE| T Z A TR I S R AR AU ) RIP JHEL,  BEdH BRI RRCAS 5 ANl b 1 1
TURRCA S, JF Hoit d3diae AU 0 AERAE. 55— 6 RIP B RERCEANIERS, Joik5 ASATESS.

BILAIRIE: BRI TR .

’éia':éiﬁ,%\: $ASA-3-313001: Denied ICMP type=number , code=code from IP address on interface

interface name

YRR A HIAT UG i) AU iemp fir I, WSS ANILEC R4 H 2 SRVFSRH I ICMP il (0.4 4k 2
AEEE. RS —NULRCHIAS H ot AR 45 H B 4 HANILIE,  ASAZx 5 ICMP a1/ saatb v L
iemp 4 o AR 2 VAT ping #84E . 45H ping & )5, 7EM 4 EIGIENI 2] ASA. HT)jRE
W FR A W CE (1) ACHE ping.

BIRIHRAE: AR AR B L

ltsltil;i?“ﬁ:%\: $ASA-4-313004:Denied ICMP type=icmp type , from source address on interface

interface name to dest address :no matching session

B asAazsEgzAEEE
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313005

313008

313009

314001
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EAB: ICMP 0340 Ol ASA T3, IX AR ICMP Zhfeit ik 7 22 /Ay, @ 2 A48 ASA
A& 16 1A R B NG SR 1 ICMP [N N2, 55 E4E ASAHP S T4 TCP. UDP 8 ICMP £ if Gk
] ICMP £5i% 0 & o

BIRYIRAE: WAL T34t

gll;&’;ﬁ,%\ %$ASA-4-313005: No matching connection for ICMP error message: icmp msg info on

interface name interface.Original IP payload: embedded frame info icmp msg info = icmp src
src_interface name :src address [([idfw user | FQDN string ], sg info )] dst

dest interface name :dest address |[([idfw user | FODN string ], sg info )] (type icmp type,
code icmp code ) embedded frame info = prot src source address /source port [([idfw user
| FODN string ], sg info )] dst dest address /dest_port [(idfw user |FODN string ), sg_info

]

RBA: T ICMP RV 85 27 ASAT T FTA &R TR, FHIk ASAEE3T ICMP 45 iR
1,

BRYIRAE: WAUEDUAZ 2B, WA U] ACL dE4E 1241 .

gi%;ﬁ:%\: $ASA-3-313008: Denied ICMPv6 type=number , code=code from IP address on interface

interface name

Wtﬁﬁ AV R SR iemp I, WORES —NILRCH 4% H 2 favrac H U ICMPve Hidls (K 4%
SRR P RE —ANILEL A H R 5% H B 46 HANILRC, ASAZ 253 ICMPv6 Hudls (L JF A4 it
ERS

iemp 174 o 804E ﬁﬁﬂ%lﬂﬁkﬁ ping #1E. 251 ping fr 0, TCIELEM S EAINE] ASA. HEINAE
WA “AIHLE HIACHE ping”

BILHIHRAE: MEARR SR B 5L

gl;&iﬁ,%\ $ASA-4-313009: Denied invalid ICMP code icmp-code , for src-ifc :src-address
/src-port (mapped-src-address/mapped-src-port) to dest-ifc :dest-address /dest-port

(mapped-dest-address/mapped-dest-port) [user ], ICMP id icmp-id , ICMP type icmp-type

AR ORI AR A (AEZ) 1R ICMP [BIRY 3 SR/ M 25 H s A0,

BRYIRAE: WAUEREEESE, WEHPITEMTERAE . WAL 2 2050k, WA LUEH] ACL AR
R

HiRiH2: 2ASA-6-314001: Pre-allocated RTSP UDP backconnection for src_intf :src IP to
dst _intf :dst IP /dst port.

B ERASARTIRZREEE
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314002

314003

314004

31002 [

WERA: ASADN IEAE MR S5 2 SO A 1) RTSP %5 )7 BT JT T UDP @44l
s src_intf - Pi¥E 4R
* sre_IP - YEEE I 1P Mtk
* dst_intf - HIPH AR
* dst_IP - H ) IP Hbhik:
* dst_port - H % ]

BILHIERAE: LR RITE T4

gl;&“;ﬁ,%\ $ASA-6-314002: RTSP failed to allocate UDP media connection from src intf :src IP
to dst_intf :dst IP /dst port : reason string.

AR ASATCIA N IARIEIEST TR L.
* src_intf - P AR
* sre_IP - Y51 1P Hihik
* dst_intf - H 13 44K
* dst_IP - H) IP Mokt
* dst_port - H If1¥5
* reason_string - 1 L L &AFAE/ AR SN

B EYRAE: JRURENNT, 12T show memory ir 2R & X RN AE, BUIZAT show conn iy 24 25 H
WERE, TR ASAWAFA AL

gll;&’;ﬁ,%\ %$ASA-6-314003: Dropped RTSP traffic from src intf :src ipdue to: reason.

WiRA: RTSP iH G S 7] BC B RTSP 22 45k, A4 AT e e A0 35 DR B i 1S Rl A FR 2 i
H, B S KR T I K SEVF IR URL.

o sre_intf - PR 2K
* src_IP - Y5451 1P ik
* reason - J5 R A] g2 AR AE 2 — T

- 20 E AN 0 2] 1024 DR B it 11 Y0 1R A By v A0 A i 1
- url length 75 [*) URL K58 H 55 KT url length limit 7754

EIAIRIE: A RTSP %) i A A4 R I 2 A M IO 8o i sk (1) URL J& A,
PLTE RTSP Sl i o Fi5 72 52 K[ URL kf;rﬁﬁﬂﬂ%ﬁﬁz%%ﬁw&o

EiRJEE: sASA-6-314004: RTSP client src intf:src IP accessed RTSP URL RTSP URL

1 BA: RTSP % )7 i 2235 3] RTSP R 45-4% .
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* sre_intf - PRI AR
* src_IP - JEHE 1 1P ikt
* RTSP URL - RTSP Jl#%5 %% URL

BIRYIRAE: WAL fT3RAT

gﬁ%;ﬁfﬁ: $ASA-6-314005: RTSP client src intf:src IP denied access to URL RTSP URL.
ERA: RTSP )" 5 221Uy ) 28 1 )38 A
o src_intf - PHE 1A FR
* src IP - JEHE 0 1P Mk
* RTSP_URL - RTSP fli45 %% URL

BIRIIRAE: KBTI AT .

%E%iﬁf%: $ASA-6-314006: RTSP client src intf:src IP exceeds configured rate limit of rate

for request method messages.
WRA: P RTSP il Ry SR T RTSP KRB AC K502 B o
o src_intf - PHE 4 FR
o src_IP - YFFE 1 1P itk
* rate - it B AR R
* request_method - 5K K2R A

BIWBYIRAE AT i AR RS SE RTSP 18 K3 RO AT A8 H T A0 )

%E%iﬁﬁé: %ASA-3-315004: Fail to establish SSH session because RSA host key retrieval failed.

WEAH: ASA FRANFE| RSA THUHH, Mg SSH &1 B #i% %48, ASA THLE P n] fE A7
1E, XAERNRG AL R ASA THEY], 53034 1 ASA I AEA L iF DES o 3DES % .

BIBYIRIE: 76 ASA ¥ EH, Hi show crypto key mypubkey rsa 7iv4 LAIGAIE RSA THLS 8 2
TAFAE . WR EHUEPARAAE, & ¥\ show version i 2 LU IE /275 fLUF DES 58 3DES. 41 B A7 4
RSA THLEH], WEHEB)A5) SSH ik . EA K RSA EHLHY], 15 crypto key mypubkey rsa fiy

4

gﬁ%iﬁfﬁ: $ASA-6-315011: SSH session from IP address on interface interface name for user

user disconnected by SSH server, reason: reason
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315011 ]

WEAR: SSH &G 45K, WdH i quit 5 exit, RAS WK terminated normally %8 . H /74
LETCR A G B, (HAEE %4 kAL E T no logging hide username iy & I F7x o 40 R 4% i T HiAth
SRR, WISCARSHRFAN R . R T S bW g8l ge s Al

3 37: SSH i Fr E#ZHI R H

TR

MARFHE 15t AR BRAE
Bad checkbytes (12557 |75 SSH % FHAC i), 7EALI -7 | BB /53 SSH 231

HORLIN £ T ANV BRSO o

CRC check failed (CRC
TRE 56 R MO

B e Bl A CRCE S
Hi A R AN CRC AL AL 4L
Pt i

TP T EATERAE . S v BT8R
71, WEEH SR TAC.

Decryption failure (fif#
2RI

7E SSH # A #dilH], SSH & iEF%
BRI R

iy RSA EHLEY], K5 EiK.

Formaterror (%045 7)

75 SSH FRAAZ ], W 2R il
FRAH o

K SSH %)™ diiy, R IR S
(RIRRAS o

Internal error (P #B4E
)

e A ASA _E 1 SSH N EB4E
PR, BHETHEATE ASA i N RSA
FAHEEIER R RSA %4

7E ASA ¥l 5 . Hi\ show crypto
key mypubkey rsa 4 LUK IF RSA

EHEP B WRENEHA
A4E, 1%\ show version iy % DA%
UF /275 o DES 8 3DES. WIHAETE
RSA EHUEH, HHEFE3) SSH &
Whe ZEA L RSA EWLEH, WHHIA
YN

RARTERO

crypto key mypubkey rsa 17 < o
Invalid cipher type (14 | SSH % 7 i if K A2 SCRE B S . | % A\ show version 775, LARfE V1]

UESCRPRLEIRE, X5 JORTAL & SSH
25 i LA S RF R b

Invalid message length

GHERELRD

FIi5 ASA ¥ SSH V4 B\ EE
262144 FATEAE 4096 F.
PE AT RE PR

Tt PATAEAT AT

Invalid message type (JH
IS V@)

ASA W EHE SSH N R, 3E A%
SCHRFERANTT EL ) SSH O L.

R XTSRS Ry SSH 2% 7 dity o Ul

FESCHE SSHvI % ) o, HIH

SRAEAE, 1HAE ASA HATEE RIS
i N debug ssh 74, FEHIRR
HE. REERILE TAC,

Out of memory (NAEA
)

M ASA TCVESrEC N AE CAE SSH AR
S2e A IR, B ASA AT RE T4k
PR RN, ARSIt

=]

JON o

T EEH a8 SSH £ i
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MARFHE 15t AR BRAE
Rejected by server (U | 17 A BGAIE K IMC SR A B8 Uk H 7 4 F R
i & ez EEALD)
Resetby client (4% | SSH % 1 ikt Tt PATAEAT 4
i 7D SSH MSG DISCONNECT 4 &%
4 ASA.

status code: CIRZEAR H P GH T SSH % Pt H (7 | Bl PITAEERAE . @O P IR IR
fid: ) hex (hex) Windows FIZ4T) , MAZLE SSH | 55 o, A R HIE H o
85 RN quit BY exito

Terminated by operator | 4 5175 ASA i & AN T ssh | L PATAEMTHRAE
GRAERZIET 215 | disconnect 74 A2 11 SSH 431 .

Time-out activated GBI | H1J- ) T ssh timeout &4 % (1 | BB /A 8l SSHIERL . & mT LMIEH] ssh
T FREEN ), SSH 231G timeout fir &4 JEE N A2, HBRAE
5 op Bl T DI B K A2 60
I35l

BIRYIRAE: TR fT3RAT .

g'll?:&’;ﬁ.%\ $ASA-3-315012: Weak SSH type (alg) provided from client IP address on interface
Int. Connection failed.Not FIPS 140-2 compliant.

1BA: 7F FIPS 140-2 AEREFEA, A FIPS /5, L AE# [ aes128-cbe BY aes256-cbe 1 g 2L 314
SHA1 15 MAC, LUS3) SSH i&#:. A [ B3z (%5 MAC i, RSkt R HE. W
WRAEH] FIPS #i:0, R ASERIEARGHE.

* type - FE i MAC

* alg - NA[HEZ #0588 MAC {44 FR

* IP_address - % ] ufiff) IP Huhk:

*int - &) SRR R
BIHTIRIE: SO TR ML B MAC

%E%iﬁﬁ?: SASA-6-315013: SSH session from <SSH client address> on interface <interface name>

for user “<user name>" rekeyed successfully.

WAR: LRSI HERR, TR SSH %R . 1K il AR 2k .
* SSH client _address - 7% /7 ¥ ) 1P Hiuhk
* interface_name - & F i R IE R
* user_name - SIZ UG CHLH 1 4
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316001

316002

317001

317002

316001 [Jj
BILHIRIE: T

%E%iﬁf%: $ASA-3-316001: Denied new tunnel to IP address .VPN peer limit

(platform vpn peer limit) exceeded

YRR WU 2N £ ST VPN B#iE (ISAKMP/IPsec) B 1 & VPN A5k S Fr i L, )
RO B RE I 2 Pk

BIRIERIE: Ll PATTATERAE.

gﬁ%;ﬁf@: $ASA-3-316002: VPN Handle error: protocol=protocol , src in if num :src addr ,
dst out if num :dst addr

WRA: HT VPN S CAAAE, Ik ASATEILBIE VPN A,

* protocol - VPN it

* in_if num - VPN i 82 5L

* src_addr - VPN {5 1P Hihik

* out_if num - VPN Ji[F)H 142 115

* dst_addr - VPN Jiff1 H (1) 1P Hhhk
BICRYIRAE:  IEH BRI AT R IR R (O, AR B, JF HAE T VPN ] K
AT, DU AT eSS R AR AT b . SN LU dr R 25, IFICR AR TAC 1 — 2P

A% ) -

capture

name

type asp-drop vpn-handle-error

show asp table classify crypto detail
show asp table vpn-context

%E%iﬁﬁé: $ASA-3-317001: No memory available for limit slow
AR TSR AGHRAE DR I AE AN L T R IK
BIWEIRIE: DI RGES), AWMFERAAE T K WRAARRIORAE,  WITH 3 S RN ARG .

HiRiH S : %ASA-3-317002: Bad path index of number for IP address , number max
WLRR: KA T AR
BWRGIRAE: WM IR, WTHCR ISR TAC.
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B 300

317003

g’l;&iﬁ.%\ $ASA-3-317003: IP routing table creation failure - reason
YRR RART BRI ET R, BEAS TR IP % e R A
BICRYIRAE: MR B S R, IR RS 45 R TAC.

317004
2R B $ASA-3-317004: IP routing table limit warning
YRR : R TP A b e A BTG A B
BEICHYIRAE: DR b s i, BT R

317005

gll;&’;ﬁ,%\ $ASA-3-317005: IP routing table limit exceeded - reason , IP address netmask
YRR SR N2 iR .
BWBIIRAE: p bR R R, ST B

gi;iﬁ,%\: $ASA-3-317006: Pdb index error pdb , pdb index , pdb type
LBA: PDB %5 G

* pdb - AT, PDB R34 IR AR5
* pdb_index - PDB & 5| FrilifF
* pdb_type - PDB ‘& 5] 45357

BANRYIRAE: AR BRI A A, W2 I £ BUR S8 H A 1 S IR SR R A R S, SRS R
AU TAC, IR BITICERIIfE R .

317007

giﬁ%‘;‘ﬁ%\: $ASA-6-317007: Added route type route dest address netmask via gateway address
[distance /metric ] on interface name route type

WEBR:  CIn) B R RS OB %

¢ f B

C- LEH:, S-#4&, I-IGRP, R-RIP, M- #3)

B - BGP, D - EIGRP, EX - EIGRP 4, O - OSPF
IA - OSPF HH][X 5, N1 - OSPF NSSA #hi2k7 |

N2 - OSPF NSSA 4Mii2E%! 2, El - OSPF AR 1
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317008 [Jjj

E2 - OSPF 42k 2, E - EGP, i-IS-IS, L1 -IS-IS 251
L2 -1S-1S 2451 2, ia - IS-IS F[H] X Jik

* dest_address - W% HH ¥ H 199 2%

* netmask - H ] P9 2% 1 9 2% HE AL

* gateway_address - 3EN H 1) 19 46 Bt FH 1) 9 G il
* distance - ML 1R B RE 2

* metric - W% ) BE 5L

* Interface_name - F T~ FH & 1) 19 28652 11 1R 44 FR

BRYIRIE: CRHIT AT ERAT .

317008

gi%;ﬁ:%\: $ASA-6-317008: Deleted route type route dest address netmask via gateway address

[distance /metric ] on interface name route type

WERA: TR RN BB % i

6 p B

C- Ci&EH:, S-#4, 1-IGRP, R-RIP, M- 3

B - BGP, D - EIGRP, EX - EIGRP 4N, O - OSPF

IA - OSPF HiH][X 15, N1 - OSPF NSSA #hi2k7 1

N2 - OSPF NSSA 4MiiZE2 2, El - OSPF MR 1

E2 - OSPF 4Nk 2, E - EGP, i-IS-IS, LI -IS-IS 41
L2 - IS-IS #¢)] 2, ia - IS-IS H[a] [X 42k

* dest_address - W% 14 H 199 2%

* netmask - [ 1¥] /9 25 1) 14 28 HE B

* gateway_address - 3\ H 181 W 25 T4 FH 1) 194 DG sk
* distance - ML 1R B IE 29

* metric - i ) &

* Interface_name - 1T~ FHLGE (1) I 26422 11 () 24 7K

BIRYIRAE: KRR

giﬁ%i‘ﬁ%\: $ASA-3-317012: Interface IP route counter negative - nameif-string-value
WERR: FROREE L O S
* nameif-string-value - i nameif iy 45 F3: 10 2 FR

BILHIERAE: LR RITETAT.
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gl;&iﬁ,%\ $ASA-3-318001: Internal error: reason
WERR: RAET WA . T B RN R IK.
BEARYRAE: IR IER I R, IR IR 45 R TAC.

Ei%i‘ﬁ',%: $ASA-3-318002: Flagged as being an ABR without a backbone area
WERR: I HH A DO bR IC A X I S s HORAE B e 28 v G B Xl S B R B R — IR
EiEYR4E: ¥ )H3) OSPF HEfE.

gll;&’;ﬁ,%\ $ASA-3-318003: Reached unknow n state in neighbor state machine
YRR KA T TR R . i RRE LA R — I
BCRYIRAE: MR IER S R, IR RS 45 R TAC.

g"li’:'&iﬁ:%\: $ASA-3-318004: area string lsid IP address mask netmask adv IP address type number
WERA: OSPF MEFRLE A $RAE B AT 5 I I8 21 ) 8, 3X n] e 3 20 A7
BALAYIRAE: W BU R A, TR IR TAC,

g’l%?ﬁ%\ $ASA-3-318005: 1sid ip address adv IP address type number gateway gateway address

metric number network IP address mask netmask protocol hex attr hex net-metric number
A OSPF KIL T HHUEFE TP it IR Z MAFAE A5
BRGIRIE: MR AT AE, UEICRIER TAC,

gl;&iﬁ,%\ $ASA-3-318006: 1if interface name if state number
WER: KA T NEETIR.
ENRYRAE: IR IERE IR, IR IR 45 R TAC.
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318007 [

318007

%E%iﬁﬁ?: $ASA-3-318007: OSPF is enabled on interface name during idb initialization
WA KRR T BT R
BICRYIRAE: MR B S R, IR RS 45 R TAC.

318008

%E%iﬁﬁa: $ASA-3-318008: OSPF process number is changing router-id. Reconfigure virtual

link neighbors with our new router-id
WLBA: IEAEEE OSPF #ERY, JRRFIEFEH M tds ID. BB QI AT RESDL S %
BWBOIRAE: A AR AR fa L AU R IO, USRI

318009

gﬁ%iﬁfﬁ: %$ASA-3-318009: OSPF: Attempted reference of stale data encountered in function ,

line: Iine num

WAA: OSPFIEAEIZAT HCL o2l | HIARAL B MR (K S LEAT O ER S5 A0 o 375 R LRIt ey 4 P )
RES %I . (H2, WERMBIEE R, DRy G 80 BB 4k, I 200t
BEAT I

- function - CHEUCRESNIEII T A
« line_num - RIS T (AT 45 5

BIRYIRAE: WRAERAEAE, IR DR TAC.

318101
EiRHE: %ASA-3-318101: Internal error: REASON
YRR AR T AR R
* REASON - A (V4 st [A]
BILBIRIE: BRI ERAE.

318102

%E%iﬁﬁé: $ASA-3-318102: Flagged as being an ABR without a backbone area
WERR: % s Dl bRIc o DXL Sl 28 (ABR) HURAEB% i s HHC B 32T X
BIBIHRAIE: FH 0 3h OSPF BEfE.

| B asAazsEgzAEEE
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318105

318106

318107
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g’l;&“;ﬁ.%\ $ASA-3-318103: Reached unknown state in neighbor state machine
YRR KA T NERARAT AT R
BIHRAE: R PATETERAE

EIRiHE: %ASA-3-318104: DB already exist: area AREA ID STR 1lsid i adv i type 0x x
WBA: OSPF 7E &4k LSA & F| i), X n]fig T BN A7 Mt -
* AREA ID STR - /R X I8 (1) 775 e
i - HHUE
x - BEHUE )/ B R

BIRYIRAE: KRR

gli":é?lé],%\ $ASA-3-318105: 1lsid i adv i type Ox x gateway 1 metric d network I mask i protocol
#x attr #x net-metric d

WAA: OSPF UL 7 HHE AL P B iR Z A fE fEA— 5L

< i- BHUE
x - BN BERI R
cd- i

BILAIRIE: BRI TAEATERAE .

EiRHE: $ASA-3-318106: if IF NAME if state d
YRR KR T B IR

* [F_NAME - Z 582 (1 44 5K

«d- 95

BIHIERAE: LR RATETRA.

Hi%i;H/2: 3ASA-3-318107: OSPF is enabled on IF NAME during idb initialization
WA KA T AR
* [F_NAME - 2 545 1 1) 24 F5
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318108

318109

318110

318111

318112

318108 [Jj
BILHIERAE: LR RATETAT.

%E%iﬁf%: %ASA-3-318108: OSPF process d is changing router-id. Reconfigure virtual link

neighbors with our new router-id

WAA: IEFEEE OSPF BERE, IR IEHEHTIKIEE thas ID, X250 Ty RESURERK o LA ke 100 B B2 T
IEH AR, S SO A R B AT i) R AU B R C

o d- R ID g5
EAVIRIE: T R B AR i L R U R, DL I e 2% 1D

HIZ R $ASA-3-318109: OSPFv3 has received an unexpected message: Ox / 0x
RA: OSPFv3 CLL R EANERE I -

o x - BB TN EERIZR R
BIBIRIE: BT PATATATERAE .

%E%iﬁf?: $ASA-3-318110: Invalid encrypted key s .
AR R E N P IR
o 5 - BRIP4 H

EAIRIE: JBE W SCEYI I service password-encryption iy 2 HEAT NS, BA (R 4R E N ]
B WIS HT, W RGEAE RS E R R

%E%iﬁﬁ?: $ASA-3-318111: SPI u is already in use with ospf process d
YERR: el Jenid I ) SPIL.

s u- % SPI 45
o d- TR ID MRS
i AIRE: kAR SPI.

%E%iﬁf%: %ASA-3-318112: SPI u is already in use by a process other than ospf process d .

WRR: Ol S HY L i) SPL
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318116
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e u- &7~ SPI %
o d - FoRHERE ID (M9

I RYIRIE: S ILAh SPI. %\ show crypto ipv6 ipsec sa i & £ & [FAEAH 1K) SPI %1 3% .

258 $ASA-3-318113: s s is already configured with SPI u .
YRR sl T SE T I 1 SPI,

o s - RN LA

* u - LR SPL 4
BEIRYIRIE: pSCHUNALE SPL, kR SPI.

EIRIHE: $ASA-3-318114: The key length used with SPI u is not valid
WA KA.
* u- Fox SPI %S

B RYIRIE: EFEAT AT [Psec %457 1Psec BF {3 0 iE 25 A0 IR B 02004 32 /N (MDS) 57 40 4™ (SHA-1)
R WA it 2N

’éia':éiﬁ,%\: $ASA-3-318115: s error occured when attempting to create an IPsec policy for SPI

AR R4 IPsec API (#HB) 4%,
5 - RN RI LT E
* u- Fon SPI (4w 5

BIBYIRIE: LHPITATA AR

IR R 2asa-3-318116: SPT u A ospf HfE d .
WA LI AL E AN T OSPFV3 1) SPI.

* u- %R SPI %5
* d - Kop iR 1D (M55

BIAUIRIE: f A show 2 F OSPFv3 {# F ) SPI.
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318117

318118

318119

318120

318121

318117 [

EimHE: $ASA-3-318117: The policy for SPI u could not be removed because it is in use.
WA O ulMER I TR s SPI BUSRNE, [H 22 4R P UCORAEAT ] L BRI

* u - %R SPL %5
BILBIRIE: LH AT

giﬁ%i‘ﬁ%\: $ASA-3-318118: s error occured when attemtping to remove the IPsec policy with
SPI u

AR: R4 IPsec API (#HB) 4%,
o 5 - RONTREHR T FR
* u- 37~ SPI 9w S

BIBYRIE: EHPATIEAHEAE.

gll;&’;ﬁ,%\ $ASA-3-318119: Unable to close secure socket with SPI u on interface s

AR: R4 IPsec API (#HB) 4%,

 u- 45 SP 9% 5
o 5 - FRR R 074 o
RBIRIE: TR AT (E TR 1

gl%iﬁ:% $ASA-3-318120: OSPFv3 was unable to register with IPsec
WA KA T ATBAT IR
BILBIRAIE: LR PATAE TR

HIRIE B $ASA-3-318121: IPsec reported a GENERAL ERROR: message s , count d
YERR: RE T NTRER R

o s - FoRTRE N B AT

o d - FORPTAEROH B S BUBCT
BWBIRIE: BT PATAE TR
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B ez

318122

%ﬁ%iﬁﬁ%: $ASA-3-318122: IPsec sent a s message s to OSPFv3 for interface s .Recovery attempt
d

WA KRBT WERER . REIEAASOAEPITIT L 2Ry IR IRE
o s - RORFRE T BRI B DA
o d - AR 2 B AUy

BILRIRAE: ERRATE TR

318123

HiRHE: 2ASA-3-318123: IPsec sent a s message s to OSPFv3 for interface IF NAME .Recovery
aborted

YRR KA T BRI, OB E I E SRR
o 5 - FoRARE N BT
* IF_ NAME - 5 &#%:1

BIRYIRAE: KBTI T34

318125

HIRiHS: %ASA-3-318125: Init failed for interface IF NAME
AR AR R T RE A S R 4

o R IERR I DS IEAE RIS o
© JOVE B B v
o TCiE A i A G AR Hda e

BIAIRIE: MMBRPIG I DI E a2, AR5 T

318126

%E%iﬁﬁé: $ASA-3-318126: Interface IF NAME is attached to more than one area

VAR % O T D pTE R X IR 2 A X sk i 1 2 L
* [F_NAME - $55€ 8110
EIAIRIE: R AT

318127

H 0 e Eg o X .
aEE:ﬁn»: $ASA-3-318127: Could not allocate or find the neighbor

YRR AR T ATRAT IR

BRI ASA RIIRGHEHE
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319001

319002

319003

319004

319001 [Jjj

BRI KHRPATAENTIRAE

gl;&;ﬁ,%\ $ASA-3-319001: Acknowledge for arp update for IP address dest address not received

(number ) .
AR T ASA %, ASA 1) ARP R 2 T WA

BAAYIRIE: CRHITAEATERAE . SR SRR . A& ASA IR 038, IFi ORAE (8 HTI AVE
AT -

gi%;ﬁ:%\: $ASA-3-319002: Acknowledge for route update for IP address dest address not

received (number ).
YRR T ASA T#L, ASA K AR T NIRE .

BNEYIRIE: TR HATALATERAE . BB S URRIIN 1. K07 ASAHT- B 008k, IFafl CRAE (8 T AV
A RE T -

gll;&’;ﬁ.%\ %ASA-3-319003: Arp update for IP address address to NPn failed.

WiRH: 4 ARP 4% HLAUTHTIN, RGros ) P45 Ab B 2% (NP) A% B LASEHT A6 ARP Ko 1 SRA% AR
Bl BN A7 R B S DU A B R O, R W] RE R4 NP AL B F A il B
BILAYIRIE: 0UE ARP R O WK ARP ROKG, 1 E%E CPU IR MR ERE, Wax
BEHI a2 CPU A A KR AR AP ERMUR 2, WIS TR IEH I, R E
IEHIETT.

giﬁ%i‘ﬁ%\: $ASA-3-319004: Route update for IP address dest address failed (number ).
YERR: T RGULE, ASA P AR T R ED .

BWHIRIE: TR HATALATERAE . SR S URRIIN 1. R RGP A8, IR IR AE AL T I A
A RE ) -

ID 41+ 320001 ZI| 342008 < (8] AY:H =

AL 1D /T 320001 2 342008 22 8] (1914 B
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321002
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g’l;&“;ﬁ.%\ $ASA-3-320001: The subject name of the peer cert is not allowed for connection

WLAA: 4 ASAJE Easy VPN GRE B 25 8RS A, AHAEMAGIE 4075 5 ca verifycertdn iy 24 H AL
FCIAE & 48R ATREARAE T IR N TG, A3 Dhataon] 4544 1P Htik i 2 80K 11 ASA VPN 3%
.

BIRYIRAE: KRR fTIRAE

RS 9ASA-5-321001: Resource varl limit of var2 reached.
R A RIFTHR SR L B P YA s B B
BRI LHPITATA AR

gl;&“;ﬁ,%\ $ASA-5-321002: Resource varl rate limit of var2 reached.
YRR CLIA R P s B U e JC B A FH sl R
BIERAE: R PAT TR

gi%;ﬁ:%\: $ASA-6-321003: Resource varl log level of var2 reached.
YRR CLIA R Irdi s EUR IR0 S eIl H sl sk g0 .
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ $ASA-6-321004: Resource varl rate log level of var2 reached
LA AR e R TR R C L T UL H B B AR il sk P00 .
BICRYIRAE: LR PATAE R4

gi%?nﬁ,%\: $ASA-2-321005: System CPU utilization reached utilization $%
YLBA: ARG CPU IR Tk H] 95% b b, 1y HAX R CFFEk 5 708
* utilization % - *1ii CPU {f & 11 43 Lk
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321006

321007

322001

322002

321006 [Jj

BINAYIRAE A A BB I L, AT DU . an SR R B, TR 7 show cpu iy & [
HIFRHIE CPU A&, Wi AT R ad v, 15 ICAR JUA} TAC,

%E%iﬁﬁ?: $ASA-2-321006: System memory usage reached utilization $
WA RGENAFAE T HRIL S 80% s LA L, 1y HLIXFM G I CLRF4E 5 7.
* utilization % - 41 WAFAEFHZ 1 40 b

I BYERIE: Wit Eoe L, W nr L2 . W Ry AR L, TE K 2Y show memory i 4
F% IR IGAE N A R . R R E, IEECR IR TAC,

gﬁ%iﬁfﬁ: $ASA-3-321007: System is low on free memory blocks of size block size (free blocks
CNT out of max blocks MAX)

WRR: RETHNAAIRAL . WAFPFER MRS T80 .
* block_size - WATHLR/N (11 4. 1550, 8192)

* firee_blocks - 7SN &, i show blocks iy 2 J5 il 7E CNT 4| & &
* max_blocks - 2%V UL LB B KA, 8] show blocks iy % )7 1T 7E MAX JI| &5 &

EILBYERIE: i show blocks 174, FEITHR/mE /NI 1) CNT Z1rh,  ISds S R, Wil
CNT MR A, K I TR A, W) ASATT HE T ik 23l 21 7 H A 75 Sy N Y A 11 ) J

gﬁ%iﬁfﬁ: $ASA-3-322001: Deny MAC address MAC address, possible spoof attempt on interface

interface

AR ASAMFRERE D BB MAC sk 3] 1T #dis £, 1sz§&17§ I MAC ik 580 &
HAb B FR S . R ATRERE KA T MAC B Bl ol fid B 4%

BRYHRAE: R AN E RIS S5, A HOE A BN R R

%E%iﬁﬁ%: $ASA-3-322002: ARP inspection check failed for arp {request|response} received
from host MAC_address on interface interface .This host is advertising MAC Address

MAC address 1 for IP Address IP address , which is {staticallyl|dynamically} bound to MAC
Address MAC address 2 .

WERR: 9 S H ARP KA, JUFEES ASARL Kk ARP ¥l 1y, SEBIHe S A Ho £ Hh i a5 11
BT ARP 4% H & 575 A5 AN B BB A SREN K IP-MAC HihbZ8E . B A e, W) ARP A il A He
23R ARP B A0 T A O B o 38 O R R 0 1 R DR AT RESE 4% b R AR T ARP R B B B
TR (IP MAC 455D
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BBIRAE: WA R BB, WAL ACL #5486 THL. WA 2R N ECE TR 1SR
JE o

gl%iﬁ,%\ $ASA-3-322003:ARP inspection check failed for arp {request|response} received
from host MAC address on interface interface .This host is advertising MAC Address
MAC address 1 for IP Address IP address , which is not bound to any MAC Address.

YRR WURJA ] ARP AGIIELLL, WILEES ASAE ARP i to 2 iy, RHeos i o ot 40 b o 1)
B ARP 7% H 2 S A7 Gt aS e B 1Y IP-MAC il g05E . WERA ARG, ) ARP Rl BB 2 57 ARP
Ha e IF A B o X XA DU SR A AT RERE R4 b R T ARP IR B A0 o G B E 2L (TPMAC
HE) o

BIWRIRAE: WEIREDINRZPNHGL, WRTEME ACL #548 EHL. WA BB AL, 1EIIESS
SE o

%E%iﬁﬁé: $ASA-6-322004: No management IP address configured for transparent firewall.Dropping
protocol protocol packet from interface in :source address /source port to interface out

:dest _address /dest port
VR I TRATAE WU P IR B 1P sk, Dt ASAZST T HU .
* protocol - P74 H BRAE
* interface_in - §ii \3% 0 4 Fx
* source_address - Z (0 (15 1P Huhilk
* source_port - £4 4 ¥ 5 v 11
* interface_out - %y H 2 0 A K
* dest_address - Z095 G H (1) 1P Hidik
* dest_port - s 011 H ¥ %5 1
EIAOIRIE: A EE 1P MbhE RIS (A R A

gﬁ%iﬁfﬁ: $ASA-3-323001: Module module id experienced a control channel communications

failure.
$ASA-3-323001: Module in slot slot num experienced a control channel communications failure.
WiRA: ASATCVAIEEEHIEIE Y (EFREMM ) R IBIIA T .

* module_id - Xf T A IR B, S HIRE IS BRA TR

* slot_num - X TAECFAR SR, SR A B ARG . S0 0 ROR RGN, 1Al 1 K
IR R R R R

BRYIRAE: WORRERAF AL, HIAR DR TAC.
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323002

323003

323004

323005

323002 [

%E%iﬁﬁ?: $ASA-3-323002: Module module id is not able to shut down, shut down request not

answered.

$ASA-3-323002: Module in slot slot num 1is not able to shut down, shut down request not

answered.
YRR : T2 AR AR OGP I SRAE L Wi Y

* module_id - X FHAFIRGF B, B HIRE ISR A R
* slot_num - X TAREPFARSS AL,  SESHCR A s (Al . Skl 0 Ron RS, ikl 1 R
AN R P R AR B

BRYIRAE: WRA RS A, IR DR TAC.

gﬁ%;ﬁfﬁ: $ASA-3-323003: Module module id is not able to reload, reload request not answered.

$ASA-3-323003: Module in slot slotnum is not able to reload, reload request not answered.
WLRA: JIT 2R AR R AR T B N 48007 SR A HA i B

* module_id - XF T ARSI, SHER E 5B AR
* slot_num - X TAEPERSREER, SR A E SR iR . SRR 0 FoR RGTTMN, iRl 1 3%
IR R R 2R R

BIAYIRIE: Wi AR, TR AR TAC,

gﬁ%iﬁfﬁ: %ASA-3-323004: Module string one failed to write software newver (currently ver

), reason .Hw-module reset is required before further use.
YRR MERCRIGVEHE R AT IRAS, IR 2 MRS . BT AE IS, i A T T

* string one - $i5 & MBI IF) SCA AT Hr

* >newver - A I E AT RAF P RRA S (B, 1.0(1)0)

* >ver - P EHAFR AR IRA S (N, 1.0(1)0)

* >reason - FRATCIE G NI JGUA . >reason [1)T] BefHALFE:

- HNRI
- RGN R I
BAWBYIRAE A BT TE I R, WITGVEE ] . R R R R AL, TR R TAC.

%E%iﬁﬁ?: % ASA-3-323005: Module module id can not be started completely

$ASA-3-323005: Module in slot slot num cannot be started completely
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WA IR R ZETCIE S R A B . ZBHUR IR FFIEINCIRAS, LRI OLAT AR . Bk
AR5 A4 ARG T 3 X R 0 R e R A

* module_id - X FHAFAR AL, IS HRE SR LK

* slot_num - X TAEPFAR S REE, SR E 5 BRI 5
BIAIRIE: BURZBIE T Lo i AR PR B2 L AEATIRA LED & 5ot . Hfise 4
NGRS, ASATRET 270 BRI 1) 4 BE UM HYIZAL B 75 L AR IHIE TR O 4

N Fikt 548 H sw-module module service-module-name reset 174 5% hw-module module slotnum reset
WA EE G, RPN E, TR EE TAC.

%E%iﬁﬁ%: %ASA-1-323006: Module ips experienced a data channel communication failure, data
channel is DOWN.

WAR: CORAEFURIEIEE S ks, JF H ASATCIRM R EH KBRS 1 HA BUE I ASA
RAERBREIN S B i 2 B DA o BRI S T OGS IE R 3% B IR A5 AR PR I B R R A T R
B T R o S AR G P SR o A MRS B L R IR S EUR GBI S RS i
(R FF) AS AT~ Tt BRI A 1) A, e 2B b v B o

BIIRIE: ST RIERS B (1 IPS) , i sw-module module ips recover iy 2Pk &AL .
SRR MRS, W R B T SSM T B InAR ek E S, JF HAHN I RS HEHEE
505010 7 SSM MK IZATIRAS G A HIL, W8 A hw-module module 1 reset iy % FE L

gﬁ%iﬁfﬁ: $ASA-3-323007: Module in slot slot experienced a firware failure and the recovery

is in progress.

AR %354T 4GE-SSM 1 ASAME R T I v, ARJGFHT 80, Kk, 4GE SSM n] fefE Jo i Mtk
A THBAHL. ASACAINE] 4GE SSM 4+ TNk A:, FFHB)E S 4GE SSM.

BIRIRAE: LR RATE T34

gﬁ%iﬁfﬁ: $ASA-3-324000: Drop GTPv version message msg type from source interface

:source address /source port to dest interface:dest address/dest port Reason: reason
WERR: IEAEAC BRI ER AN AL reason ZZ B FTIR I G LIRS 57
BIRIHERIE: LRI ATERAE.

%E%iﬁﬁé: $ASA-3-324001: GTPv0 packet parsing error from source interface :source address

/source port to dest interface :dest address /dest port , TID: tid value , Reason: reason

YRR ACPEECE A . AT RE S DL SR P
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324002

324003

324004

324002 [

DA TE B2k
o T IE ANIEH
o IE WP AS IE A
* TR TR
* A%k [E A IEHf
* J&&% TEID

* RHENIE
o KT PR R
« RHNH GTP M E..

* KR

s BIRHEHE

« 2 TID

o N SCHFFIIRRA
BIEIRME: WAE S R R, LA . WA BRI R, R IR 2 n] BE T H T
G sh, IEAERANAREA R AR,

gl;&iﬁ,%\ $ASA-3-324002: No PDP[MCB] exists to process GTPv0 msg type from source interface

:source address /source port to dest interface :dest address /dest port , TID: tid value

AR BV SR s B 321100, BN A ECES R, WNZTE BGRB8 1 R B
PDP 5. &0, BIIIAS BoRig B 3211000 X FRUAS 0, %34 B n Tk s FAH MV (1K) PDP 1 5.
SFFRRAS 1, G0 Sy BT SR e 324001, W36 b FRECH AL s A, BE s k.

BEROIRAE: W R AT ARATAE, 1 R A1 2 A AL PDP A S R S B A0 1 SR A

’éia':éiﬁ,%\: $ASA-3-324003: No matching request to process GTPv version msg type from

source interface:source address/source port to source interface:dest address/dest port
TELRR: WA i N 1R A B BT DRI 3K, AR LA E— 2D AR 3

BWRIIRAE: AR E WIS R, AT DA . (HI R WO R, R R 2 n] 5E LA T
Wikiiw g, EAERANRIEA R .

gl;&‘;ﬁ.% $ASA-3-324004: GTP packet with version%d from source interface :source address

/source port to dest interface :dest address /dest port is not supported

iR IEAEARER N A G A RRCAS AN 0 SCRF IR ARAS 0 B8 1o UERAT BV A RRCAS 5 A2 A Bk ) O HLAR
AW WARER AT, RIS 20 v] fE O T B0l s, IEAE R ANAOEA REHR AL

BIRIIRAE: KW ATAE TR
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%E%iﬁﬁ?: $ASA-3-324005: Unable to create tunnel from source interface :source address

/source port to dest interface :dest address /dest port
AR SO A i O F G B BRI I Hi
BRI WAUE L, TR WERAH R I, WIHCRIEF} TAC.

BiRiEE: 3ASA-3-324006:GSN IP address tunnel limit tunnel limit exceeded, PDP Context TID
tid failed

WERA: RIAIE K GPRS SCRF Y il B e VF R I i KBS ISR, IR SR A QIR REIE .
B AR R 7 N B A R o P g L TR T B

%E%iﬁﬁé: %$ASA-3-324007: Unable to create GTP connection for response from source address
/0 to dest address /dest port

WRA: 22300 ) — MRS GPRS SCHFY AUER I ¢ GPRS SCRFY ALy B iSCE s 5 o ) g B )

o

BIAIRIE: A E, TIRCRIERQIEER K S A R B RAAE, WIRARIEARL TAC,

%E%iﬁﬁ%: $ASA-3-324008: No PDP exists to update the data sgsn [ggsn] PDPMCB Info REID:
teid value , Request TEID; teid value , Local GSN: IPaddress (VPIfNum ), Remove GSN: IPaddress
(VPIfNum )

YRR 7R s FIcE] GTP HA 71 5 LA £d sgsn/ggsn PDPMCB 155 /& 581 PDP i, Hi-T AR fE
T2 e Ll ik B D AR B2 R 1Y) PDP S8 B, PRI #RAS 2] PDP.

BRI WRIGH S I BL, AT . W R R H L, SR AR TAC.

%E%iﬁﬁé: %$ASA-3-324300: Radius Accounting Request from from addr has an incorrect request

authenticator

WAR: b BN EICEHYS, AANZEPIRAE TR SRR AR, R0k T LLd xR
PR A USHIE 4 E/IE TS

* from_addr - 5% RADIUS i K% 3K (1) EAHLH 1P Mkt

RAIRME: RARERE T ERIOICEe]. e, AR, e
AR
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325001

325002

325004

26301 [}

%E%iﬁﬁ?: $ASA-3-324301: Radius Accounting Request has a bad header length hdr len , packet
length pkt len

AR CIKT R R RS K S S Bl R A, RS fs b T A B

* hdr_len - WKL PRI
* pkt_len - LR EHE A E

BIRYIRAE: BRI UAGE DG WRAER R ik, W, R IR IR KA
IEA, WRIT7R. WERIRCSK K B IE RS R I B n AR A7 A5, IR AR TAC.

%E%iﬁﬁa: $ASA-3-325001: Router ipvé address on interface has conflicting ND (Neighbor

Discovery) settings
YRR R BRI S — G AOE TR E M RSN Bt A

* ipv6_address - 75— 5 I (HAR 1 IPv6 ik
* interface - 7~ {5 % (A4 I BE 2K 1) 45 11 44 FR

BIHIIRAE: WURRERS LI PTA IPV6 B% HH #8275 AR AT 15 6 b 230 15 A R 1Y) hop_limit
managed_config_flag. other_config_flag . reachable_time ! ns_interval 2%\, JFKIEZ & M H A%
B AR ) i 60 1 e A A VAR A . 20 AN LS5, 1%\ show ipv6 interface

SN
T2 o

%E%iﬁﬁ?: $ASA-4-325002: Duplicate address ipv6 address/MAC address on interface
WA HAh R GE AL RS IPve Hidil

* ipv6_address - 75— 7 % tH# 1) IPv6 il
* MAC _address - 75— R %1 MAC il (G5 E 50 5 A UZ a4 A %0
* interface - J;—/\> R 4t ()4 % (1) 452 11 24 7K

BILRIERAE: D RGN RSN 1Py Ml

%ﬁ%iﬁfﬁ: $ASA-4-325004: IPv6 Extension Header hdr type action configuration.protocol from

src_int :src ipvé addr /src port to dst interface : dst ipvé addr /dst port .
AR P CUE AR E 1 IPv6 B R IR S L B — TR 2 TR
* hdr type - " RER NHIMEZ —:
ah - I AH 97 ARG & 1145
count - I b 9™ JEEHR Sk 1 AR TG 1 B AR
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destination-option - 1 H (LI f K AC & 144
esp - ML ESP AR Sk e & 1 R A1
fragment - 3L 73 B FEAR Sk G AR AT
hop-by-hop - 3B ZBES i K AC E 384
routing-address count - I 1 % 4™ AR Sk r (10 s 1k i i B PR 45 AR
routing-type - L i FHZR Y5 eI K G & ) 14
* action - IR FHMHZ
denied - RELIRLIZE .
denied/logged - RGHEAILE I WIF T LLid sk,
logged - AG L X IZHHHE .
B RYRAE: WRECE R EART S TUN, G 7E policy-map 774 177, £i# match header
extension_header_type 774 Fl parameters iy 2 11 (WHAE, SR GEAT IEHAIGSE 0. il

ciscoasa (config)# policy-map type inspect ipv6 pname

(

ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no match header extension header type

! to remove the configuration
ciscoasa (config-pmap-p)# no drop ! so packets with the specified extension header type
are not dropped
ciscoasa (config-pmap-p)# no log ! so packets with the specified extension header type
are not logged
ciscoasa (config-pmap-p)# no drop log ! so packets with the specified extension header type

are not dropped or logged

%E%iﬁf%: $ASA-4-325005: Invalid IPv6 Extension Header Content: string .detail regarding

protocol, ingress and egress interface
WERA: Rl B S A R L 1 TPve Hdi .
* string - W] BEAE T HIMEZ
- BRI AR S
- AP Ak
- BTGk
BILAYIRIE: ECE capture T & RKACK ZFFMAEE L, RIG 0 Z3E s sl k] U2
i IPv6 37 AR Sk (AT MR 2, TR A LU T i A5 TPv6 SRS WL b A7 2k v e -

ciscoasa (config)# policy-map type inspect ipvé policy name
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no verify-header type
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326001

326002

326004

326005

326006

325006 ]

%E%iﬁﬁ?: $ASA-4-325006: IPv6 Extension Header not in order: Type hdr type occurs after
Type hdr type .TCP prot from inside src int : src ipvé addr /src port to dst interface
:dst_ipvé_addr /dst_port

LR A G S R DR T R R SR B TPve A .
BILAYIRIE: FCE capture T ALK ZFFMIAHE L, RIG 0 M Z 3R 8n gy e Sk iy .
RAVFY FARKALIT I, G5 A LA fir 225 1Pv6 S SRS ST m F IR0 4 2

ciscoasa (config)# policy-map type inspect ipvé policy name
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no verify-header order

%E%iﬁﬁé: $ASA-3-326001: Unexpected error in the timer library: error message

WA R TS S EUERSS AT T S B, SRR B . B, WERIMABASI)
HOFHOE ARG, RS 2l EM 5 b B Lt

BALHIIRAE: WIR AR/, TR IR TAC.

%E%iﬁﬁ?: $ASA-3-326002: Error in error message : error message
WiRR: IGMP HEFEARE I KOG R o AEAE & e 5% AR AT 0 T A AT A T REAN )20
BRI IR AR A, TR AL TAC,

gﬁ%;ﬁﬁ?: $ASA-3-326004: An internal error occurred while processing a packet queue
AR IGMP Hdli tl AR T — MAE IO
BRI WEIR AR, IR AL TAC,

EiRHE: $ASA-3-326005: Mrib notification failed for (IP address, IP address )
VEAR: WSCE T K K S B A (R s AL, (R Sl A MRIB KW
BIRIIRAE: WIRAEVRAEAE, IR IR TAC.

gﬁ%iﬁfﬁ: $ASA-3-326006: Entry-creation failed for (IP address, IP address )
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WiRA: MFIB M\ MRIB W2 T 4 H 508, (HARREQIE S Bor A oCm 4 H . Xl e oA WA
Ao

BAYIRAE: IR B R A7, IR AR TAC,

326007

’éia':éiﬁ,%l: $ASA-3-326007: Entry-update failed for (IP address, IP address )

1%BA: MFIB M MRIB W] T8 0T 8, [HARAIE S Bt om0, Xl ge 2B A7
A2

BIRIIRAE: WRAEDRAEAE, IR R TAC.

326008

EiRIH A 3ASA-3-326008: MRIB registration failed
BA: MFIB [i] MRIB {31} 4.
B RYRAE: W R AR AEAE, TEIBER IR TAC,

326009

’éia':éiﬁ.%\: $ASA-3-326009: MRIB connection-open failed
tRA: MFIB {TJT MRIB I KK .
BIBIRRAE: AR AR, WEIECR R TAC.

EIRIHE: $ASA-3-326010: MRIB unbind failed
WEE: MFIB M MRIB HUJH 45 & 2.
I BYIRIE: Wi )RR, IEER IR TAC,

326011

RS $ASA-3-326011: MRIB table deletion failed
WLAA: MFIB A Aef 2R 2SR R H5 o
BIHTIRIE: WOR R AAAE, IR EE TAC,

gll;&’;ﬁ,%\ $ASA-3-326012: Initialization of string functionality failed

VLR FREDIREWIAA LRI, BIAEBAT LRI BE, AL PRy ATEAT .
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326013

326014

326015

326016

326017

326019

326013 ]
BINBYIRAE AR SR AR, TEICR AR TAC.

gl%iﬁ,%\ $ASA-3-326013: Internal error: string in string line %d (%s )
WRA: MRIB kA TR %
BIEIRAE: W R IR, IR IR TAC.

HiRHE: 2ASA-3-326014: Initialization failed: error_message error _message
5AA: MRIB M4 R
BRI WERMEVA A, TEHICRIEE} TAC,

’éia':éiﬁ,%\: $ASA-3-326015: Communication error: error message error_message
WEAA: MRIB W2 1 s sUHT IR 1 BT«
BRI WERRERAFAE, TEICR IR TAC,

gl%‘;ﬁ.% $ASA-3-326016: Failed to set un-numbered interface for interface name(string )

YRR B UL, (EICEAMEH PIM BRIE. ARG 5 1030, sl AR A R, A
UG Lo

BRYIRAE: WORREVRAF AL, HIKAR DR TAC.

’éia':éiﬁ.%\: $ASA-3-326017: Interface Manager error - string in string : string
AR QU PIM BEIE £ I i
BALHIIRAE: WERAERAEAE, TR IR TAC.

gl;&“;ﬁ,%\ SASA-3-326019: string in string : string
PERA: G4 PIM RP B N H A
BIBIIRAE: IR AR, AR AL TAC.
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gl;&“;ﬁ,%\ $ASA-3-326020: List error in string : string
WRA: ALHE PIM 2 BRI H A
BIBIIRAE: WIR AR A, AR AL TAC,

gi%;ﬁ:%\: $ASA-3-326021: Error in string : string
WiAR: BCE PIM BEIE L K SRC I HifH
BICHYIRAE: R R U RAAE, THECR R TAC.

g'll?:'&’;ﬁ,%\ %ASA-3-326022: Error in string : string
WERA: PIM EREARE T KO R I o ARV G PR AR ST AT I A T BEAN R 2D
BRIIRAE: WA EDRAEAE, IR R TAC.

gi;iﬁ,%\: $ASA-3-326023: string - IP address : string
WERA: ALHE PIM ZH Y I A
BIR9IRAE: WERBHLERA7 45, TEICR LR TAC,

’éia':éiﬁ.%\: $ASA-3-326024: An internal error occurred while processing a packet queue.
WAA: PIM Bl B\ S ) T AE Hi e s o
BLHIHRAE: WERA R/, TR IR TAC.

EIRIE B 3ASA-3-326025: string

WA 2T BN R AE T . nTREAN S A AR VHRIZE BT BN R AR R E, Bt R PIM
f%iE IDB.

BIATIRIE: WR M RAEAE, IR ILE TAC,
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326027

326028

327001

327002

327003

326026 ]

%E%iﬁﬁ?: %$ASA-3-326026: Server unexpected error: error message
WRA: MRIB VI 7 i A
BIBIIRAE: IR EARAAE, AR AL TAC,

%E%iﬁﬁa: $ASA-3-326027: Corrupted update: error message
WLAA: MRIB W2 T R S8 .
BIHIRAE: R ISR, KR R TAC.

%E%iﬁﬁé: %$ASA-3-326028: Asynchronous error: error message
AA: MRIB API R AR T i AR AL B AP 4 R
BIBIIRAE: AR A RAEAE, IR R TAC,

%E%iﬁﬁ?: $ASA-3-327001: IP SLA Monitor: Cannot create a new process
WiRA: TP SLA Iifxas ik /d Shpridt i .

BILAIRIE: MEARZTNA WERNAAAL, WIPNAAAS AR AT REML A1 X — L s A = A
AP, 3 AP AR N & o WER DB ARAF A, IS ICR R TAC,

EIRIEE: $ASA-3-327002: IP SLA Monitor: Failed to initialize, IP SLA Monitor functionality

will not work

WiRA: 1P SLA WEFES WIAA A R e XA B 1 T T I 25 58 R BT 40 1 SR W sloR B A 02 5 DS
A BEBUA T AL I AT R E UL AR 55 -

BILHIRIE: MARTNAE. WRNEAL, WNAAA AR AT REM LI X — A . 2 N A7
A, TR E R AN G IR EUR A, TR URL TAC,

%E%iﬁﬁ%: $ASA-3-327003: IP SLA Monitor: Generic Timer wheel timer functionality failed to

initialize

1BA: IP SLA W8 TiEWIMAAL T I 8858
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BRI RERANS. MERTARL, RIS . 41T i,
B A A W R SRAAAE, IR B TAC,

I
N

g’l;&iﬁ.%\ $ASA-3-328001: Attempt made to overwrite a set stub function in string .

LA T A KON v 8l SR 67 N T g S ) L P e T < A 5 o O P 1o
UK BB P PR35 R UL

* string - FRELT AR
BIHRRAE: W R ERAE AR, IR R TAC.

giﬁ%i‘ﬁ%\: $ASA-3-328002: Attempt made in string to register with out of bounds key

iRA: 7E FASTCASE {1, #9120 T-OIE MR R 1R/ B2l il AT 2 P
W

BN AYIRAE: LR RIER SR R, DR IR S 47 R TAC.

gl;&“;ﬁ,%\ $ASA-3-329001: The string0 subblock named stringl was not removed
YRR R TEATHT V. IDB FERICIEMIER

* string0 - SWIDB 1§, WIDB

o stringl - FEHAILZFK

BANAYIRAE: W SR A, TR LR TAC,

gi%;ﬁ:%\: ASA-3-331001: Dynamic DNS Update for 'fqdn name ' = ip address failed

1BA: Z)A DNS T A5 B DNS 8% RSP0k R Ui R ASATEVEEE & DNS i 45 #3588 DNS
MRS ARAEH MRS LisdT, Wn]fg kA IR B .

* fqdn_name - 550 HHHT DNS 1) 584 B e 3844
* ip_address - DNS Jg ) 1P ik

BINATIRIE: TR ASACECE 11T 81k DNS 48 . R @R E4E, SR EE TAC.

g'll?:'&’;ﬁ,%\ ASA-5-331002: Dynamic DNS type RR for ('fgdn name ' - ip address | ip address -
'fgdn name ') successfully updated in DNS server dns server ip
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WiRA: 274 DNS BB £ DNS R 554% HH 2l 56 o

* type - BHJFICSRRAL, WHEE A B PTR

* fgdn_name - U5 HHHT DNS 1) 5¢ 4B e 3k 44
* ip_address - DNS SB[ 1P Hidil

* dns_server_ip - DNS Jlx 5525 1 IP Hutil:

BIHIHRAE: LR RATE AT

332001

gi%iﬁ,%\: $ASA-3-332001: Unable to open cache discovery socket, WCCP V2 closing down.
WERA: WPRER R, 4578 WCCP BEREICIEAT T HI Ttk B 22 A7 s S ) UDP 2447
BIRIRAIE: HAOR IP BCE LR, [N CRCE 2D A 1P ik,

332002

’éia':éiﬁ.%\: $ASA-3-332002: Unable to allocate message buffer, WCCP V2 closing down.
WRR: WHBENR, 575 WCCP BERRTCIE 7 HE A A7 R A7 TR A B SGH L
BINHYIRIE: WA L RN AT T T A R

332003

Hi%iH2: 2ASA-5-332003: Web Cache IP address /service ID acquired
AA: N ASAZRI Web 2247 IR 55 -

* IP_address - Web ZE 1711 IP Hutil
* service_ID - WCCP IR %5 bR i 5F

BIRIIRAE: KR RATE TR

332004

HiRHE: 2ASA-1-332004: Web Cache IP address /service ID lost
LRA: ASAF) Web ZEA7 55 LT -

* IP_address - Web 22171 IP b1k
* service_ID - WCCP g 25 #r - 75F

BIRYIRAE: KULIRE Web SAT (K38 AT

333001

’éia':éiﬁ,%\: $ASA-6-333001: EAP association initiated - context: EAP-context
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F4: B34 2 302003-342008 |
B 333002

WAE: O RE BN EAP JCHk.
* EAP-context - EAP 2% IME—FRINFF, Won k) \ 7St H5cy (Blin, 0x2D890AEO)
BIHTIRIE: B HATIT A,

333002
25 8. $ASA-5-333002: Timeout waiting for EAP response - context:EAP-context
WEER: Z51% EAP W R AR RN .
* EAP-context - EAP XUl KIME—FRIRAT, oy )\ b hlEey: (hn, 0x2D8Y0AEO)
BIBIRIE: BT PATAE TR

333003

gi;iﬁ,%\: $ASA-6-333003: EAP association terminated - context:EAP-context

WAR: CZObHmFE LN EAP X1,
* EAP-context - EAP 2% IME—FRINFE, Bon A )\ /St H5cy (B, 0x2D890AEO)
BIBYIRIE: EHPITATEAE.

333004
Hi25H 8. $ASA-7-333004: EAP-SQ response invalid - context:EAP-context
YRR EAP RIS ) Y A K GG UE R I
* EAP-context - EAP XUl KIME—FRIRAT, By )\ ik hlEey (fhn, 0x2D8Y0AEO)
BIBIIRAE: AR A RAEAE, IR R TAC,

333005
HIRBE B 3ASA-7-333005: EAP-SQ response contains invalid TLV(s) - context:EAP-context
WRA: EAP RS AWM NAT a4 TLV.
* EAP-context - EAP ZX il IME—FRiRAF, oy )\ NbhIEey (it 0x2D890AE0)
BICHYIRAE: WR R S RAAE, THECR R TAC.

’éia':éiﬁ.%\: $ASA-7-333006: EAP-SQ response with missing TLV(s) - context:EAP-context
WLAA: EAP RS Al B i 2k — AN el 2 AN il TLV .
* EAP-context - EAP 21 ME—ARIRFT, o )\ AL T/NBEHIEc 7 (B4n, 0x2D890AE0)
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BLHIHRAE: WIRAERAE A, IR IR TAC,

333007

HIRBE B 2ASA-7-333007: EAP-SQ response TLV has invalid length - context:EAP-context
WLRA: EAP R A Hma N ALHSE — M AL TLV .

* EAP-context - EAP TR HIME—ARIRTT, W )\ AL/ BEHIEC 7 (B4, 0x2D890AE0)
BWBOIRAE: WIR R EARAEAE, 1R R TAC,

333008

IR B $ASA-7-333008: EAP-SQ response has invalid nonce TLV - context:EAP-context
WA : EAP IRA A WM ALK — AN TE A — R MR TLV

* EAP-context - EAP X1 [{ME—briAT, Sos oy )\ AL+ NZE ey (B, 0x2D890AE0)
BEICRYHRAE: W R in) B SRAE A, TEIER R TAC.

333009

gll;&’;ﬁ.%\ %ASA-6-333009: EAP-SQ response MAC TLV is invalid - context:EAP-context

1R : BAP RSN AR — 51155 MAC ANUSHCH MAC.
* EAP-context - EAP £ iEHIME—FRINAF, Bk )\ H758thEey (Fn, 0x2D890AEOD)
BBIAOIRIE: WOR M BURAEAE, IHBCR LAl TAC,

333010

*atia':éi‘ﬁ,%: $ASA-5-333010: EAP-SQ response Validation Flags TLV indicates PV request -

context:EAP-context
$RE: EAP RSN AR IRAEAR S TLV, X RXEE iR g 4 2 A vEE 1AL .
BIHYIRME: B PATAE TR

334001
EiRHE: sASA-6-334001: EAPOUDP association initiated - host-address
YRR O EHUAOI EAPoUDP XK.
* host-address - k7> T 3EHIA& B AL IP #udik, 140, 10.86.7.101
BEYIRME: LR HAT TR AE .
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EimHE: $ASA-5-334002: EAPoUDP association successfully established - host-address
WEA: O BRI EAPoUDP KiK.

* host-address - 5.7+ RBEHIR NN P Huhik, H140, 10.86.7.101
BIHYIRIE: LR PATAE A

EiREHE: $ASA-5-334003: EAPOUDP association failed to establish - host-address
AA: 5 EHLE T EAPoUDP SCHRIK.

* host-address - 1y H3EHIRE R TN 1P Hudik, #1140, 10.86.7.101
BECRYIRAE: S UE SRl 4 Uy [ P IR 55 4% T

EimiHE: $ASA-6-334004: Authentication request for NAC Clientless host - host-address
WRA: o NAC Jo% )/ o EALER Sy g ik i oK

* host-address - .57+ RBEHIR NN P Husik, H140, 10.86.7.101
BIRYIRIE: LR PATAE AR

HiRiH S : $ASA-5-334005: Host put into NAC Hold state - host-address
WBA: FHLH NAC 21f B TIREDIRES

* host-address - §i.7y +HEHIRE S LR IP Mk, Hl4n, 10.86.7.101
BIHYIRIE: R HITAEAT AT .

EimiHE: $ASA-5-334006: EAPOUDP failed to get a response from host - host-address
WA RMNTHLHCE] EAPOUDP Wi .

* host-address - 5.7+ REHIR NN P Huhik, H140, 10.86.7.101
BICRYIRIE: LR PATAE A

%ia':é*}‘ﬁ,%: $ASA-6-334007: EAPoUDP association terminated - host-address
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334009

335001

335002

335003
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AR 5 MK EAPoUDP XBEC 2L,
* host-address - 15,571 3EHIR A0 ML 1P Hubik, 40, 10.86.7.101
BIHTIRIE: B AT A,

’éia':éiﬁ,%l: $ASA-6-334008: NAC EAP association initiated - host-address , EAP context:
EAP-context

1%BA: EAPoUDP [ ML A EAP.

* host-address - F5.57 IR 20 AL IP Mok, #ildn, 10.86.7.101
* EAP-context - EAP i FIME—FRiRAT, Bk )\ +758EH %0 (Flin, 0x2DS90AE0)

BILHIERAE: LR RATE AT

Hi%iH/2: 2ASA-6-334009: Audit request for NAC Clientless host - Assigned IP.
WA IEAENARE M o HC TP Mkl A X B AL K

* Assigned IP - 7} IC45 % P s (1) TP Mkl
BILBIRAIE: BRPATAE TR

EiRIEE: 2ASA-6-335001: NAC session initialized - host-address
WRA: AR TN BN T NAC 23

* host-address - ;7> T 3EFI& B AL IP Hudik, 140, 10.86.7.101
BEYIRAE: BRR AT TR AE .

gll;i“;ﬁ,%\ %ASA-5-335002: Host is on the NAC Exception List - host-address , 0S: oper-sys
YRR 1% i SAE NAC BIAsIR T, IO /4% 52 AR RIE .

* host-address - i+ 3EHIAS U ML TP bk, B, 10.1.1.1
* oper-sys - EHLINEAE RS (I, Windows XP)

BIRIIRAE: KR RATE TR .

%i%iﬁ,%\: $ASA-5-335003: NAC Default ACL applied, ACL:ACL-name - host-address
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B 33500

WRR: COI%E i H NAC 3R ACL.

* ACL-name - N Hf] ACL [f) 44K
* host-address - 1303 W ML TP bk, B, 10.1.1.1

BIRYIRAE: KRR fTIRA

335004

EIRJEE: 2ASA-6-335004: NAC is disabled for host - host-address
WA COMIZEREEHEE NAC.

* host-address - 1.7y 1B U EHL P Huhik, Hl4n, 10.1.1.1
BIBIRIE: BT HATAE TR

335005

EimiHE: $ASA-4-335005: NAC Downloaded ACL parse failure - host-address
WAR: T 2N ACL 2RI

* host-address - x5y 3% UK AL TP HbHE, Hit0, 10.1.1.1
BICRYIRAE: IR IR 22 4 U7 [ A IR 55 4% HO T &

‘éia':éi‘ﬁ,%\: $ASA-6-335006: NAC Applying ACL: ACL-name - host-address
YEER: tH T T T NAC AR KRR FH 1) ACL 447K o

* ACL-name - N 1) ACL )& FR
* host-address - 1370+ 3EHIRS U ML TP Mok, B, 10.1.1.1

BIRRIE: KHRPATAEITIRAE

335007

EimHE: $ASA-7-335007: NAC Default ACL not configured - host-address
WA MRACE NAC Bk ACL.

* host-address - ;i) T RERIRE M EHL P Hubk, i, 10.1.1.1
BIBIRAIE: LW PATAE R

335008

gi%;ﬁ:%\: $ASA-5-335008: NAC IPsec terminate from dynamic ACL: ACL-name - host-address
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335009

335010

335011

335012

335013

335009 ]

WA BT PV MRS ACL FRE 4 1L IPsec.

* ACL-name - N Hf] ACL )44 K
* host-address - 1303 W ML TP bk, B, 10.1.1.1

BIRYIRAE: KRR fT3RA

HiRiH2: 2ASA-6-335009: NAC Revalidate request by administrative action - host-address
WERR: FHLOUER “NAC IR Bk

* host-address - 53501 HE A% AU AL P #utk, i, 10.1.1.1
BICRYIRIE: LR PATAE A

HiRiHE: %ASA-6-335010: NAC Revalidate All request by administrative action - num sessions
YERR: EBELOUEK A NAC FHTRAE” #4E.

* num - — N BERPRER, ORI IE R S TR AL
BIRYIRIE: LR PATAE A

gﬁ%iﬁfﬁ: $ASA-6-335011: NAC Revalidate Group request by administrative action for group-name

group - num sessions
YRR EHLOUESR “41 NAC EFRAE” #ik.

* group-name - VPN 41 % ¥
* num - — AT UEREEEL, ROREEE IR S 1G4

BIRRIE: KHPATAEITIRAE

HiRjHS: %ASA-6-335012: NAC Initialize request by administrative action - host-address
AR EHOIER “NAC Wl ik,

* host-address - w51 HE A% UM AL IP Huhk, %, 10.1.1.1
BICRYIRAE: LR PATAE AR

%E%iﬁﬁé: $ASA-6-335013: NAC Initialize All request by administrative action - num sessions
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B 335014

335014

336001

336002

336003

F4: B34 2 302003-342008 |

WA EHOE SR A NAC WAL 4.
* num - — N TREREEEL, RN U I 2 1AL
BIHTIRIE: B HATIT A,

%E%iﬁﬁé: %ASA-6-335014: NAC Initialize Group request by administrative action for group-name

group - num sessions
YRR A PLOUER “4] NAC HIIRtL” 14k,
* group-name - VPN 2] % Fx
* num - — D HIEHIEEE, RS E AR UE K 2L

BILHIERAE: LR RATE AT

Hi%iHS: 2ASA-3-336001 Route desination network stuck-in-active state in EIGRP-ddb name

as_num. Cleaning up

WiRA: SIA R EIRE EIGRP i th 83 AE /LI - (=208 RUCE]— Ao A48 e ) & Y
o RAEXFIG LN, EIGRP S FRAR AL NS, I A2 A T SR A A B i B B

* destination_network - "% {5 s RS ) % HH
* ddb_name - IPv4
* as_num - GRP % H %%

BEILRHRAE: A A PR 8 A AT P A 40 v S £ Js DR B R i e S R P D AT

EiRiEE: 3ASA-3-336002: Handle handle id is not allocated in pool.
WAA: EIGRP B th & ik 4k 2 T Bk At

* handle_id - 5 AR PRI
BRI WEIR AR, IR AL TAC,

BRI E: 2ASA-3-336003: No buffers available for bytes byte packet
WAR: XML TGV s g2 v X o ASARTBENAEA L
* bytes - BRI EL

I BYIRIE: %1\ show mem 5¢ show tech iy 2K A ASA/ETT NATANE o WHR AL EURAFAE, IEHE
RILE TAC.
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336004 ]

336004

EimHE: $ASA-3-336004: Negative refcount in pakdesc pakdesc.
YRR SIS AT B A

* pakdesc - B QAR IRTT
BEICRYIRAE: W R R SR A7 A, VIR R TAC.

336005

gia‘:é“;‘ﬁ,%\: $ASA-3-336005: Flow control error, error , on interface name.

YRR ORI . QelmERAFITGE, FEULIEOL T, I AR e 32 L1 BA A (1) fe e — AN AL 4K
Pt
L

* error - 551 1EA]): Qelm on flow ready

* interface_name - KRR IIE O 4K
BIEIIRIE: W R AL, EEER IR TAC.

336006

gll;&’;ﬁ.%\ $ASA-3-336006: num peers exist on IIDB interface name.
WtAA: EIGRP [ IDB & H IR B0 BEAS, R5C 3e _EATSRAA e 0 5544

* num - XFEARI R
* interface name - ¥ 114 FRK

BIRIIRAE: WRAEOYRAEAE, IR R TAC.

336007
EiRIH A 3ASA-3-336007: Anchor count negative
YRR AR TARR, BB AT I AR A T A
BIRIRAE: WEIR AR, AR DAL TAC,

336008

’éia':éiﬁ,%\: $ASA-3-336008: Lingering DRDB deleting IIDB, dest network, nexthop address

(interface), origin origin str
YRR IEAEMIBREE T, AFAE—SEHELER) DRDB 15

* network - H [{J 2%
* address - T — Bkt
* interface - F—Bki
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* origin_str - & SCUFEHIAIE IR 74 HR
BIEIRAE: R IR, IEERR IR TAC.

336009

HiRHE: %ASA-3-336009 ddb name as_id: Internal Error
YERR: KRBT N

* ddb_name - PDM % Fx (i1, 1Pv4 PDM)

* as_id - HIG R4 ID
BEICRYIRAE: W SR n) S ARAE A, VIR R TAC,

336010

%E%iﬁﬁ%: $ASA-5-336010 EIGRP-ddb name tableid as id: Neighbor address (%interface) is

event msg: msg
VAR AR S M.
* ddb_name - IPv4
* tableid - RIB [1] P ID
* as_id - A6 R4 ID
* address - 2[5 1) TP Hihik
* interface - ¥ 144 FK
* event_msg - SBJH IEAEZ A CHIVJE ZhEOC D
* msg - FAFIR . TTHEMN event _msg Rl msg {E X EL$5:

-resync: peer graceful-restart (HFT[AID: XA IEH HH)

- down: holding timer expired (J¢H]: {RFFTHIT AL

- up: new adjacency (J33h: il

- down: Auth failure (JCH]: S ArE0IE K60

- down: Stuck in Active (JEH]: f5H7EIHENRA)

- down: Interface PEER-TERMINATION received (3%: WCEIHE OG5 4428 £ D
- down: K-value mismatch (J¢[H]: K {EAVLEL)

- down: Peer Termination received (JCIA: WSCEIXS SEARZ R ED
- down: stuck in INIT state (KH]: 5AFERILRHIRE)

- down: peer info changed (JCH]: X A544F B O 20

- down: summary configured (JP: FHECOACE)D

- down: Max hopcount changed (JC[: e ABkE 5 B0

- down: metric changed (JCH]: J& & %0
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336011 ]

- down: [No reason] (C[4]: [EEIAT]D
IHIIRAE: KA AN R R A MR EAR AN IR IR o 3K ] BEAR B AAAE )R, BT R DR H B )

H

A

336011
EIRIHE: $ASA-6-336011: event event
YEBR: RAE TOE . G L DL M TR
« T ot RAET
* FEEBPRE AT SIA &l
BEICRYIRAE: W R R S ARAE A, VIR R TAC,

336012

gi%iﬁ:%\: $ASA-3-336012: Interface interface names going down and neighbor links links exist

WERA: 1% R AR BT AR N E S IGRP (R e IR, HOFARDTA BERE (4BJ) MR 4 &
TR o

BALHIHRAE: WIR AR/, TR IR TAC,

336013

gl;&iﬁ.%\ $ASA-3-336013: Route iproute, iproute successors successors, db_successors rdbs
YRR AR TR B AT R R
BEICRYIRAE: W R n) B ARAE A, VIR R TAC,

336014
BiRHE: sASA-3-336014: “EIGRP_PDM Process name, event log”
AR R TR AR A R
BRI IR AR, AR TAC,

336015

EiRHE: $ASA-3-336015: “Unable to open socket for AS as_number”
YEER: KA TR R R
BEICRYIRAE: W SR n) B ARAE A, VIR R TAC,

| B asAazsEgzAEEE
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B 336016

336016
HiRjHE: 2ASA-3-336016: Unknown timer type timer type expiration
YRR AR TR AT R
BIBIIRAE: WIR AR A, AR AL TAC,

336019

gi%‘;ﬁ,%\: $ASA-3-336019: process name as number: prefix source threshold prefix level
(prefix threshold) reached

AR PN PR R 0 A O IR B E BB I B Ko ATZRYE AT DU LR AT A T
» AL
s DHEMME
< LR

BZILBYERIE: {1 show eigrp accounting iy 2 3SR HCA SCATELIR M FEANE S, FERIA IE 4 it .

337000

‘éia':éiiéi,%: $ASA-6-337000: Created BFD session with local discriminator <id> on <real interface>

with neighbor <real host ip>
WA b ARG H &M LY O eI BFD iF3) i .
* id - FORHFE BFD 231l A S 0l RHE HO 8077 B
* real_interface - i£1T BFD 21 )3 ] nameif
* real_host ip - 5.2 @7 BFD & UG [F4R)JH 1) 1P Huhl
HILHRAE: L.

337001

’éia':e'iﬁ.%l: $ASA-6-337001: Terminated BFD session with local discriminator <id> on

<real interface> with neighbor <real host ip> due to <failure reason>
WLRR: BLAR G H G B 5 ) BFD il U481k
* id - RoEFIE BFD 23l A S50 75 (6 A B 7 B
* real_interface - 1217 BFD 21113 ] nameif
* real host ip - 5 #37. BFD 251 (4K e i) TP Mk
* failure_reason - LA R B Jl K2 —: G54 BFD &A= XS5 4A 0N BEF M & 4 ks A5
VIR 20 [N Dh A A bt AR A R A A R R s A M BFD LB 4IRS ;s BFD %%
) i P A
BIRRAE: .
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337005

338001

338002

337005 [

gl%iﬁ,%\ $ASA-4-337005: Phone Proxy SRTP: Media session not found for
media term ip/media term port for packet from in ifc:src ip/src port to

out_ifc:dest ip/dest port

VAR FIEN LA AIWCE] T R AE G EZ TP kb 5l 1117 SRTP 5% RTP i, (HEA A3 I
B AL (R AH N AR 2 1

* in_ifc - Fiy A B L

* src_ip - Z P AU 1P Mk

* src_port - Fgh AL 5 v 11

* out_ifc - i

* dest_ip - £Hu 1 H 1 1P Huhl:

* dest_port - 4 00 1 H 1% 1
BIHTIRAE: A R S5 RO IR, WS IR R R, X PR R W BT REC R AT
AR S R, (H &0 FAEARSE % — 2% SRTP ok RTP $dlife . 40 F 73 St A bz O H Bt v B, T
i \EAE R IE RTCP, A2 CUCM ZEHT . 2 R IY IS RF 28 B R, A D A il AR i ikl iy & G
iR A 2 S AT B3R 55, e (5 AT BJe 5 IEAE A FH B kv 422 1P ki Fhvs VAT 18 2

gl%iﬁ,%\ $ASA-4-338001: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest _port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

YRR L T ok B B RS P AN AL SRR . threatlevel AT R R DU MEZ

none. very-low. low. moderate. highfl very-high. category F%F ft B s B4k 44 41| N B2 44 BAL ) i [A]
IR~ 2% . Reis AR Sy R TR

BRYIRME: RGO IC B R AU o A PR TP Mk BRSSO BN, B

dynamic-filter drop blacklist 7y 4 UL H 2 & 7 LK &= .

gi%;ﬁ,%\: $ASA-4-338002: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr
/dest _port (mapped-ip /mapped-port ), destination malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

YEAR: BT m Bl AR P A B AN AL R B IR LR . threat level “FAFH R LA
Z—: none. very-low. low. moderate. highfll very-high. category 74 £ {7 4K 4% 41) N 2 44 ALY
JRPR CH G 7 i 2 AR B B R TRT B )

BIWRIRIE: ARG CICTN SR S VT ) AR P TP Mk BRI L, S
dynamic-filter drop blacklist 174 UL H 5 F 55 20 & .
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%%E%iﬁﬁ?: $ASA-4-338003: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: ip address/netmask, threat-level: level value, category: category name

YLAR: I Tk A A IERREER TP AN R A R TP Ml )R . threat level 757 5 s LA N E
Z~—: none. very-low. low. moderate. high/fll very-high. category 7% H {7~k 44 41) N B 44 FRL )
JRPE (T 7 L R BROR Sh AR R A o

EIHIRME: R CICS BRIV ) 8 IS TP HhhEERES A T EAL, A
dynamic-filter drop blacklist 7y 4 UL H 2 & FF LK &= .

%gﬁﬁiﬁfa: $ASA-4-338004: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr
/dest _port (mapped-ip /mapped-port ), destination malicious address resolved from local or

dynamic list: ip address/netmask, threat-level: level value, category: category name

YRR I T BN IR B s PR BN BE A4 L) TP M RGR H U o threat level AT H R LR
{2 —: none. very-low. low. moderate. highfll very-high. category /-7 it i 7w K3 44 41 N PR 42 F
(R DAL (e 7 . RRIs AR TH RN TRIREAR AT

BIWRIRIE: ARG CICTN SR S VT ) AR P TP Mk BRI S, S
dynamic-filter drop blacklist 174 UL H 5 F 75 20 & .

#10 Sl

BLRI Ea: $ASA-4-338005: Dynamic filter dropped blacklisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), source malicious address resolved from local or dynamic list:

domain name, threat-level: level value, category: category name

YLRA: Sk B gk pELR AR A P AN R A SRR I e R 4L . threat level P45 8 s LU R
Z—: none. very-low. low. moderate. highfll very-high. category T4 £ {74k 4% 51) N\ B 44 P
SR (i 7 % R DoR S ) i e E ) o

BRI HPATAEATIRAE

%gﬁ%iﬁﬁa: $ASA-4-338006: Dynamic filter dropped blacklisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: domain name, threat-level: level value, category: category name

B ERASARTIRZREEE



| %% A5k 5 302003-342008

338007

338008

338101

338102

33007 ]

YRR Bl pEAS R A TP AN TR BRI A ROE LR TR 4 . threat level A7 o R EL R
{2 —: none. very-low. low. moderate. highfll very-high. category T4 5 /B4 51 N 24
(ISR PR A I 28 R B R R TR T R

BRYIRAE: WAL T34

%gﬁiiﬁﬁa: $ASA-4-338007: Dynamic filter dropped blacklisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), source malicious address resolved from local or dynamic list:

ip address/netmask, threat-level: level value, category: category name

WA K H B ESS IR FE R N R A N 1P bk & OdE4e . threat level F4F 5 W R LU T
{2 —: none. very-low. low. moderate. high#lvery-high. category 1 H B~ Kk 4 FI N 44 H
R IR (e )7 L RRIs AR Sh TR ARAT )

BIRIRAE: ER AT TR

TR

EEEI%E%: $ASA-4-338008: Dynamic filter dropped blacklisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: ip address/netmask, threat-level: level value, category: category name

VBRI B A U A EHE 1A R AN B A B TP Mk R AR IR O E 4 . threat level T4 £ /R BL
{22 —: none. very-low. low. moderate. high/l very-high. category 74 £ i} 7~ ek 4 41 N B2 44
B JRERL C A X 4. REi AR S R ) AR ) .

BRI KHRPATAEATIRAE

%%E%iﬁﬁ?: $ASA-4-338101: Dynamic filter action whitelisted protocol traffic from in interface
:src _ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr /dest port
, (mapped-ip /mapped-port), source malicious address resolved from local or dynamic list:

domain name
YERA: B Tk A BhAS R P AR B AN A4 R R R
BIERAE: R PAT T

%EE?'E?: $ASA-4-338102: Dynamic filter action whitelisted protocol traffic from in interface

:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: domain name
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EEA: LT 1 A I 8 s A v AN 1 4% IS ROE R
BIRYIRAE: BT fTIRAT

%gﬁiiﬁfaz $ASA-4-338103: Dynamic filter action whitelisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr /dest port
, (mapped-ip /mapped-port), source malicious address resolved from local or dynamic list:

ip address/netmask
YRR I Tk B Bl v s B PR T AN 4G B TP bk R
BIBIRIE: BT HATAE AR

%%ﬁ%iﬁﬁ?: $ASA-4-338104: Dynamic filter action whitelisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: ip address/netmask
BRI T 1n A ad v A Bl R T AN A4 B TP bk IR R
BICRYIRIE: LR PATAE AR

gﬁ%iﬁﬁa: $ASA-4-338201: Dynamic filter monitored greylisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest _port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

YRR HEL TR B B)AS I SRR B SN KA PRI R . threat level T4 3 R LML
none. very-low. low. moderate. high#ll very-high. category T4 £ {7 B4 44 51) N\ 2 44 PR iR
CH e 7 2% . R AR R Sy R TSR B

BIEIIRME: RGOS G R U)o A5 YRS TP bk PR ER A L, B

dynamic-filter drop blacklist 7172 ! dynamic-filter ambiguous-is-black 7% UL H#) 5 R H .

%%E%iﬁfﬁ: $ASA-4-338202: Dynamic filter monitored greylisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr
/dest _port (mapped-ip /mapped-port ), destination malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

WRR:  HHEL T A B AR UE RS Bt 2 P SN K AL FUR AL AR KT R . threat level AT 3 2 R LU ME
Z—: none. very-low. low. moderate. high#fl very-high. category % & oKk 4 41 N\ B 42 Py
JSUEAL (I e 2% BRI BER SRR SRR AT ) .

B ERASARTIRZREEE



| %% A5k 5 302003-342008

338203

338204

338301

338302

333203 ]

BWEYIRAE: RS CACR BRI RV ) o (8] A S TP M hEERER G TS, sl

dynamic-filter drop blacklist 7172 ! dynamic-filter ambiguous-is-black 7% UL H8)ZF LR H .

gl%iﬁ,%\ $ASA-4-338203: Dynamic filter dropped greylisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), source malicious address resolved from local or dynamic list:

domain name, threat-level: level value, category: category name

YLBR: RS CAELEoK 0 3) A nES B h AN IR A4 B IR AL IR H R G 2R R TP Mk A
B A B AL DEESEAE PR AN 84 o threat level “F47 H B RLUR{EHZ —: none. very-low. low.
moderate. highHl very-high. category = # W Rl 44 FI N B4 PRI BR DA (9 e - I 2 L Ry B
ARG FAIE A

BIHRME: RGO T AR M kU5 ) W REANAS B B 3 25 1P Mtk 55 91 N R A4 B A
AREE A VAL BN K 4 S, 125 H dynamic-filter ambiguous-is-black 174 .

’éi%iﬁ%: $ASA-4-338204: Dynamic filter dropped greylisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: domain name, threat-level: level value, category: category name

YRR RS ORI ) A I E AR B PR TP AN KA B I SOR I R R G SR R TP bk
FEEATT g Bh 25 1L 8 B AU PR R AN 3844 o threat level 77 /R LR {2 —: none. very-low. low.
moderate. highFl very-high. category = H Wt s R isl 44 HI N B 44 PR B DAL (9 TaE 7 I 4 L R B
AR E R R .

BRYRIE: RECEAXNEREME T . WREARE A3 A5 P k55 R4 A
RENIL A VERL I FIN I 4 B, 25 ] dynamic-filter ambiguous-is-black 74 .

giﬂ%i‘ﬁ%\: $ASA-4-338301: Intercepted DNS reply for domain name from in interface :src ip addr

/src_port to out interface :dest ip addr /dest port , matched list
YRR RGP T CAINE LG H AL, AL FLER TronPort 41K ¥] DNS W%,

* name - W4
o list - BEWA . EE ALY BA R IronPort 513K 151K

BIRIIRAE: TR AT

g'll?:&’;ﬁ.%\ %ASA-5-338302: Address ipaddr discovered for domain name from list , Adding rule
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YRR NI T AES AL IERMINZ ) DNS W2 A HL TP MLk

* ipaddr - K [1 DNS N2 [¥) 1P Huhit
* name - W%
o list - WA . BB O B4 0 IronPort 4138 1 513K

BIRIIRAE: KR RATE TR

Ei%i‘ﬁ',%: $ASA-5-338303: Address ipaddr (name) timed out, Removing rule
WYEBR: AL IR IR A L TP ik MR o

* ipaddr - >k H DNS W2 H] 1P Hihik
* name - W%

BILAIRIE: BRI TAEATERAE .

’éia':éiﬁ,%\: $ASA-6-338304: Successfully downloaded dynamic filter data file from updater

server url

YERR: O N BOZEARE SO RETOA o
* url - BT IRSS 2% (1) URL

BICHYIRAE: LR PATAE AR

gi;iﬁ,%\: $ASA-3-338305: Failed to download dynamic filter data file from updater server

url
WA Jovk Nl AL B S AR A .
* url - FHRET RS 45 1) URL

EIBYIRIE: HILRAE ASA I HA DNSICE, LUE AT LAEAT S B R IR 45 4% URL. @R TC1E M ASA
Ping IR SS2%, 15 W28 B G100 2R LSRIUIE A ) X 285 02 B RN % ER BC . SR ) R, TSR
£l TAC.

EiRHE: $ASA-3-338306: Failed to authenticate with dynamic filter updater server url
WEBA: ASA JoVont sl A kAR SRR IR 55 S 34T S O B IE .

* url - SUPTREFP RS54 ¥ URL
HIRYIRME: BEREF TAC,
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338307

338308

338309

338310

338307 [

%E%iﬁﬁ?: $ASA-3-338307: Failed to decrypt downloaded dynamic filter database file
YRR ok O N BB A DR B A S A
E‘L}\L E(]*;Tg1,'£: ﬁ/ \)E\%li’ TAC o

gﬁ%;ﬁﬁ?: $ASA-5-338308: Dynamic filter updater server dynamically changed from

old server host : old server port to new server host : new server port
AR ASA CLE i 258 ) SE BT AR 5 i 55 s E AL 11

* old_server host :old_server port - Z T ) HTFE 7 i 55 o = AL B3 1]
* new_server_host :new_server_port - Hi ¥ HHTFE 7 i 55 2% 5 ATUR iy 1]

BILAIRIE: BRI T AT A

gﬁ%iﬁfﬁ: $ASA-3-338309: The license on this ASA does not support dynamic filter updater

feature.
YEER: A USSR RVF AT D) RE: (0 ASA ERVFRIEA SCRFIR D) RE
BICRYIRAE: LR PATAE TR

%ﬁ%iﬁfﬁ: $ASA-3-338310: Failed to update from dynamic filter updater server url, reason:

reason string

AR ASA TGVl M BNAS L IERS BRI i 55 A T T
* url - JUFTFEFP IR 4545 1) URL
e string - RGN, ] R L AR R — I

- THSER TR T IR 55 4

- W B T AR i 45 4 e 1

- W B TE AL ik 45 45 R

- AEAA I SR SO R P R B A

- A

- BRBO R

- WAL
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B 300001

340001

340002

A4 A 7554 2 302003-342008 |

BIRYIRIE: KA SRS AR M 4 . %ﬁmﬂ&%%% URL PAT Ping 45, 1 show dynamic-filter
updater-client iy 2 (1% H 7R . WA OR Fo 1/ izom I A IR I 28 o i 2R Do 288 3 AN S Il T 7
T IR AR A ) D0 28 B B

gll;é;‘ﬁ,% $ASA-3-340001: Loopback-proxy error: error string context id context id , context
type = version /request type /address type client socket (internal)= client address internal
/client port internal server socket (internal)= server address internal /server port internal
server socket (external)= server address external /server port external remote socket

(external)= remote address external /remote port external
WERA: IREMRELSCVT ASA FISAT ISR = J7 NV ] (48 o PRIRIACHEE 3] T %

* context_id - JJBEAN IR BIZE P i AR SR AR BRI — 32 A7 5 T

* version - WX A .

* request_type- iR, AILUELL NI —FRb: TC (TCPi%EHR:) . TB (TCP#FE) 5 UA (UDP
K

* address_type - HhERAL, ATLE LRI A -—Fh: 1P4 (IPv4). 1P6 (IPv6) Bk DNS (344 iRk%5)

* client_address_internal/server_address_internal - ¥R |F| % i FIR R He 45 2% FH 11845 (1 ik

* client_port_internal /server port_internal - 7% ity KA [F] ik 25 2 FH 13815 1 ot 1

* server_address_external [remote_address_external - ¥5 AR 55 25 A A2 B M LA T 1045 stk

* server_port_external lremote_port_external - MR IR 55 #% FZCFE MU 3045 1) o 11

* error_string - N # WAk 1) AT W HE R IR BT 12 45

BIAYIRIE: RS H S EIFECR URE TAC,

gi%;ﬁ:%\: $ASA-6-340002: Loopback-proxy info: error string context id context id , context
type = version /request type /address type client socket (internal)= client address internal
/client port internal server socket (internal)= server address internal /server port internal
server socket (external)= server address external /server port external remote socket

(external)= remote address external /remote port external

WAR: PRIECEE fLVF ASA RISAT SR =07 U7 ) R 2% o RRMARCERA R T R B, DLt abe R
WAL -

* context_id - FEANINAIE 7 i A HE KA I ME— 32 A7 5 1

* version - XA .

* request_type- KK, AILUELLFH A —Fp: TC (TCP#4Z) . TB (TCP4hw) 5 UA (UDP
PR

* address_type - HihlE-ERL, TTLLECL R IR —Fh: 1P4 (IPv4). 1P6 (IPv6) Bk DNS (344 IRk %5)

* client_address_internal/server_address_internal - ¥R %35 i R34 [ Hle 45 2% FH T30 45 (1 ik

* client port_internal /server port_internal - ¥R [01 7 7 s FIR 0] IR 45 2% FH 845 1wt

* server_address_external [remote_address_external - I8Pl 55 25 FIC FE WL 3845 (1)t

* server_port_external [remote_port_external - AR 55 4% Fze f ML 38 45 1) i 1]
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341001

341002

341003

341004

341005

001 I

* error_string - N 3 Bl ) ) AT OB HE IR B DR A
BIATIRIE: BRI AL HEE BB R B TAC.

Hi%iH/2: 3ASA-6-341001: Policy Agent started successfully for VNMC vnmc ip addr
AR SRMGACHLERE (DME. ducatiAG Fil commonAG) LIRS

* vame_ip_addr - VNMC JIR55 #3114 1P Huhit
BILHRAE: k.

EiRJHE: 3ASA-6-341002: Policy Agent stopped successfully for VNMC vnmc ip addr
AR SIS ACHEHERE (DME. ducatiAG Fl commonAG) 5 1k

* vamc_ip_addr - VNMC 5545 11) IP Hihk
BIEYIRIE: L.

g’l;&“;ﬁ.%\ $ASA-3-341003: Policy Agent failed to start for VNMC vnmc ip addr
WA SRIEARELR BRI
* vame_ip_addr - VNMC JIR55 #3114 1P Huhk

BRIAIRIE: AWAR R B AR S D Sl SR disk0:/pa/log/vnm_pa_error_status. L HT A8
FREACHE, TE XK registration host 774 .

gi%iﬁ,%\: $ASA-3-341004: Storage device not available: Attempt to shutdown module $%s failed.

WEA: AT SSD # LA E M B AE RGEAL TR IR FIMIER . RSl AR AFREE, H22k
e

* %s - B (5140 exsc)
BRINRIRAE: BRI OO B A A A R A R BTN ASA.

gl%‘;ﬁ,%\ $ASA-3-341005: Storage device not available.Shutdown issued for module 2$s .

WRA: AT SSD A Lk A M sl E R GEAL TR AR FIBR . ARG IEAL I AT .
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B 341006

341006

341007

341008

341010

341011

F4: B34 2 302003-342008 |

* %s - BRAFREEL (BT exse)
EIBYIRME: B O Ba B R A e 1A A 4 5 FHT N AR A AR R

gl%iﬁ,%\ $ASA-3-341006: Storage device not available.Failed to stop recovery of module $%s

WA A3 SSD # Lk A Wb B AE RGTAL TR RS B . RE 2 THF IR, HE K
* %s - A (140 exsc)
BRINRIRMIE: i OB BN A A R AR A S BTN Z ASA.

giﬁ%“}‘ﬁ%\: $ASA-3-341007: Storage device not available.Further recovery of module $%s was
stopped. M FETF EILAM B A BE TE R -

AR P SSD # LA AL ik oA RGAL TR ADIRAS T IER . REUIEAEE 1R AR
* %s - AR (140 exsc)
BRIBYIRIE: BRI OO A A e ) R A B I 2 AR AR

’éia':éiﬁ,%\: $ASA-3-341008: Storage device not found.Auto-boot of module %s cancelled.Install

drive and reload to try again.

WA RGHNREPREIE, AT SSD AEH B AR ZUAT#R C A A S s B . 1T sl 0 e R
IWERAEIE BB R SRR, BB A DR D Ayl A7 fid st 46 T 52 BELALE

BEIBIHRAE R UM IR A A W e A AR SR IR A R

gll;é“;ﬁ,%\ $ASA-6-341010: Storage device with serial number ser no [inserted into | removed

from] bay bay no
WiRA: ASA TN SISO ERFF, IF AL RIAE Bt R 0 H AT
BILBIRIE: LR PATAE TR

gii‘:é“;‘ﬁ,%\: $ASA-3-341011: Storage device with serial number ser no in bay bay no faulty.

WA ASAEE 10 0 BhEe ) — A BK SN 4% (HDD) [FiE 4R AS, Wik HDD 4b TR A, A st
A HEME.
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342001

342002

342003

342004

342005

32001 ]
BILHIERAE: LR RATETAT.

%E%iﬁf%: $ASA-7-342001: REST API Agent started successfully.
WA MG TN A ) REST APIAREE, REST API %/ i A BElC & ASA.
HIHYIRIE: L.

%E%iﬁﬁa; $ASA-3-342002: REST API Agent failed, reason: reason
WLBA: REST APIACHAIREICILA 8, B TR R i e, FARJE IR Brh O R € .
* reason - REST API %11 Ji [X]

BIAYIRAE: AR )BT S R I 18 Bt DR S (R B IR T 5o 2, 24 Java BEREAR/RAAZIN, REST
APUAREL It WA AR o0, D 22 H0HT A 2)) REST APTACEE . W REH0H A 2 AR ks, 155 8
Bt TAC BR AR ERA R R I B

%E%iﬁﬁ?: $ASA-3-342003: REST API Agent failure notification received.Agent will be restarted

automatically.

WRA: CHLEK F REST APLARHE It A, ARS8 IE A 22 HOB R 2l A
BILHRIE: L.

RS SASA-3-342004: Failed to automatically restart the REST API Agent after 5
unsuccessful attempts.Use the 'no rest-api agent' and 'rest-api agent' commands to manually

restart the Agent.
WRA: ZIRZERZ G, REST AP ARELR I IH 5.

BIWHIERIE: ARG HE %ASA-3-342002 (WIId%) » DMEE S Tk is s s k. A
no rest-api agent 772 UL 2245 H] REST API fX#E, 2R )51l H rest-api agent iy 2 5873 ] REST API
AR,

gﬁ%iﬁfﬁ: $ASA-7-342005: REST API image has been installed successfully.
WERA: WA ) e%e REST APL S, A 8/ 3) REST APL A{H.
HIRYIRIE: L.
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342006

342007

342008

F4: B34 2 302003-342008 |

g’l;&“;ﬁ.%\ $ASA-3-342006: Failed to install REST API image, reason: <reason>.

WiRA: REST APIWUR AT T LA AT I I 22 R RO BRI, WURIRAIE RN, AN Sk
B, A S RIS AL R

BN RYRAE: RN R RIS “rest-api image <image>” HHT ZELMA

’éia':é*}ﬁ,%: $ASA-7-342007: REST API image has been uninstalled successfully.
WERA: AAZNSG IV IH Y REST API L%, A fig 22 B8 mug.
BB L.

g’l?&’;ﬁ,%\ $ASA-3-342008: Failed to uninstall REST API image, reason: <reason>.
WERR: H1 T LUR SR A T oV I REST AP W% - 128 sl 03 HY REST 4B,
BEIRYIRIE: BB OV SEAE A REST ARBE, AR5 4 Aes4 il REST API B4,
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4t HEH 2 400000-450001

AEAG LS
* ID 41T 400000 %] 409128 Z [AIITH S , 25 169 1L
* ID /T 410001 2] 450001 2 [A 30 L, 45 198 T

1\-F 400000 Z| 409128 = ] H3E &

AEALE ID AT 400000 31| 409128 2 [8] (1131 ..

4000nn

HiRiHE: 3ASA-4-4000nn: IPS:number string from IP address to IP address on interface

interface name

WAA: T4 S 400000 % 400051 5 R NAR MRS 25440 & -

BINAIIRIE: 24 Cisco.com LY (BRI NZRBiEIRS ) F6r) -

ESCRRA T, JEARFTE 240 B#B 5% ASA S HF. TIPS Wi E Y LL 4-4000nn 13k, JHRALL F#E K.

number BT . ARELHERE, 1ESM Cisco.com FF) (EREINEBHIIRSH P 4a6E) -
string 2 WA - 5 NetRanger 2544 71 BIEAA A o

IP_address | %547 & HJ (¥ A o 2 i F ik
interface_name | ' ka2 4 [ 45 1 1 44 75

Bt

SASA-4-400013 IPS:2003 ICMP redirect from 10.4.1.2 to 10.2.1.1 on interface dmz
SASA-4-400032 IPS:4051 UDP Snork attack from 10.1.1.1 to 192.168.1.1 on interface outside

TR I TSR R
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Il +o00mn

R 3B IPSZHZHEHE

F4: B %31 2 400000-450001 |

HER &8 |ZEBFHE EeE=E il
= ID

400000 | 1000 |1P 2L - 4k T 51 % Informational
400001 | 1001 | TP 3TN - i e H s 0 % rh Informational
400002 1002 | TP &7 - A () 8k Informational
400003 {1003 | 1P & - 24 Informational
400004 | 1004 | 1P £ - #2 HCUE % Informational
400005 1005 |IP i - SATNET ID Informational
400006 |1006 |1P £ - ™55 2% Informational
400007 | 1100 |1P 4y B¢ XMk W
400008 | 1102 | RTfigf 1P 4Hfi 3 Biti
400009 1103 |1p pELES Wy
400010 |2000 |ICMP [B] 7y v 2 Informational
400011 {2001 |ICMP EHLATA] XL Informational
400012 2002 |1CMP Y5404 Informational
400013 {2003 |ICMP HE5E [ Informational
400014 2004 |1CMP |9 Vi sk Informational
400015 2005 | %44k (6 ICMP It Informational
400016 |2006 | %4248 1 ICMP 2%k |n) i Informational
400017 {2007 |ICMP It [a]BkiE sk Informational
400018 2008 |ICMP i} [a] &MY 25 Informational
400019 |2009 |1ICMP 1 2k Informational
400020 2010 |ICMP 13 ELW 2 Informational
400021 [2011 |ICMP HbhFHErg i sk Informational
400022 2012 |ICMP HbhEHEmD Ry 22 Informational
400023 | 2150 | 73 B ) ICMP i Kk
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| %% A5k 5 400000-450001

HEH BB |EBRE HREE
= ID
400024 |2151 | K ICMP i Wik
400025 (2154 | JET 2 Ping Biifi By
400026 [3040 |TCP NULL F7ik Wit
400027 |3041 | TCP SYN+FIN #xik Bk
400028 |3042 |{Y TCP FIN A5i& G
400029 3153 |45 T A IERHIK) FTP ik Informational
400030 [3154 |35 TAIE#M FTP i Informational
400031 4050 |UDP Y9t Wity
400032 (4051 |UDP Snork Bk Bty
400033 4052 | UDP Chargen DoS H(iti Bty
400034 6050 |DNS HINFO ik Informational
400035 | 6051 |DNS X @&k Informational
400036 | 6052 | >k [ j&y i 11 () DNS X kAL % Informational
400037 | 6053 | prAic 3% DNS 5k Informational
400038 {6100 |RPC ¥ I13E M Informational
400039 |6101 |RPC 5 11505 it Informational
400040 | 6102 |RPC #fix Informational
400041 {6103 | i L5 K % ) RPC iffsk ik
400042 16150 | ypserv (YP JIR%5%%)5 & 74 FEF) S LI BRGHIE K | Informational
400043 6151 |ypserv (YP 4FJi & 54 FEF) B LIk | Informational
400044 16152 | yppasswdd (YP %6l jq & 5P FE7) S WL | Informational
R
400045 | 6153 | ypupdated (YP SE7)i & ~F 4 R85 ) S [ Begis ok | Informational
400046 | 6154 |ypxfrd (YP {4t & “F# B i WUtk | Informational
400047 |6155 |mountd CRALJS & <F 4 FLF) WMk | Informational

ao0onn [
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B 000

401001

401002

401003

401004

401005

F4: B %31 2 400000-450001 |

HEHR |EE | EBRE ERER
= ID

400048 | 6175 |rexd CEFHAAT)E &P L) i Ik | Informational

400049 6180 |rexd GRELAITIF &Y 243k Informational

400050 6190 |statd ZZp[X s H Yrdi

RS $ASA-4-401001: Shuns cleared
WHAA: 41 clear shun iy 4 LI ER P9 A7 H0 IR I AT FBE R o 10 S8 RBE VT 50 I LRI 3RS T SR/ o
BRI LHPITATA AR

g’l;&iﬁ.%\ %$ASA-4-401002: Shun added: IP address IP address port port

WRA: I shun v, SR —AN TP Ml e g () L. Foft ik f 1l 25003
B GErHD o SRR S HLEISRAS T .

BIRIIRAE: R RATE TR

’éia':é“}‘ﬁ,%\: $ASA-4-401003: Shun deleted: IP address
ERR: L6 B 1 ML MR R KA 126 I B o 30 SRR RS B L3R A 1 VP
BILRYIRIE: EH AT AT ERAE .

gl;&‘;ﬁ,%\ $ASA-4-401004: Shunned packet: IP address = IP address on interface interface name

WRA: H1I T IP SRC & A LML BRI A 2 P g ML, IR R 5. ol i L0k
FERUEE S (32 1 AR . B0, BB _E AR EALAT R e b il iz LUReE . AR e (I o
BN e BRI R %ASA-4-401005 0] F-FE— 2D VPl S AL KU .

BIRIIRAE: KR AT TR A .

HiRiH2: 2ASA-4-401005: Shun add failed: unable to allocate resources for IP address
IP address port port
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402114

402115

402116

ana [

AR ASAWAFANE; Joikn AT RLRE R o

BRI OB IPS NARS N AR o 35 23K R A A7 I T8 T3l N A RERE 0, sl ey
JORLIPS AT BLHRAT: o

gﬁ%iﬁfﬁ: $ASA-4-402114: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num
) from remote IP to local IP with an invalid SPI.

* >protocol - IPsec THi%

* > spi - IPsec ‘LB HET|

* seq_num> - [Psec J¥41 "5

* remote P> - & IE e FE 283 1) IP ik

* >username - 5 IPsec %8 LI H - 44

* local_IP> - B&IE A 2% i 1) TP Hhuhil:

WER: B THRE SA B FE T ANTEAE ) SPI ) IPsec $idiifl . XA BESE IPsec M 254A2 1] SA 4k
AEAEAN 22 S R I IR IR 0, BT RESE IR D AR Hh SA CiEBR TS DRI . XA 1] fE KR TPsec X 2544
RIEPBARAOAR LR, Xalfe)d TR EE . Hhi B B BUCR BRI F LA N e — 1R
BSRYIRIE: XTERTTREAN SN SA TUERR . W WA HL B th 28 @ BT de, WA 54
PR JE AT R T BT e . ), S ) R SRR L /N B R], DU SR N T I B i
FON AR BT

gﬁ%iﬁfﬁ: $ASA-4-402115: IPSEC: Received a packet from remote IP to local IP containing

act prot data instead of exp prot data.

YRR W B T a1 ESP kI IPsec FUH A0 o X AR IE A1 15 5 1 R 119 22 4> S AN DT I ) B
£, EXARER RSB T BGE . W R  HEUR SR R R N R 2 IR

* remote_IP> - [FIELCFE 245 1) IP ikl

* local IP> - B&18E A th £ 1) 1P Huhil:

* >act_prot - W EI IPsec 3L

* >exp_prot - T IPsec WX

BIAYIRIE: RN B 5L .

%E%iﬁﬁé: $ASA-4-402116: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num
) from remote IP (username ) to local IP .The decapsulated inner packet doesn’ t match the
negotiated policy in the SA.The packet specifies its destination as pkt daddr , its source
as pkt saddr , and its protocol as pkt prot .The SA specifies its local proxy as id daddr
/id dmask /id dprot /id dport and its remote proxy as id saddr /id smask /id sprot /id sport
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402117

F4: B %31 2 400000-450001 |

WLRA: fREI IPsec 24 60 S5 BRI I S AN AC . XTS5 EAE I i 1 22 4 GRS oAb it i, X AT g
I HN SR 1 22 A QR B R D 1, v REJE BGH TG B UV S ) H A B 1 A 5 T RD N B
Z W

* >protocol - IPsec 1/}i3

* > spi - IPsec RS HET|

* seq_num> - IPsec /3415

* remote_IP> - [ IE LC 4 285 1) 1P ikl

* >username - 55 IPsec {58 KL H 7 44

* local_IP> - B&3E A 2% i [ TP Hhuhilk:

* pkt_daddr - fif 3 A K A0 ) H ARk

* pkt_saddr> - it 1 EcH A R U

* pkt prot> - fif 3 (1) £ A0 I AR i 1

* id_daddr> - AHbACHL 1P Mol

* id_dmask> - AHACEE 1P F P HERY

* id_dprot> - AHWAREEAL 1IN

* id_dport> - A H A v 1]

* id_saddr> - ZCRACEE 1P Hihik

* id_smask> - CHACEL 1P 1 65

* id_sprot> - EFREACHAL Fr Y

* id_sport> - LR g 1]

BINAYIRAE: BRI AF AT B 0L, JF BRI B .

gi%;ﬁ:%\: $ASA-4-402117: IPSEC: Received a non-IPsec (protocol ) packet from remote IP to
local IP .

WERR: WCE AR A S s Wk ACL AHUCHE, (HARAL A IPsec BEATH 2. IPsec MR IEAE A IE A S
BEMIBARAL . SRAR R T e BT SR FR AR SmE e B R T DR B, B KR T RE AL E A
PR AT B A s 1 23 NS Telnet Pt i o A0SR 223808 ] R 48 TPsec N5 1) Telnet 5[] dit; 1
23 LRAMEE T, W B S, R AR i 11 23 LA S Telnet HEAT Uy i) 5k 3%
TR A B B . SEETR T REFR /R 32 2 7 8o BRAER FdRtoL, SIS ERSE R ()
wr, AR R ASARE R, WA ERIENE). TS ERES TCP A UDP i =K 19371 5 710001 |
710002 F1 710003 i B A HE A 26 B o1k B HLFD N e 2 — 1K

* >protocol - 1Psec T/}i%
* remote P> - X1 02 £ v 1) 1P Huhil:
* local_IP> - B&3E AN b 2 3y [ 1P Hbdik

BILHIIRAE: AN R BB, HUACR FhSRS B E .
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402118

402119

402120

ams [

gl%iﬁ,%\ $ASA-4-402118: IPSEC: Received an protocol packet (SPI=spi , sequence number
seq num ) from remote IP (username ) to local IP containing an illegal IP fragment of length

frag len with offset frag offset .

WERA: A IPsec Bl @ ELHR RS /N T 055 T 128 4TI TP 3B e BT iRCA 1) TP RFC 2 444
EBCR B/ 128 AN F-45 11 1P 43 B s 2 LARG 52 B A Bk o X 0] RJE T U4 AE . e S Hi B
WA BRI A B B N B % — K

* >protocol - 1Psec T}

* > spi - IPsec %4 BHET|

* seq_num> - [Psec [7-41]5

* remote_IP> - PEIE LY £ 3 (1) 1P Mk

* >username - 5 1Psec FEE IR 7 44

* local_IP> - B& i AX Hb 2 3y [ TP Hbdik

* frag len> - IP 70 B K%

* frag_offset> - IP 73 B fhi#% &1 4%

B RYIRAE: AR RN SR B b, A Bl sk B

giﬁ%iﬁ%\: $ASA-4-402119: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num
) from remote IP (username ) to local IP that failed anti-replay checking.

YRR W E T AT A S 1) IPsec B A0 . XA AR E A AR AR S BT AT e AT 1 81T R EcE
o MR, SR T B2 T IR P 415 1F IPsec #iE6. Ipsec ¥ MR AL b il g 5
Yol oG LA R 38 iy ) S I 2 R A R RPN e 22— IR

* >protocol - IPsec Tl

* > spi - IPsec ZRZHR|

* seq_num> - [Psec J¥41*5

* remote_IP> - B C 4 £ 5 1) 1P kil

* >username - 5 IPsec FEEIELIMH ' 44

* local_IP> - B&3E A< Ht Z% i [ TP il

BIRIHRAE: AR AR B O

gi%;ﬁ,% $ASA-4-402120: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num

) from remote IP (username ) to local IP that failed authentication.

WAA: WE T IPsec Hdi (0, (HILEIR O S MIIERIN . R EFFEA . Bdhaerhmid ity
RECLZ A0, BN AF (AT BE 1EAE AR TR IPsec Bt 00, A RILh VR 2 in Aok A [ — S 544, )
W RERR IEAE R AT o IR S R IR PR D g TP A e 22— K
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402121

402122

402123

F4: B %31 2 400000-450001 |

* >protocol - IPsec T/}

* > spi - IPsec RS HET|

* seq_num> - IPsec /7415

* remote_IP> - [EIELCFE £ 5 1) 1P ik

* >username - 5 IPsec FEiEELIM H 7 44
* local IP> - B&1E A< Hh Z i f1) 1P Hhuhil:

BIRIHRAE: WARCERIVE 2 R B n L, IDIBR AR R S A B DA

Eﬁ%iﬁﬁ%: $ASA-4-402121: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num

) from peer addr (username ) to Icl addr that was dropped by IPsec (drop reason ).

VAR WCE T AR IPsec 20t tl, (HBEGHE IPsec T RA LT X AEK /R ASA FLE I ASAAK
DHATAE L

* >protocol - TPsec M3

* > spi - IPsec 4B KRG

* seq_num> - [Psec /7415

* peer_addr> - P%TE ZE FE A Ui (1) 1P Huhik

* >username - 5 1Psec FEE R TIH 7 44

* lcl_addr> - P T8 A< Hb ¢ 3 (1) TP Hidilk

* drop_reason> - Z 4 A4 25 7 1) i A

BAIRAE: W ISR A7, R AR TAC,

gﬁ%iﬁfﬁ: $ASA-4-402122: Received a cleartext packet from src addr to dest addr that was

to be encapsulated in IPsec that was dropped by IPsec (drop reason ).

YRR LB T A RAE IPsec OB AL, (HBH S IPsec T REEF. X AIAER S ASA LA B ASA
NI

* src_addr> - JF 1P Huhk:

* dest addr> - HEJ > 1P Huhk

* drop_reason> - H(#i (0.4 % 71 I A

BALHIHRAE: WIR AR/, TR R TAC.,

%E%iﬁﬁ?: $ASA-4-402123: CRYPTO: The accel type hardware accelerator encountered an error

(code=error string ) while executing crypto command command .

YRR A A DN S AT s iy I AT BB %, X ] BER TR I A AE R L. PR T RE T %
PSR 1R, 3 B e RN s vF B ds i #h e, 1135 Bl e Jat Il
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402124

402125

an i

* accel_type - i {- i 2 28 0
* > error_string - ¥R IR R AL ) ACRY
* command - A= BT T TR IR0 Ay A

BRYIRAE: WORAERAT AL, THIKAR DR TAC.

%E%iﬁﬁé: $ASA-4-402124: CRYPTO: The ASA hardware accelerator encountered an error (Hardware
error address, Core, Hardware error code, IstatReg, PciErrReg, CoreErrStat, CoreErrAddr,
Doorbell Size, DoorBell Outstanding, SWReset).

YLRA: sl eR s RS T EA R, FR RIS AN A R . T R AR SR 20 e 1)
P e e KR EVRARE UL, RS TR M LT, LME ASATT DAARLIEAT I A AT T
HRT. AR, ARSI 2 b ) R B Ak RN PR S ON A B P AR H ok, AR 2 S R .
I BELHE 5 A OC I & A S 4, W F s

* HWErrAddr> - Skl Cff A s 85 %8

* Core> - I B HHR I KL L

* HwErrCode> - M AFEF R AARY (fF ANt 7 i D

* IstatReg> - TWRIRA T A7ds (A N 05 v 8D

* PciErrReg> - PCI £ i 27 A4 F N 505 Jr e 8D

* CoreErrStat> - /LA DERA (RTINS & v 58D

* CoreErrAddr> - #Z2/0of il Cff s O 1 B

* Doorbell Size> - FuiF (135 KN % iy & $

* DoorBell Outstanding> - N2 iy 4 A AL H

* SWReset> - [ 3 I AT 102 05 v 3 B AL

P

%ASA-vpn-4-402124: CRYPTO: The ASA hardware accelerator encountered an error (HWErrAddr=
0x40EE9800, Core= 0, HwErrCode= 23, IstatReg= 0x8, PciErrReg= 0x0, CoreErrStat= 0x41, CoreErrAddr=
0x844E9800, Doorbell Size[0]= 2048, DoorBell Outstanding[0]= 0, Doorbell Size[1]= 0, DoorBell
Outstanding[1]= 0, SWReset=99) 41571 S ¥5718 AnyConnect 47 7E [A]#, 1 HLuH in] 85 10 figt v S i A& T 2%
#l| AnyConnect 3.1.x.

BAYIRIE: RO BE B R4 R TAC, RAEATEE 2B

gﬁ%iﬁfﬁ: $ASA-4-402125: The ASA hardware accelerator ring timed out (parameters ).

WERA: s IR AR AL 2] IPSEC RiA £ FR ul SSL/AF 1 53 HR FF IR AN FRAT AT A kRS, I FOMAG 0
GHAAHIZTT . KRR FEOLN, REaEENE S, LUE ASAR LLREHE AT AN A AT
Wro SEAh, IS M) BN P AR RIS SR C BN BRI AR H % DR S 2 A .

* >ring - IPSEC 5445 BE 51 34

B asAazsEgzAEEE
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402126

402127

F4: B %31 2 400000-450001 |

* parameters > - WHELLT 4L
- Desc> - iR ik
- CtriStat> - 2 /RSME
- ResultP> - D%t
- ResultVal> - D) {H
- Cmd> - i &
- CmdSize> - iy 2 K/
- Param> - g 224§
- Dlen> - H(4fa K JE
- DataP> - #4455l
- CtxtP> - VPN 1 5t45 4l
- SWReset> - Jii Bl J HIIN 3 05 Fr 3 5 B
BWBIRRAE: RN B B R4 R TAC, DAEHATHE 20047

N

%E%iﬁf%: %ASA-4-402126: CRYPTO: The ASA created Crypto Archive File Archive Filename as a

Soft Reset was necessary.Please forward this archived information to Cisco.

YRR AL IRBEAE A S AEE DR GE 2 P R4 H RN S 402124 F11402125) o A Tik—3
PRI ), R4 AR B B A D0 5 B PR IR I B AP RS S (A 25 A7 S A I IR T

RBhi, CFERAE RS A S G crypto_archive H 3¢ CEUARTAZAE) o WHFEHERZ VT
TEP N B ATAY S

* >Archive Filename - J)WEAFRS SCAF IR INEEAEASSCAE I 2 FRKH crypto_arch_ x.bin FTE R,
Hrx= (182 .

BAAIRAE: RN AF R SRR e JBRE TAC,  AEATHE—25 0 Hr

gﬁ%iﬁfﬁ: $ASA-4-402127: CRYPTO: The ASA is skipping the writing of latest Crypto Archive
File as the maximum # of files, max number, allowed have been written to archive directory
.Please archive & remove files from Archive Directory if you want more Crypto Archive Files

saved.

WERR . AN B BE AT I AR RE R R (ST L 4402124 1 4402125) o HEIH LRI RS
ANINEEAERG A, 3K R R CARAE S R I 0 25 A7 R S A

* max_number > - £-14 H s SRVIHAAAE I SO B KB HTBCE 0 2

* >qrchive_directory - 17-#4 H 3k H1 4 Fi

B ERASARTIRZREEE
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402128

402129

402130

402131

anz [

BEALHIHRAE: RESEHT A N A RSP e 4 JORE TAC MIBR S A2 BRRAF R SO, DA A 22
NSNS

%E%iﬁﬁ?: $ASA-5-402128: CRYPTO: An attempt to allocate a large memory block failed, size:

size , limit: Iimit

WEBA: SSL MER EAE sl I tH ARV A7 15K AR 4
* size - IEAEZFBCIT N AR IR RN
* limit - JIT53 MC N AF IR BB R SR VR R/

BANRYIRAE: A R BADARAEAE, WITREIEAERE 32 SSL fH IR 55 20t o TR AR AR S5 (A4 BE 5 g
PR .

RS SASA-6-402129: CRYPTO: An attempt to release a DMA memory block failed, location:

address
WA KA T WERIRAEEE R

* address - EAERERLAY Huhk
BIBYIRIE: BCARIE TAC FRHE N,

%E%iﬁﬁ%: $ASA-6-402130: CRYPTO: Received an ESP packet (SPI = 0x54A5C634, sequence
number=0x7B) from 75.2.96.101 (user=user) to 85.2.96.10 with incorrect IPsec padding.

WLAA: ASA I AT s A% CAS I 2 O AE 7 I IPsec Fdli 0. ATT VPN 27 i A B 23 B iR 78
IPsec 4k .

* SPI - 5iZ 405 5Kk SPI

* sequence number - 55 ZHHE G OCHRIN P51 5

* user - P 445 R

* padding - DA LI 70 Hdis
BCRYHRAE: BN T BT BEHATAEAT 4, 1 Hv BN R W ASAEAE Il {8, {H 24 H]
ATT VPN % /35 ()% 7 o] Be 75 ZETH 90 VPN & 7 iR

%E%iﬁﬁ?: $ASA-4-402131: CRYPTO: status changing the accel instance hardware accelerator's

configuration bias from old config bias to new config bias .

WLAA: 7E ASA TS INIg AR E . — 18 ASA R HC A Z AR RS o TR A i
L, RGN KRG HEHE.

B asAazsEgzAEEE
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402140

402141

402142

402143

F4: B %31 2 400000-450001 |

* status - L7~ I BRI

* accel instance - TFAINTE 2% 52451
* old_config bias - IHL &

* new_config bias - HifCE

BEANAHRAE R 2B A P P A o e e A P s, DMDSC R H S ok A5 RO F I AR SR
TAC. WIRURIMG, MR AERE 2 B S e A G SR SR, U [P 3R 2 Jt e i
M2 o U R 20 IR ST FT G BRI 2% O, T e B Y B T A e

EIRIE B $ASA-3-402140: CRYPTO: RSA key generation error: modulus len len
WLRA: RSA AP0 A Iyl 4 o

s len - FHEKEE (FUR)
HICRYIRAE: BERIER TAC Sk,

gl%‘;ﬁ.% $ASA-3-402141: CRYPTO: Key zeroization error: key set type , reason reason
WERA: RSA AP AL B a] H 4 o

* type - FHBCERA, WHEZELL MEM—F: DH. RSA. DSA BRI
* reason - BAMINE S TEHRM

BIRIIRAE: BEARLAL TAC SR,

giﬁ%“}‘ﬁ%\: $ASA-3-402142: CRYPTO: Bulk data op error: algorithm alg , mode mode
WYLER: OO RREE PR AE I Ma) A

* op - N B AR S A
* alg - INZEFVE, WREZ LU N —F:. DES. 3DES. AES uk RC4
* mode - #53%, ATHESE LU R —FF: CBC. CTR. CFB. ECB. K& RC4 B GRA RC4

BILAYIRIE: R IER TAC 3R,

EiRHE: $ASA-3-402143: CRYPTO: alg type key op
VERR:  AEXSRR A A I 1) A

* alg - IN#H%, RSA B DSA
* type - BHRM, ANHEAH

BRI ASA RIIRGHEHE
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402144

402145

402146

402147

402148

awna ]

* op - N B AR S A
EBIBYIRIE: BCAREE TAC FRF N,

g’l;&“;ﬁ.%\ SASA-3-402144: CRYPTO: Digital signature error: signature algorithm sig , hash
algorithm hash

YRR A EU AL A A ]

* sig - %4 HL, RSA 50 DSA
e hash - BHVE, TIEER UL FART—10: MD5. SHAL. SHA256. SHA384 5 SHAS512

BILRYIRIE: BRI TAC TR .

£iRIH 2. 3ASA-3-402145: CRYPTO: Hash generation error: algorithm hash
YRR AR T AR A 1R

* hash - §HVEE, ATEESE LU RAE—I0: MDS. SHAL. SHA256. SHA384 & SHAS12
B EYRIE: R ER TAC k3.

gll;&’;ﬁ,%\ $ASA-3-402146: CRYPTO: Keyed hash generation error: algorithm hash , key len Ien
YRR KR TN O A A R .

* hash - §H 5L, WHER UL FAEMT—T0: MDS5. SHA1. SHA256. SHA384 o} SHAS512

o len - HHKE (LUR)

BILHYIRIE: RN TAC TR .

ﬂ“::‘ﬁg ° . .
BIRIH/G: $ASA-3-402147: CRYPTO: HMAC generation error: algorithm alg
WA KAET HMAC iR,

* alg - HMAC $.3%, A& LA AL —Fh: HMAC-MD5 HMAC-SHA1. HMAC-SHA2 i} AES
XCBC

BIRIRAIE: BERUR TAC SR .

’éia':éiﬁ,%\: $ASA-3-402148: CRYPTO: Random Number Generator error

B asAazsEgzAEEE



B 0215

402149

402150

403101

403102

F4: B %31 2 400000-450001 |

WRR: KRBT BRI AR A R
BIBIRIE: BERUR TAC TR,

%E%iﬁﬁé: $ASA-3-402149: CRYPTO: weak encryption type (length ).Operation disallowed.Not
FIPS 140-2 compliant

HEA: ASA =R TAEHK /N T 2048 788 DH 4H 1. 2 58 5 ) RSA 24,

* encryption type - N FH
* length - RSA %K B 5L DH 4145

EIBYIRIE: BCE ASA SAMTIN ], DU 52/ 0 2048 A7) RSA ZEHER & 1. 2 5% 5 LLAb
] DH 4.

%E%iﬁﬁé: $ASA-3-402150: CRYPTO: Deprecated hash algorithm used for RSA operation (hash alg
) .Operation disallowed.Not FIPS 140-2 compliant

WA AT O SR AR 1528 44 58X FIPS 140-2 AUERGIE

* operation - %554 IR IE
* hash alg - ANATHEZ VHI IR 44 FR

EIHIRIE: ORI I MO A B OV E T ECAIE 528 44 B FIPS 140-2 VGESHIE, 45 SHA-256.
SHA-384 1 SHA-512.

%E%iﬁﬁé: $ASA-4-403101: PPTP session state not established, but received an XGRE packet,

tunnel id=number , session id=number
WLER: ASA WCE T AN AH NI HE 2315 1) PPTP XGRE (#5144
BICRYHRAE: W R in) U SRAE A, TE IR R TAC.

%E%iﬁﬁ?: $ASA-4-403102: PPP virtual interface interface name rcvd pkt with invalid protocol:

protocol , reason: reason .
WEAR: PO T AN JE R L B ) XGRE )2%¢ PPP £G4l 0.
BIEIRME: R I B, IEEER IR TAC.
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403103

403104

403106

403107

403108

403109

az03 [

%E%iﬁﬁ?: $ASA-4-403103: PPP virtual interface max connections reached.
WLRR: PPV A PPTP &8, — HAERTH, Rt &7 00l .
BIHRAE: LR HAT T

gﬁ%;ﬁﬁ?: $ASA-4-403104: PPP virtual interface interface name requires mschap for MPPE.

iBA: MPPE C\it'®, {H MS CHAP B350 iF At &
i AIR1E: 18/ vpdn group group_name ppp authentication iy il MS-CHAP {73541 .

%E%iﬁﬁé: %$ASA-4-403106: PPP virtual interface interface name requires RADIUS for MPPE.

WAA: MPPE CURCE, {H RADIUS S50 RN &
EBYR1E: 1] vpdn group group_name ppp authentication iy 25 Il RADIUS S5 5641F

gﬁ%iﬁfﬁ: $ASA-4-403107: PPP virtual interface interface name missing aaa server group info
WA FRANE] AAA MRS AACE .

i RYIRIE: {1 vpdn group group_name client authentication aaa aaa_server_group iy 275 il AAA
& AP

gﬁ%iﬁfﬁ: $ASA-4-403108: PPP virtual interface interface name missing client ip address

option
YRR B E S TP Mk S .

ZBYHR1E: 141 vpdn group group_name client configuration address local address_pool _name fir
AN TP Hohikvb A .

gﬁ%iﬁfﬁ: $ASA-4-403109: Rec'd packet not an PPTP packet. (ip ) dest_ address=dest address,

src_addr= source address, data: string.
PR BOHUE] T AMhik PPTP il l, X rl ol difth.
BRI BRAN S PG, Fadr PPTP B R
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403110

403500

403501

403502

403503

F4: B %31 2 400000-450001 |

gl;&iﬁ,%\ $ASA-4-403110: PPP virtual interface interface name , user: user missing MPPE key

from aaa server.

AR AAA RS2 AR M5 E MPPE JI 2% 55 0% I 55 1) MPPE 2557 )@ 1k .

@ﬂmﬁﬁ:ﬁﬁAAAW%%MEOW%AAAW%%%%L@MWEY%Eﬁ,%%ANMn
group group_name client authentication local #iv%, M ifi cUH A H 5 43 K3 31E

gﬁ%iﬁﬁa: $ASA-6-403500: PPPOE - Service name 'any' not received in PADO.Intf:interface name

AC:ac _name .

WLAA: ASA TN IR IZE 7 Vs il 42 I #5385 5K PPPoE JIR%5 any. 12°8 w M W ALFEILMAR S5, HAVE,
FilRSs any. XIS T % 5. PADO 4l GLIEH AL RE,  JF FIEH:) R 4k 80307

BIRRIE: EHPATAEATHRAE

gl%iﬁ,%\ $ASA-3-403501: PPPoE - Bad host-unique in PADO - packet dropped.Intf:interface name

AC:ac_name

LRA: ASA [l s Il 5 2 A8 T —ABROY EAUME (L AUAR URE o Uy il Pl AT At SR A LME — (B R i
Wi RLo ASA FETRVUAILIR N KA ISR R . Bl B g R e, IF HIE it h i
BWROIRAE: WOR LIRS E R KPS /i U ) Pl IEAEAT DA B A LME —fH, SR A OhiE
PADO %t

gﬁ%iﬁfﬁ: $ASA-3-403502: PPPoE - Bad host-unique in PADS - dropping packet.Intf:interface name

AC:ac_name

WERA: ASA U5 [P A% T — RO FHUME B IRARRAT o U il 2 DA A = LME— (B AR
W@M%A%%ﬁU%WF%ﬁF ERAER . BAn O, IF HER O t .

BIBYIRIE: R LICMIEE . BB E i V5 sl 2 (E AR A R AL BR EALME—(E, sREAE i
PADO ¥#E {1,

Hionl g )
Euﬁlﬁnm! $ASA-3-403503: PPPoE:PPP link down:reason

WiRA: PPP BEH COCH]. ARG OLAY R INATIRZ . Wik PPP $24E 17— AN A, ISR — M o0ke
BRI .

B ERASARTIRZREEE
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403504

403505

403506

403507

a03500 [}

BBIIRAE: MM SRER, BRORBERR L. Ui AErP AR AT RE ORI . TR S SR UE P S VS
S rh S AHULHC,  [RINf OR T 44 R R IE A o 1) ISP B 2% S RF A S Bk e 6

%E%iﬁﬁ?: $ASA-3-403504: PPPoE:No 'vpdn group group name ' for PPPoE is created

RA: PPPOE f£JT4f PPPOE 2x il Z iy BREAT IR AL E . — I OL T, BCENARE IR T 5. PPP
Sl P ss . U715 PPPoE £ HBCE T ASA. my-username 1 my-password iy %>
T X7 S 28 AT S B0, DB H] PAP AT BEERAE

Bl

ciscoasa# vpdn group my-pppoe request dialout pppoe
ciscoasa# vpdn group my-pppoe ppp authentication pap
ciscoasa# vpdn group my-pppoe localname my-username
ciscoasa# vpdn username my-username password my-password
ciscoasa# ip address outside pppoe setroute

EILHI3R1E: N PPPOE fit® VPDN 4.

gll;&’;ﬁ,%\ %$ASA-4-403505: PPPoE:PPP - Unable to set default route to IP address at

interface name

YRR VB HIUAE “ BRI OAAE” TR T .

BEARYIRAE BRI BB T B R seroute Z24, TN PPPOE 55 TS RC B th Z [AI A7 AEAE:
T e

HiRHE: 2ASA-4-403506: PPPoE:failed to assign PPP IP address netmask netmask at

interface name
WA BRI R IR DU MR T I 4 R ) Bl Wb ) i i E

BIBYIRIE: RSN, XSS bl . 7R RS AR, 7R RO ) s 1 LAAME
B0 i & PPPoE.

gll;&’;ﬁ,%\ $ASA-3-403507: PPPoE:PPPoE client on interface interface failed to locate PPPoE

vpdn group group name

WAA: A LU\ pppoe client vpdn group group _name 7%, 7E4% 1 4% PPPoE %% )7 b i & 04 1
K€ VPDN 4. W RAE RS8R AR 4R B L & 44 B (1) PPPOE VPDN 20, W4 A st i e

* interface - PPPOE 2 J g A bt (1) 42 11
* group_name - WLF: 11 | PPPoe % J' i [f] VPDN 41 44 Fx

B asAazsEgzAEEE
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405001

405002

405003

405101

\)

F4: B %31 2 400000-450001 |

BIBYIRIE: PUTLL R PR

1. %A vpdn group group_name 7T 2 KN INF5 21 VPDN 4. 7E4Jaific B Mgk #& i PPPoE
ARy IR ERAEN =8 oo

2. MIEZREZ D NER pppoe client vpdn group group _name 1% . ZEXFHENL N, PPPOE % il o2
AL 2 X2 —> PPPoE VPDN 41,

a4

i\ ip address pppoe 174 87 5 51 L1 _Lff) PPPoE % ) i), FTAT BE il &A%

gﬁ%iﬁfﬁ: $ASA-4-405001: Received ARP {request | response} collision from IP address

/MAC address on interface interface name with existing ARP entry IP address /MAC address
A ASA LI T ARP B, (HAEURE I MAC Hilik'5 ARP 22474 H A

BIBIERAE: BLRE RS GER), WATRRR R IEAETE % ARP #L I . K AU MAC Hulil,
fify 52 Bt AR F A Bl e 15 8 T R L.

HiRiHE: 2ASA-4-405002: Received mac mismatch collision from IP address /MAC address for

authenticated host
WAR: RAELLR —FE LU, IEEE TS R
* ASA e T HAAHR 1P Mtk EdE AL, (HH MAC Hutib AR T2 vauth 45 H .
* %645 ASA ECE T vpnclient mac-exempt 7%, Jf H ASA B 14747 # 9 MAC Huhil i) 28l
£, AHIL TP HHEAS[F T A Y. vauth 45 H .
IATIRIE: SRR GVAN, WTREFEN RGCIE (R A2 W Bt o A AU MAC HuliEF 1P
b, e HdE R AR HUR R SR T AL,

%E%iﬁﬁé: $ASA-4-405003: IP address collision detected between host IP address at MAC address

and interface interface name , MAC address .
BERA: PIZE 7% o TP ik B ASA 1 TP AR [
BIRIRAE: R K TP Mk

%ﬁ%iﬁfﬁ: $ASA-4-405101: Unable to Pre-allocate H225 Call Signalling Connection for
foreign address outside address [/outside port ] to local address inside address [/inside port

]

B ERASARTIRZREEE
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ao5102 [

VR RIS, BEORBEMIC RAM AR 48 A A7 B BeA B 22 m] T A ik A 40 4

BWRORRAE: W e W B R, T DU o BRI LUK LU P S I 255 2 i RS R A AT 4 R T ) R
No FIRETTEE PAT Hubik. B0, Aakd SRS N ARG . LRt iRl EA mT Be A AE AN AL 5 TS
PR A, B SE 2 WA R AR A AE, TSR AR TAC,

405102

gll;&’;ﬁ,%\ %$ASA-4-405102: Unable to Pre-allocate H245 Connection for foreign address

outside address [/outside port ] to local address inside address [/inside port ]
ULRA: ASA RAEFEJ SNSRI 7L RAM R GE N A7 B A S 2 Mok e i i T 1 -

BEINHYIRAE 0 L IR 2% 5 ) i AR A A 4 SRR R/ e W RER 2 PAT $hhib. B, kil
AEB NI B . Sehh, EnT AR AAAE R, Bl 2 A7 . WA DL &, ar el
B WER AR, WA A} TAC,

405103

%i%}‘ﬁ,%\: $ASA-4-405103: H225 message from source address/source port to dest address

/dest port contains bad protocol discriminator hex

AR ASA WIBWCE| AT 0x08, (HULEIRIEIAE 0x08. £ i GEIEAE AR A REHE A, 50
W T AN T 5 A BURH S B SRVRIR A i

BIARIE: KHPATAEATIRAE

405104

gl;&iﬁ.%\ $ASA-4-405104: H225 message received from outside address /outside port to

inside address /inside port before SETUP

WLRE: FERIARBEE N R AT TR IR AL R H225 W, X AME SR LN AR IR . ASA IZRAER;
WCAT AT Foth H.225 3 B 2 ATISCE H.225 WY 4 8 18 PR 0] 46 12 BT 5L

BIRIRAE: KR RATE TR

405105

HiRHE: 2ASA-4-405105: H323 RAS message AdmissionConfirm received from source address

/source port to dest address /dest port without an AdmissionRequest
WAR: MSF RIS ACF, {H ASA K[ M 57 k1% ARQ.

FBIAIRIE: (HHIFEE M source_address £ 21 W 57, LUHfIE M SFAEAR MM ASA 43| ARQ KL R
% ACF 1 J5IA

405106

gll;&’;ﬁ,%\ $ASA-4-405106: H323 num channel is not created from %$I/%d to %I/%d %s

| B asAazsEgzAEEE
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405107

405201

405300

405301

F4: B %31 2 400000-450001 |

WAA: ASA T /E H323 BAASRALEIE FOJRRILECAM. AOGTFAME L, 62 % match media-type

fir %o

BIAIRIE: BRI TAEATERAT .

’éia':éiﬁ.%'\: $ASA-4-405107: H245 Tunnel is detected and connection dropped from %$I/%d to %$I/%d

%s

BE: AR I SR T H.245 BEiESEE], Fik H323 EHEEWIT. AREAER, 55
5% h245-tunnel-block 774 .

BILRIRAE: LR RAT RT3

gi;iﬁ,%\: $ASA-4-405201: ILS ILS message type from inside interface:source IP address to

outside interface:/destination IP address has wrong embedded address embedded IP address

RBE: ILS o 3 b it A hEAS[E] T TP 24 4k i UR TP Mk,

BEIHIRIE: fiTHH source_IP_address £ & fi5 & 1 EHL, LA BHLURIEAS A LMK 1P Hulil (1)
ILS £t J5i Al o

’éia':éiﬁ.%\: $ASA-4-405300: Radius Accounting Request received from from addr is not allowed
WERR: R TR EORAE SO LS P BC R AU KSR . R Bl I H e Aab B,
* from_addr - %G K I FHLE) 1P Hbdik

EIEYIRIE: W ENLCHCE A1 ASA KiX RADIUS iC K B, ISR T L 70N TR SRR (1)
A SR M P BB 1 o R EARECE N 17 ASA &% RADIUS 0K B, TR Ay 236 T B ) it
l W B AEVER, AN EE M ACL, PLEFFEIRA.

gii%i‘ﬁ:%\: $ASA-4-405301: Attribute attribute number does not match for user user ip

WAA: CHIA validate-attribute @i &I, A AEITEGLIKTER A S R I E SRR Gl
FAAE) R P A LR .

* attribute_number - f{i F} RADIUS i IK I Z256G1E 1) RADIUS J@iE. YA 1 2] 191, ASCFt
R o S o
* user ip - F/ B IP Mk Cemd IP JE 1)

BRI HPATAEATIRAE

BRI ASA RIIRGHEHE
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406001

406002

407001

ao6001 [

%E%iﬁﬁ?: $ASA-4-406001: FTP port command low port: IP address /port to IP address on

interface interface name

ﬁ%:ﬁF%ﬁATFW%Dﬁé,%ﬁﬁ?¢?wm(&L%G%?%%ﬁ%ﬂﬁﬁﬁﬁﬂﬁ@
WD R e SRR E S it i ARG . ASA EFF B, £, JRdsRIb At

BIRIIRAE: R RATE TR A

gﬁ%iﬁﬁa: $ASA-4-406002: FTP port command different address: IP address(IP address ) to
IP address on interface interface name

WA % mi AN T FTP 3 i<, JFRAE T AN TR b A At st ik %07 kAT T
i LA I e BN, Bh TR S S SOE AR A A R B L LR E AR B LA
FAtds A BORENFF FTP 231 . ASA Z58iidlatd, Zaabifd, JFidskIbft. 5 iyt K dy
S IhpiLR

BILHIERAE: LR RATE T4

%ﬁ%iﬁﬁ%: $ASA-4-407001: Deny traffic for local-host interface name :inside address , license

limit of number exceeded

WERR: T ENURE . W LU AN, S EAUE S TN PR
o WHEBENLC ARG Ty ph il ASA # R IR & .
« W ENLE PR ASA Kb #E e B2 sl P SR 30AIE

BRYIRIE: B T & Lol SE i EALRR T AT H show version iy & & EHLIRE]. {FH] show
local-host iy 2 25 & 1G5 3) EHLFITE ASA BT IEM N o BT — A2 A, F
i /H clear local-host fi7 %> o LAY P FH - BRI SE PRk 10, 18K A e . 2R vauth BN B E A N R4
S PRI BN AR A

R 39: BBRHEFHEFE

HBE | HEEE
&

B4 100:05:00 (54)
(1))

EFE 00:01:00 (1 /)
iR

uauth | 00:05:00 (5 %
=)

B asAazsEgzAEEE



B o002

407002

407003

408001

408002

408003

F4: B %31 2 400000-450001 |

gl%iﬁ,%\ $ASA-4-407002: Embryonic limit nconns /elimit for through connections
exceeded.outside address /outside port to global_ address (inside address )/inside port on

interface interface name

AR AFiE 4RIk A48 e ML B g A bk (IR B RO T RS A N 1 O B
il WK ASABERS NIER BN AE, WS 2R B2 . EARAH BN PAT S5, JF ISk
B EHLAIL SYN_ACK Hidfath. ASA fREAMIDCIRSEE, Zafdate, JFEefeR ) umfil. e
A RER R AR B R GE IEAEE R DoS Kt

B RYIRAE: A Aihhl, A H AR, (RN e el o A A LA

’éia':éiﬁ.%\: $ASA-4-407003: Established limit for RPC services exceeded number
WLAR: ASA T —0AEIE B 5 RALEUE B E (1) RPC IRSS 25 BRSS9 T I — AN 4L
I AIRAE: SR HALALOCH GRS 2D SRR IS 2 Ik 454 BRUIR 55 ) (R 25 i

gl;&iﬁ,%\ $ASA-4-408001: IP route counter negative - reason , IP address Attempt: number
AR RF TP i e v s e g A SE ) 2 R I
BBILBYERIE: %I\ clear ip route iy 2 HLE M HH U EAS o W MBI R AFAE, 1EIER IR TAC,

%ia':é*}‘ﬁ,%\: $ASA-4-408002: ospf process id route type update addressl netmaskl
[distancel/metricl ] via source IP :interfacel address? netmaskZ2 [distance? /metric2 ]
interface2

ERA: AL BUAT I pEr A A [ S v PSR 1 e e ) 7 2% S i o 7 i L At
P 2RI BAT S . Bt i DUT TOUR H N, RoRBAR CAE M S P3RS o 208 1L 40 41 R EDHT 70
RAEHIL . 23 SCE W AR AT BT IE A T BER AR, IRl . e O 1Bt 44k
INASCRFERARIUR BT DL, AR RIS, AR OL T 8 T HAT4 .

BILHIERAE: LR RATE T4

EiRIH A 3ASA-4-408003: can't track this type of object hex

WA EREFRGAMNIER] T A SRR GRA . AT HI T RAESR G
* hex - A FAR B A A7 bk (¥ 17N Rt R

BEICHYIRAE: FOBTINC B RN B DA LA IR 4

B ERASARTIRZREEE



| %% A5k 5 400000-450001

409001

409002

409003

409004

409005

409006

ao%001 [

g'l;%i\ﬁ,%\ $ASA-4-409001: Database scanner: external LSA IP address netmask is lost, reinstalls
YEBR:  BRAA I B R AME D o B R AR I TE A8 T 4k 2L AT .
BICRYIRIE: LR PATAE AR

HIRIHE: %ASA-4-409002: db_free: external LSA IP address netmask
AR KA T WP R
BWRGIRAE: Tl pAT TR

g'll?:&’;ﬁ.%\ $ASA-4-409003: Received invalid packet: reason from IP address , interface name

WRR: RO OSPF it B RIHE F A S PEANfE B A AT AE/2 OSPF HL B AN IR Bk AF
NATAE N FBER R o

BRI A AU N OSPF L& R/ AL 2 5 A —3.

HiRHE: 2ASA-4-409004: Received reason from unknown neighbor IP address
AR WEI T OSPF Hellow e it i W s P it sk A A, (HLis R A Jei i D UA A AE N
BIRIHERIE: EH TR,

%i%iﬁ,%\: $ASA-4-409005: Invalid length number in OSPF packet from IP address (ID IP address

), interface name

WA ASAWCE] T 7B/ T IE AR /N B B i 1P Kl (/AN 201 OSPF Hidlatd . X
R B B R A N AT AE MG A R

B RHRAE: A DA AR B P ) ) R ey O B Sh e

gi;i‘ﬁ,%\: $ASA-4-409006: Invalid lsa: reason Type number , LSID IP address from IP address

, IP address , interface name

AR % R INCE L oA LSA AL LSA . J5t A2 N AF iR sl Hh 4% B RAMT A

B asAazsEgzAEEE



B 200007

409007

409008

409009

409010

409011

F4: B %31 2 400000-450001 |

BEINEIRAE A A 0 M1k B ) U o 2 0 FORT A S . WUR EIARAE A, EICAR ISR
TAC,

%E%iﬁﬁ?: $ASA-4-409007: Found LSA with the same host bit set but using different mask LSA

ID IP address netmask New: Destination IP address netmask
WLRR: AT R DR
BRI SRR NIRRT R, PR R 45 IR TAC,

gﬁ%;ﬁﬁ?: $ASA-4-409008: Found generating default LSA with non-zero mask LSA type: number

Mask: netmask metric: number area: string
YRR HI TR AR AT R R, B E A A R AT R R A T AT R D8 B R (1 ER A LSA.
BIRYIRME: LB B SR R, IR RS 4 R TAC.

%E%iﬁﬁé: $ASA-4-409009: OSPF process number cannot start.There must be at least one up IP

interface, for OSPF to use as router ID
WAA: OSPF 221X A — ANz 1) 1P kil 43 e B 4% 1D B 2RI

BBIRAE: 1T IR 28 ] — N BRI Mk . AT £ OSPF JERRAE S s iz
17 MRS BEREHR 5 ZEME— B A5 1D BB A W BRI 1, DU AR 1 8 T SR %
# 1D,

Hkﬁ/ﬁ E $ASA-4-409010: Virtual link information found in non-backbone area: string
YLER: RAET N
EIEVIRAE: IR BORIERR S I R, IR AR 45 R TAC,

%ﬁ%iﬁfﬁ: $ASA-4-409011: OSPF detected duplicate router-id IP address from IP address on

interface interface name

1%RA: OSPF M5 it fhdEFE H AT A R i 4% ID FOATR R F2U T Hello #dii 0. Toik s ar se 248450
Fo

BZIBYHRIE: OSPF i h#s ID NiZ HAME—ME. B 4R)E e ID.

B ERASARZTRGAEHE



| %% A5k 5 400000-450001

409012

409013

409023

409101

409102

a9012 |||

gl%iﬁ,%\ $ASA-4-409012: Detected router with duplicate router ID IP address in area string

WiRA: OSPF M5ttt i e R HAT A [l 1 2% 1D O SRJE 20 T Hello Hidli . TGk s a4k
Ao

BILEIHRAIE: OSPF i ihids ID Wiz AATME—E. BESAT i ihi 4 ID.

HEiRJHE: 3ASA-4-409013: Detected router with duplicate router ID IP address in Type-4 LSA
advertised by IP address

WiRA: OSPF M 55Uttt R H AT AH AL B 1 245 ID )RS 40 T Hello #dli . Joik i o8 40K
o

BILHYIRIE: OSPF % 1% ID WAZ HATME— 1. 50 R85 % i 1D,

‘éla:éiiéi,% $ASA-4-409023: Attempting AAA Fallback method method name for request type request

for user user :Auth-server group server tag unreachable
YRR ST AR IR 55 4 AT S AR I UE BB BUR I, AR GERH A I A I ] 7 S e AT #54

* aaa_operation - £ {3 1 iiF 5iFZ AL
* username - 51ZEEICE I H P
* server_group - HA RSS2 0VEBIA K AAA RSS2 44 FK

BAHYIRAE: XRAIES — MO B A AAA RS54 AATATERL . XK H ASA [ 5 (3 Bk ik
S5 AT Ping BRAE . ETIIRIE AAA RS E P ISAT P IR

‘a*ia':é‘}ﬁ,%: $ASA-4-409101: Received invalid packet: s from P , s

AR WRIJCA OSPF Hdla . BRI S P W& TRAfEE . g2 OSPF L B R iR sk A
AAAE N BT IR o
BIAYIRIE: A E Wt AR AKX OSPF L& H A2

’éia':éiﬁ,%\: $ASA-4-409102: Received packet with incorrect area from P , s , area AREA ID STR
, packet area AREA ID STR

WiRA: WE] OSPF Aiaty, AR5 X 1D 55 b 1 X AN UL E .
BAHYIRAE: A AR AFR A N OSPF L& H AN — 2.

B asAazsEgzAEEE



B 0003

409103

409104

409105

409106

409107

F4: B %31 2 400000-450001 |

%E%iﬁﬁ?: $ASA-4-409103: Received s from unknown neighbor i
WELAA: Y H| EIGRP Hello s 7 i W] sl 504l e i sk i A, AL e o ik O R AN
BIHRAE: R PAT T

HIRBE B 9ASA-4-409104: Invalid length d in OSPF packet type d from P (ID i ), s

WAR: REUME| > OSPF i, HAKEFBUNTIEHRLA/DN, sy HRIE ) 1P Hodls oK/ A
—EL BRI N LT R

BIRIE: HRPATAEMTIRAE

%E%iﬁﬁ%: %ASA-4-409105: Invalid lsa: s : Type Ox x , Length Ox x , LSID u from i

YRR R e AR B B AR I LSA . BT W AFER R sl s e 2% B ESMT N, SEUXLSA S
AP LSA A AN TEMf R 56 A Bl AS TE A 1 JE
BIHIIRAE: MURH SRR 3 2 o) U 2%, IFHAT LT #R4
* %1\ show running-config 7%, WCARES AR IS TTHCE
* %1\ show ipv6 ospf database 7%, WA nT BEAT BT U0 B 58P ot i s
* %1\ show ipv6 ospf database link-state-id 1% . link-state-id Z¥5& Jo38 LSA 1) 1P Hutik.
* i)\ show logging 74, WA W] AT B TR AR PR i i £
o FUHT A B A
W TR PR IEE 15 B e A R M, IR DR TAC JHRAEFTIEE IS B .

%E%iﬁf%: %ASA-4-409106: Found generating default LSA with non-zero mask LSA type: 0x x
Mask: i metric: lu area: AREA ID STR

YRR HI PRI R, i RS Sl A S B R HE R AT AT B DR R I BRIA LSA.
BILHYIRIE: CRHIT TR .

%E%iﬁﬁ%: $ASA-4-409107: OSPFv3 process d could not pick a router-id, please configure

manually

1% BA: OSPFv3 24 AL — N2 1P Huhik 23 i 1% HH 28 1D I 2,

B ERASARTIRZREEE



| %% A5k 5 400000-450001

409108

409109

409110

409111

409112

409113

aomos [

BIBYIRIE: WERE DB AN EEERIP Mk O . Wi £ OSPF SEREAE % has iz
AT, WEREASERE A 5 S — % th 4% ID. A2 88 1 B8 FE: 1, DAEREAN 32 L 3 ] SR 15 4%
2% ID,

gl;&“;ﬁ,%\ $ASA-4-409108: Virtual link information found in non-backbone area: AREA ID STR
WER: KA T NERETIR.
BIHRAE: R PATAETERAE

giﬁ%i‘ﬁ%\: $ASA-4-409109: OSPF detected duplicate router-id i from P on interface IF NAME

WEAA: OSPF M 5t fhyadbft AT AT ] 2% 2% 1D (4R FE 20 T Hello Bt ik idrse a4k
Z. OSPF % 2% ID Ni% B ME—k.

BRI HYIRAE S AR E K 4 1D

g’l;&“;ﬁ.%\ $ASA-4-409110: Detected router with duplicate router ID i in area AREA ID STR

WERH: OSPF M5t dhyadbfe AT AH [ %t 2% 1D 48 fE 20 T Hello Bt . Toid i se a4k e
Z. OSPF %1128 ID Wiz B A ME—k.

BN AYIRAE: SR E i A 1D,

HIRIHE: %ASA-4-409111: Multiple interfaces (IF NAME /IF NAME ) on a single link detected.
ULRR: ANSCRRAERBERS E 2R 0 AT OSPEV3.
BIWRIIRAE: B MZOSN, RCAEHARPTA O AR OSPRV3 sloks L s By sl i

gl;&iﬁ.%\ %ASA-4-409112: Packet not written to the output queue
YRR AT A EBET R
BIBIRIE: LA PATAE TR

410 B py o . . . .
Ell?ilﬁ:u,\: $ASA-4-409113: Doubly linked list linkage is NULL

B asAazsEgzAEEE



F4: B %31 2 400000-450001 |

B 0014

YRR KA T AR R
BIRYIRAE: BRI TR

409114
252 $ASA-4-409114: Doubly linked list prev linkage is NULL x
YRR KA T ATBETIR.
BIBIRIE: BT PATAE TR

409115
EiRjE B 3ASA-4-409115: Unrecognized timer d in OSPF s
WA KA T TBAR IR
BILBIRIE: LA PATAE R

409116

’éia':é“}ﬁ,%: $ASA-4-409116: Error for timer d in OSPF process s
YERR: KE T NRER R
BIHIRIE: TR HITILATERAE .

409117

gl;&iﬁ:%\ $ASA-4-409117: Can't find LSA database type x , area AREA ID STR , interface x
YLER: KB T N
BIERAE: EHRPAT T

409118

%ifé‘}‘ﬁ,%: $ASA-4-409118: Could not allocate DBD packet
YRR KA T AR IR
BILAIRIE: BRI TAEATERAE .

409119
EiRHE: $ASA-4-409119: Invalid build flag x for LSA i , type 0x x
YRR AT ATRET R
BIBIRIE: BT PATAT AR

B ERASARTIRZREEE



| %% H7%k 5 400000-450001

409120

409121

409122

409123

409125

409128

awn [

%E%iﬁﬁ?: $ASA-4-409120: Router-ID i is in use by ospf process d
WRA: ASA S Bl A BERE IEAE A A A % 4% 1D
BICRYIRAE: b AN UERRAC B AR 4% 1D,

gﬁ%;ﬁﬁ?: $ASA-4-409121: Router 1is currently an ASBR while having only one area which is a
stub area

1RA: ASBR WA H 2 W] DL IR AS ZMHE NSSA LSA 1 [X I
BIBYIRIE: B 2 E BRI X A 4 k) NSSA X daf il 5 K X dak

%E%iﬁﬁé: $ASA-4-409122: Could not select a global IPv6 address.Virtual links require at
least one global IPv6 address.

YRR CURCEMRINGEN . SRR BRI, DATR AR IPve k. HJE, JERAERE st
242 J5) Ipve Hidk.

I BYERIE: AEUbEK AR 0 L E 4 R TPve Mkt

EElﬁ:h\ $ASA-4-409123: Neighbor command allowed only on NBMA networks
WA : A AVFAE NBMA M %5 HH{f ] neighbor 14,
BILRIHRAIE: KA neighbor -4 [1RC BT, 40 Jm % 1 B LRI 2% 28

gﬁ%iﬁfﬁ: $ASA-4-409125: Can not use configured neighbor: poll and priority options are
allowed only for a NBMA network

WRR: AE RN 2 Mg BRI T CRCEMARSE, JF HECE TR WEIE Rk, M AVFENBMA SR
T oA 5L A I SR T

BEILBYIRIE: KA neighbor iy 2 WHEC B LI, 4R e 42 10 B [F IR T B M 44 28,

gﬁ%;ﬁfﬁ: $ASA-4-409128: OSPFv3-d Area AREA ID STR : Router i originating invalid type 0x
x LSA, ID u , Metric d on Link ID d Link Type d

B2 asA 25z ASHES I



F4: B %31 2 400000-450001 |

B 10 4 410001 20 450001 2 1205

WA LV PR R i s O B L m I LSA . WX S — /N 4% LSA H &R E &4
K, DI 28 HR A AR 6 R AR % R A 2 1 XUISS o

BAYIRIE: WA LSA [k th & 45 3E LSA SRAUAIBEH SR ML B AT UL .

F 410001 % 450001 = 8] B E 2

410001

410002

410003

AREEALE ID AT 410001 F] 450001 2 (A5 A .

%E%iﬁﬁ%: $ASA-4-410001: UDP DNS request from source interface :source address /source port
to dest interface :dest address /dest port ; (label length | domain-name length) 52bytes

exceeds remaining packet length of 44 bytes.

1%RBA: UDP DNS ## o i 42 K eI 255 N5 . 152 W RFC 1035 26 3.1 #4r LL T @1 E4i s
=

IR

BIRYIRAE: BRI TR

gﬁ%iﬁfﬁ: $ASA-2-410002: Dropped num DNS responses with mis-matched id in the past sec
second (s): from src ifc :sip /sport to dest ifc :dip /dport

WERA: ASA Kl FHF AU DNS FRIRFF ) DNS Wiy 5l 2 . DNS AR VEC H it =,
RN AEAE BT ] id-mismatch DNS 5% I 5t 2 850 7485 2 iy 2 0 B L

* num - i H id-mismatch iy 4 7C & (1) ID AN DTS SE91) 1) £ i

* sec - ] id-mismatch iy 20 & I RFLLR ], LRD R S fr

* sre_ife - FEIHTAIERC DNS FRIRFFF DNS WS I EE O A FR

* sip - J5 1P Hidk

* sport - Yivi I

* dest_ifc - H 4 H 4K

* dip - HAx 1P il

* dport - H 13 1]
BARYIRAE: A AR IP kbR O, DARERSGTRIE . 0T DAL ACL BAZK A BH 1R B &
AP/

m»’
[ayay

%E%iﬁﬁ?: $ASA-4-410003: action class : action DNS query response from src ifc :sip /sport
to dest ifc :dip /dport ; further info

1AA: % DNS V4 BT DNS 7328, Hii e e 4cit. Bk, o b & r 81k .
* action_class - DNS 47 3842

B ERASARTIRZREEE



| %% A5k 5 400000-450001

410004

411001

10004 [

* action - IPATINHEAE: X7, CER CLTSIG) BCHEMAR kbrik

* query_response - LX) B Y

s src_ife - PHE 4R

* sip - J5 1P Mk

* sport - YRt

* dest _ifc - HPJFI 4K

* dip - Hbx 1P Hidik

* dport - H 13 11

s further_info- "] e LA FME—MEE: ULECHIZEID: class name. ULECHIZRID: match command
P71 mateh f74) 5 5% TSIG BEIFICSRALAAE O T tsig enforced iy 2 A2 I 2D

BIAIRIE: BRI ERAT .

’éia':éiﬁ.%l: $ASA-6-410004: action class : action DNS query response from src ifc :sip /sport
to dest_ifc :dip /dport ; further info

PEAA: L% DNS 91§ $4T DNS 4338, HLil e 4R e 4.
* action_class - DNS 73 45 EH
* action - JIPATINHERAE: CHalEC 8 O TSIG)
* query response - £ B Y
* src_ife - YHE 44 FR
* sip - J5 1P Hidk
* sport - YRt
* dest_ifc - H 4 14K
* dip - H¥5 1P ikl
* dport - H 13 1]
* further _info - " Ag & LA FAT—FiE E: UCECHIZRID: class name. VLELIIZKID: match command
ORFFARSZ () mateh f74) 5 BY TSIG BEIFICSRAAAAE O T tsig enforced iy 242 B 8D

BIRYIRAE: WAL T34t

gll;&’;ﬁ,%\ %$ASA-4-411001: Line protocol on interface interface name changed state to up

AR R BCIRS TN KLASC R TT A . 1% interface_name J&iZ #4214 FR (9 4n 35 1 Fn 4k
WD, RN I OB OO SO TR IRES . WK interface_name S& ) BE4Z 1
AFR (Bl EthernetO F1 GigabitEthernet0/1) ,  IHH AR PER$2 11 26 i P s MO T SCA T 3 IR
P

BN o

BIRIIRAE: KR HATAE TR AE .

B asAazsEgzAEEE



[

411002

411003

411004

411005

412001

F4: B %31 2 400000-450001 |

%E%iﬁﬁ?: $ASA-4-411002:Line protocol on interface interface name changed state to down

WA P BCIRAS TN TIF R SO e . a1 interface_name S22 #4214 5K (40 P 3545 1 R4k
LD, M RN D P O RE SO GRS . TEX IS L T, W ER R e T
BORAAZZ W . WK interface_name 2P 145K (51401 Ethernet0 ! GigabitEthernet0/1) , It
TR R R 1 B P T I SOk 56 APIR 2

BB WIRIX e BRSNS, TSk A Bk

%E%iﬁﬁé: $ASA-4-411003: Configuration status on interface interface name changed state to

downup
WAR: R EARES S MRS TR -
BIBIERAIE: WIRIZE AN, SR A I A

%E%iﬁﬁé: $ASA-4-411004: Configuration status on interface interface name changed state to

up
WAR: LA ERES T RIS T
EIRYIRIE: EWPATERERAE.

%E%iﬁﬁé: $ASA-4-411005: Interface variable 1 experienced a hardware transmit hang.The
interface has been reset.

WLRR: HLUEBIRE LGRS, T EE DORW IRy, (8 1 e k81T .
* variable 1 - #1144 F%, U1 GigabitEthernet0/0
BIRYIRIE: LR PATAE A

%E%iﬁﬁ?: $ASA-4-412001:MAC MAC address moved from interface 1 to interface 2

WRR: RSB BRI RIS . fEIEW] ASA . 1ML (MAC) 55 ASA S 11 22 [A]F RS Ke
TE5R 2 JAi R e . R U5 MAC Hiulik Y5 ASA 3t D ZhAS0T . fEibid i, N
MBNEHAEA L RS, e Bt &

BILAYIRIE: LA REA AL, a2l Db oAt 1 B30 MAC., IA8Xs2 Ik MAC
Wk S, R AR R 2% b B 32 e (L, AR A R FLINBR B C B A MAC 4 H, #SAHA
FEVF R MAC Mttt At L 405E o RS LA, W AT A .

B ERASARTIRZREEE



| %% A5k 5 400000-450001

412002

413001

413002

413003

413004

mz2002 [

gl%iﬁ,%\ $ASA-4-412002:Detected bridge table full while inserting MAC MAC address on

interface interface .Number of entries = num

YRR MrEeR O, (RGN H. ASA ARG S4Edr A2 2 ZH kK, H
SERE I SO I R/ BRI # 2 AR il S o RGN MAC Hbdik,  H R AR Hh d5e B ()
BEALKH CunTHD o XnlaeR sl gt

BEIRYIRIE: MR O R £ HAE 2 R BLYGE, 158 /] EtherType ACL 5%t 5 52 Muili 3=
LI ]

’éia':éiﬁ,%\: $ASA-4-413001: Module module id is not able to shut down.Module Error: errnum

message

WAA: H module id FRRIIBHRICIEIZ I ASA RGALHIIE RG] . BB AT (8 IEAE AT AN BE H B
IAESS, B2, errnum Fl message SCA UL A | MEAREOIGTE G ) A, DL RHESE B2 IE £
(e

BISHTIRIE: SRR EIOAT 45 58 UG P OC A UEAAR , B4 ] session iy 215 R BEER | [F) CLI Jf457 11
RELLE AT H G P (R A5

gi%;ﬁ,%: $ASA-4-413002: Module module id is not able to reload.Module Error: errnum message

WA 1 module_id bRIRIIBEIRICIE F2 I ASA BEHIFIIE SKEPTINAL.  BERBLHR AT RE IEAE PAT AN BEHH I
HIESS, BIAE T . errnum F1 message SCA U H] 1 LD ITCIA BB INALAI LA, DUACHERE (2
IE#RAE.

BIRIRAE: SRR b AT 55 58 B P BRI, B AT session iy & Uy ] LEARER_E (¥ CLI
A5 b B P DRI A 55

gl;&“;ﬁ,%\ $ASA-4-413003: Module string one is not a recognized type
AR ZR GO BRI U A R RS
BEICHYIRIE: K ASA AP THE B SCHF O e B SRR I A

gii%i‘ﬁ:%\: $ASA-4-413004: Module string one failed to write software newver (currently ver

), reason .Trying again.

VLR MBI A RRAS, PR R B TE I NARZS . R GEIE 2 Sl B AR AT

B asAazsEgzAEEE



B #3005

413005

413006

413007

F4: B %31 2 400000-450001 |

* >string one - i1 BRI SUARF4F H

* >newver - ARG NEEHPAT BT RS (B, 1.0(1)0)

* >ver - B EBAFR TR S (B, 1.0(1)0)

* >reason - FRATIE G NI R A . >reason (1)1 BEAE AL 45

- BEANKM
- R N LR A R

BIAIRIE: ER AT REsaulB PR AR AR, R RSB R . 6 H] show
module 7T & ZARBEAT JFEEHa, T LARAIERL IO 0 UP AR

’éia':éiﬁ,%\: %$ASA-4-413005: Module module id , application is not supported app name version
app_vers type app_ type

HiRHE: %ASA-4-413005: Module prod_id in slot slot_num , application is not supported app_name
version app_vers type app_type
YLRR: A slor_num Thg R R EARISAT AN SR I N H IR AR B8R T
* module_id - AT 55 FEHIH) 44 Bk
* prod_id - 77 i ID P45 H
* slot_num - ZZEMRBHNIEE S . FR 0 RoR R T, HHME 1 RORY Al b 22 i
* app_name - NJHEFR CERFHD
> app vers - NHIRA CEFFHD
* app_type - MM (3D

BIBYIRIE: Wi B RAAAE, IR R TAC,

gl;&”;ﬁ,%\ $ASA-4-413006: prod-id Module software version mismatch; slot slot is prod-id

version running-vers .Slot slot prod-id requires required-vers .
WLRR: R slor AR B AT A RRCAS AN S HAMSE R B s (1 RAS
* slot - il 0 LR RGE LM M 1 FORTEY RAGRE h 22 B
* prod_id - ikl slot "V Z IR 7 b ID T4
* running_vers - fiifl slot 22 IR b2 FTE AT (A RRCA
* required vers - THNE slot TR FT T S A RAS
BIBIRRAE: AR AR, TR R TAC.

gl%iﬁ,% $ASA-1-413007: An unsupported ASA and IPS configuration is installed.mpc description

with ips description is not supported.
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AR EAGAE 1 1) IPS SSP s & RIS B A2 S ¢ 11 ASA FI IPS LB . ASA NASdRELEILEA R
RGO IEHIEAT .

* mpc_description - ASA U5 [P RIR T AT H, A BESE L P A —Ii: ASA5585-SSP-10.
ASA5585-SSP-20. ASA5585-SSP-40. ASA5585-SSP-60. ASA5585-SSP-10-K7.
ASA5585-SSP-20-K7. ASA5585-SSP-40-K7. ASA5585-SSP-60-K7.

* ips_description - IPS SSP 15 [P iR 75 5, ] EJe L R AT —Ti: ASA5585-SSP-IPS10.
ASA5585-SSP-IPS20. ASA5585-SSP-IPS40. ASA5585-SSP-IPS60. ASA5585-SSP-P10K7.
ASA5585-SSP-P20K7. ASA5585-SSP-P40K7. ASA5585-SSP-P60K7.

BIRIRIE: KHRPATAEATHRAE

%E%iﬁﬁ?: $ASA-1-413008: An unsupported combination of the power supply module and the fan
module is detected.Two power supply modules are recommended when using ASA 10G and IPS 10G

SSPs simultaneously
PBA: f£7E ASA 10G SSP F11PS 10G SSP i, FAHA T —AN A —A RUsdh ,

BN AYIRIE: {1 ASA 10G SSP F1 IPS 10G SSP I, AP HIE, TIALE AN XUEBE—
PR,

%E%iﬁﬁé: $ASA-3-414001: Failed to save logging buffer using file name filename to FTP

server ftp server address on interface interface name : [fail reason ]
AR H AL SRBEHICTAR H ARGt X RA7 2ISME FTP iR 55451
BEIRIRAE: MR R DRI T3 A 1f -

PR R - GO FTP HRSS 85 R ASA Z IAIANAELEIE B8, H FTP BR4#% v LAEEZ FTP i [
#r A PUT K.

o P4 BB R TERK - BORICE I FTP %57 i F 77 44 AV 1 E G 5%

o FTA HARES R - i R IR AEAE, ISR R TAC,

%E%iﬁﬁ?: $ASA-3-414002: Failed to save logging buffer to flash:/syslog directory using

file name: filename : [fail reason ]
YEAR:  HASId SR H S R B RGN A

BEYIRAE: WORERAE RIS R TR AL, MR A AT 25 10], I {4 logging flash-size
i I B PR BB IR . A RO A ST R S8 1O AR, TSR IR TAC JREH B .
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%E%iﬁﬁ?: $ASA-3-414003: TCP Syslog Server intf : IP Address /port not responding.New

connections are [permitted|denied] based on logging permit-hostdown policy.

WAR: AT B R IE K H TCP R4 H GRS w8 2R 4548, I H RGO s H &l x
permit-hostdown el FE VAR 40 FEH: . R ClcE H &0 3 permit-hostdown ZR0E, W) o i/F#rid:
Beo WMACRECHE, B e,

o intf - IR 55 A4 IEHLN ASA (4
* IP_Address - IGFE TCP F4¢ H & k4545 11 1P Hbdik
* port - EFE TCP R4 H E MR 5553 1 1

BIEIIRME: WIECIE TCP RAHEMMSSHL M E8). EAVPHNER:, HIE HE IR
permit-hostdown 0% . EARAAFIERE, T2 E H &l 5% permit-hostdown ZEH .

%E%iﬁﬁa: $ASA-6-414004: TCP Syslog Server intf : IP Address /port - Connection restored

WRA: TCP A% H GRS EIR T L), HHO@ &R iy B2 mIhiE )5 R4 H GRS IK
I o STEN SN

* intf - 55 G IERLI) ASA I 1

* IP_Address - 1ILFE TCP 4t H & 454511 1P kit

* port - s TCP Z 48 H & MRk 55 45 1 i 1

BIRYIRAE: KBTI T34

%E%iﬁﬁé: $ASA-3-414005: TCP Syslog Server intf : IP Address /port connected, New connections

are permitted based on logging permit-hostdown policy

YEAR: TR AL H B0k TCP R4 H G k45 28 i DERE R IS5 4%, IF H ARG H &l sk
permit-hostdown Hl& FLVFBT&E ., Wi O e E H &0 % permit-hostdown Hlg, W FLVFHTZEH:

* intf - IS5 AHIEREN) ASA [
* IP_Address - IGFE TCP Z#4¢: H & MRS 11) 1P Huhl:
* port - TFE TCP R4 H R4 %% i i 1

BIARIE: KHPATAEATIRAE

%E%iﬁﬁ%: %ASA-3-414006: TCP Syslog Server configured and logging queue is full.New

connections denied based on logging permit-hostdown policy.

WERR:  FUSIC K BAFIL BRI ARGt H G R A AR 2 T 1 XU
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BARYIRIE: S0 (CLIRCE R )Y i “BldE HE s F” 5y, T A il i A F1 K
/NCLEESR B ﬁﬁﬁﬁfm,uo TEIXRMESL T, W SRR 4t d, A no logging permit-hostdown
e ERXMIEI Y, WREMAVEIIER, E 1 logging permit-hostdown 174 .

%E%iﬁﬁé: SASA-6-414007: TCP Syslog Server connection restored.New connections are allowed.

WRR: IR EALH AE 5 TCP R4 H S k55 o S, I H e vrpriEs.
BIRIIRAE: R RATE TR

giﬁ%“}‘ﬁ%\: $ASA-6-414008: New connections are now allowed due to change of logging
permit-hostdown policy.

VR TR AE PSR LI A logging permit-hostdown i<, A EL G X T H AR IE %
permit-hostdown o [T MG IAT TIXF L, IR SR VFEAT BT+ .

BIRIRIE: EHRPATAEATIRAE

%E%iﬁﬁ?: $ASA-6-415001: HTTP - matched matched string in policy-map map name , header field
count exceeded connection action from int type :IP address /port num to int type :IP address

/port_num

YRR RAELLMMERE RN, RSB
* HTTP it kv 5 BOR G HH P 0 B ARk BolE . MK A% /&: match {request | response}

header count num.

* HTTP #§k P € v B Szl A 0 ek v BORCE 8k . MG A2 /2: mateh {request

| response} header header-name count num.,
* matched_string - LA/ i@ T UL F AL —
- KW ID, JEERZEWU A RR. P BCE TRBUNIN, REHE BR T AT .
- RAZIE B S Pr mateh dy4 . SRBRGTZE AR, RIS iz v 4T $ .
* map_name - FENEWRIT K] 44 5
* connection_action - F 3345 ol B
* interface_type - #z 1AL (540, DMZ s(5hD

* IP_address - %1111 1P Mokl
* port_num - ¥ 15

EIAIRIE: %\ match {request | response} header fir % FHIC & HTTP )k 7B
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gl;&;ﬁ,%\ $ASA-6-415002: HTTP - matched matched string in policy-map map name , header field
length exceeded connection action from int type :IP address /port num to int type :IP address

/port_num
WERA: RN HTTP k7B I T BCE K
* matched_string - VLAC 7/ & T LU R AL —
- KW ID, 5 BRI A4 FK. HIBCE TR I, R Bz 745 i .
- RS R SE R mateh fy4 . ZEMURE N EEIN, R SORIZTERT .
* map_name - WG 1) 24 FR
* connection_action - 7V B B IE YL
* interface_type - &AL (fFl4n, DMZ s(AhEED
* IP_address - $% /] 1P Mtk
* port_num - ¥iij 15

EIBYHR1E: %7\ match {request | response} header header name length gt num iy 4 % 2 HTTP i
LT B,

gl%”;ﬁ,% $ASA-6-415003: HTTP - matched matched string in policy-map map name , body length
exceeded connection action from int type :IP address /port num to int type :IP address

/port_num
YRR VHEESCIESE T R E A
* matched_string - VLEC AR 8 T UL F N Z —:
- RS ID, JEERZEMUN AFR. H P ECE T RBURI, REH BIRZ TR/ H .
- RAEIZIN B9 FR mateh fy4 . FEWURTE AN, BRI DRz .

* map_name - SUE WL )44 TR

* connection_action - F 3 IEEE B

* interface_type - &AL (40, DMZ 540D
* IP_address - 1111 1P Ml

* port_num - %ty 15

EIBYR1E: %7\ match {request | response} body length gt num 14 5 M B IE SCK

g"li’:'&iﬁ:%\: $ASA-5-415004: HTTP - matched matched string in policy-map map name , content-type
verification failed connection action from int type :IP address /port num to int type

:IP address /port num

WERA: HTTP S IESCH L) EAE HTTP B3RSk h A A A 7 BLdig o€ (1) MIME SR 7 ) IE A 2 )50
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* matched_string - [LECFRF R R TLLF N2 —:
- KWL ID, JEERRI A RR . P BLE T ORI, REUK R A R
- RAEZIH R SE S mateh 34 o ZRMURE TN, R WoRIZFRTH .

* map_name - FEMG LI 1) 44 F5K

* connection_action - F 3 FE B Bk

* interface_type - ¥EIRAL (U1, DMZ 84N

* IP_address - ¥ 111 1P Hiutik:

* port_num - %15

EiAIRIE: %\ match {request | response} header content-type violation 7y & K4 [F 1% 4% .

g'l%?lé]:%\ $ASA-5-415005: HTTP - matched matched string in policy-map map name , URI length
exceeded connection action from int type :IP address /port num to int type :IP address

/port num
WiRR: URLCRESE Y 70 B K.
* matched_string - VLAC 745 R & T UL TN A Z —:
- KRB ID, JE R A RR . H P ECE TR, R BN AT
- R B S Pr mateh @74 . RIRGHE A ERIN, RO BiZ T AT .

* map_name - WG [P 24 FR

* connection_action - 3% FE B ik

* interface_type - #EI1RAL (1, DMZ 84N
* IP_address - %111 IP Hihik:

* port_num - %15

EIAIRIE: %\ match request uri length gt num 774 0 % URL K&,

’éia':éiﬁ,%\: $ASA-5-415006: HTTP - matched matched string in policy-map map name , URI matched

connection action from int type :IP address /port num to int type :IP address /port num

WLAA: URISH P RCE W IENERE L. A5 B, 15254 match request uri regex {regex-name
| class class-name} 74

* matched_string - VLEC 45 & T UL TN Z —:
- KW ID, JEERZEMU AR HELE T IR, RE0K BN
- REZIH R S mateh fy% o RWURAE NN, REH BRI AT .

* map_name - SR R 44 FR
* connection_action - 37 EE EIERE
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* interface type - ¥ 1M (i, DMZ 54N
* IP_address - %1111 IP Hihik
* port_num - %15

BIRYIRAE: WAL T34

’éia':éiiéi,%\: $ASA-5-415007: HTTP - matched matched string in policy-map map name , Body matched

connection action from int type :IP address /port num to int type :IP address /port num

WERR: VR ESC S P E R IE N A VUL . AT OSTEANME B, 152 1% match {request | response}
body regex {regex-name | class class-name} 7% .
* matched_string - VLEC 45 & T UL TN Z —:
- KW ID, JEERORHIR A FR . P BLE T ORI, REUK SRR R
- REZIH R SR match 7% o RWURAE NN, REH BRI FRTH .
* map_name - FENEWIS K] 44 Fx
* connection_action - 3715 BUE EERE
* interface_type - #EIRAL (U1, DMZ 84N
* IP_address - ¥ 111 IP Hiik

* port num - %ij |15

BIRYIRAE: KBTI T34t

gll;&’;ﬁ,%\ %$ASA-5-415008: HTTP - matched matched string in policy-map map name , header
matched connection action from int type :IP address /port num to int type :IP address

/port_num
AR RS R R E 0 BUE S T BB A IR WRIA UL RS . A7 R PEANME S, T2 match
{request | response } header header-field-name {regex-name | class class-name} 7% .
* matched_string - VLECF 47 S & T UL PN Z —:
- KW ID, JEERISMSS A FR. U ECE TR, RIS AT
- FORIZIH BN 52Br mateh @74 o JEBRISAE AT, ARG BN IZ T H
* map_name - SRME WL (1) 44 PR
* connection_action - F 3% H N E B
* interface_type - ¥z 1AL (540, DMZ 5(AhD
* IP_address - ¥ 11 IP Hili:

* port_num - %t 15

BIRRIE: EHRPATAEATIRAE
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415009

gl%iﬁ,%\ $ASA-5-415009: HTTP - matched matched string in policy-map map name , method
matched connection action from int type :IP address /port num to int type :IP address
/port_num

WRA: HTTP J7ik 5 H P E M IE R IAUCTEL . A P45 S, 152 % match request method

{regex-name | class class-name} 7% .

* matched_string - VLACFRF R JE T UL TN Z —:
- R ID, JE BRI SRR TP ICE TR I, RGH SRz AR/ H .
- RAEIZIH B FR mateh fy4 . MU AN, RE0K Bz a1 .

* map_name - FMEWLIF) A FK

* connection_action - F 3 IEHEE EIEHE

* interface_type - #EIRAL (1, DMZ sihhiE)

* IP_address - $% /] 1P Mtk

* port_num - il 1%

BILHIERAE: LR RATE AT

415010

gl%”;ﬁ,% $ASA-5-415010: matched matched string in policy-map map name , transfer encoding
matched connection action from int type :IP address /port num to int type :IP address
/port num

YRR AR i BB P G A A o F UG . A ST EAIME B, 72 4 match {request

| response} header transfer-encoding { {regex-name | class class-name} | keyword} 7% .
* matched_string - VLAC 747 R & T LU TN L —:
- KW ID, SRR A RR. T RCE TR, RGN TR .
- JORZIH B SEBS mateh @74 o SRBRSAE A EEIN, RO RIZ AT H .

* map_name - SRME WL (1) 24 TR

* connection_action - F 3 IEFEE i

* interface_type - FIRAL (1, DMZ 8i8hEED
* IP_address - %1 1P Mtk

* port_num - il 15

BILRIRAE: ERRIT TR

415011

Ei%;ﬁ:%\: $ASA-5-415011: HTTP - policy-map map name :Protocol violation connection action
from int type :IP address /port num to int type :IP address /port num

WRA: HTTP N5 CALE HTTP W 8 T LA 7249 ARSI 2045 240 HTTP ¥ 8
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B 502

* map_name - FEUEIIT ) 44 F%

* connection_action - F 3 IEFEE Bk

* interface_type - LAY (fFl4n, DMZ 54D
* IP_address - %1111 IP #ihit

* port_num - ¥iij 15

iV RYIE{E: %\ protocol-violation action {drop | reset} log i & K41 1Ei% A B,

415012

gi;;ﬁ:%\ $ASA-5-415012: HTTP - matched matched string in policy-map map name , Unknown
mime-type connection action from int type :IP address /port num to int type :IP address

/port num
YRR WAERMFEAES 5N E MIME KBTI MIME 2874,
* matched_string - VUL 47 J& UL TN EZ —:
- RWUR 1D, JEEREHU SRR P BCE TR, REH BRI TR
- RAEIZIY BB mateh fiy4 o SEBURAE AN, RGO DRz TR,
* map_name - FEWEWLLS [F) 24 FK
* connection_action - 3 IEFEE B
* interface_type - Bz 1AL (4N, DMZ 550

* IP_address - %1111 IP #ihik
* port_num - ¥iij |15

I AVIRE: %\ match {request | response} header content-type unknown iy %4 [F 1% jr) £ o

415013

gi%;ﬁ:%\: $ASA-5-415013: HTTP - policy-map map-name :Malformed chunked encoding

connection action from int type :IP address /port num to int type :IP address /port num
WERR: o Egmid ik SO IER, JF H HTTP 3 S G, h4h, T4 protocol-violation iy 4 it &
H &l

* map-name - 50 WL 44 FR

* connection_action - F 3 IEFEE Bk

* interface_type - ¥ KA (40, DMZ siFhR)

* IP_address - %1 1P Mtk

* port_num - ¥iij 15

EILBYRIE: %\ protocol-violation action {drop | reset} log iy % K2 1F 1% ) i .
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415014

gl;&iﬁ,%\ $ASA-5-415014: HTTP - matched matched string in policy-map map name , Mime-type
in response wasn't found in the accept-types of the request connection action from int type

: TP address /port num to int type :IP address /port num
EAA: HTTP N (1) MIME AT RN 3252 7 Bt
* matched_string - VLR 45 i & T DL NN AR Z —
- RIS 1D, o BRI A FR . T ECE 7RI, ARG SRz AT .
- RALIZN B Fr mateh f74 . FEWURTE AR, R DR ZFRTF .

* map_name - WG 1) 24 FR

* connection_action - F: 3345 ol B

* interface_type - &AL (40, DMZ s AhEED
* IP_address - ¥ 1/ 1P Mtk

* port_num - ¥iij I 15

ZIBYHR1E: %7\ match req-resp content-type mismatch iy 2 1F 1% ) i

415015

gl;&“;ﬁ,%\ $ASA-5-415015: HTTP - matched matched string in policy-map map name ,
transfer-encoding unknown connection action from int type :IP address /port num to int type

:IP address /port num
AR R T A AL e R ] L
* matched_string - VLACFAF R & T UL TN AL —:
- KW ID, JEEREWU AR I BCE TRBUNIN, RGBT .
- KA B S Pr mateh dy4 . R TE A ERIN, BRI B TR .

* map_name - SEUE WL (1) 44 TR

* connection_action - F 3 IEF O E Bk

* interface_type - &AL (40, DMZ 54D
* IP_address - $% /] 1P Mtk

* port_num - ¥iij |15

EIBYR1E: %1\ match {request | response} header transfer-encoding empty fir % >K2H [F 1% 7] @l

415016

gl%‘;ﬁ.% $ASA-4-415016: policy-map map name :Maximum number of unanswered HTTP requests
exceeded connection action from int type :IP address /port num to int type :IP address

/port num

WERA: RN HTTP 15 3R BBl Y 7 VR P i SR AL

I B2 asA 25z ASHES I



F4: B %31 2 400000-450001 |

[ EGE

* map_name - SRWE WL (1) 24 TR

* connection_action - F 3 IEFEE Bk

* interface_type - F 1AL (i, DMZ 55k
* IP_address - %1 1P Mtk

* port_num - ¥iij 15

EEIRIE: %\ protocol-violation action {drop | reset} log iy % K2 IFi% ) 1.,

415017

gi%;ﬁ:%\: $ASA-6-415017: HTTP - matched string in policy-map map name , arguments matched

connection action from int type :IP address /port num to int type :IP address /port num

WLER: %ﬁ¢m&ﬁ5mFREWEW%¢ﬁ&X%%EE HRVEAE B, 152 match request

args regex {regex-name | class class-name} 4.

* matched_string - [LECFRF R TULF N L —:
- KW ID, JRERISMUAARR. R TR, RGO BRI TR
- JOEAZIH B P285 mateh 4o SRBNTE A TN, R BSIZ R .

* map_name - SRME L 1) 24 FR

* connection_action - F 3 IE B Bk

* interface_type - ¥ERAL (1, DMZ 84N
* IP_address - %1111 IP #ihik

* port_num - ¥iij |15

BIRIIRAE: R RATE TR

415018

giﬁ%“}‘ﬁ%\: $ASA-5-415018: HTTP - matched matched string in policy-map map name , Header
length exceeded connection action from int type :IP address /port num to int type :IP address
/port num

AR RSk R R T P B AR A

* matched_string - /LECFRF R R TULF N L —:
- KW ID, JEERZEWUR AR, P BCE TR, REHE BR iR T A .
- RAEIZI LB mateh fiy4 o SRBURAE AT, RGO DRz AT .

* map_name - FEUEWIT 1K) 44 5

* connection_action - 3 IE B Bk

* interface_type - ¥EIRAL (1, DMZ 84N
* IP_address - ¥ 11 1P Mtk

* port_num - %15

EIAIRIE: %\ match {request | response} header length gt num iy 24 LKL
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%E%iﬁf?: $ASA-5-415019: HTTP - matched matched string in policy-map map name , status line
matched connection action from int type :IP address /port num to int type :IP address

/port num

YRR e Y P KPR AT B F P G B ) IR R UL . A ORTEAEAE ., 752 1% match response

status-line regex {regex-name | class class-name } 7%,

* matched_string - VLACFRF R JE T UL TN Z —:
- KW ID, e BREEWLST A4 FK. M BCE TRBUNIN, R Bmiz 745 i .
- SO %I KSR mateh firS o RIBGTEN BTN, REUK Bz v 4T .

* map_name - FMEWLIF) A FK

* connection_action - F 3 IEHEE EIEHE

* interface_type - &AL (40, DMZ 54D

* IP_address - $% /] 1P Mtk

* port_num - il 1%

BILHIERAE: LR RATE AT

%E%iﬁﬁ%: $ASA-5-415020: HTTP - matched matched string in policy-map map name , a non-ASCII
character was matched connection action from int type :IP address /port num to int type

:IP address /port num
YRR K FHE ASCH F4F.
* matched_string - VLEC /7R & T LU F N Z —:
- RS ID, JEERZEMUN ZAFR. HECE T RBURI, RGBSR TR H .
- RAEIZI B %R mateh fiy4 . WU AN, RE0HK DRz F R TR,

* map_name - SUE WL )44 TR

* connection_action - F 3 IEHEE EEE

* interface_type - &AL (40, DMZ 55D
* IP_address - 1111 1P Mkl

* port_num - ¥ty 15

EIBYR1E: %7\ match {request | response} header non-ascii iy % K2 1F 1% ) 8 .

%E%iﬁf%: $ASA-4-416001: Dropped UDP SNMP packet from source interface :source IP /source port
to dest interface :dest address /dest port ; version (prot version ) is not allowed through
the firewall
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417004

417006
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418018

F4: B %31 2 400000-450001 |

VAR T EE A SR ECR ST UF prot_version i ASA, SNMP Hfli U ki fH 4@ 1 ASA.
Prot_version "] et LA MEREME: 1. 2. 2c 83,

B EIERAE: AT snmp-map i %K B2 SNMP AT E, P AT LAV B 485 i PS4

’éia':éiﬁ.%\: $ASA-4-417001: Unexpected event received: number
YRR MERRENGE S, AFR AR A BT
BANHYIRAE: AR B R A, TR AR TAC,

gi;;ﬁ,% $ASA-4-417004: Filter violation error: conn number (string :string ) in string
WA % m s ORI i A TR B
BRYIRAE: WRAERA A, THIAR DR TAC.

’éia':éi‘ﬁ,%\: $ASA-4-417006: No memory for string ) in string .Handling: string
YRR AR PEURAE RN, H ARG AR LI AT AP
BINEYIRAE AR SR AR, TEECR AR TAC.

g’l%;ﬁ,%\ $ASA-4-418001: Through-the-device packet to/from management-only network is denied:
protocol string from interface name IP address (port) [([idfw user |FQDN string ], sg info

)] to interface name IP address (port) [(idfw user |FQDN string ), sg info ]

WAR: FRE VA H L EHR A O R 5, B BfEk& i ASA R FEL M 45
* Protocol_string - TCP. UDP. ICMP i ID (-|-Efil% )
* interface_name - 14 F5
* IP_address - IP Jiliik
* port - i 1%
* sg_info - ERH LIRS E TP Hidikbrad
BRI B IE AR AR O E A A R 5 S LR

g’l?&’;ﬁ,%\ %$ASA-3-418018: neighbor IP Address Down User reset OR 3$aAsA-3-418018: neighbor
IP Address IPv4 Unicast topology base removed from session User reset OR %ASA-3-418018:
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neighbor IP Address Up OR $ASA-3-418018: neighbor IP Address IPv4 Unicast topology base

removed from session BGP Notification sent
YERR: TR AR RS e, LT R RRRAS K BGP WA FLE RN 4 45849 DB BT SOE
BIHRAE: R AT A

%E%iﬁﬁé: $ASA-3-418019: sent to neighbor IP Address, Reason: reason, Bytes: count
WRR: 78 BGP X AE HIEM £ BRI
* Reason - Z¢ 11 R K. SRR AT BE A2 AS BAR IO AEARIR . CREFIN (] 21345

* Bytes - 547174

BIRIRAE: HRPATAEATHRAE

%E%iﬁﬁ?: $ASA-3-418040: unsupported or mal-formatted message received from IP Address
YRR KAt BGP 2 TSI A0 BAN S SR sl U IR, A @ U IE W HR A K.
BIBIRIE: LHPATAE R

%E%iﬁﬁé: $ASA-4-419001: Dropping TCP packet from src ifc :src IP /src port to dest ifc

:dest IP /dest port , reason : MSS exceeded, MSS size , data size
WA : TCP ¥ o i it = ¥ T rh sl 5 1) MSS.

* >sre_ife - NI AR

* >grc_IP - B ALY 1P Hudilk

* >src_port - B B v 11

* >dest_ifc - $i i 0 24K

* >sre_IP - B H ) 1P Mok
* > dest_port - B AL H %0

BINHYIRAE: R VB T MSS BB, 1T exceed-mss it &G TCP WL, WLLFoR
BT

ciscoasa# access-list http-list permit tcp any host server_ ip eq 80
ciscoasa# class-map http

ciscoasa# match access-list http-list

ciscoasa# tcp-map tmap

ciscoasa# exceed-mss allow

ciscoasa# policy-map global policy

ciscoasa# class http

ciscoasa# set connection advanced-options tmap
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B #9002

419002

419003

420001

F4: B %31 2 400000-450001 |

‘éla:é‘}iél'% $ASA-4-419002: Received duplicate TCP SYN from in interface :src_address /src _port

to out_interface :dest address /dest port with different initial sequence number.

YERR: fE=kdR THIRW S T A TCP SYN, HEFTITWIIIERN) SYN ()6 7415 AN A . 1XA]
BE SYN I T Ohiti. ARAS 7.0.4.1 K mfAH 2 B R .

* in_interface - fit A\ $z 1

* src_address - £(4 44 1)U P ik

* src_port - Fgl AL v 1

* Out_interface - 4ij 4% 1

* dest_address - Z(4fi (L1 H (1) 1P ikt

* dest_port - 45 A1) H 1%

BIAIRIE: BRI TAEATERAT .

’éia':éiﬁ.%'\: $ASA-4-419003: Cleared TCP urgent flag from out ifc :src ip /src port to in ifc
:dest_ip /dest_port.

iFﬁHH FE= R TS T H 2 TCP SYN,  HLHATITHIIERERK SYN B4R 415 ANl . X 7]
£ SYN A T fhiti. WA 7.0.4.1 B SE A 2 B B
* in_ifc - FAFE
* sre_ip - ZR AR 1P Hidik
* sre_port - F3 AL IR 5 v 1
* out_ifc - ¥t 1
* dest_ip - AL H 1 1P Houdilk
* dest_port - a1 H 1%
BEICHYIRAE: W RIS T ZAR B TCP L A R EhRAE, 1 7E TCP WU il E AN A1 urgent-flag

allow 72

13E1féln_,\ $ASA-7-419003: Cleared TCP urgent flag.

WAR: iR TCP Hl W R Sh S sUR SRE Y, R R HE. R RSN i E
(TCP WGH) [, =k TCP Kt b ) 5 SR EH I T, (HIFRBCE R 2.

BIWEYIRAE: 0 UE TCP WU FC B2 1K 5 SR S BRI R .

gl;&iﬁ,%\ %ASA-3-420001: IPS card not up and fail-close mode used, dropping ICMP packet
ifc in :SIP to ifc out :DIP (type ICMP TYPE , code ICMP CODE )

%4

$ASA-3-420001: IPS card not up and fail-close mode used, dropping TCP packet from >ifc in
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420002

a20002 [

:>SIP
/>SPORT

to >ifc out
:>DIP
/>DPORT

$ASA-3-420001: IPS card not up and fail-close mode used, dropping UDP packet from >ifc in
:>SIP

/>SPORT

to >ifc out

:>DIP

/>DPORT

SASA-3-420001: IPS card not up and fail-close mode used, dropping protocol >protocol
packet from >ifc in

:>SIP

to >ifc out

:>DIP

WA AT IPS il oG P HL IPS RARHZNIN, R L. Sl B A IR B
* ife_in - FINEZ IR
* ifc_out - i A4 FK
* SIP - Zdi A )5 1P
* SPORT - #4411 5 11
* DIP - (i H i1 1P
* DPORT - ¥t¥s 6.1 H 135
* ICMP_TYPE - ICMP ¥t [
* ICMP_CODE - ICMP %44 (1 ALY

BILEIRIE: B IPS k.

gﬁ%iﬁfﬁ: $ASA-4-420002: IPS requested to drop ICMP packets ifc in :SIP to ifc out :DIP
(type ICMP TYPE , code ICMP CODE )

o4 -

$ASA-4-420002: IPS requested to drop TCP packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT
$ASA-4-420002: IPS requested to drop UDP packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT
$ASA-4-420002: IPS requested to drop protocol packet from ifc in:SIP to ifc out:DIP

RBA:  IPS EiEREFHIRE.

e ifc_in - FNE O A FK

* ifc_out - B A4 FK

* SIP - A A U5 1P

* SPORT - %45 A 15 v 11

* DIP - i H i 1P

* DPORT - ¥(¥5 L1 H 13 11
 ICMP_TYPE - ICMP (¥ tu ()25
« ICMP_CODE - ICMP #4543 (144

BIRIIRAE: BRI
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420003

420004

420005

420006

F4: B %31 2 400000-450001 |

g’l;&“;ﬁ.%\ $ASA-4-420003: IPS requested to reset TCP connection from ifc in :SIP /SPORT to
ifc out :DIP /DPORT

1ZBA: IPS CLiESKEE TCP iEH:.

e ifc in - IO AR

* ifc_out - i thEE A4 FK

* SIP - Y5 1P

* SPORT - #4750 )35 ik 11

* DIP - Bl 5 i) 1P

* DPORT - B4 AL H )3 11
B BIERIE: TR AT EAE .

’éia':éiﬁ,%\: $ASA-6-420004: Virtual Sensor sensor name was added on the AIP SSM
WLEA: & AIP SSM R LS N T M slAL s .
‘n-K5

BILHIHRAE: LR RATE AT

gl%‘;ﬁ.% $ASA-6-420005: Virtual Sensor sensor name was deleted from the AIP SSM
WLAA: M AIP SSM R LHBR T ks .
*n- K5

BIRYIRAE: KWL T34

’éia':éiﬁ,%\: $ASA-3-420006: Virtual Sensor not present and fail-close mode used, dropping
protocol packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT

WERA: AT TIPS Wl oc PR S ELA] -2l o (1 M AL R AN FE R . R G0f ol i

* protocol - H 7T K& HAR AL I 1L
e ifc_in - SNEE A FK

* ifc_out - iy 4% 4R

* SIP - HUif A i 1P ikl

* SPORT - 35 1% 5 ity 11

* DIP - ¥4l AL i H 1) TP Huhk:

* DPORT - ¥4 641 H i 11
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420007

420008

421001

421002

a20007 [
BALHIHRAE: WSINRE L S

%E%iﬁﬁé: $ASA-4-420007: application-string cannot be enabled for the module in slot slot id
.The module’ s current software version does not support this feature.Please upgrade the
software on the module in slot slot id to support this feature.Received backplane header

version version number , required backplane header version version number or higher.
WLAA: ASA TEMIHI IR TR 2 SSM Bk SSC AR i AR B B AR FRAS N, 25 2 b B B4
ASA BEHUE BEZHA I 2 SSM 51 SSC BT HRIRAS R A T L), RGEmias RIZHE

* application-string - N & %% (4140 Promiscuous IDS)

o slot_id - BEHFRIRAF, X148 ASA T E N 1

* version_number - ASA 5 TIPS N 2 8]V B IRk FIR A S
BEISCROIRAE: A SCREYE N I IE IR R UE N 280 SSML R SSC AR

gﬁ%iﬁfﬁ: %$ASA-3-420008: IPS module license disabled and fail-close mode used, dropping
packet.

YLAA: IPSEIHRVFRUECAE ], ARlc B MR G IR LU, Ik 2 IPS BRI T I S AR e 5 5. 1
Tl LA H] show activation-key iy 2 A 28 47 AT UE PR A o

BILRIHERAE: AT activation-key -4k W ] 2 A TIPS ¥ RTIE AT % 91 o

HiRiHS: 2ASA-3-421001: TCP|UDP flow from interface name :IP address/port to interface name

:IP address /port is dropped because application has failed.

WHA: T CSC SSM W THRe:, RETEFE T HHa . BOATFOLT, Bhil R R R & 10 #0 1
%o

* Interface_name - $ 1 & FR

* IP_address - IP }ii-

* port - ¥iij [ 15

* application - CSC SSM /& 4 Hij JRUA Hp SCRF (1) ME— 3
BEICHYIRAE A IS5 LT )

HIRIHS: %ASA-6-421002: TCP|UDP flow from interface name :IP address /port to interface name

:IP address /port bypassed application checking because the protocol is not supported.
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421003

421004

421005

F4: B %31 2 400000-450001 |

YEBR: BN RS A SCAAR BERBAT T WM, R T IR e ekt . #ilan, CSC SSM
TCIEFAHE Telnet it S L E 44 Telnet i, WSS %A/ . BB T,
BT SR SR D B 10 B 1 4%

* IP_address - IP il

* port - ¥jij [ 15

* interface_name - 7£ 2 R FH SRS 082 I A FK

* application - CSC SSM J2& 4 ij JRUAS SRR 1 ME— W

BILAYIRIE: WABSUCE, ORI S IR SRS I .

%E%iﬁﬁa: $ASA-3-421003: Invalid data plane encapsulation.
WEBR: RS ASEHRIE N R A0 A TR IR A T Sk o 70 250 AR b AT 4 ) B AL IR R R
MW (K ASDP) o ASDP Sk AS IEAf 1A H L #0Ks B 25 77

I HIIRIE: {7 capture name type asp-drop [ssm-asdp-invalid-encap] 7iy2 Al 3K 35 U G0 16
ZIN /%‘%il- TAC o

%15%7%1’.% $ASA-7-421004: Failed to inject {TCP|UDP} packet from IP address /port to IP address
/port

YLEA: ASA RAEMKIMUR S BHAR R AR (. Wik ASA 220K 8 ik A ORI R, ali
2 ASA WL T RS RERYEP SRR IS, W RE S R ARG B, T, AR FEULA ) .

* IP_address - IP }i}i:

* port - ¥ 15
EAIRYRAIE: W ASA HEREZ B, BCE R AEAE, IEEERILE TAC.

%E%iﬁﬁé: $ASA-6-421005: interface name :IP address is counted as a user of application
WA ENLC TN AERRE] . $572 ENLE TN application F 7 o RGUEA AT VF ATIESAE R,
SIS 24 /NI B

* Interface_name - $ 1% FR
* IP_address - IP Jilii-
* application - CSC SSM

BRYIRAE: BRI 52, QR B AR OIS YRR, 5 HCR BB TAC T
HVFAILE
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421006

421007

422004

422005

a21006 [Jj

%E%iﬁﬁ?: $SASA-6-421006: There are number users of application accounted during the past

24 hours.

WRR: CifEAEI 2 24 AN A ERT Y RO P B e iR AR 24 NI AR AR CAE T R
GRS MER 55 1 N KL

* application - CSC SSM

BAYIRIE: BRHATAEMTERAE. B0, WU B AGR I & O SK A PV RTE, 1§ IR SR TAC T
HVFATE

%E%iﬁfé: $ASA-3-421007: TCP|UDP flow from interface name :IP address /port to interface name
:IP address /port is skipped because application has failed.

YRR BT IRGSB N H W, RGOk, BRUVEOLT, IR R R 10 B2 1 4%
* IP_address - IP il
* port - ¥ [ 15
* interface_name - 77 1 5 HI SR (1452 T 4 9
* application - CSC SSM

REIBIRIE: e IS M

%E%iﬁﬁé: $ASA-4-422004: IP SLA Monitor number(O : Duplicate event received.Event number

numberl

WiAA: 1P SLA MFRt R TG HM. HAT, BLiHROE M THSBE . RGO OUN ] — M0

;JE Euag%%lﬂ”ﬂmﬁo

* number(0 - SLA ¥AE% 5
* numberl - SLA ¥{EZA 1D

BIEIRAE: AR ES IR, 1 Zq?ﬁu]\ show sla monitor configuration SLA_operation_id 174
ISl 4 o F IR G BURSE H A TP SR I R . SRE IR AR TAC I AR 11t
MAEE, DLURA OCHLE A 1) SLA FRI R H A5 &

gﬁ%iﬁfﬁ: $ASA-4-422005: IP SLA Monitor Probe(s) could not be scheduled because clock is

not set.
YRR T ORBCE RGN BT RN 2 A TP SLA 4RI
B AIRAE: WL NTP sl HABHL A O/ RS8N I E 51847
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B 22006

422006

%gl;&iﬁ,%\ $ASA-4-422006: IP SLA Monitor Probe number : string

YLBA: JGVATHRN TP SLA WRHERIN . 50 E (1) JT 40 N 1R) 48 TT 4R sl T 4R IS TR G AL
* number - SLA #:1F ID
* string - FIR TR FAF R

BN RYIRAE A A 2O T AR I ) ST Rl R R

423001

iatianii".%\: $ASA-4-423001: {Allowed | Dropped} invalid NBNS pkt type name with error reason str

from ifc name :ip address /port to ifc name :ip address /port .

1EAR: NBNS Hs s A I o
EIAIRIE: BT HATEM AR,

423002

%g'l%;ﬁ.%\ $ASA-4-423002: {Allowed | Dropped} mismatched NBNS pkt type name with

error reason_str from ifc name :ip address /port to ifc name :ip address /port .
i%AA: NBNSID AILAC.
BIWRIIRAE: AT

423003

%gl%iﬁ,% $ASA-4-423003: {Allowed | Dropped} invalid NBDGM pkt type name with error reason str

from ifc name :ip address /port to ifc name :ip address /port .
AA: NBDGM Hdi (4% AN IE A .
BIBIRIE: LR PATAE T ERAE.

423004

gi%;ﬁ:%\: $ASA-4-423004: {Allowed | Dropped} mismatched NBDGM pkt type name with
error reason str from ifc name :ip address /port to ifc name :ip address /port .

15ABF: NBDGM ID VL,
BIHIRIE: B AT A

423005

%g’ll;é“;‘ﬁ,%\ $ASA-4-423005: {Allowed | Dropped} NBDGM pkt type name fragment with

error reason_str from ifc name :ip address /port to ifc name :ip address /port .
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424001

424002

a24001 [
BA: NBDGM 73 Bebs XA I o
BIBIRIE: LR PATAE TR
%E%iﬁﬁé: $ASA-4-424001: Packet denied protocol string intf in :src ip /src port [([idfw user
| FODN string ], sg info )] intf out :dst ip /dstﬁport [([idfw user | FQDN string ], sg info

)]1.[Ingress|Egress] interface is in a backup state.

LR B i TR E I ASA FUUREL DAL 57, # D D)Re N R TR 5 . H backup interface
AR I L REAE ) CORC S 4 D i I 0 an Sl 8 LB th s F, A%
P ASA PTATHE A a4 . an Sl A 42 R BRA RS th OGP, WM =8 s 4k ASA
FR I B A A4

* protocol_string - WM FFF s #ilan, TCP Wil ID (HREHI%0D

s intf_in - T NEE LA FR

e sre_ip - BOHRALHIYE 1P Hbdk

* src_port - B ALY v

* Intf out - iy 4% A4 FK

* dst_ip - AR H 1) 1P Hbdik

* dst_port - FHEELI H 1) H

* sg_info - WARHLFRENEE 1P HilkFrid

BRI, HE BRI B R

gﬁ%iﬁfﬁ: $ASA-4-424002: Connection to the backup interface is denied: protocol string intf
:src_ip /src port intf :dst ip /dst port

YRR R T AL T AR T 5T B H DR R TR & . & B AT FHAE backup
interface My 25 € M FHE O A HEZ O EA FR OB h OB, WEdsHEDS
ASAPATATESLHIG AR L . AR, dn FsAT 4 D B A Bt CLOCH], IS 40 5 ASA AT
TSR AR 4

* protocol_string - WM 75 s #iln, TCP =Wl ID (HEHI%D

s intf_in - Fi N TR

s src_ip - FHRALYE TP Mk

* src_port - FUHHEL IR 5 1

* Intf out - i tH#E 124 R

* dst_ip - B0PR AL H 1K 1P Hohik

* dst_port - LI H 135

BILHIHRAE: HE BB B ok
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425001

425002

425003

425004

425005

F4: B %31 2 400000-450001 |

Hi%HE: %ASA-6-425001 Redundant interface redundant interface name created.
YRR CAERCE PR E IR .

* redundant_interface name - TURHE I 24K
BICHYIRIE: LR PATAE A

HiRiHE: 2ASA-6-425002 Redundant interface redundant _interface name removed.
AR CUOAC A IR R TR M
* redundant _interface name - JUAHE 1 ZFR

BIRRIE: EHPATAEATHRAE

g’l;&“;ﬁ.%\ $ASA-6-425003 Interface interface name added into redundant interface redundant

interface name .

WEBR: FiE RO 1 AR B L LA I BR TR T
* interface name - ¥ 114 FK
* redundant_interface_name - TURHE I 2K

BILHYIRIE: CRHIT TR .

gi;;ﬁ:%\: $ASA-6-425004 Interface interface name removed from redundant interface redundant

_interface name .
WA AR TR DT B R R € TUR B
* interface_name - ¥ I 24K
* redundant_interface_name - TURHE I 4K
BILBIRIE: LR PATAE R

’éia':éiﬁ,%\: $ASA-5-425005 Interface interface name become active in redundant interface

redundant _interface name

WAR: FEIURIEWN, A DGR A TR R DCE s % 1. 35 € A B
AR ETURAE S BIE 51 o L RSO, R 4 1 e b AT D)3k
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425006

426001

426002

426003

425006 ]

*  * $4T T redundant-interface interface-name active-member interface-name 7y % .
s WEANN A EE O], A H kB D B JH .
o SRR B TR T MO R JE T sl Rl B DT AR OCT
* interface name - 12
* redundant_interface_name - U4 4 FK

BRI WA A DR

HiRiHE: 2ASA-3-425006 Redundant interface redundant _interface name switch active member

to interface name failed.
WEBR: 2 iREAT e b B I DRI A A A R
* redundant_interface name - JUAXHZE 475
* interface_name - ¥4 FK
BICHYIRAE: WR R U RA7AE, TR IR TAC.

%E%iﬁﬁé: $ASA-6-426001: PORT-CHANNEL:Interface ifc name bundled into EtherChannel interface

Port-channel num

RBE: RGO ANAEAE K st i #  interface port-channel num 5 channel-group num mode mode

Py
FIITJ/Q‘\O

* ifc_name - EtherChannel % I 4 F{
e num - ¥ A E g5

BILHIERAE: LR RITE AT

%E%iﬁﬁ%: $ASA-6-426002: PORT-CHANNEL:Interface ifc name unbundled from EtherChannel interface

Port-channel num
1%BA: 4] no interface port-channel num 7% .

* ifc_name - EtherChannel % 7 4 FK
* num - ¥y R E g S

BIRIHRAE: KR RATE TR

gﬁ%;ﬁﬁa: $ASA-6-426003: PORT-CHANNEL:Interface ifc namel has become standby in EtherChannel

interface Port-channel num
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426004

426101

426102

426103

F4: B %31 2 400000-450001 |

WAA: O channel-group num mode mode % .

* Ifc_namel - EtherChannel NP
* num - Y I IE 8 Y 5

BILAYIRIE: CRHATEATERAE .

HiRiHS: 2ASA-4-426004: PORT-CHANNEL: Interface ifc namel is not compatible with ifc name
and will be suspended (speed of ifc namel 1is X Mbps, Y is 1000 Mbps).

EiRIHE: %ASA-4-426004: Interface ifc_namel is not compatible with ifc_namel and will be suspended
(ifc_namel is Full-duplex, ifc_namel is Half-duplex)

WEAE: CEYELEE O 44T channel-group num mode mode fiv 4>, W FEHE O 553 1l 18 2 0] 47 A6 TH
B T AL -

* ifc_name - RIREVAS N30 v 11380 18 (142 141
* Ifc_namel - O T3 FETE H AL THHGRR A D

BIAYIRIE: 1S PAT L R R

o REA B PR R A S L EE RS, AR S HEXHAAT channel-group num mode mode i1 % o
o AR O D ORFHEADIRAS o BRI S — ANESIAN, 2B A e H R 5 LACP.,

%E%iﬁﬁ?: $ASA-6-426101: PORT-CHANNEL:Interface ifc name is allowed to bundle into
EtherChannel interface port-channel id by CLACP

12BA: CO4F span-cluster 1 182 4 & us .
BARYIRIE: ERPATAERAE.

HIRJHZ: %ASA-6-426102: PORT-CHANNEL:Interface ifc name is moved to standby in EtherChannel
interface port-channel id by CLACP

AR : span-cluster i 1E 20 1 1) 1 OO #s IR .
BIERAE: R PAT TR

%E%iﬁﬁa: $ASA-6-426103: PORT-CHANNEL:Interface ifc name is selected to move from standby
to bundle in EtherChannel interface port-channel id by CLACP

WAA: CfE span-cluster I 21+ 3% 5E >4 o 1 ORS8O IGRIRAS o
BRYIRAE: KBTI AT .
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426104

428002

429001

429002

429003

226100 [

g’l;&iﬁ.%\ $ASA-6-426104: PORT-CHANNEL:Interface ifc name is unselected in EtherChannel
interface port-channel id by CLACP

WiEA: LUK span-cluster JEIE ZH 1 (KIS0 CUREGR, A HAR T ELHMER 35 11 8 =3 1A]
BIRIRAE: KR RATE TR

HiRHE: 2ASA-6-428002: WAAS confirmed from in interface :src ip addr/src port to
out interface :dest ip addr/dest port , inspection services bypassed on this connection.

PR TEEET RN B WAAS LML RIUKTE WAAS U iER b el A5 7 RR RS, CfLdE
PS) .

EIRYIRIE: WM WAE B, MITETHRATATATEAE; 0, P24 B 63 5 i 25 4%
tH WAAS 3530 )4 FH 1 I

g’l;&“;ﬁ.%\ $ASA-3-429001: CXSC card not up and fail-close mode used.Dropping protocol packet

from interface name :ip address /port to interface name :ip address /port
WERA: DO SSP L] FLAFAE MR oG P s, Al Ol 5
BILROIERAE: AR HIRAPRES, W2, ORISR TAC SR,

gi%;ﬁ:%\: $ASA-4-429002: CXSC service card requested to drop protocol packet from

interface name :ip address /port to interface name :ip address /port
WLAA: CXSC SSP Uik ASA i Hsdiitu.
EILHRE: L.

g'll?:&’;ﬁ.%\ %ASA-4-429003: CXSC service card requested to reset TCP connection from

interface name :ip addr /port to interface name :ip addr /port
AA: CXSC SSP ik ASA H i TCP J&4%.
BIWRIIRAE: A pAT AR
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429004

429005

429006

429007

429008

F4: B %31 2 400000-450001 |

%E%iﬁﬁ?: $ASA-3-429004: Unable to set up authentication-proxy rule for the cx action on

interface interface name for policy type service-policy.
WERA: TR AR (BT AEARE) , ASA TEVE K CXSC #1E BE G A b AR B AL AN o
BIHIIRME: AN R . WEIER IR TAC SR A

%E%iﬁﬁa: $ASA-6-429005: Set up authentication-proxy protocol type rule for the CXSC action
on interface interface name for traffic destined to ip address /port for policy type

service-policy.
WAA: ASA Coh CXSC #RAE & S 4 B A RHAL AR
EILHRE: L.

%E%iﬁﬁé: $ASA-6-429006: Cleaned up authentication-proxy rule for the CXSC action on interface

interface name for traffic destined to ip address for policy type service-policy.
WAA: ASA T CXSC #RAE i B 5 4 e AR AR AR o
BILBIRIE: .

gﬁ%iﬁfﬁ: $ASA-4-429007: CXSC redirect will override Scansafe redirect for flow from
interface name :ip address /port to interface name :ip address /port with username

WAA: i CXSC A Scansafe 5 5E [a) ARAHULAC .  HEVH B Fi7 78 CXSC € [n) 43 7 5t T {7~ LY Scansafe
HE 7] o

BIHIIRAE: W RANTEIAT A, W ECHT O E NS, i DR R AN 2 K CXSC M Scansafe € [1)
.

%E%iﬁﬁé: $ASA-4-429008: Unable to respond to VPN query from CX for session 0x%x .Reason
3s
WiRR: CX [ ASA Ki% T VPN 2xilitrifl, {H T2l ID oAb J5 K 3 B b . ml BE Y i DA
LU
* TLV length is invalid (TLV &5 50
* TLV memory allocation failed (TLV 743 Bt K M0)
* VPN session query message enqueue failed (VPN 22 W S AR IBO

B ERASARTIRZREEE
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4302310

431001

w0310 Jj

* VPN session ID is invalid (VPN <xif% ID Jo%%)
BRI LHPITATA AR

gl%iﬁ,%\ $ASA-5-4302310: SCTP packet received from src ifc:src ip/src port to

dst ifc:dst ip/dst port contains unsupported Hostname Parameter.
WRA: W H init/init-ack F4EAR EHLA S HL.

* packet init/init-ack - 5% L4 S0 E

* sre-ife - R AL

* sre-ip/sre-port - R E AL P YR 1P A

* dst-ifc - Fox 140

- dst_ip/dst_port - F 4R AR A1 TP A1
BEICRYHRAE AU 2o (MBS TP Huhb AN 2 EHLA . 2R BN S H

gll;&’;ﬁ,%\ %ASA-4-431001: RTP conformance: Dropping RTP packet from in ifc :src ip /src port

to out _ifc :dest ip /dest port , Drop reason: drop reason value
WAA: RTP L4 E 57

* in_ifc - F NFL

* sre_ip - ZE A 1P Hidik

* sre_port - F3 AL IR 5 v 1

* out_ifc - i1

* dest_ip - BHH G H (1) 1P Hidil

* dest_port - Ha 01 H 1%

* drop_reason - UL M F—EFF R A

- ANIER P RCAA - B I RRAS 5 AN IE o

- TCAL G AR - B rh 1 S R R TR AL

- ANIERA SSRC fE - Hodlatw h ¥) SSRC AN I -

- R Y P A S - i b 7 4 Y L

- U B 4 17 91 5 - Bl ()3 815 AN IE A

BIRYIRIE: A RS0 RTP B, LUAfE RTP IR BRI T B WAL, NS AR, LARHIE
g Tk, mARAT B EH A ASA 13w .
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gl%iﬁ,%\ $ASA-4-431002: RTCP conformance: Dropping RTCP packet from in ifc :src ip /src port

to out_ifc :dest ip /dest port , Drop reason: drop reason value
AA: RTCP it O =57,

* in_ifc - F AN EL

* sre_ip - F R 1P Hbdik

* src_port - Fg AL v 1

* out_ifc - ¥irth ¥ 1

* dest_ip - il G H 1) P Hu bk

* dest_port - £4fi (01 H 1% -

* drop_reason - UL M EFF 5 Al

- AN IEFIIRAME - Eodla b A 5 AN IER -
- TR A - Hdla W B S BT AN I -

BWEIRIE: WA LA RTPEHNM, L€ RTP YR BRI B JLAh, BN AR, LLSIE
Hg Tk, miARAT B FH A T ASA 13 .

’éia':e'i‘ﬁ'%: $ASA-4-434001: SFR card not up and fail-close mode used, dropping protocol packet
from ingress interface:source IP address /source port to egress interface :destination IP

address /destination port

WERR: B G G B S B W T . R EDE R B S BT A TR LR, g
THRAE RGN, WARBEOCH], REGie BT

BIRIHRAE: 2l TR IR T IR IR SS . BE, WERRORAZ B, st mT A P el T T
Tio THERE, MRIHEEITRICE, DR T RAPRAS, REUK Lol i s i i .

giin‘i;‘ﬁ,%\: SASA-4-434002: SFR requested to drop protocol packet from ingress interface :source

IP address /source port to egress interface :destination IP address /destination port
YRR Bl A OB 2. TR R R ) AR, DRI S R S R PR AN B
BEWBIIRAE: S0 e SO I B B AR 2 R R S

%i%iﬁ,%\: %ASA-4-434003: SFR requested to reset TCP connection from ingress interface :source

IP address /source port to egress interface :destination IP address /destination port

AR FZHEBIEUER, ASACHEE TCP. HTHre it e m 2 s, KIuer ) tepr e i i) TCP
AT
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BWBIRRAE: 220 e B I e G AR 2 R R S

gl%iﬁ,%\ %ASA-5-434004: SFR requested ASA to bypass further packet redirection and process
flow from %s:%A/%d to %$s:%A/%d locally

WBA: SourceFire (SFR) CLYE MG B MIE Z i E, JFIEK ASALF 1IEFF U &3 552 7 2 SFR.
BIHIIRIE: LR PAT R4

%E%iﬁﬁ%: $ASA-4-434007: SFR redirect will override Scansafe redirect for flow from ingress
interface :source IP address /source port to egress interface :destination IP address

/destination port (user )
1 RA: ST Scansafe AW 1)y B0 ZE {1 B SourceFire (SFR) #ill . Scansafe F1 SFR TG v2: ] i K6 AL o
BINAYIRIE: TN E BUE Scansafe o SFR A4l e 7 i 4 A4 1K) ASA Kol S0

gﬁ%iﬁfﬁ: $ASA-2-444004: Temporary license key key has expired.Applying permanent license
key permkey

WA IRV UE Sk . SRV E SRR D BE AN H
* key - I 05 B 4H
* permkey - FK AW % HH

BRI NI 2R K AVFATIE.

gﬁ%iﬁﬁa: SASA-4-444005: Timebased activation key activation -key will expire in num days

WERR: LI RRE 24 /NI A IR, o I N RTIER AR SR RN b ). AEE FIZ 5, BRVERE
MR ZhRER AR

* activation-key - W% N 305 %61
* num - ISR R E

BEEICHYIRAE: W RTINS A>T 30 R, R A I N VF ATk Y02 i ) S A R T N ) S A
.
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%E%iﬁﬁ?: SASA-2-444007: Timebased activation key activation -key has expired.Reverting to
[permanent | timebased] license key.The following features will be affected: feature ,

feature
YRR BL TR ORI VPRI AR R D e AN PR T
* activation-key - I\ N 305 %61
* feature - WPV AT IE T BE AR 44 FK
I HIIRAE: B 2R S A T I R AP B, BABIT L s T RE IR IR 55 Hh T

EE/ﬁ,h\ $ASA-4-444008: %s license has expired, and the system is scheduled to reload in

x days.Apply a new activation key to enable %s license and prevent the automatic reload.

WA REVFRIEC I, XK SECR G x RNERNA. WATHEEE#9],  LUS A e V]
UEIF B ARS8 B 3 B FTIn g

BAYIRIE: W ADBT A ], LUR R € VFRTUE B 1 AR 48 B Sh FRT gk

%E%iﬁﬁé: $ASA-2-444009: %s license has expired 30 days ago.The system will now reload.
AR RFEVFRTE 30 RATAE Cad . ARGUR LRI EHT hn .
BHYIRIE: R HITAEATERAE .

EIRE B $ASA-5-444100: Shared request request failed.Reason: reason

WLAR: RSS2 A B Ak AL B AL S VF W] IR i i K o
* request - FRCE K UWTF

- 3KH AnyConnect Premium

- & A AnyConnect Premium

- f&41 AnyConnect Premium
* reason - V& KRR IR R o A 2800 Js R0

- connection failed to server (A REEHFIRS48)

- version not supported by server (RAANSZ R4S 2% FF)

- message signature invalid (71 2544 6340

- client ID unknown by server (JIR45#5 A HITE % 7 i D)

B ERASARTIRZREEE
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- server is not active (JJRZ5#4b T ANEFIRED
- license capacity reached ( VIA 21 VF nJ {F 2% 5= FR 1D
BIHIRIE: EHRPATAEMT AL

444101

%E%iﬁﬁé: $ASA-5-444101: Shared license service is active.License server address: address

AR VAR IR S A O TS SRS o
* address - VI JUE R 5575 1Pv4 55 IPv6 il
BIAIRME: TR HATAT M EAE .

444102

gﬁ%iﬁﬁ?: $ASA-2-444102: Shared license service inactive.License server 1is not responding.

WRR: PUAVFRUENRSS as BOA MY, SEEVFIENR S A TARE SRS . ASA [ VR IR 5% et
NIFSIE

BEICHYIRAE: WO URVE AT R AR S5 Atk . 2 PR 2 TG

444103

%E%iﬁﬁ?: SASA-6-444103: Shared licensetype license usage is over 90% capacity.

WERR: &% bR SV AT IR F AL TR Y 90% 7
* licensetype - AnyConnect Premium

BIRYIRAE: BRI TR

444104

%E%iﬁﬁ?: $ASA-6-444104: Shared licensetype license availability: value .

AR v R BRI g% EILEVERTE A

* licensetype - AnyConnect Premium

* value - VIl uEn] P
BIHTIRIE: EFE AT A,

444105

%E%iﬁf%: $ASA-2-444105: Released value shared licensetype license(s).License server has

been unreachable for 24 hours.

I B2 asA 25z ASHES I
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B #4106

AR LEVFATUEIRSS 28 CRFLE 24 /NI TEiEVT R, H ASA CURE I A = Ve e 2R A
ASA [a]VF ] E IR 25 25 v MR

* licensetype - AnyConnect Premium

* value - VFAJUEA] H P
BIBYERIE: KUV UEIRSS B ERE, R I S UE VT A e R 45 s R E AR T O

444106

28 SASA-4-444106: Shared license backup server address is not available.
YRR L VR AR RS A AN AT VT ) o VFRTIE RS 2345 B 5 & s AR 2

* address - & I VFANUEIR S5 45 1) TPv4 5 TPv6 Mtk
BIBIRIE: BT PATAT TR

444107

gl%‘;ﬁ.% $ASA-6-444107: Shared license service status on interface ifname .

YRR ICEVFITEAR S5 CAETR 2k D bR e

* ifname - ¥ 1 4 F5
* status - VFATUERSS 45 (PR . A RUE 28 a2k

BIRIIRAE: KR HATAE TR AE .

444108

EiRHE: sASA-6-444108: Shared license state client id id .
YRR Zub AN VFRTUER T b 1D O] AR S5 A Ak i 3

*id - % P ) 1D

* state - VFAJUERSS 2 FPIRAS o A RE T akod 15
BIHYIRME: B PATAE A

444109

2 A $ASA-4-444109: Shared license backup server role changed to state.
WERR: LR IV AR S5 28 A (0 2 S

s state - VFAJIEIRGS A PR . A RUEAL TGS el RS SRS .
BIBIRIE: BT PATAE TR
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ano [

%E%iﬁﬁ?: $ASA-4-444110: Shared license server backup has days remaining as active license

server.

WRR: SR VE R AR 55 a5 b Ts s M RS, JF Had A e RAOT ARFFIE SRS . ASA [ ¥F
TLEHE%E&/E%%M, i BT B i) VR UE R 55 A

* days - VFATUEHR S5 a8 ORFFIE SRS (190 40 4L
BILAYIRIE: WUV IEIR S5 234k TAE LIRS IE Honl i ASA Vil

%E%iﬁﬁé: %ASA-2-444111: Shared license backup service has been terminated due to the primary
license server address being unavailable for more than days days.The license server needs
to be brought back online to continue using shared licensing.

YA IR VP IR S 2 TG sl I ) o 1. ik 55 e ol SRR L AR DR AR S L = VF nTiE IR 5

* address - VF ] UF R 25 75 1) IPv4 5% IPv6 Huhk
* days - VFAJEARSS % CAN AT PR 2L

BWEYIRAE 1) VP UERSS AR, DA OR R ST I L SV eI S

Hi%jHS: %ASA-2-444302: $SMART LIC-2-PLATFORM ERROR: Platform error.
YLAR: FREVFRRHELE R TP G . XN, P& BIBARAE B FIE S R BE VT
BICHYIRAE: 16 BIBA TR SR R AT AR L )

EiRIEE: 3ASA-3-444303: $SMART LIC-3-AGENT REG FAILED: Smart Agent for licensing registration

with Cisco licensing cloud failed.

YRR B REVF MR IX AR H T ARV EHI AL ] T ISR ID A Rak cisco.com M Z4IERL K
e

BEieRE: AXEZER, ERAEYERAMASZHENE. AXREZEAEE, 158 HE e
P (CLIfr4:  “debug license agentall” ) , AJ5HE K. KA &N Smart Call Home it 5
SRR D09 2% 32 e DA K I T ) 5 474 WS 15 AT 288

Hi%jHS: 2ASA-3-444303: %SMART LIC-3-AGENT DEREG FATLED: Smart Agent for licensing
deregistration with CSSM failed.

AR RREVF PR R X AT REE HT CSSM AR RIS HEE A o AHBE M B A BE# IR
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BIHIRIE: AXEZERE, HRAFRERERZGHENE . AXEZ MG E, 50 H e
WAL (CLIi4:  “debug license agentall” ) , #RJ5 K. A% Smart Call Home Bt 2 LA A
15 CSSM I M 23 .

%E%iﬁﬁ%: $ASA-3-444303: %SMART_LIC-3-OUT_OF COMPLIANCE: One or more entitlements are out

of compliance.

YRR BT AR N R G

B BIHRIE: ity L R BEVFRT T R TR, LT A GG DL

HiRjHE: 2ASA-3-444303: $SMART LIC-3-EVAL EXPIRED: Evaluation period expired.

YRR VPRI B AR REACEE T SRIBCH (¥ 5 4 MO F FUHE L B4

BIBIRAE: B W BN RACE D SRIBCH 0 B R, I 1) SRR T R S% B E A B A
EiRjEE: 3ASA-3-444303: $SMART LIC-3-BAD MODE: An unknown mode was specified.

YRR RREAERAE I S R G H AW B R T B T TR A SRR

I HIHRME: X JE Smart Call Home P EFHET 1R 135 ) JEURHR & B 1%

HiRjE 2. 2ASA-3-444303: 3SMART LIC-3-BAD NOTIF: A bad notification type was specified.
WA B AEACHRAE IO R R G H B R AR R T 3 T e sk A S

I AIIRME: X Smart Call Home PV 1. 14 ) JEVRHR & bR 5%

Hi%jHS: 2ASA-3-444303: %SMART LIC-3-ID CERT EXPTRED: Identity certificate expired.Agent

will transition to the unidentified (not registered) state.
YERR: WK AR BRRELE, JF Faxs A 13 m DR T B M
BIBYIRIE: KA Smart Call Home % & DL M2 5 cisco.com [F) 243 % o

Hi%iH/E: %ASA-3-444303: 3SMART LIC-3-ID CERT RENEW NOT STARTED: Identity certificate start
date not reached yet.

AR BERTEMRIG SRS AT A I e 46 [ 24 i I )
B RYIRAE: TE IR R I, AR R RIS, AR A FRCERTE M

gﬁ%;ﬁﬁa: $ASA-3-444303: $SMART LIC-3-ID CERT RENEW FAILED: Identity certificate renewal
failed.

WA WK EARS BENEE, HHiZuies B8 BRMST % &3 0 R M.
I AYIR{E: KA Smart Call Home 1% & LA M 5 cisco.com )M 4% %+ .

gﬁ%iﬁfﬁ: $ASA-3-444303: %SMARTiLIC—3—ENTITLEMENTiRENEwiFAILED: Entitlement authorization
with Cisco licensing cloud failed.

WA B R AE S AR LSBT BURERL .

BIBYIRIE: A EAE R, ER AR AL HEN S 1Ah, 15K A Smart Call Home % & LA
Je 5 cisco.com [ 4% & $5 .

HIRHE: 2AsA-3-444303: $SMART LIC-3-COMM FAILED: Communications failure with Cisco licensing

cloud.
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AR A RN AT IR 253 A5 2RI
RIAYIRME: 15K A Smart Call Home %'& LA 5 cisco.com MM &8 E .

’éia':éi‘ﬁ,%: $ASA-3-444303: %SMARTiLIC—B—CERTIFICATEi\/ALIDATION: Certificate validation failed
by smart agent.

Lk e NS R AN

BWRYRIE: ACTFAGE R, R AR REH & AXE2EL, HE ARG
B (CLI#r4: license smart debug enable), 4R J5 FRHAEIR. IbAk, 1R A SR CIAR B IE T
S5 15 31

HimjHS: %ASA-3-444303: %SMART LIC-3-AUTH RENEW FAILED: Authorization renewal with Cisco

licensing cloud failed.

LR PRI G RRM . X A] fE 2 HH Smart Call Home % B 451285 cisco.com [¥) 4% 4 422 s 5 |
.

BIADIRME: ARHAEE, ER AR ARG HEM. FREZER, HP AR
B, ARG FREIR. Ak, 15K Smart Call Home % E LA 5 cisco.com 14514z

EiRJHE: 3ASA-3-444303: %SMART LIC-3-INVALID TAG: The entitlement tag is invalid.
VAR JERFE AR A R R e bRl
EIRYIRME: )RR R R

Hi®jH2: 2ASA-3-444303: %SMART LIC-3-INVALID ROLE STATE: The current role is not allowed
to move to the new role.

WA MiJE— MR OFEMITL, RADOTE RRE M. s ol SR R BIEIRIREA A .

BILHIERAE: ARG, AR AL HEM . AREZER, 8RB
B, A HHRE

HiRjH2: 2ASA-3-444303: $SMART LIC-3-EVAL WILL EXPIRE WARNING: Evaluation period will

expire in time.
WERR: B IEAE (8 HDRE A 2 I 5] P o ST A PP 240 o
BBIIRAE: AEVEAN IR I B “VF IR BTN ID A7 CLI VENHZ

HiRjHS: %ASA-3-444303: $SMART LIC-3-EVAL EXPTRED WARNING: Evaluation period expired on

time.
YRR WA VNI T 2,
BEARYRAE: ATH “UFPrUER BRI ID A7 CLLVEM A -

gﬁ%fﬁfﬁ: $ASA-3-444303: $SMART LIC-3-ID CERT EXPIRED WARNING: This device's registration

will expire in time.

WA W AR e T . aXaE 5 RN AT AN UL A I
Ei)‘(ﬂ']???‘d’ﬁ PEKITT Smart Call Home % & LA 5 cisco.com [ £%3%8:, Ah, BT S 4030E 2
TS,
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Hi%iH/S: 3ASA-3-444303: %SMART LIC-3-CONFIG OUT OF SYNC: Trusted Store Enable flag not in
sync with System Configuration, TS flag Config flag.

WAR: BREVFITECE S K AL A AR S R EAVCHC . W RN EC B R B R S R AR T Nk,
AT BE R A XRG40 FL BT & AN 2 Smart Licensing Enable #iv4, WK A A7 Al IRECKF A2 UL
fic.

IAYIRMIE: NPT A Smart Licensing Configuration #74, FFARAFALHE «

gi%;ﬁ:%\: $ASA-3-444303: %SMARTiLIC—3—REGfEXPIREDfCLOCK7CHANGE: Smart Licensing registration
has expired because the system time was changed outside the validity period of the

registration period.The agent will transition to the un-registered state in 60 minutes.
YRR RGN O, R EIAEAEAT ROE NI A o f R e — N EE A A R0
WIE, TR REVF PR RS2 IE R 24T . W RN BIOR TS, WK O v, JF B 23RIBURTY
S WA REF N E ML A M RAWARYE S AUk e IR HIAM S 3 H e o 8T “show
tech license” RS fH1E 515 R

HiRjHE: 2ASA-3-444303: $SMART LIC-3-ROOT CERT MISMATCH PROD: Certificate type mismatch.

AR R AEACE R e AE TS AN IR o TR IR B Wt S RF BN

HimiHS: $ASA-3-444303: 3SMART LIC-3-HOT STANDBY OUT OF SYNC: Smart Licensing agent on hot

standby is out of sync with active Smart Licensing agent.

YEAR: A BRI ARV RTACEER BRAL B 5 A A B O RF [P P A o i T g s A QL
LK AL At a8 RS IEACHES, P an SR A D4, MBS shARBEIT ALK AN . 2R
HEAME SRR G R ATERIME, W R KA X RSOl WHGHe & A7 Smart Licensing
Enable 7%, WK AALFf# P BERE A2 ULHC

%E%iﬁﬁé: $ASA-4-444304: %SMART LIC-4-IN OVERAGE: One or more entitlements are in overage.
WRR: SR ENIESE . BRGRL, IFEIAT R PR AR I I (] B

Hi%iH/2: 3ASA-4-444304: $SMART LIC-4-CONFIG_NOT SAVED: Smart Licensing configuration has

not been saved.
B RAE S % . & P R FEAE INJOUT_OF £ FUIRAS .
BILHERAE: k.

$BIRHE: %ASA-5-444305: %SMART LIC-5-SYSTEM_CLOCK CHANGED: Smart Agent for Licensing
System clock has been changed.

WER: RGEREI O TR EE .
EiRiEE: sASA-5-444305: $SMART LIC-5-IN COMPLIANCE: All entitlements are authorized.

YRR T i SRR 28 R T iR 554528 o

B ERASARTIRZREEE
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$EIRIHE: %ASA-5-444305: 3SMART LIC-5-EVAL START: Entering evaluation period.
YRR VENFZ AT P BOR R a P O . RS I C RO, T URA R
$8IRIHE: 2ASA-5-444305: %SMART LIC-5-AUTHORIZATION EXPIRED: Authorization expired.

WA WA KINTRR S IARBEL, JF HAR B Sh ST BURIAL

$EIRIHE: %ASA-5-444305: 3$SMART LIC-5-COMM RESTORED: Communications with Cisco licensing

cloud restored.

YRR B REACEL S R AT IR 55 CK RIS

H 303 s

BlR} B 3AsA-5-444305: %SMART LIC-5-COMM INIT FAILED: Failed to initialize communications
with the Cisco Licensing Cloud.

WA B RERBICEYIA S R AT IR 55 TR IR
BILHIERE: L.

$BIRIHE: 3ASA-6-444306: $SMART LIC-6-AGENT READY: Smart Agent for Licensing is initialized.

WAR: B Re M Cwn It Hol .
tHIRIHE: 2ASA-6-444306: $SMART LIC-6-AGENT ENABLED: Smart Agent for Licensing is enabled.
WAR: A B OB Bl

$8IRIHE: %ASA-6-444306: %SMART LIC-6-AGENT REG SUCCESS: Smart Agent for Licensing

Registration with Cisco licensing cloud successful.
WA B REVFRIVEN ).

%gﬁ%iﬁﬁg: $ASA-6-444306: $SMART LIC-6-AGENT DEREG SUCCESS: Smart Agent for Licensing

De-registration with Cisco licensing cloud successful.

YRR R REVF R HGH M .

$EIRIHE: %ASA-6-444306: 3SMART LIC-6-DISABLED: Smart Agent for Licensing disabled.
WAR: BB A

%%E%iﬁﬁé: $ASA-6-444306: $SMART LIC-6-ID CERT RENEW SUCCESS: Identity certificate renewal

successful.
YRR & S UE AR L, I ARl X

$8IRIHE: %ASA-6-444306: 3SMART LIC-6-ENTITLEMENT RENEW SUCCESS: Entitlement authorization

renewal with Cisco licensing cloud successful.
YRR FAAEAT IR o

%%E%iﬁﬁé: $ASA-6-444306: %$SMART LIC-6-AUTH RENEW SUCCESS: Authorization renewal with Cisco

licensing cloud successful.

WA B SRR AL BT B -
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HiRiHE: ®ASA-6-444306: $SMART LIC-6-HA ROLE_CHANGED: Smart Agent HA role changed to role.
WiRA: HA RP _ERGRREACEE A (5 O S ook T A el A 6

HiRHE: 2AsA-6-444306: $SMART LIC-6-HA CHASSIS ROLE CHANGED: Smart Agent HA chassis role
changed to role.

WAA: HA LR REABALRG /M (O Oy B s

HiRjHE: %ASA-6-444306: $SMART LIC-6-AGENT ALREADY REGISTER: Smart Agent is already

registered with the Cisco licensing cloud.

AR BREVFR] O B ARRE T o AP o A T

HiRjHE: 2ASA-6-444306: %SMART LIC-6-AGENT ALREADY DEREGISTER: Smart Agent is already
Deregistered with the CSSM.

LR RREVER] O ARG TR, A P s s 2 T =

HIRiH/S: 2ASA-6-444306: $SMART LIC-6-EXPORT CONTROLLED: Usage of export controlled features

is status.
YEBA: A7 R ARVFEA SRV R A I Th REFAE AT 1a) RN AT =BG 23 AR B
BIERE: k.

HiRiHE: 2ASA-7-444307: $SMART LIC-7-DAILY JOB_TIMER RESET: Daily job timer reset.
YRR AT I H K, AR R
BILARIE: Lo

%E%iﬁﬁé: $ASA-4-446001: Maximum TLS Proxy session limit of max sess reached.
YRR LA FION TLS ACRENCE f dse K2l IR B L O BRI AR s 1 A 4
* max_sess - 41 R 55 K23 16 PR

I BYIRIE: WERTEE 20 TLS 1%, 14 ITH tls-proxy maximum-sessions max_sess 1724 i1
o B, AR L] tis-proxy proxy_name F/1 tls-proxy maximum-sessions max_sess 7%, RJ5
HHT A Bl LU A 2 AR

HiRiHE: 2ASA-4-446003: Denied TLS Proxy session from src int :src ip /src port to dst int
:dst_ip /dst port , UC-IME license is disabled.

1%BA: UCIME ¥ a[iFAL T3 T E S MR A . UC IME 78 )8 5 ] LLAR HE ASA PR EIFT K8 5 H1 PR il 4
P BB TLS &if.

e src_int - PP (N EBEAMED
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* src_ip - & IP Hihik

* src_port - Y5t

s dst_int - HIHEOAFR (HIBERINTD
* dst_ip - HI) 1P Hidik

* dst_port - H K%t 1

BIRYIRIE: AT O UC-IME. Wi CEH], 1R ILIH0E .

EiRiEE: $ASA-4-447001: ASP DP to CP queue name was full.Queue length length , limit limit

AR YRR R E B A (DP) 2501 (CP) M E S O, H O — A s NN
KGR S A e (BT CP N TR, DP R Z 5 8dlatd, 1M1 H. show asp drop
A T TR R . R e B CP, WSS H S B HJE P9 A ASP-drop T .

* queue - DP-CP HAFRAFII 44 FR o

* length - P\NFIH Y17 FAFE R .

* limit - PAF T SRV S K AR .
EIHIRME: DA CI RSB CP L kil il CP AbFERE S, X WRESE (hnTfg THT) I B oA
Blo WM BRI, N#EERD CP EIDIRe 4. {1 show asp event dp-cp fir 2 VU Ff
BA rh 7 28 e R D

gll;&’;ﬁ,%\ %$ASA-4-448001: Denied SRTP crypto session setup on flow from src int :src ip
/src_port to dst int :dst ip /dst port , licensed K8 SRTP crypto session of limit exceeded

RBA: ARG K8 T4 5t 250 4~ SRTP N 2GR R Hl. 4F—XF SRTP hn& sl & i& i h—A
SRTP M43 if o AN YA R BN, WHA ST ANRE], XiErs, RS R E T
Bk, WRIME X7 #4d H SRTP, A2 AULRE .

e src_int - PEEEITARR CNEBERAMD

e src_ip - Y5 IP Huhk

* src_port - Y

e dst_int - HIHED AR (NEGMT)

* dst_ip - H[IIP Hutik

* dst_port - H 1%

* limit - SRTP N 2315 (250) ¥ K8 B
B BYRIE: TR PITAEMEAE . HAA 29I SRTP IS &S5BS, A REW E B SRTP %<
1o

B asAazsEgzAEEE
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450001

450001

gﬁ%;ﬁfﬁ: ASA-4-450001: Deny traffic for protocol protocol id src interface name :IP address

/port dst interface name :IP address /port , licensed host limit of num exceeded.

WA B RV BN e B AGE T ASA 5505 ASA.
* protocol_id - WX 1D %5
* interface_name - 5 HHE B AT N SORAT N SR )42 1
* IP_address - B4 RATE NMCEE T TP Mkl
* port - FTALHEHE A3 15
* num - F LK IRAE

BIRYHRAE: WAL T34t

B ERASARTIRZREEE
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%4t H&7H 2 500001-520025

ARBTG5
* ID /T 500001 2] 504002 2 [A A4 ., 45 243 7
* ID /T 505001 2] 520025 2 [AIHI B, 45 246 71

ID 4)-F 500001 %I 504002 = |5] BY5E 2

500001

500002

500003

AREALA 1D /T 500001 2] 504002 22 8] (1914 L

gﬁ%iﬁfﬁ: $ASA-5-500001: ActiveX content in java script is modified: src src ip dest dest

ip on interface interface name

RBA: 7E ASAHRE SIS (G Java (80D i¥E ActiveX) W), TEHILRBEIE Java JEIAS A HI B
Java/ActiveX N2,

BILHIBRAE: LR RATETEAT.

gﬁ%fﬁﬁa: $ASA-5-500002: Java content in java script is modified: src src ip dest dest ip

on interface interface name

iBE: £ ASAF RSN GIJE Java (80 TJE ActiveX) B, 1EMALRFE IE Tava B H 3
Java/ActiveX N %

BIRIIRAE: KRR ATE TR

%ﬁ%iﬁﬁé: $ASA-5-500003: Bad TCP hdr length (hdrlen=bytes , pktlen=bytes ) from source address
/source port to dest address /dest port , flags: tcp flags , on interface interface name

B asAazsEgzAEEE



[l 500002

500004

500005

4 A 7554 2 500001520025 |

WERR: TCP H RS K BEAIE A o SRS R G AE M N 45 [7) CUAS FH S IR E B SR I ey E A ik
P TCP E'E (RST). U/ w2 iRE B3 ASASMERAY FTP MR 45-#%, 1 FTP IR&#s - Am0r, &
HK R I%L RST. HEEEFRAE RS RIE N TCP LK BEAIEM, wia FEUL . UDP Al ICMP ¥ 1
ANATIEN R

TCPHCLK W RER I E N THR B K, X FEUEMm A R MRS RS A R4
AT HCE R L IE G ORIF 2 Bilan, RS Re W ner | B NAEY T 4 GB 2idl . ey Sl H 1R
DL

BILHIERAE: LR RATE AT

gl;&“;ﬁ,%\ $ASA-4-500004: Invalid transport field for protocol=protocol , from source address

/source port to dest address /dest port

VAR M TSRS, R S P Bk H )5 105 8 % . TCP ¥ protocol {54 6, 1M
UDP 1124 17,

B RYIRAE:  WIRUX LN RDRAFAE, T X AR B R

’éia':éiﬁ,%\: $ASA-3-500005: connection terminated for protocol from in ifc name :src_adddress
/src_port to out ifc name :dest address /dest port due to invalid combination of inspections

on same flow.Inspect inspect name is not compatible with filter filter name .
YLAR: ERE S AN AR VE TR R ) PRI B 22 TR DR/ B AN B 2 AN I YE RS D REVLIC .
* protocol - ZEFAT T
* in_ifc_name - FNE 4 FR
* src_address - ZEFEFYR TP Huhlk:
s src_port - AL 15
* out_ifc_name - §i 0L
* dest_address - ZEF H 1 1P itk
* dest_port - FHEELI H 135
* inspect_name - Fr BT IEAS D) RE TR
* filter_name - i YEARTIHESA FK
EIBYRIE: 7 class-map. policy-map. service-policy fl/Z¥ filter iy &It %, XULhlE 805 H
FRVAST IR/ e e D e S5 R UL o 34 B X RS DURT el 8 #8 Dy Re 4 & Rt T s
* < inspect http [http-policy-map] /5 filter url F1/5X filter java F1/5 filter activex iy 2 R
* inspect ftp [ftp-policy-map] F1/5X filter ftp 72 4.
o QS AEAT HoAth inspect fiy2 5K filter fiv2> 1) filter https iy 2 3%

BT PTANAL A, AT A A IR/ L g A D RE A A Ak

B ERASARTIRZREEE
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501101

502101

502102

502103

502111

502112

so1101 ]

gl;&“;ﬁ,%\ $ASA-5-501101: User transitioning priv level
WA A BP0 OB
BIBIRIE: LR PATAE T ERAE.

gi%;ﬁ,%\: $ASA-5-502101: New user added to local dbase: Uname: user Priv: privilege level

Encpass: string
WA RGEEIE T P Al K aaR P A BRGNS .
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ $ASA-5-502102: User deleted from local dbase: Uname: user Priv: privilege level

Encpass: string
YRR H Al kR, LRSS A4 L BRI 6 .
BIBIRIE: BT PATAE TR

gi;iﬁ,%\: $ASA-5-502103: User priv level changed: Uname: user From: privilege level To:

privilege level
AR P BUR 0 R
BIRYIRAE: KR HATAE TR

’éia':éiﬁ,%\: $ASA-5-502111: New group policy added: name: policy name Type: policy type
1%RA: 1 group-policy CLI fir &t & T 2H 5.

* policy_name - 41 5 44 5K
* policy_type - P AR

BIRAE: HPATAEMTIRAE

gl;&“;ﬁ,%\ $ASA-5-502112: Group policy deleted: name: policy name Type: policy type

WAA: L group-policy CLI iy 2 MHIBR 4L 50

B asAazsEgzAEEE



B 503001

503001

503101

504001

504002

#4; B %31 2 500001520025 |

* policy name - 2| 50 44 Fx
* policy_type - P AR

BIRYIRAE: WAL T34

gll;&’;ﬁ,%\ %$ASA-5-503001: Process number, Nbr IP address on interface name from string to

string , reason

WEA: /> OSPFv2 A& CHBCIRAS . IR B WA S R LN . AT 0 OSPF JEFERCE T
log-adjacency-changes 2 i, RIA 2 WRILH A

BN AYIRAE: LIRS IER I R, IR IR S 45 R TAC.

iat"t;;ﬁ:%\: $ASA-5-503101: Process d , Nbr i on s from s to s , s

$ERR: ~Aowmsﬂﬁaﬁﬁﬁuom% VLA R 2 S s I . AT 0 OSPF BERERCE T
log-adjacency-changes i % 5, REA &R E.

BIRYIRAE: BRI T34

gll;&’;ﬁ,%\ $ASA-5-504001: Security context context name was added to the system
WAR: RS ORI I A ASA.
BIBIRIE: LW PATAE TR

gi;iﬁ,%\: $ASA-5-504002: Security context context name was removed from the system
AR AR N ASAH RN ER .
BILAIRIE: BRHATAEATERAE .

D 41 505001 %I 520025 < [&] H;H 2

505001

REAAID AT 505001 F] 520025 2 6] (FIH4 o

EIRIEHE: $ASA-5-505001: Module string one is shutting down. HHif%. ..

AR IEAESG PR,

B ERASARTIRZREEE
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s05002 ]

BIRRIE: KHPATAEITIRAE

505002
EIRIEE: 2ASA-5-505002: Module ips is reloading.ifffif#. . .
WEEA: ARLUIEAE TR NEK IPS k.
BIBIRIE: BT PATAE AR

505003
BRI B $ASA-5-505003: Module string one is resetting.ifRif. ..
WA RGIE/EEERR.
BIBIBRIE: BRI,

505004
28 $ASA-5-505004: Module string one shutdown is complete.
YRR BRI H
BIBIRIE: BT PATAT TR

505005
Hi%iH2: 2ASA-5-505005: Module module name is initializing control communication.ifRifi. ..
WA RGN B— MBI, ASAIEAERI AR 405 oA i 4 il i
BIHYIRIE: LR PATAE A

505006
EIRIHR: 2ASA-5-505006: Module string one is Up.
YRR ML CSE R IE AT AL, BIAEAL THT IR .
BINHYIRIE: TR HITAEAT AT .

505007

EIRH B 9ASA-5-505007: Module module id is recovering.iHMifE. ..
2B B 2ASA-5-505007: Module prod _id in slot slot num is recovering.iffif&. ..

EER: IEAE(H ] sw-module module service-module-name recover boot iy 2 VK 5 A b,  si4f H
hw-module module slotnum recover boot Ay 2k & TR b,

B asAazsEgzAEEE
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505008

505009

505010

505011

4 A 7554 2 500001520025 |

* module_id - ¥R ESALER ) 4 FK

* prod_id - /7 it ID “FAFH

* slot_num - R RSB PG . 30 0 ROR RGN, FhkE 1 KR el b e (AR
B RYRE: B PAT MR

’éia':éiﬁ,%\: $ASA-5-505008: Module module id software is being updated to newver (currently

ver )

EiRIEE: 2AsA-5-505008: Module module_id in slot slot_num software is being updated to newver
(currently ver )

WA RSB IEAET . SR IE W AT

* module_id - AT 55 1EHIH) 44 Bk

* slot_num - L5 WL R S5 ABEER (1) i il 5

* >newver - A LI G ANBH AT A S (i, 1.0(1)0)
* >ver - B EATR ST S (i, 1.0(1)0)

BLAYIRIE: CRHITAEATERAE .

gil;i;‘ﬁ:%\: $ASA-5-505009: Module string one software was updated to newver
EAA: 4GE SSM BB Uy 712«

* string one - i JE WP SCARTFAG Hp

* newver - KIS ABEREHAFIRA S (Flan, 1.0(1)0)

* ver - Y ERAT B U FTRCA S (B0, 1.0(1)0)

BIRIIRAE: ER AT TR

EIRJEE: 2ASA-5-505010: Module in slot slot removed.
WEA: A ASABUAEH A2 ER SSM.

* slot - B2 R T 1L SSM 4
BIBIRIE: BT PATATATERAE .

gl%iﬁ,%\ %ASA-1-505011: Module ips , data channel communication is UP.

WERA: M E A O MR PRSI

B ERASARTIRZREEE
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505012

505013

505014

505012 ]
BILHIERAE: LR RATETAT.

gl%iﬁ,%\ $ASA-5-505012: Module module id , application stopped application , version version

’éia':éiﬁ.%\: $ASA-5-505012: Module prod id in slot slot num , application stopped application
WAR: N R E AR AT B o > R S5 AR T 20 Y B 45 bl b 1 E 5 1B B D
B, AR X I o

* module_id - 5B ) 44 R

* prod_id - TR 23 B a5 1™ b ID 45 i

* slot_num - N A5 1R e il

* application - TV 1L N F 44 FR

* Version - U5 1Y HI A

BILAYIRIE: WA 4GE SSM ARTF, BURA EIFIEEEIEN ], i &S 4GE SSM.H & LUR € N
(EAIib) S

’éia':éiﬁ,%\: $ASA-5-505013: Module module id application changed from: application version

version to: newapplicationversion newversion .

gi%;ﬁ:%\: $ASA-5-505013: Module prod id in slot slot nunm application changed from:

application version version to: newapplicationversion newversion .

YRR WA S (i, ETHUR) o IRGSREER LT L 5e e ST .

* module_id - AR S BRI 44 Fx

* application - T 20N I H) 24 K

* version - U208 FH A

* prod_id - AE/FIR S O 22 B A 1 i 1D 47 o
* slot_num - N} CL 2 4l

* application - L2 H ¥ 44 FK

* version - T FHZ¢ 0 FH R A

* newapplication - 7 ] 4 FR

* newversion - #7 N H i A

BILAYIRIE: WUETHIUR AN FUIERAE,  DURORT ARCAZ 75 IEH .

gia':éi‘ﬁ,%\: $ASA-1-505014: Module module id , application down name , version version reason

gi%;ﬁ:%\: $ASA-1-505014: Module prod id in slot slot num , application down name , version

version reason

B asAazsEgzAEEE
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[l 505015

YRR A AT H O .
* module_id - KRR ST BI I 44 Fx
* prod_id - A LF R 5 A b L 22 e £ 1R i ID A
* slot_num - N CAEF RS . $0RE 0 FoR R MR, H6f 1 KRy R b e B
* name - N AP CERFHD
* application - TN H I 44 FK
* version - NV RA (FFFEH)
* reason - W A CFAF D

BAAYIRAE: IR ISR A7, IR AR TAC,

505015

’éia':éiﬁ,%l: $ASA-1-505015: Module module id , application up application , version version

giﬁ%“}‘ﬁ%\: $ASA-1-505015: Module prod id in slot slot num , application up application ,
version version

WERR: (A slot num TP SSM _LIEAT N B4 TFIFIEAT
* module_id - FAF i S5 AR H K 44 FR
* prod_id - FEPF RS REE L2230 & 1= i ID A H
* slot_num - IEAEIBAT NV A0S . Al 0 FRoR RG AR, Al 1 RoRY el b 22 (i .
* application - NV AR (A7)
* version - NV I JRA CEAFHD

BILAYIRIE: LR HITEATERAT .

505016

gi%;ﬁ:%\: $ASA-3-505016: Module module id application changed from: name version version

state state to: name version state state .

HiRHE: %ASA-3-505016: Module prod_id inslotslot num application changed from: name version
version state state to: name version state state .

WERR: AR GURLI B N RRCAS A% R B P

* module_id - RSB 44 FK

* prod_id - AEF RSB e B A I i 1D 47 o

* slot_num - N C I HIAEE . H0Al 0 RoR RGN, Il 1 2oy R b e it
* name - NV AFR CERFH)

* version - NV RA (FFFEH)

* state - N HPIRES CERFHD

* application - 5 250 HI I 44 FR

BLAYIRIE: WUE O SO FUNERAE,  DURORT ARCAE A5 IEH .

B ERASARTIRZREEE
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506001

507001

507002

507003

s06001 ]

HionlE ) .
akﬁlﬁum: %$ASA-5-506001: event source string event string

WA A RGORES T . ARG B B RGAR A AT ] siAN o] I g F sl i Js bl . AT g
FEOCAT R GUIRA S SR SR UM A 7= 1 a0 R s

* 4 CompactFlash CU i Fa

* 4 CompactFlash LU A

* 4N CompactFlash R Z0=f4F

BIRIRAE: LR RATE T4

%E%iﬁf?: $ASA-5-507001: Terminating TCP-Proxy connection from
interface inside:source address/source port to interface outside :dest address /dest port

- reassembly limit of Iimit bytes exceeded

WLER: fE TCP Hli /7y Bea gl # b 7 4k g2 ob X B il
* source_address/source_port - A IEBE A CLINIE TP M kb A0 1
* dest_address/dest_port - % A B H ) 1P HuhikAnH s 1
* interface_inside - A RE K B4 40 2155 )42 LI 44 Bk
* Interface_outside - /e F (1) 504 0018 Hi 4% 1 1) 24 FR
* limit - Ay 2 I T T PR A S0 P o

BILHIERAE: LR RITE AT

%E%iﬁﬁé: $ASA-4-507002: Data copy in proxy-mode exceeded the buffer limit
YLRA: ALEHSy Bt TCP 1 B I A A AR e
BIBIRIE: LR PATAE R

%E%iﬁﬁé: $ASA-3-507003: The flow of type protocol from the originating interface: src ip
/src_port to dest if :dest ip /dest port terminated by inspection engine, reason-

WEAR: TR RO S AR, TCP AREEAR S5 Bk 25 1 API £ 1% .
* protocol - Jii 1Y
* sre_ip - Ui HYE 1P Mtk
* src_port - Vi IS 1 44 FR
* dest_if - WM H M4
* dst_ip - Jifr) H ) 1P Huhl:

B asAazsEgzAEEE
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[l 508001

* dest_port - YLl H 1 1]
* reason - Rl 5| BE L 11 G (0 JEL DR D6 o A 50 D PR B

- Failed to create flow (JCiEAIE)

- Failed to initialize session API (CiEHIUAL 416 APD

- Filter rules installed/matched are incompatible (22%%/ICHE )i yiE i HE U AS e 25O

- Failed to consolidate new buffer data with original (JCZKEHTZE M X i 5 R UG 28 o X 3845
- Reset unconditionally (JG4cFHH)

- Reset based on  “service reset inbound” configuration (FE+ “MRESEE AW HLEEE)
- Disconnected, dropped packet (Wi, B EFEHE)

- Packet length changed ( &5 Bt (0K J&)

- Reset reflected back to sender (T E U [FIAAEAD

- Proxy inspector reset unconditionally (JG4% {4 E AR 2% )

- Proxy inspector drop reset (fCELA I #% 55 E)

- Proxy inspector received data after FIN (fREEA M ZS7E FIN 2 J5 B0 2 50D

- Proxy inspector disconnected, dropped packet (fREERGIIZS LM%+, O % 54
- Inspector reset unconditionally (J& 4514 5 &R 4% )

- Inspector drop reset CRyill#s 2% 77 )

- Inspector received data after FIN Ryl 7E FIN 2 J5 #8021 5545

- Inspector disconnected, dropped packet (Frill#s CLBr FIEH:, ©E 58

- Could not buffer unprocessed data (JCiZ2% i A AL B 505

- Session API proxy forward failed (231 APT ARH L K K60

- Conversion of inspect data to session data failed CEERIN ke % 4 4y 25 T8 Bk R MO

- SSL channel for TLS proxy is closed (TLS fQEE[) SSL i1 L))

BIHYIRIE: L PATAE A

508001

giﬂ%;ﬁ%\: $ASA-5-508001: DCERPC message type non-standard version type version version number
from src if :src ip /src port to dest if :dest ip /dest port , terminating connection.

BR: 7 DCERPC Kl i, 8 B St 2 T flbiofi S U A

* message_type - DCERPC 74 F.J57
* version_type - JRAKA, 1] S T ERABIR B R A
* version_number - 74 Sk R HERRHERR A

B RYIRAE: WORBLIRARATRORAS, I LI @R A7 4, TR R TAC.

B ERASARTIRZREEE
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508002

509001

520001

520002

520003

s03002 ]

g’l;&“;ﬁ.%\ $ASA-5-508002: DCERPC response has low endpoint port port number from src if

:src_ip /src port to dest if :dest ip /dest port , terminating connection.
1RA: /£ DCERPC RN, WA BT T/ T 1024 CORBRSS A VG 12850 1145
BWRGIRAE: A AT AR

gi%‘;ﬁ,%\: $ASA-5-509001: Connection attempt from src intf :src ip /src port [([idfw user
| FODN string ], sg info )] to dst intf :dst ip /dst port [([idfw user | FQDN string ],
sg info )] was prevented by "no forward" command.

WLAR: %A no forward interface 72> LA BH [k MTH S A 45 e Y52 @ AT H 09 D iR . Ko~
& b Ay A VA T B A 4

« src_intf - [ no forward interface 74> [ il {f Y5 £ 11 44 B

* Dst_intf - IV no forward interface i[RI H (142 1 %5

* sg_info - WM AFREEEE TP Hikibbrid

BAAIRIE: THRVPIE, (R T BRI A& 2R, RJa ABCE P IR %62

’éia':éiﬁ.%\: $ASA-3-520001: error string
WAR: 1D BT KR malloc ik, AR AT H R RE S LL R AE T

* Malloc failure—id_reserve

* Malloc failure—id_get
BIEIERIE: BEAR R TAC.

EIRIEHE: $ASA-3-520002: bad new ID table size
A ID BRI KA TR R IE K
E‘ISLE@*%{’E: H%V/\AE\%% TACo

*atia':éi‘ﬁ,%: $ASA-3-520003: bad id in error string (id: Oxid num)
YERR: RZE ID EHELARE R BT T RR L U AR — It

* id_create new table (ANRVFHL%H)
* id_destroy table (fii%# ID)

B asAazsEgzAEEE



B 520000

520004

520005

520010

* id reserve

* Id_reserve CHii% ID)

* id reserve: ID i HVElH]

* id_reserve CRAFMALIIFE ID)
*id_get (H{iRZR D)

*id_get CRATELHIZ ID)

«id get (ID ANE! )

*id to_ptr

*id to _ptr (4% ID)
*id_to_pt (%515 ID)

*id get next id ptr (4§15 ID)
* id delete

* id delete (44i% ID)

* id_delete (HFIRFKZEH)

BILRIEBRIE: BERUR TAC,

gl;&iﬁ.%\ %$ASA-3-520004: error string
AR A TP IT O AT id_get.
BIEIRAIE: HERIEFRL TAC,

HiIRHE: 2ASA-3-520005: error string
WLRA: ID RN KA A
EiayRiE: BERIF TAC,

4 A 7554 2 500001520025 |

Hi%iHS: 3ASA-3-520010: Bad queue elem - gelem ptr : flink flink ptr , blink blink ptr ,

flink-blink flink blink ptr , blink-flink blink flink ptr
YRR AR R, AT AR LA AR 0

* gelem_ptr - $i3 [ A ECH 2544 R FR 1

* flink_ptr - 45 [n) BASHCHE G50 5iF 17) TC R 44T

* blink_ptr - 45 i) A B4 45740 ) 1) o 3% 4R £

* flink_blink_ptr - 3517 B\ EE 2544 1F 7] SC #0585 1485

* blink_flink_ptr - 35 17) \ZV B G544 i 0] SR I IE 1) a5 B4R
HIRYIRME: BEREE TAC,
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520011 ]

520011

gl;&iﬁ,%\ %$ASA-3-520011: Null queue elem
YRR AT AR R
HIRYIRME: BEREE TAC,

520013

Ei%i‘ﬁ',%: $ASA-3-520013: Regular expression access check with bad list acl ID
YLER: F5 U5 I F1 2R R FRE ERL

BIWRIRAE: SECEBULE B F AN L B R N N R A M O . Rt
R MBL, i LA ROE 7] TAC AR, 1247 Sl /s 1A S A S SCAR I 55 IR AR M 8 R
Bio AV PR AT RE TR, TAC AR M KAIE s i1 71130 77 1IE R 84T

520020

gl;&“;ﬁ,%\ $ASA-3-520020: No memory available
WA RENAAAL.
BWBIRAE: LU N R, DA ) L

© D i R AR I i MO
© THRAELT
* fEM RAM 247 (11 &5 _EAE BN R 7R

520021

gl%iﬁ:% $ASA-3-520021: Error deleting trie entry, error message
YEBR: RAEBATgMARET R . BRI E AT BE AL LA AT AT — I

s FEIEA R

o AR FATHIEL

o FRAZIMER H AR
ECRYIRAE: 42 W oR BRI AR R R, IR RS 45 R TAC.

Eia':é‘}ﬁ,%: $ASA-3-520022: Error adding mask entry, error message
YRR KA R R . AU BT RE A LA M T — I

© CAER R HERY
S NG NN

| B asAazsEgzAEEE
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B 5002

o AEME— IR E L, R AR
BWAYIRAE: 42 WoR IO AR RN E, IR RS 4 R TAC.

520023

gl;&“;ﬁ,%\ $ASA-3-520023: Invalid pointer to head of tree, 0x radix node ptr
WA KA AR A R
BIBIRAE: RN ERERIEEE, IR IR 4 R TAC.

520024

gi%;ﬁ:%\: $ASA-3-520024: Orphaned mask #radix mask ptr, refcount= radiximaskiptr’ s ref

count at #radix node_ address, next= #radix node nxt

YRR KRR R
BIAYIRIE: 2 BRI E, PR 45 B TAC.

gll;&’;ﬁ,%\ $ASA-3-520025: No memory for radix initialization: err msg

AR RS 77‘)]11 WIIRFER T A7 HAHIERKR, AESIA SN A 2 MBS O
FRTH BT BB A LA R AT —T0:  Initializing leaf nodes B Mask housekeeping

BIRYHRAE: AEBUNG TR BT AR

B ERASARTIRZREEE
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Z% HEEE 602101-622102

ARBTG5
* ID /T 602101 F] 609002 2 [A 4 ., 45 257 7
* ID /T 610001 1] 622102 Z [AFI B, 55 271 51

ID 9)-F 602101 %) 609002 =~ |5] A& 2

602101

602103

AEFAFE ID AT 602101 3] 609002 22 [7] 1171 &

gﬁ%iﬁfﬁ: $ASA-6-602101: PMTU-D packet number bytes greater than effective mtu number
dest addr=dest address , src_addr=source address , prot=protocol

WAA: ASA KX T ICMP HFHIANTIARITHE, &2 0B.
BINHYIRAE: MR IEAR RS Hd .

%E%iﬁﬁé: $ASA-6-602103: IPSEC: Received an ICMP Destination Unreachable from src_addr with
suggested PMTU of rcvd mtu; PMTU updated for SA with peer peer addr, SPI spi, tunnel name

username, old PMTU old mtu, new PMTU new mtu.

WAA: SA Y MTU 3. M IPsec BREW R EH I, RGBS E SA, I HARYME ICMP £
P U MTU 8 MTU. @RI MTU KT 0, {H/NF 256, MRS 2K MTU B8 N
256, WIHEB MTU & 0. [H MTU 2i/b 256 8L Bk 256 (LLRAE N HE) o i MTU #
it 256, MRS 2KH MTU B8 N .

* src_addr - PMTU &AF A 1P btk

* revd_mtu - PMTU ¥ B e 2 i MTU

* peer_addr - IPsec X} 2541 TP Huhil:

* spi - Ipsec RS

* username - 5 IPsec f&i&E A H - 44

B asAazsEgzAEEE
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* old_mtu - 5 IPsec PEi& S<BL )4 MTU
* new mtu - 5 IPsec P& K15 MTU

BIRYIRAE: WAL T34

gﬁ%iﬁfﬁ: %$ASA-6-602104: IPSEC: Received an ICMP Destination Unreachable from src addr ,
PMTU is unchanged because suggested PMTU of rcvd mtu is equal to or greater than the current

PMTU of curr mtu , for SA with peer peer addr , SPI spi , tunnel name username .

WRA: RZWE| ICMP R, FR7Ri85d [Psec FEIE Ak ) HGE Wl #8412 MTU, HZELK MTU K
THEETHATMTU. A MTUH O 22 EH, P B MTU. 24 2250 AN IR o ) st e e
%% PMTU 1 2 I T R AR KR UL, 10 ARG S AEALE AT PMTU 3 )8 Z 5% MTU.

¢ src_addr - PMTU KA A TP Huht:

* revd_mtu - PMTU W 53 (# 8 MTU

* curr_mtu - 55 IPsec B&IE G 41 MTU

* peer_addr - IPsec XJ &4 f) IP Huhk

* spi - Ipsec S HR T

* username - 5 TPsec &1 R BEA A /7 4

BIRYIRAE: BRI fT3RAT

%E%iﬁﬁ?: $ASA-6-602303: IPSEC: An direction tunnel type SA (SPI=spi ) between local IP and

remote IP (username ) has been created.
AR CAIEE—/NBr SA.

* direction - SA Jy [ (AMLEGH D

* tunnel_type - SA K8 G5 L21)

* spi - Ipsec RS ET|

* local IP - P 4 h 2 o 11 1P bk

* remote_IP - P& 1E 0 £ Uiy (1) 1P Hbik

* >username - 5 1Psec B =B H 1 44

BIRIRAE: LRI

%E%iﬁﬁ%: $ASA-6-602304: IPSEC: An direction tunnel type SA (SPI=spi ) between local IP and

remote IP (username ) has been deleted.
BEAA: SA CMIER.

* direction - SA 5[] (AEEH )
* tunnel type - SA A CGEFEVF W) 8¢ L21L)
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602306
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* spi - Ipsec ‘&S HE |

* local_IP - &3 A 25 (1) TP M bk

* remote [P - P IE 76 F% 2 iy (1) TP Mok

* >username - 5 1Psec P18 R P 44

BIRIIRAE: KRR fTIRAT .

%E%iﬁﬁé: $ASA-3-602305: IPSEC: SA creation error, source source address , destination

destination address , reason error string
YRR QU IPsec %4 R A AT 1R
BCRYHRAE: X SR PR DR DL W RV B RS, E IR R TAC.

gﬁ%iﬁfﬁ: $ASA-3-602306: IPSEC: SA change peer IP error, SPI: IPsec SPI, (src {original src
IP address | original src port}, dest {original dest IP address| original dest port} => src
{new src IP address | new src port}, dest: {new dest IP address | new dest port}), reason

failure reason

1%AA: 4 Mobile IKE B8 IPsec B&IHE 0T A bk I A& AR e, 045 Atk Ty s og .
B BYIRE: OB S AR OIRAL . R SR B, 1B R R TAC,

%E%iﬁﬁ%: $ASA-6-603101: PPTP received out of seqg or duplicate pkt, tnl id=number ,

sess_id=number , seg=number .
WA ASA WCE) TIPS Rk AR ) PPTP $idi 4.
B RYRAE: W REIE AR S, TR ERON SR B DR A P i PPTP U

%E%iﬁﬁ%: $ASA-6-603102: PPP virtual interface interface name - user: user aaa authentication
started.

1BA: ASA In] AAA RS 23KIET B0 TE K .
EIAIRIE: CREHUTIT A,

%E%iﬁﬁé: $ASA-6-603103: PPP virtual interface interface name - user: user aaa authentication

status
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AR ASA WZHI Tk EH AAA JRZS25 153 5o E Wi Y
B RYIRME: R PAT TR

%ﬁﬁ%iﬁﬁé: $ASA-6-603104: PPTP Tunnel created, tunnel id is number , remote peer ip is
remote address , ppp virtual interface id is number , client dynamic ip is IP address ,

username is user , MPPE key strength is string
WiRA: PPTP &1 CL 4k,
BLHYIRIE: TR HITAEAT AT .

%gﬁ%;ﬁﬁa: $ASA-6-603105: PPTP Tunnel deleted, tunnel id = number , remote peer ip=

remote address
AR PPTP B&id CUMIRR .
BWRGIRAE: T AT AR

gﬁ%;ﬁﬁa: $ASA-6-603106: L2TP Tunnel created, tunnel id is number , remote peer ip is
remote address , ppp virtual interface id is number , client dynamic ip is IP address ,

username 1is user

YRR L2TPRXE CLAId . M ATEJCEER AN By, (H7EAT 2B E T nologging hide username

A BN,

BIRIE: HRPATAEITIRAE

%ﬁﬁ%iﬁﬁa: $ASA-6-603107: L2TP Tunnel deleted, tunnel id = number , remote peer ip =

remote address
BEAA: L2TP B&iE CUMER .
BWRGIRAE: A AT AR

%gﬁ%iﬁfgz $ASA-6-603108: Built PPTP Tunnel at interface name , tunnel-id = number ,
remote-peer = IP address , virtual-interface = number , client-dynamic-ip = IP address ,

username = user , MPPE-key-strength = number

PBA: 3 PPPoE B%iE A%,
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603109
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604103

603109 ]
BILHIERAE: LR RATETAT.

gl%iﬁ,%\ $ASA-6-603109: Teardown PPPOE Tunnel at interface name , tunnel-id = number ,

remote-peer = IP address
1RA: B PPPOE B CUMHER .
BIWRGIRAE: T AT AR

HiRHE: 2ASA-4-603110: Failed to establish L2TP session, tunnel id = tunnel id ,

remote peer ip = peer ip , user = username .Multiple sessions per tunnel are not supported
YRR CRMBDHELE S ARl MBIASCRE —MEEEL 2 A L2TP 2.
* tunnel id - L2TP [Zi# ID

* peer_ip - XFEEAA TP il
* username - LI G Y I 1 IR 44 K

BIRIIRAE: RT3 AE .

HiRiHE: 2ASA-6-604101: DHCP client interface interface name : Allocated ip = IP address
, mask = netmask , gw = gateway address

WAA: ASA DHCP % J'3ii L\ DHCP 454 e D3R HL IP #idik. dhepe i 41 fi) o i/F ASA M DHCP
B 55 % o BRAN B FH S 0 48 42 11 1) TP Hbohik R 9 28 56 o BR DA 45 b V8 10 7 FH 090 S i Tk 1 49 BR A 5
bk .

BILHIERAE: LR RITE A

gll;é“;ﬁ,%\ $ASA-6-604102: DHCP client interface interface name : address released
WLAA: ASA DHCP % /)7 ik C e IP #idit B8 il DHCP /55 4%«
BIHRAE: R PAT TR

HiRHE: 2ASA-6-604103: DHCP daemon interface interface name : address granted MAC address
(IP address )

1AA: ASA DHCP AR5 %s In ZM% F umf 1 1P ikt
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BIARIE: HPATAEITIRAE

%E%iﬁﬁ%: $ASA-6-604104: DHCP daemon interface interface name : address released build number
(IP _address )

VR A% 1P ik B ASA DHCP Ji4s 2% .
EIAIRIE: R AT,

%E%iﬁﬁ%: $ASA-4-604105: DHCPD: Unable to send DHCP reply to client hardware address on
interface interface name .Reply exceeds options field size (options field size ) by

number of octets octets.

WA IO n] LG E IR M) DHCP %7 uifi ) DHCP JE50. R4 DHCP & 7 bifyidf SR IFE 0, 4213001
DHCP XEI n] gk v B K BB . oy ki DHCP #2133, SRS AT &1 BBl .
* hardware_address - i 3K 25 ] it HOREAF Hudk
* interface_name - RIEFIHMWURS45 1 B4 0
* options_field_size - fx KL FBAKTE o BRE A 3124 )\ 4, Forp Qs 4 S22 B )\ 41
* number_of octets - B H 1))\ HE 5.

BBy Wb CRCE DHCP I K /N ek B .

%E%iﬁﬁ%: $ASA-6-604201: DHCPv6 PD client on interface <pd-client-iface> received delegated
prefix <prefix> from DHCPv6 PD server <server-address> with preferred lifetime <in-seconds>

seconds and valid lifetime <in-seconds> seconds.

U‘{’.ﬁﬁ R RGN PD RS as i 2 H A AR B FTZE 1) DHCPvV6 PD % F i /E A M1 4 IR TFAS ey —36
gy, M BRRGEHE. WRAEEZ M, KA R R H &K,

* pd-client-iface - J& 1 7 It DHCPv6 PD % /7 uifi )42 0 & #K

* prefix - \\ DHCPv6 PD Jlz 557 H i R4

* server-address - DHCPv6 PD k45 a3l .

* in-seconds - JARFRTEESCHR I B AT 25w B CRARP M BT

BILAIRIE: Lo

%E%iﬁﬁé: SASA-6-604202: DHCPv6 PD client on interface <pd-client-iface> releasing delegated
prefix <prefix> received from DHCPv6 PD server <server-address>.

B ERASARTIRZREEE
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604203

604204

604205

604203 [J|j

WAR: &Y DHCPv6 PD & /i £E JCHCE BN PD IR 5w B AR AT 2%, i ot R4 H
H. MWRAEZANINR, R NG TTRERRZGHE.

* pd-client-iface - J& T It DHCPv6 PD %% /7 uifi )42 0 & #K

* prefix - \ DHCPv6 PD Jx 55 # F2 S IR HIT 48 o

* server-address - DHCPv6 PD R 55 #% ki,

BILAIRIE: L.

IR B $ASA-6-604203: DHCPv6 PD client on interface <pd-client-iface> renewed delegated
prefix <prefix> from DHCPv6 PD server <server-address> with preferred lifetime <in-seconds>
seconds and valid lifetime <in-seconds> seconds.

1BE: 4524 DHCPv6 PD % /i )\ PD AR %5 2% e s 42T 2 B e AR B AT 48 I i T, mi s BRIk &
éﬁ El lillll:; o ﬁﬂ%ﬁ?ﬂzz/l\ﬁﬁ%ﬁ, ?\gLﬂ%j‘j | ﬁﬁfﬁi{—\‘/ \éﬁ El lillb:; o

* pd-client-iface - J3 11 T It DHCPv6 PD %/ uifi 4% 1 &2 FK

* prefix - I\ DHCPv6 PD JIi %5 # W (I AT 25

* server-address - DHCPv6 PD R 55w Huu bk,

* in-seconds - NACELRT R B B L FA S ar I CDARD gy
BIBYERIE: .

EiRHE: 2ASA-6-604204: DHCPv6 delegated prefix <delegated prefix> got expired on interface
<pd-client-iface>, received from DHCPv6 PD server <server-address>.

WAA: 4 DHCPv6 PD &/ ui i B RTZE BRI B, S Bk R4t H &
* pd-client-iface - J3 11 T It DHCPv6 PD % /S {143 111 44 K

* prefix - )\ DHCPv6 PD R %5 220 AT 2
* delegated prefix - )\ DHCPv6 PD 4% 23 B AR ER AT 4%

BILAIRIE: L.

%E%iﬁﬁﬁ: $ASA-6-604205: DHCPv6 client on interface <client-iface> allocated address
<ipvé6-address> from DHCPv6 server <server-address> with preferred lifetime <in-seconds>

seconds and valid lifetime <in-seconds> seconds

WRR: B ARG DHCPV6 IR S5 #UC I 414h 4 DR T 24— 70 () DHCPv6 %) sttt  H.i%
AR, s BRIt RGH G WRAAAEZ AL, R B M L B R A H A

* client-iface - 3 F] T 1t DHCPv6 %5 ) S hik 142 11 44 K o
* ipv6-address - )\ DHCPv6 Jli 45 25 #2011 TPve ikt
* server-address - DHCPv6 IR 45253k .
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B 04206

* in-seconds - FHl 1% F viig M ik (1) DG B 2 AT 25 A dm BT CLARD g A D
EIBYRIE: .

604206

%E%iﬁﬁ?: $ASA-6-604206: DHCPv6 client on interface <client-iface> releasing address

<ipv6-address> received from DHCPv6 server <server-address>.

PR 24 DHCPv6 7% P i Hi kil it B A AT IS, DHCPv6 2% il e B O3 ) 2% A s bk . o
BB A hE, Rk WMt E R ARG HE.

s client-iface - Ji 1 T It DHCPv6 % F migdti bk (4145 O A FK o
* ipv6-address - )\ DHCPv6 IR 25 232U 1) IPv6 Mt
* server-address - DHCPv6 I %5 #s Hutik:

BILRIERIE: L.

604207

%E%iﬁﬁ?: $ASA-6-604207: DHCPv6 client on interface <client-iface> renewed address
<ipv6-address> from DHCPv6 server <server-address> with preferred lifetime <in-seconds>

seconds and valid lifetime <in-seconds> seconds.

2BA: 524 DHCPv6 %% F' i A DHCPv6 k4578 ) sh& 28 2 ai mnle i, SRt R2GHE. W
RAEFEZ AN, R NN B R REHE.

* client-iface - Ji Fil T It DHCPv6 % ;' huhik (4 O 4 %5 o

* ipv6-address - )\ DHCPv6 IR 55 2 F5 W ¥ TPv6 kil

* server-address - DHCPv6 JIR 252531l

* in-seconds - F T~ % /= diig 31k PR O IDE o e R R0 A i R AR R F )

BILRIERE: L.

604208

%E%iﬁﬁ%: $ASA-6-604208: DHCPv6 client address <ipvé6-address> got expired on interface

<client-iface>, received from DHCPv6 server <server-address>
WLRA: 5FY DHCPv6 &/ i Bk B AV B, i BRIk REH &

* client-iface - Ji ] T 1t DHCPv6 % F' i Hu bk 1145 1 44 FK .
* ipv6-address - )\ DHCPv6 IR 55 255 W ¥ TPv6 kil
* server-address - DHCPv6 IR 5525k,

BILAIRIE: Lo

B ERASARTIRZREEE
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605005

606001

605004 ]

ﬂ\n:\lg o . .
akﬁlﬁum: $ASA-6-605004: Login denied from source-address/source-port to

”

interface:destination/service for user “username

WAR: P 2l sl B, RE0R R BU TR R B

Login denied from serial to console for user “username”

ASA B ZAANIEM S R IR SIE RVTFERE R IR, —IRERA BB 221 T
SSHinTelnet%?z B SRR EE — IR B S4RG TCP il 2 1k, RG0H243 AR it il
Ho AT HABRRR R B o1l RRREIRRMUG A By S o FH P 70 E AR N N B, (H
TEA R & T no logging hide username iy 4 i {755 .

* source-address - ZZ iR Sk (YR HbhE
* source-port - SR Y ity 11

* interface - H I HE

* destination - FH [] TP #util:

* service - H MRS

* username - H &

BAAYIRAE: R BRI, WIEHHATAE MR WRIEIH B R L, MW RERos A&
AT, SHEPIE, BEH AR

%E%iﬁﬁ?: $ASA-6-605005: Login permitted from source-address /source-port to

interface:destination /service for user “username ”

PSRRI I, RIUR R LU R R

Login permitted from serial to console for user “username”

WRR:  H P cEhid S aeir, JEHE3) T .
* source-address - ZZ RSk YR b hE
* source-port - SR S Y5 ity 11
* interface - H &L
* destination - H [f] TP it
* service - H RS
* username - H &L

BIRIHRAE: BRI AT

HiRHE: 2ASA-6-606001: ASDM session number number from IP address started

A EFR ORI G 0%AE, JFHJE3 T ASDM £,
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BIARIE: HPATAEITIRAE

%E%iﬁf%: $ASA-6-606002: ASDM session number number from IP address ended
AA: ASDM &if &5 iR,
BIHIRAE: R HAT TR

%E%iﬁﬁ%: $ASA-6-606003: ASDM logging session number id from IP address started id session

ID assigned

WLER: R K P 3) T ASDM H &Rl R .
* Ip_address - ZC 2455 BEZ P 3 () 1P il

BIHRAE: R AT A

EiRIEE: 2ASA-6-606004: ASDM logging session number id from IP address ended
WAA: ASDM HiKidsgiEs k.

*id - PRI ID

* IP_address - ZCFEE BEEC 7 o 1) 1P Mk
BICRYIRAE: LR PATAE TR

EiRiEE: $ASA-6-607001: Pre-allocate SIP connection type secondary channel for
interface name:IP address/port to interface name:IP address from string message
WAR: fixup sip fy 2 7EAM SIP W LG P4 BL T SIP 4%, Connection_type 7] fig /& LU F— AN F4F
$ H

* SIGNALLING UDP
* SIGNALLING TCP
* SUBSCRIBE UDP
* SUBSCRIBE TCP

* Via UDP

s B

 Jb = AR

* RTCP

BIRIIRAE: ERRATE TR
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607002

607003

607002 [Jj

%E%iﬁf?: $ASA-4-607002: action class : action SIP req resp req resp info from src ifc :sip
/sport to dest ifc :dip /dport ; further info

WERR: EEXS SIP HEIAT T SIP 2038, JRMAL TR ERsE. DAL, Ko UL BC E I AE

* action_class - #AF2: X1 SIP ULACAT &4 SIP 732K, X T2 Hdr & W ft SIP 24

* action - IPATINEEAE: CR7 . CWFER:,. CEEEESCHMIR AR E

* req_resp - Vi KRB VY

* req_resp_info - RELGEERKINE SIP Tk FR: BIEEIGH . AL SIS (1) STP Wi B AXAG :
100, 183, 200,

* sre_ife - P4 FK

* sip - Y5 1P Hidik

* sport - YR

* dest_ifc - HJFE 14K

* dip - HF5 1P ik

* dport - H 13 1]

* further_info - &/~ 247 5¢ SIP ULECAT SIP Z a2 s 5, Wk

*FT SIP VLAC Ay 2
VUEC /2% id: class-name
i

matched Class 1234: my class

X1 SIP 4 4
parameter-command: descriptive-message

%4

strict-header-validation: Mandatory header field Via is missing
state-checking: Message CANCEL is not permitted to create a Dialog.

BIRIIRAE: KR RATE TR

%E%iﬁﬁa: $ASA-6-607003: action class : Received SIP req resp req resp info from src ifc
:sip /sport to dest ifc :dip /dport ; further info

WERR: EEXE SIP WEHAT T SIP 732K, IR T brik. KL, Ko Iz H S #AE.
* action_class - X} 1 SIP ULEC Ay 20 SIP 432K, TS50 & A4t SIP S5
* req_resp - 17 SR B [N

* req_resp_info - FRALEVE KIS SIP J7VAAAFR: 180G B o SR NI 1 STP i AR «
100. 183. 200,
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* sre_ife - P44 FK

* sip - Y5 P Hbhik

* sport - Y

* dest_ifc - H 4K

* dip - H 1) 1P Hiudik.

* dport - H 111,

* further_info - W7 ¥ 247 ¢ SIP ULECAT SIP 240 A HIE R, Wk

X T+ SIP UL iy 4
JUBC2% id: class-name
i

matched Class 1234: my class
XT SIP S 4 4
parameter-command: descriptive-message

Bl

strict-header-validation: Mandatory header field Via is missing
state-checking: Message CANCEL is not permitted to create a Dialog.

BIRIIRAE: R fTIRAT .

gﬁ%iﬁﬁa: $ASA-4-607004: Phone Proxy: Dropping SIP message from src if:src ip /src port to
dest if :dest ip /dest port with source MAC mac address due to secure phone database mismatch.

WERR: BR IP MR AL, RETELLAL SIP B 1 1 MAC Hulb M2z el 4c H o R ASILRL,
W) 25 S RE T R

BIRIRIE: KEHRPATAEATIRAE

%E%iﬁﬁ?: $ASA-6-608001: Pre-allocate Skinny connection type secondary channel for

interface name:IP address to interface name:IP address from string message
WAA: inspect skinny 772 7E RTINS P v v JEL S A C T 9845 7 i 4% . Connection_type 1] g2
N R

* SIGNALLING UDP

* SIGNALLING TCP

* SUBSCRIBE UDP

* SUBSCRIBE TCP

* Via UDP

B ERASARTIRZREEE
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* Heih
* JbR =k
* RTCP

BIRYIRAE: WAL fT3RAT

608002

g"‘l%;ﬁ.%\: $ASA-4-608002: Dropping Skinny message for in ifc :src ip /src port to out ifc
:dest _ip /dest port , SCCP Prefix length value too small
WA RGMCEAE ) i (SSCP) TR, BB SCCP i 7K B /N T HC L e /MK

*in_ife - B ANFL

* src_ip - BPR ALY TP Huhk

* sre_port - B AL Y5

* out_ifc - fth N

* dest_ip - B HEEI H (1) 1P Hbdik

* dest_port - FHR AL 1 H 135 11

* value - HHE L) SCCP Hi g8 K L

BILRIHRAE: WER SCCP AR 1 FE SO 7 S S WL, LU N SSCP g 1) fie /MK FE{E

608003

gl%‘;ﬁ.% $ASA-4-608003: Dropping Skinny message for in ifc :src ip /src port to out ifc
:dest _ip /dest port , SCCP Prefix length value too large

YRR REUEE S Ui (SSCP) &L, LW KUY SCCP iy 41 B2 el e B i B R KT .
*in_ife - FNFLE
s src_ip - BHR ALY TP Mk
* src_port - FCH AL B 1
* out_ifc - i
* dest_ip - ¥R H 1) 1P Huhl:
* dest_port - B H 55
* value - 4 (L1 SCCP HgH K S5

BINRIHRAE: WERSCCP M EATR, 5 A SOH ) i S U, DL N SCCP Birg ) o KA EE{E -

608004

’éia':éiﬁ,%\: $ASA-4-608004: Dropping Skinny message for in ifc :src ip /src port to out ifc

:dest _ip /dest port , message id value not allowed
WRA: A AVFIE SCCP i L 1D,
* in_ife - fNFEI

| B asAazsEgzAEEE
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[l coso0s

* src_ip - FAPR ALY TP Mkt

* sre_port - B AL YR T

* out_ifc - fth N

* dest_ip - B EI H (1) 1P Hbdik

* dest_port - FEELIN H 1)

* value - B[] SCCP W4 K JE

BAHYIRAE: A0 SCCP W RN T LAV, 1 A8 U % ) i s iy, AR VIR B .

608005

gl%‘;ﬁ.% $ASA-4-608005: Dropping Skinny message for in ifc :src ip /src port to out ifc

:dest _ip /dest port , message id value registration not complete
WAA: AAVFIL SCCP VM E ID, X2 PR o ¢35 R 56 i o

s in_ifc - WIANE O

* sre_ip - FHRALIYR 1P Mtk

* src_port - HU AL v 1

* out_ifc - i

* dest_ip - ¥R H 1) 1P Huhl:

* dest_port - B B H )9 H

* value - B3 G111 SCCP Hy L

BAAYIRIE: WIRIEAE S0 SCCP W BATRK, 1§ HE SOH R i Sems sy, DA M St

609001

’éia':éiﬁ,%\: $ASA-7-609001: Built local-host zone-name/* :ip-address

RBE: RGNIEHED|X IR zone-name K1 ENL ip-address PR E T MRS . WROE EVHEZED
JE T XA —3 5, WS H zone-name/* 4. 2 5 REMEHE L, K&K EVAE AT
.

BIRIRAE: LR RAT TR

609002

gi;iﬁ,%\: $ASA-7-609002: Teardown local-host zone-name/* :ip-address duration time

AR JEHER X I zone-name ] AL ip-address [P 2RSS CMIER . R A N L E T
DI 5, WL zone-name/* 24, B S5 MREIAEZD, KEKN EVA)E TAEM—A4%
M,

BIRYIRAE: TR fT3AT .

B ERASARTIRZREEE
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ID #+F 610001 2 622102 = i@t 2 |

ID 41+ 610001 1| 622102 < (8] BY:H =

610001

610002

610101

611101

AR ALEE ID AT 610001 £ 622102 22 [7] (I &

gl;&iﬁ,%\ $ASA-3-610001: NTP daemon interface interface name : Packet denied from IP address

A NS PrENCE ) NTP BRSSP A IEHC A AR T —/ NTP Zdli . ASA {4 K NTP &
i, MAYE N IRSS 2%, AN NTP i K.

BIRYIRAE: KBTI fTIRAT

’éia':éiﬁ,%\: $ASA-3-610002: NTP daemon interface interface name : Authentication failed for
packet from IP address

WERR: W NTP ol (R RETE L B 3 I RS 2 o
BN HYIRIE: WTR ASA R NTP g5 s BB A T SR g6t . AHTR 25 B4 5 MIME .

gl;&“;ﬁ,%\ $ASA-6-610101: Authorization failed: Cmd: command Cmdtype: command modifier
WER: fRE a2 A S AURIE . command_modifier 1] LU LU AE— N F1F
©comd (WFERTHR IR IZ AT & BT BT
* clear
- &
* show
WA ASA B FT A H DY i BNl RGO o “ R 2R 807 M.
BIEIRAE: EHRPATAET AT

gl%”;ﬁ,%\ $ASA-6-611101: User authentication succeeded: IP, IP address : Uname: user

WA Vi ASAI, U SRR . HI A AETEREOR AN B2, (EAEA kL T no logging

hide username iy % i B~ .

* IP address - F ) SOy 5IF R A 25 7 st TP Mk
* user - WL S AR

BIRIIRAE: BRI

B asAazsEgzAEEE
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611301

611302

611303
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%E%iﬁﬁ?: $ASA-6-611102: User authentication failed: IP = IP address, Uname: user

WA 2EAUT I ASA I, P SR IAE R, P A4 AR T RO JIN B, (HAEAT 2Bl E T no

logging hide username 72 I 7R,

* IP address - 1 7 5y SA1E I 25 P i TP ik
* user - WIL S I UL P

BIRIRAE: KR RATE T4

%E%iﬁﬁa: $ASA-5-611103: User logged out: Uname: user
LR FRTE I CEAY
BIHYIRME: B PATAE A

%E%iﬁﬁé: $ASA-5-611104: Serial console idle timeout exceeded
WAA: B TRAHPIESN, A ASA HATEE G HCE 1) R R
BICHYIRAE: LR PATAE AR

gﬁ%;ﬁfﬁ: $ASA-6-611301: VPNClient: NAT configured for Client Mode with no split tunneling:
NAT address: mapped address

WA RGOSR BRIE % 7 a2 VPN 2 b SR
BIRYIRAE: KW HATEfTIRA .

%E%iﬁﬁé: $ASA-6-611302: VPNClient: NAT exemption configured for Network Extension Mode

with no split tunneling
YRR RGN AR AR BRI ) W 25 AR S 2226 VPN 20 i SRS
BIHYIRIE: R HITAEATERAT .

%E%iﬁﬁ?: $ASA-6-611303: VPNClient: NAT configured for Client Mode with split tunneling:
NAT address: mapped address Split Tunnel Networks: IP address/netmask IP address/netmask

B ERASARTIRZREEE
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611304

611305

611306

611307

611308

611309

611304 [

WRR: RGO AT BEIE I 5 o 2ehe VPN 2507 B s
BIRYIRAE: BRI fTIRAT

’éia':éiﬁ,%\: $ASA-6-611304: VPNClient: NAT exemption configured for Network Extension Mode
with split tunneling: Split Tunnel Networks: IP address/netmask IP address/netmask

WERA: RGECN BATIR D BEE I W 24 JEA SC 208 VPN ) b SR
BILHIERAE: LR RITE AT

gl?néiﬁ,%\ $ASA-6-611305: VPNClient: DHCP Policy installed: Primary DNS: IP address Secondary
DNS: IP address Primary WINS: IP address Secondary WINS: IP address

1%BA: Z 44 DHCP Z23E VPN & i Sk
EBIAIRIE: B AT R,

’éia':é*}‘ﬁ,%\: $ASA-6-611306: VPNClient: Perfect Forward Secrecy Policy installed
YLRA: SEIRATIMORES CAERN VPN & 0 R #R IS 10— fil & .
BIRYIRIE: LR PATAE A

g’l?&’;ﬁ,%\ $ASA-6-611307: VPNClient: Head end: IP address
WLAA: VPN %% 7 iy IR B 45 5 i o
BICHYIRAE: LR PATAE A

gi;;ﬁ:%\: $ASA-6-611308: VPNClient: Split DNS Policy installed: List of domains: string

string
WLRA: 74> DNS SR CUAE R VPN 28 i N 8 e ms 1) — 0 4 e 3%
BIRIIRAE: TR T34

’éia':éiﬁ.%: %ASA-6-611309: VPNClient: Disconnecting from head end and uninstalling previously
downloaded policy: Head End: IP address

B asAazsEgzAEEE
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WERA: VPN %)™ i LEAE BT T R I 802 T 2 e ) SR
BIRYIRAE: BRI TR

611310

’éia':éiﬁ,%\: $ASA-6-611310: VNPClient: XAUTH Succeeded: Peer: IP address
WLRH: VPN %' 3if Xauth 7E45 52 Al it 2 o
BICRYIRAE: LR PATAE IR

611311

gl;&“;ﬁ,%\ $ASA-6-611311: VNPClient: XAUTH Failed: Peer: IP address
WRH: VPN % /'3 Xauth 7645 5E Al i M
BIHRAE: R PAT TR

611312

’éia':é*}‘ﬁ,%\: $ASA-6-611312: VPNClient: Backup Server List: reason

WAR: 4 ASA /& Easy VPN Remote X % 1, Easy VPN R 5 # ks — A& iS5 #3413 R 48] T ASA.
PEA 2 7 o5 S AE A & AT S IR 45 2% . R B FESNRAZS, W ASAAEH 0 IR 5545 o
reason J&: L F—4c 74 &

o B MRSs e 1P ik A%
« W] T NULL 5. 1E7EM R 2400 2540 Al 55 2%

BIRIE: HRPATAEMTIRAE

611313

g’l;&“;ﬁ.%\ $ASA-3-611313: VPNClient: Backup Server List Error: reason

WAH: 24 ASA /& Easy VPN i FE 15 % H Easy VPN 55 886 — 40 IR 25 23416 R 43 T ASA I,
IS IO TP Mok EHL4 . ASA ANSZHF DNS, PR SCREIRSS S50 EHLA . BRARGAE A
name 1y 24 2 B F-B WL £ 1P Huhil

BILAYIRIE: {E Basy VPN g5 25 b, A 0RARSS &5 1P Mbhib 1EAfG, JFREIR 5585 BC B 1P btk i AN
T WERBAE RS a5 LA L4, 1 (E Easy VPN IZFE ¥4 LAE 1] name 4K 1P bl
LIRS

611314

’éia':éiﬁ,%\: $ASA-6-611314: VPNClient: Load Balancing Cluster with Virtual IP: IP address has

redirected the to server IP address
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611315

611316

611317

611318

611319

61315 [Jj

WHA: 4 ASA J& Easy VPN IZRE B AN, S B 05 44 ASA HIE [f) AR 38 M 55
o
BIAIRIE: BRI TAEATERAT .

gﬁ%iﬁfﬁ: $ASA-6-611315: VPNClient: Disconnecting from Load Balancing Cluster member
IP address

WiAA: 35 ASA J& Easy VPN IZRE AN, R A i SR A IR 55 45 T T 4%
BILHIERAE: LR AT T4

%ﬁ%iﬁfﬁ: $ASA-6-611316: VPNClient: Secure Unit Authentication Enabled
WiAA: 4 ASA JE Easy VPN LB, R 2K VPN SR 5 H T SUA.
BIHRAE: R PAT T

RS $ASA-6-611317: VPNClient: Secure Unit Authentication Disabled
WAR: 4 ASA & Easy VPN ImFE &), R8I VPN SIgA5H] 7 SUA.
BIHIRIE: B AT A,

%E%iﬁﬁé: $ASA-6-611318: VPNClient: User Authentication Enabled: Auth Server IP: IP address

Auth Server Port: port Idle Timeout: time
WAA: 24 ASA /& Easy VPN ZFE B4, N VPN SIS ASA WM& i H P g H T TUA.

* IP_address - ASA X H I B 0 50 1ETE K IK IR 4545 1P ik
* port - ASA X HL A% B Gy BAIE T 5K ) I 55 45 i 11
* time - B350 UE FEUE ) 20 PR I (.

BILHIBRAE: LR RATE T4

%E%iﬁf?: $ASA-6-611319: VPNClient: User Authentication Disabled
WERA: 4 ASA fZEasy VPN REH #I, FEK1 VPN Heg Xt ASA WM 4 i H P25 T TUA.
BIHIRAE: R PATET A
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ﬁ\n:\lg o . .
alaélﬁ,u,\: %$ASA-6-611320: VPNClient: Device Pass Thru Enabled

WERA: 4 ASA f& Easy VPNEFE A, T2 VPN SEIE T H T & @EfL . WA E L Dhe uir oik
PAT B KA 1B (B TP LTS 763 H TUA I G T AT G 503E . WS 7E Easy VPN JlR45 25
Ja L DhRE, W LALE ASA Al vpnelient mac-exempt i 215 52 WV 24 % T S A3 50AE (TUA) B4

BIRYIRAE: KRR

RS $ASA-6-611321: VPNClient: Device Pass Thru Disabled
WEAA: 4 ASA /& Easy VPN LR &I, F#E1 VPN SRIRZET] T & 4581k .
BIHIIRIE: EFHE AT A

%15&';%’,%'\ $ASA-6-611322: VPNClient: Extended XAUTH conversation initiated when SUA disabled

WEEA: 4 ASA /& Easy VPN L FE % L N0/ VPN 5ms OV 22 1] SUA I, Easy VPN IR45 2544 I XY
[Al % /SecurlD/%E T~ cryptocard )5 47 B UE ML A XAUTH ¥ ASA 34T & 3 Kk

BEIBYHERIE: W SRS AEAL B WA 32 /SecurlD/3E T cryptocard (1543 BeE AL %) Easy VPN e f2 ¥ & it
T B IR, EEIRSS T A SUA.

H o B By o . . .
ElliEllél:u.\: $ASA-6-611323: VPNClient: Duplicate split nw entry

WRA: 4 ASA J& Easy VPN FE a6 I, FE VPN SEg h el & 7 B Ma & H . A& HFA
IS UG C R0 2 i E AN W) 264 65, R R4 H .

BILBIHERIE: M\ Easy VPN JIR55 a5 VPN S Il bR 3 52 4% 70 M 46 2% H

gll;i“;ﬁ,%\ $ASA-5-612001: Auto Update succeeded:filename , version:number

WAR: BN SE K H Auto Update 4545 (1) 881 Filename 22 fa /2 {5 . ASDM CAFELICE . version
number “% 5 BOFT I ARAS 5

BIRIIRAE: BRI

gia‘:é“;‘ﬁ,%\: $ASA-4-612002: Auto Update failed:filename , version:number , reason:reason

B ERASARTIRZREEE
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612003

613001

612003 [Jj

AR oK B E SR 55 4% X SR R

* filename - W% 0. ASDM XCAFERHER & S04
* version - BT A S,
* reason - ‘RIWJR R, AIHEELL FIRAZ —:

- WERE DI TCIEF T T i R X
- W B IR TE 1R Bl B NG h X
- W BRI TG IRAE TR G20 DX AT F i A
- WS I HAR I IAT T A SCA
- WP TR DTG 1K Bt 5 N N A
- D) B R AR I
- HBE e fir 2 B ©OR M
- WIS IR AN T
TR A BT DIOIR S TRk
- PR AR R B ST A S et 4 A
- WD) AR SR AR B
- WD) A I T R
RS SRS IS s e
- SRR S

BIRIIRAE: A AR RS AL E . A B A TR . Wk A B BB R 55 4%
BCEIER, HA s R AT iR, R ER TAC,

’éia':éiﬁ,%\: $ASA-4-612003:Auto Update failed to contact:url , reason:reason

WRA: AN WE G SRR ICVA VT W48 2 1) URL url, XA BE2 A3 Hi kS #% URL sk— i A
B PR 55 A [ R SCA IR 55 %% URLo - reason ‘v BLibi W7 il I Jst Al o RT 6 AR R IO Jit DAL 435 IR 55
AR B IR R AR AN B SO

BRI R A Bl R IR S5 AR I BC L

HiRiHS: 2ASA-6-613001: Checksum Failure in database in area string Link State Id IP address

0ld Checksum number New Checksum number
YRR AR, OSPF AESUHE A AN 21 1A 4 AR % o
B HIRRME: HHT N 3) OSPF Mt
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R4 A EH 8 602101-622102 |

B 63002

613002

gl;&“;ﬁ,%\ $ASA-6-613002: interface interface name has zero bandwidth
LA BRI R F
BEARYRAE: IR IER I R, IR IR 45 R TAC.

613003

gi%‘;ﬁ,%\: $ASA-6-613003: IP address netmask changed from area string to area string
WiRA: OSPF MiC & 5 5 500 26 11 Bl 5 eI 3
ILHIRAE: A5 IR M 45 5 N JE8TIC B OSPF.

613004

gll;&’;ﬁ,%\ $ASA-3-613004: Internal error: memory allocation failure
WRR: KR T BRI RR
BBIRAE: 42 R ERS RN R, IR IR 4 R TAC.

613005

gi;iﬁ,%\: $ASA-3-613005: Flagged as being an ABR without a backbone area
WLRR: K HH A8 AR IC R X I0A FEE% tH A8 (ABR) HAAE B H s 0 & 32 X
BIRIHRAE: OB A3 OSPF kR,

613006

’éia':éiﬁ.%\: $ASA-3-613006: Reached unknown state in neighbor state machine
YRR BLEK H O A NI R, S BB A B B A SR A
BRI SRS R TOE DT SRR ARG B, PR A4 R TAC.

613007

gl;&“;ﬁ,%\ $ASA-3-613007: area string lsid IP address mask netmask type number
WiRA: OSPF 22 uCREBLAT LSA U244 .
BWRORAE: EHIET AR E DR S EUCER R ARG R, PR IR A R TAC.

613008

BiRiH S : 3ASA-3-613008: if inside if state number

B ERASARZTRGAEHE
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613011

613013

613014

613015

613011 [

YRR RAET AHBEE R
BIWRIRAIE: EHH R R, A DR S EULER RS S, PR IS R TAC.

%E%iﬁﬁé: $ASA-3-613011: OSPF process number 1is changing router-id. Reconfigure virtual

link neighbors with our new router-id

WRR: REUIEAEEE OSPF HERE, JRRFEFEH I hids ID. BLERAER OGP B RS . 2l e
FUFTIZAT, 5 BT REAOV B Q0 4G AU UL B

BALRIHRAE: X PTAT AU BB A0 S S SO AL R B O, AT S WO IR B 1 8 1D

%E%iﬁf?: $ASA-3-613013: OSPF LSID IP_ address adv IP address type number gateway IP address

metric number forwarding addr route IP_address/mask type number has no corresponding LSA
1%BA: OSPF BRI HBUEZEF IP MR A —E,
BIHIRRAE: EHIENRE R R DR SRR R RS R, IR IR 4 R TAC.

gﬁ%iﬁﬁ?: $ASA-6-613014: Base topology enabled on interface string attached to MTR compatible

mode area string
WA EHEF] MTR % OSPF [X 4k (1) OSPF 4 1175 23 & A 4.
BIEYIRIE: L.

%E%iﬁﬁ?: %$ASA-4-613015: Process 1 flushes LSA ID IP address type-number adv-rtr IP address

in area mask
YEBR: B EH AV R AR BURET A U S A ) LSA.

B AYIRE: I B UbER B IEAE BT 2% LSA, X RS M s E] T LSA ID 5 s —ME
[0 TP HhhEpR S A 2% LSA,  [RIIL i b #% M2 s Bk 7% LSA. T ik OSPF IE# BT, &b 4%
() IP M kb AL AT ME—PE . R AP SIS B BT, RS AR R A5 B 1 % R 28 A FH ey S R A
adv-rtr [ OSPF % (1145 ID 8% H#y o WiZR M th 48 F8 Aol LSA, A% th 28 1R vl e 2 f Ik LSA
MR iR . AR g Rl b oS, o 2 K LSA phRAThEE T LSAID .. X4 528

LSA, I HEAE T2 PERT 5 S B Hh 8 A 82 2 LA DK 3 1) 5 3% DAPAE R B 2% ID. 72N
TR Mg, i R TT e A A AR R PR P BT KR T A LSA . 1 IR SR TAC 1 £ i Ff
o
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613021
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%E%iﬁﬁ?: $ASA-3-613016: Area string router-LSA of length number bytes plus update overhead
bytes is too large to flood.

AR R ARl N EOR R LT XK/ sl OSPF bSO B R AR IR % 4% LSA.

BAAYIRAE: WAURTE B (LSA RN ETFE) KT ERRGZEMIX KA, (H/ANT 65535 7
T (OSPF PRMRE S KA » WATEAHE I ECR R GG DO o SRR (SR T 65535 7
T LR DR ) OSPF 42 1 Hice

%E%iﬁﬁé: $ASA-4-613017: Bad LSA mask: Type number, LSID IP address Mask mask from IP address

AR T LSA Ay RCE AR, B ias e ®] 7 B AT oA LSA HEtS 1) LSA. Rk, R RS
LA

B RYIRME: Ak A ENRIEI A R H s, SR IE I LSA B2 A (AT () Il B A .tk —
SRR, T ECE AR TAC SREUGE D) .

HIRBEE: 3ASA-4-613018: Maximum number of non self-generated LSA has been exceeded “OSPF

number” - number LSAs

RRA: OO AEE AR LSA M KEE.
EIAIRIE: A A E PR e 1 i TR E AR AR T K LSA.

gﬁ%iﬁfﬁ: $ASA-4-613019: Threshold for maximum number of non self-generated LSA has been

reached "OSPF number" - number LSAs
WLER: Tk FFE [ 3) A LSA s K& B -
BHTIRAE: A A 2SR R tH 2SS A TG B R T AR A TR R LSA

%E%iﬁﬁé: $ASA-4-613021: Packet not written to the output queue
YRR KA T B IR
BINHYIRAE: SRR R OB AT AT S SR F AR S, PR IR R TAC,

20 g o . . . .
akﬁlﬁum: %$ASA-4-613022: Doubly linked list linkage is NULL

B ERASARTIRZREEE
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613023

613024

613025

613026

613027

613028

613023 [Jj

WRA: KA T NEREE .
BIBYIRIE: EERG R CE DA S AR R I ARG R, IR HARAC S R TAC.

EiRHE: $ASA-4-613023: Doubly linked list prev linkage is NULL number
WA KA T WIETR
BIBYIRIE: SRENRE R HCE DT R EUL AR I FA NG S, PR IR A S BBl TAC.

%E%iﬁﬁ?: $ASA-4-613024: Unrecognized timer number in OSPF string
YLRR: KT NIRRT R
BWRORAE: EHIE AR E DT SRR R ARG R, PR IR A R TAC.

EiRJEE: 3ASA-4-613025: Invalid build flag number for LSA IP address, type number
WA KA T N IR.
BRI EHE ARG R KB DA SEULE RS EE R, IR HIRAR S BE TAC.

%E%iﬁf%: $ASA-4-613026: Can not allocate memory for area structure
YRR AT A FBET IR
BCRYIRAE: ORI RE R TCE DUAEAT S BUL AR AR R, IR HRZ 4 A TAC,

%E%iﬁﬁ%: $ASA-6-613027: OSPF process number removed from interface interface name

1AA: IP VRF SEME MR T OSPF HEFE .
BRI 1

%E%iﬁﬁé: $ASA-6-613028: Unrecognized virtual interface intetface name.Treat it as loopback

stub route

WiRA: OSPF Joidk U REAUE LRI, DRI i3 R A B R 1 R 3T  1
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BILHIRE: L.

613029

%E%iﬁf%: $ASA-3-613029: Router-ID IP address is in use by ospf process number
AR ASA il le — N A EERE 1AL A T )% i 28 1D
BEICRYIRAE: b — AN ERRAC B AR B 4% 1D

613030

%E%iﬁﬁ?: $ASA-4-613030: Router is currently an ASBR while having only one area which is a

stub area
WLEA: ASBR WZIERE RN LA EL AS FMHE NSSA LSA X ik
ESRYHRAE: Rk th 28R DB S NSSA DX I ml i R X Ik .

613031
EIRJEE: %ASA-4-613031: No IP address for interface inside
YRR LA SRR, HoRRS.
BIRIRRAE: R DR, s IR E 1P k.

%E%iﬁf?: $ASA-3-613032: Init failed for interface inside, area is being deleted.iFHEik.
YRR WA PTRERY R KA

o BRSNS AE B ER o
© TCVE AR 2 O e AT S Bt B

BEIROIRAE: MR o e 1 R A 2 IR E

613033

%E%iﬁﬁé: $ASA-3-613033: Interface inside is attached to more than one area
VAR 5 A T4 T IR X 3 A () DX 4 1 AR L
BIEIRAE: EHIERE R AR DA S RO R R I RS R, IR LR AR 45 R TAC,

613034

%E%iﬁf%: $ASA-3-613034: Neighbor IP address not configured

AR MCE AR SR IUC AL
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613035

613036

613037

613038

613039

613035 |[Jj
BIBIRIE: KT neighbor -4 HOBC BRI, A48 fa 4 11 B E R Il [ £ 2 71

%E%iﬁf%: $ASA-3-613035: Could not allocate or find neighbor IP address
YRR KR T TR
ECRYIRAE: 42 WoR BRI SRR R R, IR RS 45 R TAC.

%E%iﬁﬁ%: $ASA-4-613036: Can not use configured neighbor: cost and database-filter options

are allowed only for a point-to-multipoint network

AR 7ENBMA MEE R T CRCEAR S, H CBCE T sl PR dEds k0. A SV R0 22 a0
AU 2% LA T I BB T

BILRIHRAIE: KA neighbor - RC BT, 40 w2 1 S IE LRI 2% S8

%E%iﬁﬁé: $ASA-4-613037: Can not use configured neighbor: poll and priority options are
allowed only for a NBMA network

YRR FERUNZ iz BRI T CRCEARE, HORER I RET. (X SeVFENBMA R
2% bR LELE T

BILBIIRIE: K7 neighbor fiy& HOBC B LI, 48 Jm 4 1 B IE R Il [ £ 271

%E%iﬁﬁ%: $ASA-4-613038: Can not use configured neighbor: cost or database-filter option

is required for point-to-multipoint broadcast network
WRA: R AN Z 5 FEM b R T CRCE AR . TR 2L cost B database-filter ZE T .
BIRYIRIE: KA neighbor @2 ML E LRI, A48 Ja 5 1 T IE IR T B o) 2 S8 2

%E%iﬁﬁé: $ASA-4-613039: Can not use configured neighbor: neighbor command is allowed only

on NBMA and point-to-multipoint networks
YRR RGAEMLE AL T CRCE RS, LSRR AL NBMA, HAE 50 2 A,
BILBIERIE: k.
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613042

613043
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%E%iﬁﬁ?: $ASA-4-613040: OSPF-1 Area string: Router IP_address originating invalid type
number LSA, ID IP_address, Metric number on Link ID IP_address Link Type number

AR LI R PR R B s A0 T HAT I RUE R AT LSA . WK Z N A% LSA FLEEH I
L, A 28 R A A R PR IR A K 0 AU

BALAYIRIE: NI T R LSA [ thas T (045 58 LSA M MBE R M Be EAT R

gﬁ%iﬁﬁa: $ASA-6-613041: OSPF-100 Areav string: LSA ID IP address, Type number, Adv-rtr
IP address, LSA counter DoNotAge

YRR BB DR BT IR . BRER DRI ARG A DGR S

BIRYIRIE: KA RENAE. RN, WTHN a5 R ARG b . A NAF AT I, 3522 E
P AN A 2o WRNAAL, HKREE TAC, i Hi2Mt show memory. show processes Fl
show tech-support ospf iy {14t .

%E%iﬁﬁé: $ASA-4-613042: OSPF process number lacks forwarding address for type 7 LSA
IP_address in NSSA string - P-bit cleared

1 BA: NSSA X nfiT8e k. Kk, DAUER P A7, 1M NSSA HE#gt KAk 7 35 LSA
Aol 55 5 25 LSA. 32 WL RFC 3101,

Lw)LEI’]? RAE: FEHA I TP ik ) NSSA 1 = /DRCE —ME M il Tl S AT RJZ S 2 24K
A&, PIEEIAEE

22 $ASA-6-613043:
VAR KA S | AL

BN RYIRAE: %?%éﬁ?\]ﬁ W NAESAE, TS5 s BORYIIG A . A AT I, 122
B AN A2 . RN AEA L, HEHAREE TAC, I HIZML show memory. show processes F/1
show tech-support ospf it & F i

gﬁ%;ﬁﬁ%: $ASA-6-613101: Ch