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2. FAEE K

2 VPRI UEZEK

ASA JFA[3E

ASA 5508-X 3 ASA 5516-X BABL S EAFAIE, AFAKHNERT, T2ESBME (3DES/AES) FiE.
1578 AT AR SE T FUAF AT

B RER
B AnyConnect Plus 5 Apex ¥¥mIiE
MREFEEETHIERMZFIE (RBREME) , 2 http://www.cisco.com/go/license

MRBHEEENEAFAIEALKE] Security Plus FHJIE, SHFEZMWE AnyConnect IFJIE, E£F
http://www.cisco.com/go/ccw. BIEESWEI—HEE = RIRNEH (PAK) BB FIHE, LUXFARIKEBFAE
HEZH. 3F AnyConnect iFAIE, BEWEI—MEEB S XERY PAK, TRTFEER—AALE DS
ASA.

AR FRIERNFS SEHE EARRaIHLEEF ﬁlla—Tﬂ WMFAFSISATFREBEARIRF, mMIEREFT. EEF
A[F%)S, 1#&5{FEH show version | grep Serial 454, (7 ASDM _Lifjia]fii & (Configuration) > i& % ETH (Device
Management) > IFAIE7EEA (Licensing Activation Key) T1H .

ASA FirePOWERJ$TE

ASA FirePOWER &R {ER R ET ASA BRI IFATALE]. IZRRATRARAIFAIE, BRAIED Rt E S8
— PAK, i% PAK AJ AT 3RER T FUThRERNIF AIIERUE 2 8H :

B EHIRRIPINGE - EHIhREAR A AW S AEN (AVC)” B “RIA” ; RIFTIREHRIRA “IPS” o BRTIX
LITANERRUEE RSN, BEFEME “ERAN” iTH, TrREEEMMXLIEE

BHITNEE (AVC) WEFMX BB SERRIIFAREF.

R4PThEE (IPS) WEFHZIHFZEME IPS iTH (http://www.cisco.com/go/ccw). ttiTFARTEHEXT “Hm” |
“glge” | “TER” A “HIBAE” FREMERF. FE: ERTUTEASER (BHAEE) BT ASAFirePOWER
RERAY PAK/IFANESGEZEE, ™R EREXEFHAERR.

R T AR SE R T AR T RE RO EL A I TG -
BREERRHET (AMP)
URL i3

XLEFAES S BT ASA FirePOWER #RELH) PAK/FFATIERGEZH. BXITMESR, 52 1R A% FirePOWER RS
HIRER ASA 1R . BHAIUSRER Firepower R4 INEEIFATIE.

BERE “IERIFRPTIRE” FANELAR EMANEITRNE, HSRREFAIE (38 6 70 .


http://www.cisco.com/go/license
http://www.cisco.com/go/ccw
http://www.cisco.com/go/ccw
http://www.cisco.com/c/en/us/products/collateral/security/asa-5500-x-series-next-generation-firewalls/guide-c07-732249.html
http://www.cisco.com/c/en/us/products/collateral/security/asa-5500-x-series-next-generation-firewalls/guide-c07-732249.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
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3. BRI ERE ASA 5508-X 8§ ASA 5516-X

3FEMMEIMZZ FRERZE ASA 5508-X 8¢ ASA 5516-X

TEZREZEAE ASA FirePOWER #53) ASA 5508-X 2 ASA 5516-X HIZIYMLEEIRE 55

EIRTE : "
ASA FirePOWER ZRIARM &

\ ASA

ki MR [ EBW
GigabitEthernet 1/2 GigabitEthernet 1/1
192.168.1.1

(FTRETRE)
Firepower &8> Management 1/1

7c ASA IP bt
ASA FirePOWER IP i#hilt: 192.168.1.2

AR BTSRRI AR ER 3R .
MAREBI W T TASSH EEAIMEECE

4% 57 2 R ERR SR
SMER IP Hthiit A DHCP 3:EX
ATFZ e DHCP i FRER

Management 1/1 & T ASA FirePOWER #&3R. EO R EITHEO, EE# ASA _L7ZEAEU#L. ASA
FirePOWER #&3R 7] LAE Atk O i519) ASA AEERILE, HER M EOEATRMMX .

IR A4E ASABLE IO E IP ik, {N7E Firepower EEEHECE IP thit. NIEEHMAERE, RIS
EOMATEMIT ASA.

ASDM ij5ia)fEAERIE O _Lif1T

AE: MREAATMSK CIRERIMAEREE, WAUESBEOMASEOZEHT’E. EXMERLT, BALE
TEHEXAE, £ Management 1/1 EFEIATETE ASA F1 ASA FirePOWER 1&1R,

EF
Management 1/1
GigabitEthernet 1/1 IR E N 192.168.1.2
SNER, iﬁ%ﬂﬁ@i}f]éﬁ%ﬁ*—t DHCP (ASA FirePOWER &12)
JoOc OO ¢ %%ﬁgﬁ%
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1.

4. BT ASA

BATEMMELEIE 2 BLAKMZZHRAL:

- GigabitEthernet 1/2 #0 (AER)

- Management 1/1 30 (FF ASA FirePOWER )

- HEH

§I§;ﬁi§jﬂuﬁlﬂ—méﬁtﬁﬁmﬁﬂﬁD%u%fﬂ?%l:l, EREIEZOMIER 5B T ASA FirePOWER 1R3RE 0L
" Ao

CBEFIREAKRM 1/1 GMR) EOERRIEMIRE, flan, BLUERIEER.

AR MRELFHIMBIASERAMT 192.168.1.0/24 SEE ARSI ERHLE, MAFEXK ASA BEEUERARE IP it
ft. ##OIP #itik. HTTPS (ASDM) ifjal%1 DHCP fR&5 25X B4R LUE R B SR S#ITE . R IP #ultsk s A
Fi%E$E ASDM H IP bk, AERESE, BRRESMIEE. EEEEIMEREDIE IP Hhut.

4.BThH ASA

1.
2.
3.
4.

SRR LS EIER] ASA FIG B IRIERE .

% T ASA ETHEA) Power (REIR) %40,

& ASA [EEMVEIR LED; MRFTER, RARECEBRIR.
& ASA IEEIVIRZS LED; R ERE, RRAGSBITERIZH.

5.8z ASDM

15517 Cisco.com LAY ASDM i Ai% AR 7 ##iz1T ASDM BIZEK .

FE: WAREBEEELEFH ASDM &8 ASA FirePOWER 13k, iR EFHE(FH FireSIGHT R4, M EZIEE SR
CLI #HBITREMA; 55 (ASA FirePOWER BIENITHEFE) .

BRIESHR

1.

TEEER| ASA BT EAL L, B3h Web RIS

2. fEdBHEAE N URL: https://192.168.1.1/admin. 1ttF%ERER ASDM (Cisco ASDM) M 7.

. BEUTTR®Z—: K% ASDM EEIER (Install ASDM Launcher), i&fT ASDM (Run ASDM) 53iE{TiE5h

15 (Run Startup Wizard).

. IREREEFRIER, RBRESEHNAER ASDM. %% 2/ EBR ASDM-IDM Fz1#2FF (Cisco ASDM-IDM

Launcher).

IR S F 4 ASDM BE1F2F (Install ASDM Launcher), EHLIFERAT, BEEIRELZE ASDM HEHERR
& ASA BISHHEB LR ASA FirePOWER 19 STiES .

. BRARMERZEEE, RAESTHE (0K). REIEER ASDM £H0.
. ERGIEREIEME 2% ASA FirePOWER #3EY IP thillr, EBCEXIEE. BESLFTFERBEIES (Startup

Wizard) i% & IEfRRVARER IP Hbtlk,

ASDM FAJE 4 ASA I HRAY ASA FirePOWER #&3k IP #iHig E; BEE2MRBUEEE T ASDM E1BiziEih,
ASDM w4/ BEIBIT L&Y Management 1/1 3EOFRNZIER (REH IP #ilt) . MITHERER, THITIHA
8], EELR IP i F RS . ZigE IP Hilitf5 ASDM FSEBLAMLE FHiZiEsR, MESET—N)EiREE.

7. %1% ES (Wizards) > BEhES (Startup Wizard).

- RIEFREEHM ASA RE, M TREFFERXIAN “ASA FirePOWER EAEE” FH.


http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
https://192.168.1.1/admin
http://www.cisco.com/go/asdm-certificate
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6. IB{TH Mt ASDM @S =LA E

e —— T
[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard

i Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the 454 FirePOWER service blade, please enter
all necessary information.

Note: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER configuration may lead to undesired results.

Metwork Settings
IP Address: _192.163.1.2 I
Subnet Mask: |255., 255,255, 0 |

Gateway:  192.168.1.1 | |

Please read the following license agreement., You must accept the terms of this agreement
befare continuing the wizard,

End User License Agreement =

C

IMPORTANT: PLEASE READ THIS END USER. LICENSE AGREEMENT
CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR. EQUIPMENT FROM AN APPROYED
SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

THE "CUSTOMER") HAVE BEEN REGISTERED AS THE END USER FOR THE il
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE il

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC, OR IT5 SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF = I
< | m ] 3

() T accept the agreement

f i |

FERARARERENTE:
- IP Hbtit (IP Address) - 192.168.1.2
- FMEH (Subnet Mask) - 255.255.255.0
- RIX (Gateway) - 192.168.1.1
9. EHEFKIEZZIL (1 accept the agreement), ARESET—F (Next) 55268 (Finish) &R ES.
10. iR ASDM, REEFHEEN. LR (Home) 1, H2EF| ASA FirePOWER £+

\ — /— E— [ =]
6. z1T7HM ASDM ISR E
ASDM B1FiFZ S U EL LRI, GXxEANES, 15217 Wizards SE&,
BERIFHELE ASA, SR ER ASA RFINHEHIE S EHIERERR AR ST

7. it E ASA FirePOWER =ik

£/ ASDM RIARZEIFAE, EERRZ LR, HIHRELZRRR.

EE. =E, EALUER Firepower S8 T8 ASA FirePOWER 13k, 15217 (ASA FirePOWER #25RIRIE N[ TR )

THREZER.


http://www.cisco.com/go/asadocs
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
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7. Bt E ASA FirePOWER &3

I Y .

3 VFAIIE
W ZEOABEM “ITHIFN{RIPINEE” FANHE, HiBERSGmEERREZRIFENE (PAK). NREEITHEIFAIE,
IREEERRAESIZME PAK, UEATIXEFAE.

EF

1.

k7% IZFELE (Configuration) > ASA FirePOWER L E (ASA FirePOWER Configuration) > iF A4 (Licenses),
RE R EHRMIFAAE (Add New License), 3RISHIAERIFANEZH.

WIFER AN B RESIEIREAMLE, 2 72:78:DA:6E:D9:93:35.
. REREBUFITIE (Get License) THIFRIIF. 53, EHAILATERIERS FMA

http://www.cisco.com/go/license.

3. 7E3RENETIFATIE (Get New Licenses) FEEH, A PAK (Z4 PAK Z[BFIEEHNME) , ARESHHIT (Fulfill).

. RGRRIERNTANEEAME FHEFER.

5. ERIRFERAFIIEREEH, BERATUEHIMNE ERRHESR, WATLUARS: B 3) & Z /1A B Flb 4 RE

© o

9 zip XHIITES

. 7£ ASDM L, iR[EIEE (Configuration) > ASA FirePOWER Bt & (ASA FirePOWER Configuration) > {¥7]3E
(Licenses) > {MEFIFANE (Add New License) F&

. S ANEECE S A RENL B AT IE (License) STAE .
. BREHEIFAIE (Verify License) KBS HIMW AR EIEMR, WiESERE, SIIE3ZIFLE (Submit License).
. 55 Return to License Page GRENFANERME) -

fi2E ASA FirePOWER 45518
EF

1.

EFEELE (Configuration) > ASA FirePOWER B & (ASA FirePOWER Configuration), fit & ASA FirePOWER %
R,

NMETHRIEMES, 5517 ASDM Fi) ASA FirePOWER T1H . A SHERS ﬁ@mm#}aﬂ (Help), SiikiZ#EEA
(Help) > ASA FirePOWER #EB1Z=3 (Help Topics) T ##8 Xn{He & RIS IFAMER

1A LS (ASA FirePOWER #83RF F15F) -

Bl E ASA RFERR
ERF

—

H W N

o

. BERELXB LR, HIXFAEE (Configuration) > B7 AEE (Firewall) > BRS5REEH N (Service Policy Rules).
- fRORIEETRIN (Add) > R INAR 5 KRE N (Add Service Policy Rule).
EREEHEREONALKRETREEBMALLRE, o5 T—H (Next).

. BEERECE. 6o, FTUALEEMMKER (Any Traffic), LUEFFEANSHRIMNMFEREEEE@ERR. %

&, LAETIRO. ACL CRMBRFM) HIMAREXENEHBHPFEME. HETNTIHREAALRK,
TRREBRENGE, RET—F (Next).

. 1E “PN21E” (Rule Actions) i, =i ASA FirePOWER % (ASA FirePOWER Inspection) &Ik

6. EH R =S A ASA FirePOWER (Enable ASA FirePOWER for this traffic flow) Si%4E.


http://www.cisco.com/go/license
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
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7. 722 ASA FirePOWER #k& (If ASA FirePOWER Card Fails) Xigith, S T®EHz—:
- RIFRE (Permit traffic) - 1§ ASA & BEAERRA AR RIFREREREQNBN AR .
- aélvﬂ,ms (Close traffic) - 4% ASA & & H7EER A BRI ERE.

8. %P {LI5HE (Monitor-only) USSR E R RILRIAR L EBIRRIR, BIH R
,mﬁﬁm:ﬁ!i (Finish), fE=ERA (Apply).
FESHRELER, URBEEREHMIRE.

8. ][54 TE

B X ASAFirePOWER f&3RF1 ASA ##MERYIFER, 1557 (ASA/ASDM fp XIRECE15E) FHY “ASAFirePOWER
RIR” B ASDM BXHLASBN. EATLAER R ASA RIS SALTIE PR EIFFH ASA/ASDM SCHAIHE M 5%

B 75X ASA FirePOWER ELEI¥MIER., 1ES MBI RIS (ASA FirePOWER 123 F F15F) =X
{FireSIGHT/Firepower &2 R %A FPEE) -

BRABERNEmEENN/SEMBAREXZENEMER/MMXMEHRIEMER. ZEFENFRIIR, BEZEL URL:
www.cisco.com/go/trademarks. XHRRMB=FARAEENFAEENMZ. “SENE" —ANFERAHTFTEEREERNMETMEMBL
Rz BFEEEMRERXR. (1110R)

© 2016 BREGLF. WVHAHE.
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