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The Network Registrar CLI Reference Guide is written for network and system administrators and is intended to
provide information about how to use Cisco Network Registrar's command line program, nrcmd.

Use this online guide after you have installed Network Registrar and have it running. This guide provides the
following information:

o Network Registrar CLI Introduction

Provides instructions about how to use the nrcmd program, including batch and interactive
operations, command syntax, command attribute guidelines, and navigation.

¢ Network Reqistrar CLI Commands

Gives a detailed description of all the nrcmd commands and their attributes, including usage
guidelines and logging information.

e Using the nrcmd Program in Scripts
Provides suggestions about how to create batch files to execute nrcmd commands.
e CLI Codes and Formats
Describes status and error codes as well as dump and load formats.
This online guide uses the following notational conventions in command syntax:
Square brackets([ ])—Group optional elements.
Vertical bars (|)—Separate alternative mutually exclusive elements.

Angle brackets (< >)—Indicate you must provide a value for an attribute or argument in the
command.
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About the nrcmd Program

The nrcemd command line interface (CL1) enables you to configure and manage your DNS, DHCP, and TFTP servers. This
section describes how to use the nrcmd CLI. It specifically describes:

¢ Invoking the command in batch and interactive modes
e Command organization and syntax

e Specia keyboard navigation characters

Invoking the nrcmd Command

Y ou can invoke the nrcmd command in batch mode and run scripts that use the commands; or you can invoke the nrcmd
command in interactive mode and enter commands at the nremd command prompt. By default, the nrcmd command is located
in C:\Program Files\Network Registrar\L ocal\bin on Windows and in /opt/nwreg2/local/usrbin on Solaris and Linux.

Note: On Windows, if you want to run the nrcmd program from outside the installed path, you must set the CNR_HOME
environment variable.

On Windows, you can invoke the nrcmd command window from the Start menu:
Start > Programs > Network Registrar 8.3 > Network Registrar 8.3 CLI

This method prompts for your user name and password. On Solaris and Linux (as well as Windows alternatively), invoke the
command from the command prompt using this syntax:



nrcmd [general-options] [command] [options]

Table 1-1 describes the general options when invoking from the command prompt.

Table 1-1 General Options to nrcmd Command

Option | Description

-C Cluster (cluster is the name of the machine on which the Network Registrar servers are
cluster [running). If not specified, the cluster name defaults to localhost.

-N user |Network Registrar user name (user).

-P Network Registrar user password (password).

password

-h Prints help text.

-L Accesses thelocal cluster CLI.

-R Accesses theregional cluster CLI.

-b< Batch file (file.txt is the file of nrcmd commands that run in batch mode, read aline at a

file.txt  |time and with anew line printed after the prompt).

Note: The cluster to which you connect determines the CLI attributes that appear and are available for the release of Network
Registrar running on the cluster. This CL1 Reference describes the attributes for the current release. For the attributes available
for an earlier release, see the CLI Reference for that release.

Batch Mode

The program goes into batch mode if you include a functional command or the -b < file.txt option on the line. The text file can
include any number of nrcmd commands, and you can include comment lines preceded by the pound sign (#). In batch mode,
you return to the normal system prompt. Note that display in batch modeisintended for parsing by an external program and,
therefore, includes only command attributes that have values.

Note: The last line of code in the input file must end with an end-of-line character. It is also a good practice to make thelast line
of code an explicit exit command.

Interactive Mode

The program goes into interactive mode if you enter just the nrcmd command, or include the cluster, user, or password options.
To execute the CLI in interactive mode, enter:



nremd[-C cluster] [-N user] [-P password]

This syntax displays the interactive nremd> prompt, at which you enter a functional command and any optional parameters:

nrcmd> command [parameter,parameter , ...]

system-response

To enter a series of attribute values, insert commas (,) between them. Do not add a space after the comma. If the value isastring
containing one or more space characters, enclose the value in quotes:

nrcmd> zone example.com. set auth-servers=192.168.50.1,10.0.0.1
100 Ok
auth-servers=192.168.50.1,10.0.0.1

To terminate an interactive session, enter the exit command. To view the online help, enter the help command.
Registry and Environment Variables

If you omit the general options, Network Registrar gets them from the Registry or environment variables. If Network Registrar
cannot find values for these parameters, it prompts you for them. If you omit the cluster name on a system where Network
Registrar servers areinstalled, the nremd program assumes access to localhost and does not prompt you.

The environment variables that you can set that are recognized by the nremd program are CNR_NAME for the name,
CNR_PASSWORD for the password, and CNR_CLUSTER for the cluster name.

Command Organization

The nrcmd commands specify aclass of objects, which you can create, delete, or list. Each of these objectsin turn has
attributes, which you can enable, disable, set, get, and unset, depending on data type. These objects may also have common
methods, which are specific to the type of object, and that let you perform operations on groups of attributes.

When you use the nremd commands to configure Network Registrar, you manipulate classes and command attributes.
Classes

When you use the nremd commands to configure Network Registrar, you manipulate classes of objects, such as scopes, zones,
and servers.

e create--Createsan entry. If the entry already exists, this command returns an error.
e delete--Removes an entry.

 list--Displays all the objects of a given type, including all attributes.

¢ listnames--Displays only the names of all objects of a given type.

e show--Displays the values of all the attributes.
Attributes

* enable--Enables aBoolean type of attribute.

 disable--Disables a Boolean type of attribute.

¢ set--Setsthe value of an attribute.

e get--Displaysthe value of an explicitly defined attribute.



¢ unset--Makes an attribute have no value. Y ou cannot unset required attributes.

Note Y ou cannot use nrcmd to get the value of implicitly defined attributes, including implicitly defined default values.

There are three ways to set attributes:

e create command. For example, to create a High-Availability (HA) DNS server pair, you can specify cluster and |P
addresses for the main and backup servers during creation:

nrcmd> ha-dns-pair ha-pair-11 create 192.168.50.1 192.168.60.1 main=localhost
backup=backup

e Usetheset or enable command after creating the object. For example, you can set just the cluster references to the main
and backup server for the created HA DNS pair:

nrcmd> < b> ha-pair-1 set main=localhostt backup=backup
e Add attribute=value pairs at the end of the create command.

If you use both the positional value and the attribute=value pair for the same attribute on the create command
ling, the attribute=value pair is the actual value used (because it comes last).

In interactive mode, al the attributes appear. In batch mode, only those attributes having values appear, and
no default values appear. The display in batch mode is less user-friendly, but is more easily parsable by a
program. These examples show how output compares in interactive and batch modes, respectively:

nrcmd> zone example.com show

100 Ok

example.com. (primary):
checkpoint-interval =
checkpoint-min-interval =
defttl = 12h
dynamic = [default=true]
dynupdate-set =

expire= 7d

$nrcmd -N admin -P changeme zone example.com show

100 Ok

example.com.: defttl=12h; expire=7d; minttl=10m; nameservers={{0 rr2.example.com.}}; ns=rr2.; origin=example.com.; person=rr1l.;
refresh=3h; retry=60m; serial=1; update-acl="key myKey";

100 Ok

e Other custom methods--These are specific operations that you can perform on an object, beyond editing its
attributes. Examples are adding a range of IP addresses to a scope, or removing hosts from a zone.

Command Usage



How you specify a series of arguments depends on the type of command you are using. The following subsections describe the
differences between using the create, set, and enable commands.

Create Keyword

When you use the create keyword and there are required arguments, you must supply them. Y ou can also supply additional
arguments. You must supply the required arguments in the specified order; however, you can specify the optional argumentsin
any order with the syntax attribute=value.

For example, the syntax for creating a scopeis:

scopename create ipaddress mask [attribute=value

This means that you must supply an IP address and mask when you create a scope, and you can optionally specify other
attributes of the scope.

scope testScope create 192.168.50.0 255.255.255.0

100 Ok

testScope:
addr = 192.168.50.0
bootp = disabled

deactivated =

Y ou can also include attribute definitions on the same line. This example creates the same scope, but a so specifies the name of
the DNS zone to which a DHCP client's host name should be added:

scope testscope create

nrcmd> scope testScope create 192.168.50.0 255.255.255.0
100 Ok
testScope:

addr = 192.168.50.0

bootp = disabled

deactivated =

After the create keyword creates and assigns all specified parameters to the object, it checks that all required attributes have
values (either default or user-specified). If you omit required attributes, Network Registrar returns an error.

Set Keyword

Y ou use the set keyword to set the value of an attribute that is already created. If you want to set alist of values, such as DNS
servers or | P addresses, you can separate them with commas.

This example specifies the name of the DNS zone to which a DHCP client’s host name should be added:
nrcmd> scope testScope set dns-zone-name=example.com.

100 Ok



dns- zone-name=example.com.

This example specifies the list of IP addresses for zone transfers for azone:
nrcmd> zone example.com. set auth-servers=192.168.50.1,10.0.0.1
100 Ok

auth-servers=192.168.50.1,10.0.0.1

This example sets aclient’s client-class and domain name:

nrcmd> client 00:d0:ba:d3:bd:3b set client-class-name=internal
domain-name=example.com.

100 Ok

client-class-name=internal

domain-name=example.com.

The unset keyword places an attribute in the undefined state. The get keyword displays the value for an attribute.
Enable Keyword

You use the enable keyword to enable a Boolean attribute. After you enable one Boolean attribute, you may need to set its
associated attributes. Use the disable keyword to disable a Boolean attribute. Y ou can use the unset keyword to remove the
enabled or disabled state of the Boolean attribute.

This example enablesincremental transfer processing for the DNS server:

checkpoint-min-interval="

nrcmd> checkpoint-min-interval =""dns enable ixfr-enable

100 Ok
ixfr-enable=enabled

Once incremental transfer is enabled, this example changesits expiration interval :

nrcmd> dns set ixfr-expire-interval=10d
100 Ok

ixfr-expire-interval=1w3d

Note: You cannot use set and enable on the same command line.

Attribute Flags
Command are described as:

* Required--The attribute is required for the object, and usually syntactically positional on the create command line. You
must set the attribute or accept its default, and you can modify the value. Y ou cannot use the unset keyword to set a
required attribute to undefined. Trying to do so returns the error message 386 - Required attribute cannot be deleted.

e Optional--The attribute is optional and does not require avalue. You can set and reset the attribute, and you can use the
unset keyword to make it undefined.

¢ Read-only--The attribute is immutable and read-only. Y ou can use the gett keyword with the attribute, but you cannot
set or unset it. Trying to set or unset aread-only attribute returns the error message 385 - Read-only attribute cannot be



modified.
Saving Your Changes

With new commands introduced in Network Registrar 6.2, nrcmd applies the changes you make immediately. (Commands
introduced in Network Registrar 6.2 arelisted in Release Notes). With the commands from prior releases, the CLI waits for one
of these events to occur before it saves your changesto the database:

e Invoking the save command

e Exiting from nrcmd

¢ Reloading aserver

e Adding aresource record or host to azone
Refreshing and Clearing the CLI Cache

The CLI caches many configuration objectsthat it reads. If multiple users are making changes simultaneously, one CLI instance
might have cached an out of date version of an object. The session cache refresh command causes the CLI to clear its local
cache of all unmodified objects, forcing it to reread objects from the configuration database. The session cache clear command
forcesthe CLI to clear all cached data, whether or not unsaved changes were made.

Navigation Keys
Table 1-2 listskeyboard navigation key combinations that are useful when entering nrcmd commands.

Table 1-2 nremd Navigation Key Combinations

Key Combination Action

Control-a Go to the beginning of theline

Control-b Back one character (or the left arrow key)
Control-d Delete one character

Control-e Go to the end of theline

Control -f Forward one character (or the right arrow key)
Control-k Kill to the end of theline

Control -1 Redraw the line

Control-n Next line in the history (or the down arrow key)




Control-p Previous line in the history (or the up arrow key)

Control -t Shift an individual character left

Control-u Delete the line and move the cursor to the beginning of theline
Control-w Delete one word backwards

Esc-b Back oneword

Esc-f Forward one word

All contents are Copyright © 1992--2015 Cisco Systems, Inc. All rights reserved.
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admin
auth-server
auth-ad-server
byod
cdns
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cdns-redirect
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ccm
client
client-class
client-class-palicy
client-palicy
cluster
dhcp
dhcp-address-block
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dhcp-dns-update
dhcp-interface
dhcp-listener
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exit
export
extension
failover-pair

rou

gss-tsig



ha-dns-pair
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lease
|ease-notification
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license

link

link-policy
link-template
link-template-policy
option
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owner

prefix

prefix-policy
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router
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Save
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scope-policy
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scope-template-palicy
server

session
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snmp-interface
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sync-from-dns
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tfitp
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Zone
zone-dist
zone-template
nrcmd
nrcnmd - run the Network Registrar command |ine interface
Synopsis
nrcnd [flags] [<command>]
Description
Fl ags can be zero or nore of:
-C <cluster>[:<port>] Specify the cluster to connect to
and optional port nunber.
-N <name> Specify the admini strator nane.
- P <passwor d> Specify the admi ni strator password.
-V <visibility> Specify the visibility |level (default 5).
-b Run in batch node.
-R Connect to a regional cluster
The visibility |level controls which properties and features are _
visible to the session. A lower visibility level nmakes nore properties
visible. The default visibility level is 5, and should not be
changed w t hout gui dance from C sco technical support.
In batch node, input is performed a line at a time rather than
a character at a tine, and the pronpt is termnated with a newine
character rather than a space
Examples
% nrcnd -N admin -P changene -C | ocal host
% nrcnd -N adnmin -P changene -C [::1]:1234
nr crd>
intro
intro - Introduction to nrcnmd conmands
Synopsis
Description
The nrcnd commands fall into two basic groups: regular and irregul ar

The regul ar conmands mani pul ate configurati on objects such as DHCP
Scopes and DNS Zones in a standard fashion. The irregular conmands

do everything else that is useful. This page will describe the
general pattern of the regular commands. The behavior of the
Irregul ar commands will be described in their individual man pages

Regul ar Command Form

Regul ar conmands provi de common functions for creating, deleting,
viewi ng and editing objects of a given class.

Create _
<cnd> <nanme> create [<required args>] [<prop>=<val >]

Del et e
<cnd> <name> del et e

Li st



<cnmd> |i st
The |i st

<cmd> | i st nanmes . .
The listnanmes command lists only the nanes each object.

command lists full details on each object.

<cnd> |istbrief
The listbrief command lists brief details on each
obj ect (see the conf/nrcnd-listbrief-defaults.txt file
for nore details).

<cnd> listcsv ) ;
This listbrief command outputs the objects in CSV fornat.

Note that for nobst |ist operations, <prop>=<val> clauses may be
specified to filter the list of returned objects to those ere
t aé property has that value. |In addition, the follow ng can be
used:

For string, string (non-null term nated), case-insensitive
strings, and named references, <prop>=<val> does a case-blind
mat ch wher eas <prop>=| <val > does a case exact match.

For addresses, subnets, and prefixes, <prop>=<val> does an exact

mat ch, whereas <prop>=|<val> will do a contai nment match
(i.e., is the object's property val ue contai ned by the
speci fied val ue).

For flags, <prop>=<val> will match if the flag is set, whereas
<prop>=|<val > wi || be an exact (binary value) match

For <prop>=~<val >, <val> is a regular expression and is used to
mat ch agai nst the string representation of the object's
roperty value. Note that specifying conplex expressions may
e difficult due to the limted character set possible for
TCL strings.

There are also two special properties generally avail abl e:
-count-only nmay be specified to return only the count of the
nunber of (matching) objects Lno obj ects are printed).
-vpn=<val > can be specified for objects with a vpn-id property

where <val > can be global, all, or a vpn nane.

For exanple, the followi ng command will list all |eases across al
VPNs that are in the |eased state
| ease listbrief -vpn=all state=leased

Note: The above filter syntax is experinental and subject to

change.
Modi fy
<cnmd> <name> set <prop>=<val ue> [<prop>=<value> ...] )
The set conmmand takes two forms: 'set <prop> <value> for setting
a single properties's value, and 'set <prop>=<value> ...' for

setting nultiple values in a single conmand.

For flag Properties (AT_FLAGSI NT), <prop>=+<val ue> may be used to
?Ft tge flag bits and <prop>=-<value> may be used to clear the
ag bits.

Errors include:
unknown property
- if <prop>is not an property name for the object
i nvalid tormat
- if <value> is not in a valid fornat
invalid val ue
- if <value> is not semantically valid

<cnd> <nanme> get <prop>
The get command returns the value of the naned property.

<cnd> <name> unset <prop> [<prop> ... )
The unset command nmakes the nanmed properties have no val ue.

<cnd> <nanme> enabl e <feat ure>
The enabl e command sets the value of the naned feature to true

<cnmd> <name> di sabl e <feature>
The enabl e command sets the value of the named feature to fal se

<cmd> <nanme> show
The show conmand di spl ays the value of the object.

Cl ass Specific Commands (et hods)
The configurati on behavi or of sone objects may be enhanced by the



Li

addi tion of class specific commands to perform a useful action such
gshnndlfylng compl ex properties, or controlling the objects
ehavi or

For exampl e, DHCP Scope objects contain lists of address ranges from
whi ch | eases nmay be offered. To manipulate this list of ranges, the
scope command provi des the commands: addRange, renoveRange, and

| i st Ranges.

Anot her exanple is the forceAvail abl e command provi ded by the |ease
conmand to tell the DHCP server that a given |ease should be forced
into the avail able state.

censi ng

nrcmd requires the current cluster to have a valid license. If the
license is invalid or has expired, only the 'license’ command will be
operational; it nmay be used to establish a new Iicense key.

Ret urn Codes

Al nrcnd conmands will return a status code as the first |ine of
output. The status codes are heavily influenced by SMIP and ot her
line oriented protocols. The first word of the line is a three digit
status code, and the renmining words on the |ine are descriptive text
that may or may not be constant for a given status code. The first
digit of the status code determi nes the class of the status:

1xx - the conmmand conpl eted successfully, possibly wth warnings

3XX there was sone error in processing the conmand

AXX errors in comunicating with the cluster database server

5xx there is was an internal error in the program

Note that it is unwise to check for only 100 as 101 and other return
codes still mean the operation was generally successful

ProEerty Types

e properties that are mani pulated by the set and get conmmand
have specific data types which determne the syntactically valid
val ues. Sone of the common property (or attribute) types are:

AT_STRING - a string, valid inputs are:
* any text

AT _| NT - an integer, valid inputs are
deci mal d|gits, or
* Ox followed by hex digits.

AT_BOCL - a bool ean value, valid inputs are:
* true, on, enabled, 1, or
* false, off, disabled, O.

AT _DATE - a date, valid inputs are
* 'forever'
* +<time val ue>
AT _TI ME - a span of tinme, in seconds, valid inputs are

deci mal nunber of seconds
* conbi nati on of nunbers of weeks, days, hours,
m nutes, and seconds for exanple 1w2d3h4nbs.

AT | PADDR - an ip address, valid inputs are
* dotted quad format, for exanple: 10.24.1.2

AT _SUBNET - a subnet, valid inputs are an ip address foll owed
by a sl ash (/) and a subnet length, for exanple:

10.24. 0.0/ 16
AT | PEADDR - an | Pv6 address, valid in uts are
*OXIXIXDXDXIX:X:X, where t 'x's are one to four

hexadeci nal dlglts of the ei ght 16-bit pieces of
the address, for exanpl e:
2001: DB8: 0: 0: 8: 800: 200C: 417A

* or its conpressed form where one or nore sets of
runs of zeros is r glaced by ::, for exanple:
2001: DBS8: : 8: 800: 200C: 417A

AT _PREFI X - an IPv6 prefix, valid inputs are an | Pv6 address
foll owed by a slash (/) and a prefix length, for
exanpl e: 2001:DB8::/3

AT | P6 - either an IPv6 address or |Pv6 prefix (see above).

AT_MACADDR - a MAC address, valid inputs are
* raw hex digits, for exanple: 010203040506



* hex digits separated by ':', '.', or '-', for
exanpl e: 01:02: 03: 04: 05: 06, 01- 02- 03- 04- 05- 06,
01. 02. 03. 04. 05. 06

* type and | ength, followed by hex digits, for
exanpl e: 1,6, ab: 01: cd: 02: ef : 03

AT_RANGEINT - a range restricted integer
AT_RANGETIME - a range restricted tinme val ue
AT_ENUM NT - an enunerated integer
AT _FLAGSINT - a bitmask with naned bit positions
AT_EXPR - Expressions (see the User Guide for nore details).
Note that expressions may be difficult to enter
directly via nrcnd because of TCL character set
limtations. Therefore, it is recomended to define
the expression in a text file and then use the
<attribute>=@fil ename> syntax to set the expression
from the contents of the file
Val i dati on
Data validation will be done at configuration creation and property
nmodi fication tinme. The nrcnd CLI will check for required valid val ues
when a configuration object is created, and it will check the validity

of property values when they are set.

ﬁllng references that are created by deleting a referred-to object,
such as the policy for a scope, or the client class for a client wll
not be caught by the CLI

Examples

Limitations

NRCMD conmands are parsed using TCL and this can restrict the
character set available for use, nostly for data values. Sonetines one
can work around this limtation by using the \ before the specia
character, but this may not always work. It be necessary to use
the web U or, in some cases, speci al support such as for AT_EXPR
properties as nentioned above)

expert

Expert nbde commands

Synopsis

ccm sync-from dhcp [ AddressSpace]
ccm sync-to-dhcp [ Fail overPair]
ccm sync-from dns [ ZoneDat a| Host s]

cdns execute dunp-cache <fil enane>
cdns execute | oad-cache <fil enane>
cdns execute dunp-reqlist <fil ename>
cdns execute flush-reqlist <fil ename>

cluster <local-cluster> delete
dhcp setFail over St ate <state>

obj ect <oi d> [-cl ass=<cl assnane>| - db=<dbi d>] [ show]
obj ect <oi d> [-cl ass=<cl asshane>| - db=<dbi d>] del ete

server-agent <nane> create [<attribute>=<val ue> ...]
server - agent <nanme> del ete
server-agent |ist
server-agent |istnanes
server-agent |istbrief
server - agent <nanme> show
server-agent <nanme> set <attribute>=<val ue>
[<attri bute>=<val ue> ...]
server-agent <name> get <attribute>



server-agent <nanme> unset <attribute>

server-agent <nanme> enabl e <attri bute>
server-agent <nane> di sable <attribute>

sync-from dns
dns ha-sync-all-rrs [main-to-backup | backup-to-mnain]

zone <nane> ha-sync-all-rrs [ main-to-backup | backup-to-nain]

Description

These conmands are available only in expert node and nust be used
with care. To enter expert node, use:

nrcnd> session set visibility=3

The ccm sync-from dhcp command can be used to synchroni ze CCM address
space data from the DHCP server scope data. The ccm sync-to-dhcp command
is obsolete for version 7.2 clusters and |ater.

The ccm sync-fromdns comrand can be used to synchroni ze CCM DNS
zone and RR data or hosts from RR data from DNS. The sync-from dns,
which is retained for backwards conpatibility, is the same as

ccm sync-from dns ZoneDat a

The cdns execute command can only be run fromthe |ocal host that is
runni ng the cdns server. The commands supported are as foll ows:

dunp- cache dunmps the in-nmenory cache to the specified file
| oad- cache | oads in-nmenory cache from a specified file
dunp-reqli st dunps the active query request list to the

) specified file
flush-reqli st drops all active query requests

The local cluster can only be deleted while in expert node.

The dhcp setFail over State command can be used to force failover state
changes. This nust be used with extrene care and is not reconmended

The obj ect command can be used to display (or delete) the object with
a specified oid. If -class=<classnane> is specified, the DB for that
class is used (the classnane nust be specified using the correct
case). If -db=<dbid> is specified, the specified DB is used (the dbid
nust be specified in uppercase). If neither -class or -db is
specified, the CCM DB Is assuned.

The server-agent command can be used to nmani pul ate how the cnrservagt
starts servers. Note that once changes are made, Network Registrar
nmust be restarted before these changes will take effect.

Not e: When setting server-agent attributes that contain TCL speci al
characters (such as $), create a file that contains the desired string
and then set the attri bute using:

server-agent <name> set <attribute>=@fil e-name>

The dns ha-sync-all-rrs and zone ha-sync-all-rrs commands can be used
to manual |y schedul e HA zone sync for all zones, or a single zone
respectively. |f main-to-backup or backup-to-main is specified, al

RRs in the target zone will be overwitten by the source zone RRs.
O herwi se, the server algorithns are used to nerge the RR changes.

Examples

Limitations

acl



acl - Manages DNS access control lists which are used to contro
zone access for DNS updates, zone transfers and queries

Synopsis
acl |i st
acl |istnanes

acl <nane> show

acl <nanme> create "<match-I|ist>"
acl <nane> del ete

acl <name> get <attribute>

acl <nane> set <attribute>=<val ue>
acl <nane> unset <attri bute>

acl <nanme> add "<match-1i st>"

acl <nanme> renpbve "<match-1|ist>"

Description

The acl command is used to nanage DNS ACLs which are used to
restrict dynam c DNS updates, zone transfers and queries. Once you
have created the acl object, it can be used with the update-acl
restrict-xfer-acl and restrict-query-acl on the DNS server or

a zone object.

You can specify the match-list as a conma-separated |ist of

val ues, enclosed in quotes, or you can use the add and renobve
conmmands to edit the match list. The add command will add el enents
to the end of the list. The renpbve command will renove the first
mat ching elenent in the match-1Iist.

Match list entries can consist of |IP node or subnet addresses,
TSI G keys, or ACLs. A TSIG key nust al so be preceded by the
keyMﬁrdlfkey". The "!" notation can be used to negate an entry
in the list.

Note: While match lists are displayed with spaces, spaces should
not be specified in entered lists.

Examples

nrcnd> acl ny-acl create "key ny-key, 10.1.0.0/16"
nrcnmd> acl ny-acl set match-list="10.1.1.1/32, ot her-acl"
nrcmd> acl ny-acl add "!10.2.0.0/16"

Status

See Also
key

Attributes

match-list amelist

Di spl ays a comma-separated |list of match el enents, which
can consist of |IP node or subnet addresses, TSIG keys,
or ACLs. You can also use the followi ng reserved words as
elenents in a match |ist:

any

none

| ocal host

| ocal nets
To specify nore than one element in the match |ist, enclose
the list In quotation marks; for exanple:

"192.168. 2.1, |ocal host"
Use the object nane to reference another ACL or TSI G key or



GSS ACL to support Mcrosoft Secure updates.

A TSI G key nust

for exanpl e,

key

nykey.

A GSS ACL nust

To all ow All
domai n- conput er

for exanpl e,
grp any.
grp domai n-controll er donai n-conputer.
grp domai n-control er.
grp domai n- conput er.

You nust

speci fy

al so be preceded by the keyword <>key<>;

al so be preceded by the keywork grp <>grp<>;

M crosoft-clients use any or domain-controller or

groups;

subnet addresses in address/mask fornat.

Use an exclamation point (!)to negate an entry in the

list; for

exanpl e,

"1192. 168. 3. 0/ 24, ! your acl " )
Note: You can define the nane reference to an ACL in the

match |i st

before you actually create the ACL. But the ACL nust

exi st before you start or reload the DNS server. If the DNS server

cannot
obj ect

or

resol ve an ACL name reference on either the DNS server
a zone object, it will flag the error and will not start

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

addr-trap

addr-trap

Synopsis

addr-trap
addr -trap
addr -trap
addr -trap
addr -trap
addr-trap
addr -trap
addr -trap
addr-trap

Description

- Configures free-address monitoring by the DHCP server

<nane>
<name>
enabl e
<nane>
<name>
<nane>
<name>
list |
<nane>

create

del et e

<attribute>

di sabl e <attribute>

set <attribute>=<val ue> [<attribute>=<val ue> ...]
unset <attribute>

get <attri bute>

listnames | listbrief

[ show]

The addr-trap command configures values that the DHCP server uses
free-address levels. Use this command with the SNWP

to nonitor ¢
server to provide

SNWP notification trap nmessages as free-address

| evel s change within the DHCP server

Examples

Status

See Also

scope, trap-recipient

Attributes

enable bool default = on

I ndi cates whether this configuration is active, causing scopes to



track their free-address |evels and possibly send trap events.

high-threshold percent default = 25%

Sets the level at which the 'low threshold will be re-enabl ed
and the high-threshold trap will be generated

See the low-threshold for details on how the free-address |eve
i s cal cul at ed.

low-threshold percent default = 20%

Sets the free-address level at which a low-threshold trap will be
generated, and the 'high' threshold will be re-enabl ed
For scopes, the free-address level is calculated as foll ows:

avail abl e non-reserved | eases

total configured |eases
where the counts are the sum across all of the scopes included
in the aggregation.
For prefixes, the free-address level is calculated as foll ows:
max- | eases - dynam c | eases
100 *  mmmm e e
max- | eases
where the counts are the sum across all of the prefixes included
in the aggregation.

mode enumint(scope=1, network=2, selection-tags=3, prefix=4, link=5, v6-selection-tags=6, countonly=7, v6-
countonly=8) default = scope

I ndi cat es how scopes shoul d aggregate their free address |evels.
The 'scope' nbde causes each scope to track its own free-address

| evel independently. This is an |Pv4 only node

The 'network' node causes all of the scopes configured by this
object to aggregate their free-address levels if they share a
"primary-subnet’. This is an |IPv4 only nobde.

The 'sel ection-tags' grouping causes scopes to aggregate their
free-address information together if they share a primary-subnet
and if their lists of selection tags match exactly. This is an |Pv4
only node.

The 'prefix' node causes each prefix to track its own free-address
| evel independently. This is an |Pv6 only node. )

The 'link' node causes all of the prefixes configured b% this
object to aggregate their free-address levels if they share a
link. This 1s an IPv6 only node. .

The 'v6-selection-tags' grouping causes prefixes to aggregate
their free-address information if they share a link, and If their
lists of selection tags match exactly. This is an |IPv6 only node.
The 'countonly' and 'v6-countonly' groupings are used .

for the built-in aggregation objects that are used to provide
top-utilized informati on when no traps are confi gured

No traps will be fired for these nodes.

name string required,unique
G ves a unique nane to the configuration object.
tenant-id short default = O, immutable

Identifies the tenant owner of this object.

addr ess-block

address-bl ock - Defines a contiguous block of |IP address space

Synopsis

addr ess- bl ock [<vpn-nane>/] <address/ mask> create
[<attribut e>=<val ue> ...]

addr ess- bl ock [<vpn-nane>/] <addr ess/ mask> del ete

address-bl ock |i st

address- bl ock |istnanes



addr ess- bl ock |istbrief

addr ess- bl ock <nane> show

addr ess- bl ock <nane> get <attribute>

addr ess- bl ock <nane> set <attri bute>=<val ue> [<attri bute>=<val ue> .
addr ess- bl ock <nane> unset <attribute>

Description

An address block is an aggregate of |P addresses based on a
Bomer-pf—tmo address space. For exanple, the 192.168.0.0/ 16 address
| ock includes 65536 (27"16) addresses.

Address bl ocks can be further divided into child address bl ocks and
subnets. For exanple, you might want to divide the 192.168.0.0/ 16
address bl ock further into four child address bl ocks: 192.168.0.0/17,
192.168.64.0/ 17, 192.168.128.0/17, and 192.168.192.0/17. A subnet is
used to designate a | eaf node of the address space that will not be
further subdivided.

Addr ess bl ocks are used as a managenent tool to group and report on
address space usage. The owner and region properties on an address

bl ock or its parent can be used to constrain user access to address
space reports.

Examples

nrcnd> addr ess-bl ock 192.168.0.0/ 16 create

Status
See Also

subnet, owner, region
Attributes

addr ess subnet required,immutable

Specifies the |IP address and mask of the CCM address bl ock,
ich was set at creation. This defines the address range
of the block. Use the set command to redefine the address.

description string

Describes how this address block is used
forwar d-zone-name dname

Narmes the forward zone associated with this bl ock.
owner oid

Nanmes the owner of this address block. Use the owner field

to group sinmlarly owned address blocks; to limt admnistrative
access; and to track allocation or delegation for ARIN

reporting purposes.

parent oid
Identifies the parent address bl ock.
region oid

Nanmes the regi on associated with this address bl ock. Use the

-



region field to group simlarly |ocated address bl ocks and to
limt administrative access.

report-state enumint(available=0, internal=1, reallocated=2, reassigned=3) transient

Transi ent report state of the CCM address bl ock, provided
to make it easier for ARIN reporting and for clients to
filter the list of address bl ocks they display.

0 available

1 internal

2 reallocated

3 reassigned

I ever se-zone-name dname
Nanmes the reverse zone associated with this bl ock.
sink oid

Points to either the CCMOwmner or CCMCluster for a

a |leaf block delegated to a | ower-I|evel sink.

Del egat ed AddrBl ocks (those with a non-null sink attribute)
cannot be further split into child address bl ocks or subnets.

sour ce oid

Points to the CCMOwner confi?uration obj ect representing
the source for a top-level block allocated from a hi gher-I|eve
sour ce.

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
type nameref (0)

Defines an addresss-bl ock type, enabling you to group
address bl ocks that share conmon properties, such as their
associ ated scope tenplate. This attribute nanmes a
Cﬁh%ddrSpaceType obj ect that contains nore information about
t he type.

vpn-id int default = O, immutable

Identifies the ID the VPN object used to support nultiple
address spaces, such as in a nmanaged VPN environnent.

admin
admin - Creates administrators and assigns them groups and passwords
Synopss
adnm n <name> create [<attribute>=<val ue>]
admi n <nanme> del ete
admn |ist
admin |istnanmes
admin listbrief
adm n <name> set <attribute>=<val ue> [<attri bute>=<val ue> ...]
adm n <name> get <attribute>
admi n <name> unset <attribute>
admi n <name> enabl e <attri bute>
admi n <nanme> di sabl e <attribute>
adm n <nane> show
admi n <name> ent er Password

adm ent er Passwor d

>



Description

The admi n comand configures adm nistrators for the cluster.
You can choose any string for the name of the adm nistrator.
Names are not case-sensitive. Network Registrar uses a password
to authenticate each administrator. Passwords are case-sensitive

Because the password is sensitive information, Network Registrar
prints its value as '****x*xxxt

adm n <name> ent er Password
If you want to enter a password and not have Network Registrar
di spl ay the password on your screen, create an adm nistrator but
do not supply a password. Then use the enterPassword command to
have Network Registrar pronpt you twi ce for the password. If both
entries match, Network Registrar will set the password val ue
adm n ent er Password
This is the only admi n conmand avail able to adm ns wi thout the
ccmadmin subrole and can be used to change the current admin's

password. It requires the admin to enter their current password
and the desired new password (twice).

Examples
Status

See Also
roup, role

Attributes

groups nlist(obj(0))
Lists the nanmes of groups to which this adm nistrator bel ongs.
password clrtxt

Temporarily stores the cleartext password for this
adm ni strator that is used to create the password-secret.

superuser boal
I ndi cates whether this adm nistrator is a superuser.
tenant-id short default = O, immutable

Identifies the tenant owner associated with this adm n.

auth-server
aut h-server - configures a External authentication server
Synopsis
aut h- server <nanme> create <address>

[<attribute>=<val ue> ...]
aut h-server <nanme> del et e
aut h-server |i st
aut h-server |istnanmes
aut h-server listbrief



aut h- server <nane> show

aut h-server <nane> get <attri bute>

aut h-server <name> set <attri bute>=<val ue>
[<attribute>=<val ue> ...]

aut h-server <name> unset <attri bute>

Description

The aut h-server conmmand configures External Authentication
servers.

For External Authentication using RADI US feature,
1. Set auth-type to RADIUS in CCM and restart the server agent.
2. Configure RADI US object.

If at |east one external authentication servers is enabled

external authentication will be used to authorize subsequent
| og ins.
Examples
Status
See Also
Attributes
address ipaddr required

Specifies the address for this renpte authentication
server.

ext-auth bool default = enabled
Enabl es this external authentication service
key clrtxt

Specifies the key used to communicate with this renote
aut henti cation server

key-secret secret

Identifies the secret containing the key used to conmmunicate with
this renote authentication server

name string required,unique
Identifies this renpte authentication server.
port rangeint(1-65535) default = 1812
Specifies the port for this renpte authentication server.
auth-ad-server

aut h- ad-server - Configures a External authentication active directory(AD)
server



Synopsis

aut h- ad- server <nane> create <addr> <domai n>
<base- dn> <ad- group- nane> <ad-user-attr - map>]
<attribute>=<val ue> ...]
aut h- ad- server <nane> del ete
aut h- ad- server |i st
aut h- ad- server |i stnanmes
aut h- ad-server |istbrief
aut h- ad- server <name> show
aut h- ad- server <name> get <attri bute>
aut h- ad- server <nane> set
<attribute>=<val ue> [<attribute>=<val ue> ...]
aut h- ad- server <nane> unset <attri bute>
aut h- ad- server <nane> addhost <host >
[ <addr >=<val ue> <port >=<val ue>]
aut h- ad- server <nane> |i st host (s)
aut h- ad- server <nane> renpvehost <host>

Description

~ The aut h-ad-server conmand configures External Authentication Active
Directory servers

For auth-ad-server create conmmand
<addr> val ue format should be
<host>:[<i p addr>@ort], [<host> [<|p addr>@ort]],
<host > and <i p addr> separated by : (col on)
ﬁort> seper at ed usi ng
ost>(|§ mandatory and mnultiple Hostl PnPort objects can be seperated hy
conmma

agdhost command can be used to add HostlPnPort object to existing AD server
obj ect

Common AD server object is used for External Authentication using AD
feature and BYOD feature support

For External Authentication using AD feature,
1. Set auth-type to Active-Directory in CCM and restart the server agent .
2. Configure AD server object with <addr> <domai n> <base-dn>
<ad- group- nane> <ad-user-attr-nmap> attri butes.

Examples

nrcnd> aut h- ad- server authad create W N- 7NHAO0SI CRBC cpnr.com

nrcnd> aut h- ad-server authad create W N- 7NHAOSI CRBC-1 cpnr.com
"CN=users" cpnr info

nrcnd> aut h- ad- server aut had addhost W N- 7NHAOSI CRBC- 2 10. 106. 200. 207

nrcmd> aut h- ad- server authad |i sthost

nrcnmd> aut h- ad- server authad renovehost W N- 7NHAOSI CRBC- 2

Status
See Also

Attributes

ad-group-name string

Specifies the Active Directory group nane.
Only users belonging to this group will be granted access to
the Network Registrar application.



ad-user -attr-map string

Specifies the User object attribute to be used to get one or nore
Net wor k Regi strar groups.

addr nlist(obj(0)) required
Speci fies the host name and Ports of the AD servers.
base-dn string

Speci fies the distinguished name at which to start the search
User object will be searched in the base-dn and all entries in
the tree bel ow the base

domain rdname required

Speci fies the donmain nane to be used.
name string required,unique

Identifies this Active Directory renpte authentication server.
query-timeout time default = 3s

Speci fies the nunber of seconds the CCM server waits for a
response to the search request. Default timeout is 3 seconds.

byod

byod - Configures and controls the BYOD web server

Synopsis
byod get <attri bute>
byod set <attribute>=<value> [attribute>=<value ...]
byod unset <attribute>
byod show

Description
The byod command | ets you to configure the BYOD web server in the
Regi onal cl uster.

Examples

Status

See Also

server
Attributes

client-active-period time default = 1w

Sets client activation period.



keystore-passwd clrtxt

Contai ns the secret representing the password used to
authenticate the identity stored in the adm n attribute.

theme nameref(0)
Sets the theme to be used for the BYOD Regi stration
portal .
cdns
cdns - Configures and controls the DNS Cachi ng server
Synopsis
cdns disable <attribute>
cdns enabl e <attribute>
cdns get <attribute>
cdns set <attribute>=<value> [<attribute>=<val ue> ...]
cdns unset <attribute>
cdns show
cdns addForwarder <domai n> <addr >
cdns renoveForwarder <domain> [<addr> ...]
cdns |i st Forwarders
cdns addException <domai n> [prinme=on|off] [views=on|off] [<addr> ...]
cdns renoveExcepti on <domai n> [<addr> ...]
cdns |i st Exceptions
cdns addRoot Hi nt <nanme> <addr> [<addr> ...]
cdns renoveRoot H nt <nane>
cdns |istRootHints
cdns flushCache [<donmi n>]
cdns flushNane <nanme> [<type>]
cdns serverlLogs show
cdns serverLogs nl ogs=<nl ogs> | ogsi ze=<I| ogsi ze>
cdns getStats [total | sanple]
cdns resetStats
Description

The cdns conmand | ets you configure the DNS Caching server in the cluster.

cdns addForwarder <domai n> <addr >

cdns renoveForwarder <domain> [<addr> ...]

cdns |i st Forwarders
Use the Forwarder commands to specify the addresses of any nane
servers that you want your Network Regi strar DNS Cachi ng server
to use as forwarders for a specified domain. Network Registrar
forwards recursive queries to these servers.

The addForwarder comand adds the address of a forwardi ng server for
the specified domain. <name> is the domain that this forwarder wll
apply to, and <addr> can be an ipv4 or ipv6 address followed by an
optional port nunber (i.e. <addr>] @port>]) or the name of a server
(1t must be possible to resolve the server nane before it is used).

The renpveForwarder conmmand renoves the forwarder.

The |istForwarders conmand lists the forwarders for this DNS
server.

cdns addExcepti on <domai n> [ prime=on|off] [views=on|off] [<addr> ...]
cdns renoveException <domain> [<addr> ...]



cdns |i st Exceptions
Use the exception conmmands only if you do not want your
DNS Caching server to use the standard name resolution for
qgqueryi ng root name servers for names outside the domain.
Net wor k Regi strar sends non-recursive queries to these servers.

The addException command | ets you specify the resol ution
exception donains and the | P addresses of the associ ated
servers. The addresses can be ipv4 or ipvé with an optiona

port nunber (i.e. <addr>[ @port>]) or the name of a server (it
must be possible to resolve the server nane before it is used).
If the prime flag is on, the server will query the nane server
for an updated |list of nanme servers for the domain. If the views
flag is on, the server will forward view informati on to the name
server. The server will send non-recursive queries to the
exception servers. This conmand may al so be used to chan?e t he
prime and views flags of an existing exception. By default,
these flags are off.

The renpveException conmand renoves an entry for exceptiona
resol uti on of addresses within a domain.

The |istExceptions conmand |ists the domains that are configured
to have exceptional resolution of their nanes

NOTE. |f Kou have a forwarder and exception for the exact sane
domai n, the DNS Caching server will use the forwarder for queries
on that donmin rather than the exception.

cdns addRoot Hi nt <nane> <addr> [<addr> ...]

cdns renoveRoot Hi nt <nanme>

cdns |istRootHints
Use the RootH nt commands to add or renobve the nanes
and addresses of the root servers. After you specify the
root servers, Network Registrar queries them for their
root nane server records. These records are in turn used
to resol ve other nanmes. As such, these val ues need not be
exact, but mnmust be accurate enough for the Network Registrar
DNS Caching server to retrieve the correct information.

The addRoot Hint command adds the name of a root server and the
root nane server address(es). Addresses can be either ipv4 or ipv6
with an optional port nunber (i.e. <addr>[ @port>]).

The renoveRoot H nt command renpves a root server fromthe |ist.
The |istRootH nts command |ists the root server information.

cdns flushCache [ <domai n>]
The flushCache conmand del etes cached RRs at or bel ow the specified
domain. If no domain is provided, deletes all RRs from the cache

cdns flushNanme <name> [<type>]
The flushName command will delete RRs from the cache with the given
nane and optional type. If no type is provided, renobves RRs of type
A, AAAA, PTR, CNAME, MX, SOA, NS, NAPTR, SRV and DNAME

cdns serverlLogs show

cdns serverLogs nl ogs=<nl ogs> | ogsi ze=<I| ogsi ze>
The serverLogs show conmand di spl ays the nunmber of log files
and the maxi mum size for each file.

The serverLogs command al |l ows setting the two server Ioggin?_
paraneters, nlogs and |ogsize. Either or both may be specified
In the command, and changes will only occur to the one(s)
specified. Wen setting |ogsize, a suffix of Kor Mindicates
units of thousands or mllions.

cdns serverLogs nl ogs=6 | ogsi ze=500K
cdns serverlLogs | ogsize=5M

Not e: For these changes to take effect you nust save the changes
and restart the server Agent.

cdns getStats [total | sanple]
The getStats command di splays the requested DNS Caching server
statlatlcs, either since the last reload or for the last sanple
peri od.

cdns resetStats



The resetStats commands returns the DNS Caching server activity counters
(statistics) to zero

Examples
Status

See Also
server

Attributes

acl-blacklist amelist

Sets the access blacklist for the server. Packets fromclients on this
list will be ignored.

acl-do-not-query amelist

Specifies | P addresses or subnets that may not be queried. Can be
| P4 or |P6. Eend /num to indicate a cl assl ess del egati on net bl ock,
for exanple |like 10.2.3.4/24 or 2001::11/64.

acl-query amelist default = any
Sets the access control lists for the server

activity-summary-interval rangetime(60s-24h) default = 60s

Specifies the interval at which to |og activity-summary information.
Note that activity-sunmary nust be specified in the log settings in
order for this interval to take effect.

activity-summary-settings flags(query=1, query-type=2, cache=3, resol -queue=4, responses=5, memory=6,
firewall=8) default = query,cache,resol-queue,memory

Determi nes the category of statistics that is |ogged as part
of activity sunmary. Note, activity-summary nust be specified
in the |og-settings in order for this setting to take effect.
The possible settings are:

query
Logs statistics related to inconing queries.
query-type
Lﬁgs statistics on the RR types that are being queried.
cache

Logs statistics on the RR cache.
resol - queue

Logs statistics on the resol ution queue.
responses

Logs statistics about query responses.
menory

Logs statistics on nenbry usage.
firewall

Logs statistics on DNS Firewal|l usage

activity-summary-type flags(sample=1, total=2) default = sample

Det er mi nes whet her the CDNS server |ogs sanple and/or total statistics
when it | ogs act|V|tY summary information. Note, activity-summary nust
b?fspeC|f|ed in the |og- settlngs in order for this setting to take
effect.

cache-max-ttl time default = 24h



Sets the tine to live maxi mum for RRsets and nessages in the cache
If the maxi mum kicks in, responses to clients still get decrenenting
TTLs based on the original (larger) values. Wen the internal TTL
expires, the cache item has expired. Can be set lower to force the
refolver to query for data often, and not trust (very large) TTL

val ues.

cache-min-ttl time default = O

Sets the tine to live mnimum for RRsets and nessages in the cache

If the mininmumkicks in, the data is cached for Ionger t han the
domai n owner intended, and thus |less queries are nade to | ook up the
data. Zero nmekes sure the data in the cache is as the donain owner

i ntended, higher values, especially nore than an hour or so, can |ead
to trouble as the data in the cache does not match up with the actua
data any nore.

harden-glue bool default = on

Specified if glue should only be trusted if it is within the
servers authority.

listen-ip-version flags(ipv4=1, ipv6=2) default = ipv4,ipv6

Controls which ip packets to accept and issue, |Pv4, [Pv6, or both
listen-protocol flags(udp=1, tcp=2) default = udp,tcp

Controls which packet protocol to answer and issue, UDP, TCP, or both.

log-settings flags(config=1, server-ops=2, server-detailed-ops=3, scp=4, activity-summary=>5, query=6) default =
config,server-ops,activity-summary

Det erm nes which detailed events the Caching DNS server | ogs,
as set using a bit mask. Logging these additional details can
hel p anal yze a problem Leaving detailed |ogging enable for a
| ong period, however, can fill the log files and cause the
| oss of inportant information
The possible flags are:
config
Controls |ogging pertaining to server configuration and
server de-initialization (unconfiguration).

scp
Controls | ogging pertaining to SCP Message processing

server-detail ed- ops
Controls | ogging of detailed |ogging of server operations.
server - ops ) ) ) )
Controls | ogging of high |level |ogging of server operations.

activity-summary
This setting will cause a sunmary nessage to appear at an
i nterval specified by activity-sumary-interval. The
summary provides detailed statistics about the servers
oper ati on.

quer
This query will cause |ogging of all DNS queries to the server
Note that query log entries are witten to a separate
cdns_query log file.

minimal-responses boal default = false

Control s whether the DNS Caching server onmits or includes records
fromthe authority and data sections of query responses when these
records are not required. Enabling this attribute may inprove
query performance such as when the DNS server is configured as

a caching server.

msg-cache-size int default = 209715200



Sets the size of the nmessage cache in bytes.

neg-cache-size int default = 1048576

Sets the size of the aggressive negative cache in bytes.
port rangeint(1-65535) default = 53

Specifies the UDP and TCP port nunber that the DNS cachi ng server
uses to listen for queries.

prefetch boal default = off

Sets whet her nmessage cache el ements shoul d be prefetched before they
expire to keep the cache up to date. Turning it on gives about 10
percent nore traffic and | oad on the nachine, but popular itens do not
expire from the cache

When prefetch is enabled, records are assigned a prefetch tine that

is within 10 percent of the expiration tine. As the server processes
client queries and | ooks up the records, it checks the prefetch tine.
Once the record is within 10 percent of its expiration, the server
wWill issue a query for the record in order to keep it from expiring

remote-ns-cache-numhosts int default = 50000

Sets the nunber of hosts for which information is cached

remote-ns-host-ttl time default = 15m

Sets the tinme to live for entries in the host entries in the renote
name server cache. They contains roundtrip timng and EDNS support
i nf or mati on.

round-robin bool default = true

Speci fies whether you want round-robin cycling of equival ent
records in responses to queries. Equivalent records are records
of the sane nane and type. Since clients often onIK | ook at the
first record of a set, enabling this features can hel p bal ance

| oads and keep clients from forever trying to talk to an

out - of - servi ce host.

rrset-cache-size int default = 209715200
Sets the size of the RRset cache in bytes.
traps-enabled flags(all=1, server-start=2, server-stop=3) default =

Det?rni??s the traps that this server is configured to send.
a
Sends notifications for all server events.
2 server-start
Sends notificati ons whenever the server is started or
reinitialized.
3 server-stop
Sends notifications whenever the server is stopped.

cdnst4

cdns64 - Controls and configures DNS64 processing in the DNS
Cachi ng server

Synopsis

cdns64 <nanme> create <attri bute>=<val ue>
cdns64 <nane> del ete

cdns64 <nanme> show

cdns64 <name> get <attri bute>

cdns64 <nanme> set <attri bute>=<val ue>



cdns64 <name> unset <attribute>
cdns64 |i st

cdns64 |i st names

cdns64 |istbrief

Description

The cdns64 conmand | ets you create and edit DNS64 objects. )
The dns64 attribute would be enable by-default on DNS64 object creation.
The DNS Caching servers nust be rel oaded for changes to take effect.

Examples

nrcnd> cdns64 dns64 create

nrcnd> cdns64 dns64 set acl -match-clients=baaa::56ff:febd: 3d6
nrcmd> cdns64 dns64 set prefix=64:ff9b::/96

nrcnd> cdns64 dns64 show

nrcnd> cdns64 dns64 del ete

Status

See Also

Attributes

acl-match-clients amelist default = any

Specifies the ACL that maps clients to this DNS64 object
based on the client's source address.

dns64 bool default = true

Det er mi nes whether or not to enabl e DNS64 processing. DNS64
synt hesi zes AAAA records from A records, en a client
queries for AAAA records, but none are found.

name string required,unique
The nane of the DNS64 configuration instance
prefix prefix default = 64:ff9b::/96

Sﬁecifie$ the IPv6 prefix to use for synthesizing AAAA records.
The prefix length nust be 32, 40, 48, 56, 64, or 96, and bits 64-71 of
the prefix nust be zero

priority priority

Sﬁecifies the DNS64 priority relative to other DNS64 objects.
The | owest non-zero val ue has the highest priority,

zero priority object will have |east priority.

Each DNS64 shoul d be assigned a unique priority to ensure
consi stent behavi or.

cdnssec

cdnssec - Controls and configures DNSSEC processing in the DNS
Cachi ng server



Synopsis

cdnssec create <attri bute>=<val ue>
cdnssec del ete

cdnssec show

cdnssec get <attribute>

cdnssec set <attri bute>=<val ue>
cdnssec unset <attri bute>

Description

The cdnssec command is used to control and manage DNSSEC processi ng

in the DNS Caching server. Creating the cdnssec object does not

enabl e DNSSEC in the server. In order to enabl e DNSSEC, the dnssec

attribute nust be explicitly enabled and the DNS Cachi ng server
nmust be rel oaded

Examples

nrcnd> cdnssec create
nrcnd> cdnssec enabl e dnssec _
nrcmd> cdnssec set trust-anchor-fil e=exanpl e. com anchor

Status

See Also

Attributes

auto-trust-anchor-file nlist(obj(0)) default = root.anchor

Defines files with a trust anchor for one zone each, which is
tracked with RFC5011 probes. The probes are several times per
nont h, thus the machine nust be online frequently. The initial

file can be one with contents as described in trust-anchor-file.

The file is witten to when the anchor is updated, so the
server nust have wite permission. The files nmust be in the
dat a/ cdns directory.

dnssec bool default = disabled

Enabl es validation of DNS information usi ng DNSSEC
domain-insecur e nlist(obj(0))

Defi nes donmai n names to be insecure, DNSSEC chain of trust is
i gnored towards the domain nanes. So a trust anchor above the
donai n name can not make the domain secure with a DS record
such a DS record is then ignored. Al so keys from DLV are
|%nored for the domain. If you set trust anchors for the domain
they override this setting (and the domain is secured).

This can be useful if you want to nmake sure a trust anchor for
external | ookups does not affect an (unsigned) internal donmain.
A DS record externally can create validation failures for that
i nternal domain.

key-cache-size int default = 4194304

Sets the size of the key cache in bytes.



prefetch-key bool default = off

Sets whet her the DNS caching server should fetch the DNSKEYs
earlier in the validation process, when a DS record is encountered
This |l owers the |atency of requests. It does use a little nore CPU.
Also if the cache is set to O, it is no use.

trust-anchor-file nlist(obj(0))

Defines a file with trusted keys for validation. Both DS and DNSKEY
entries can appear in the file. The format of the file is the
standard DNS Zone file format. Default is no trust anchor file. The
files nust be in the data/cdns directory.

cdns-interface

cdns-interface - Configures the DNS Caching server's network interfaces

Synopsis

cdns-interface <name> create [<attri bute>=<val ue>]
cdns-interface <nane> del ete

cdns-interface |ist

cdns-interface |istnanes

cdns-interface |istbrief

cdns-interface <nanme> show

cdns-interface <name> set <attribute>=<val ue> [<attribute>=<val ue> ..

cdns-interface <name> get <attribute>
cdns-interface <nane> unset

cdns-interface <nane> enabl e <attri bute>
cdns-interface <nane> di sable <attri bute>

Description

The cdns-interface conmand confi gures network interfaces for use

by the Network Regi strar DNS Caching server. |If there are no defined
interfaces, the server discovers and uses all available interfaces
on the system Wen this list is present, the server uses

only the available interfaces, if any, that match this list.

Examples

Status

See Also

Attributes

addr ess subnet

Specifies the |IP address and subnet mask of the DNS interface.

ip6addr ess prefix

Specifies the I Pv6 address and prefix length for one or nore
DNS interfaces.

name string required,unique

-



Speci fies the user-assigned nane of the DNS cachi ng server interface
port rangeint(1-65535)

SPecifies the UDP and TCP port nunber the DNS server |listens on
If no port is specified, will use the port configured on the
Cachi ng DNS Server.

cdns-redirect

cdns-redirect - Controls and configures DNS redirect processing in the DNS
Cachi ng server

Synopsis

cdns-redi rect <nane> create <attri bute>=<val ue>
cdns-redirect <name> del ete

cdns-redirect <nane> show

cdns-redirect <nane> get <attribute>
cdns-redirect <nane> set <attri bute>=<val ue>
cdns-redirect <name> unset <attribute>
cdns-redirect list [-priority]

cdns-redirect listbrief [-priority]
cdns-redirect listnanes [-priority]

Description

The cdns-redirect conmand is used to control and nanage DNS redirect processing
in the DNS Caching server. The DNS Cachi ng server nust be rel oaded for changes
to take effect. The -priority option sorts lists by the priority instead of the
name, which is the default.

Examples

nrcmd> cdns-redirect Handl eM ssing create
nrcmd> cdns-redirect Handl eM ssing set acti on=nxdomai n aaaa-response=64:ff9b:: 10

Status
See Also

Attributes

a-response ipaddr

Specifies the IPv4 address to use as a response to a query for )
an A resource record. Only applies to redirect and redirect-nxdomain
actions.

aaaa-response ip6addr

Specifies the IPv6 address to use as a response to a query for
a AAAA resource record. Only applies to redirect and
redi rect - nxdomai n acti ons.

action enumint(refuse=1, redirect=2, drop=4, redirect-nxdomain=5, rpz=6) default = drop

Speci fies what kind of action to take when this rule is executed
drop - lgnore/drop this query conpletely.



refuse - Respond with no data and the REFUSED st at us.

redirect - Redirect A/ AAAA queries to the specified |IP address.

redi rect - nxdonmai n - Redirect A/ AAAA queries if the query domain
does not exi st.

rpz - Use Response Policy Zone (RPZ) rules.

client-acl amelist default = any
Lists the clients that will be redirected by this rule.

domains nlist(obj(0))

Lists the domains that will be redirected by this rule. Sub-domains of
the listed domains are also redirected. If the list is enpty, all
domains will match this rule. Does not apply to the nxdomain action

name tag required,unique

Specifies the name of a redirect rule. The allowed characters
i nclude a-z, A-Z 0-9, ., -, _, and +

priority priority default = 0

Sﬁecifies the rule priorit¥ relative to other rules.
The | owest non-zero value has the highest priority.
A priority of 0 (the default) has the |owest

possi ble priority.

rpz-override enumint(none=0, drop=1, no-op=2, nodata=3, nxdomain=4, redirect=5) default = none

Speci fies an override clause for responses matching RPZ rules.
Overrides cause the response to differ fromthat stated in the

RPZ zone.

none - No override (default).

dr op - Overrides all RPZ rule matches by dropping the
request.

no- op - Overrides all RPZ rule matches by foll ow ng normal
request processing (white listing RPZ rules).

nodat a - Overrides all RPZ rule matches to return NODATA

nxdomain - Overrides all RPZ rule matches to return NXDOVAI N

redirect - Overrides all RPZ rule matches to be redirected

to FQDN specified in rpz-override-redirect.

rpz-override-redirect dname

Sﬁecifies an FQDN to use in conjunction with rpz-override when
the redirect override is selected. All RPZ rule matches will be
redirected to this FQDN

r pz-server -addr s nlist(obj(0))

Specifies a list of one or nore |P addresses (v4 and/or v6) of
the Response Policy Zone Authoritative DNS server(s). This attribute
only applies to rpz actions.

rpz-trigger flags(query-name=1, ip-answers=2, ns-name=3, ns-ip=4) default = query-name,ip-answers

Speci fies which part of query processing should apply RPZ rules.
query-name - Apply RPZ rules to incomi ng query FQDN
i p-answers - Apply RPZ rules to A/ AAAA records in answer
section (rpz-ip).

ns- name - Apply RPZ rules to name server nanmes used
_ in query processing (rpz-nsdnane). )
ns-ip - Apply RPZ rules to nane server IPs used in

query processing (rpz-nsip).

rpz-zone-name dname

Specifies the zone name to use for Response Policy Zone rule
processing. Only applies to rpz actions.



cdns-firewall

cdns-firewall - Controls and configures DNS firewall processing in the DNS
Cachi ng server

Synopsis

cdns-firewall <nanme> create <attribut e>=<val ue>
cdns-firewall <nanme> del ete

cdns-firewal |l <nanme> show

cdns-firewal | <nanme> get <attribute>
cdns-firewal | <nane> set <attri bute>=<val ue>
cdns-firewall <name> unset <attribute>

cdns-firewal |l 1ist

cdns-firewall listbrief

cdns-firewall |istnanes
Description

The cdns-firewall command is used to control and manage DNS firewal | processing
in the DNS Caching server. The DNS Cachi ng server nust be rel oaded for changes
to take effect.

Examples

nrcmd> cdns-firewal |l Handl eM ssing create
nrcmd> cdns-firewall Handl eM ssing set action=drop aaaa-response=64:ff9b::10

Status

See Also

Attributes

a-response ipaddr

Specifies the | Pv4 address to use as a response to a query for )
an A resource record. Only applies to redirect and redirect-nxdomain
actions.

aaaa-response ip6addr

Specifies the IPv6 address to use as a response to a query for
a AAAA resource record. Only applies to redirect and
redi rect - nxdomai n acti ons.

action enumint(refuse=1, redirect=2, drop=4, redirect-nxdomain=5, rpz=6) default = drop

Speci fies what kind of action to take when this rule is executed.
drop - lgnore/drop this query conpletely.
refuse - Respond with no data and the REFUSED st at us
redirect - Redirect A/ AAAA queries to the specified |IP address.
redirect-nxdomain - Redirect A/ AAAA queries if the query domain
does not exi st.
rpz - Use Response Policy Zone (RPZ) rules

client-acl amelist default = any

Lists the clients that will be redirected by this rule.



domains nlist(obj(0))

Lists the domains that will be redirected by this rule. Sub-domains of
the listed domains are also redirected. If the list is enpty, all
domains will match this rule. Does not apply to the nxdomain action

name tag required,unique

Specifies the nanme of a redirect rule. The allowed characters
i nclude a-z, A-Z 0-9, ., -, _, and +

priority priority default = 0

Sﬁecifies the rule priorit¥ relative to other rules.
The | owest non-zero value has the highest priority.
A priority of 0 (the default) has the |owest

possi ble priority.

rpz-override enumint(none=0, drop=1, no-op=2, nodata=3, nxdomain=4, redirect=5) default = none

Speci fies an override clause for responses matching RPZ rules.
Overrides cause the response to differ fromthat stated in the

RPZ zone.

none - No override (default).

dr op - Overrides all RPZ rule matches by dropping the
request .

no- op - Overrides all RPZ rule matches by foll ow ng normal
request processing (white listing RPZ rules).

nodat a - Overrides all RPZ rule matches to return NODATA

nxdomain - Overrides all RPZ rule matches to return NXDOVAI N

redirect - Overrides all RPZ rule matches to be redirected

to FQDN specified in rpz-override-redirect.

rpz-override-redirect dname

Sﬁecifies an FQDN to use in conjunction with rpz-override when
the redirect override is selected. All RPZ rule matches will be
redirected to this FQDN

r pz-server -addr s nlist(obj(0))

Specifies a list of one or nore |P addresses (v4 and/or v6) of
the Response Policy Zone Authoritative DNS server(s). This attribute
only applies to rpz actions.

rpz-trigger flags(query-name=1, ip-answers=2, ns-name=3, ns-ip=4) default = query-name,ip-answers

Speci fies which part of query processing should apply RPZ rules.
query-name - Apply RPZ rules to incomi ng query FQDN
i p-answers - Apply RPZ rules to A/ AAAA records in answer
section (rpz-ip).

ns- name - Apply RPZ rules to name server nanmes used
_ in query processing (rpz-nsdnane). )
ns-ip - Apply RPZ rules to nane server IPs used in

query processing (rpz-nsip).

rpz-zone-name dname

Specifies the zone name to use for Response Policy Zone rule
processing. Only applies to rpz actions.

ccm
ccm - Configures and controls the CCM server
Synopsis
ccm get <attribute>
ccm set <attribute>=<val ue> [<attribute>=<val ue> ...]

<attri but e>



ccm unset
ccm show

ccm server Logs show _ _
ccm serverLogs nl ogs=<nl ogs> | ogsi ze=<I| ogsi ze>

ccm |istConnections [full]

Description

The ccm command manages the CCM server in the cluster.

The ccm |i st Connections displays details on the current connections
to the CCM server.

Examples

Status

See Also
server

Attributes

atul-port rangeint(1-65535) default = 7543

Enabl es the CCM server to |isten for incom ng ATUL queries
on this UDP port. This attribute is used only by the

regi onal CCM server. Changes to this setting take effect
on the next server restart.

atul-support bool default = disabled

Enabl es CCM support for the ATUL query protocol. The atul -port
paraneter configures the port nunber to |isten on for ATUL
gueries. Changes to this setting take effect on the next server
restart.

auth-type enumint(Local=0, RADIUS=1, Active-Directory=2) default = Local

Sets the external authentication type to be used

0 Local
1 RADI US
2 Active Directory
Changes to this setting will take effect the next tinme the product

is restart ed.

idle-timeout time default = 4h

Sets the maxi num amount of time CCMwill wait for a request
over an incom ng SCP connection. If set to O, there is no
idle timeout and CCM wi || wait forever

lease-hist-detail bool default = enabled

If polling for |ease history data, this causes CCMto ask for history
detail data when polling DHCP servers, and save the detail data when
it's returned. Changes to this setting will take effect on

the next server restart.

lease-hist-txnseq-index bool default = enabled



Speci fies that CCM should maintain an index by transaction sequence
nunber when polling DHCP | ease history. This index is used with
Java SDK net hods to periodically export | ease history data to an
external process, server, or database. Wen disabled, these Java
nmet hods cannot be used to access | ease history data. However, disk
storage needed to maintain the | ease history database is reduced.
Changes to this setting will take effect on the next server
restart, and apply only to new | ease history records.

local-edit-mode flags(dhcp=2, dns=3) default = dhcp,dns

Igdicates the default node that web U and CLI clients use for |oca
edits:
2 dhcp
If set, scope and reservation edits are forwarded to the DHCP
server after being saved to the configuration database. |f
unset, a DHCP reload is required before the changes wl|
take effect.
3 dns
If set, zone and RR edits are forwarded to the DNS server
after being saved to the configuration database. |f unset, a
'Zone Distribution Sync' function is required to update the
DNS server; a DNS server reload is also required for zone
changes to take effect.
The default node is applied only when the client requests the server
default, or does not request a specific edit nopde.

poll-lease-hist-interval rangetime(0-1y) default = 4h

This interval specifies how often to collect the | ease history
information from all the DHCP servers. |If set to O, polling
i s disabled.

poll-lease-hist-offset rangetime(0-24h)

Provides a fixed tine of day for |ease history polling. )
This tine is interpreted as a tinme of day offset, with O being
12 midnight, provided the polling interval is |ess than 24 hours,

and the offset value is less than the polling interval. If the offset
value is greater than the polling interval, or the interval is
greater than 24 hours, the offset will be ignored

The schedul er for polling will ensure that the first polling event

occurs at the offset tine. For exanple, if you set the interval to
4 hours and the offset to 2am the polling would occur at 2am 6am
10am 2pm 6pm and 10pm

poll-lease-hist-retry rangeint(0-4) default = 1
The nunber of retries for a given polling interval, if polling fails.
poll-replica-interval rangetime(0-1y) default = 4h

This interval specifies the default value of how often to pol
for configurati on changes when replicating data froma |ocal cluster.

poll-replica-offset rangetime(0-24h) default = 0

Provides a fixed tine of day for replica polling. ;
This tine is interpreted as a tine of day offset, with O being
12 midnight, provided the polling interval is |ess than 24 hours,

and the offset value is less than the polling interval. If the offset
value is greater than the polling interval, or the interval is
greater than 24 hours, the offset will be ignored

The scheduler for polling will ensure that the first polling event
occurs at the offset tinme. For exanple, if you set the interval to
4 hours and the offset to 2am the polling would occur at 2am 6am
10am 2pm 6pm and 10pm

poll-subnet-util-interval rangetime(0-1y) default = 4h

This interval specifies how often to collect subnet .
utilization fromall the DHCP servers. |If set to 0, polling
i s disabled.



poll-subnet-util -offset rangetime(0-24h)

Provides a fixed time of day for subnet utilization polling.
This tine is interpreted as a tine of day offset, with 0 being
12 midnight, provided the polling interval is |less than 24 hours,

and the offset value is less than the polling interval. If the offset
value is greater than the polling interval, or the interval is
greater than 24 hours, the offset will be ignored.

The scheduler for polling will ensure that the first polling event

occurs at the offset tinme. For exanple, if you set the interval to
4 hours and the offset to 2am the polling would occur at 2am 6am
10am 2pm 6pm and 10pm

poll-subnet-util-retry rangeint(0-4) default = 1
The nunber of retries for a given polling interval, if polling fails.
poller-event-threads rangeint(1-5) default = 2

This specifies how many threads that the poller will create.
Changes to this setting will take effect on the next server restart.

regional-edit-mode flags(admin=1, dhcp=2, dns=3) default =

I ndi cates the default node that web U and CLI clients use for
regi onal edits:
1

admi n
When set, indicates that regional admn edits, including
password changes nmade by individual users, wll be
automatical ly synchronized with all |ocal clusters.

2 dhcp

If set, reservation edits are forwarded to the |ocal cluster
or failover pair after being saved to the configuration
dat abase. |f unset, push operations are required to update the
| ocal cluster(s).
3 dns
If set, zone and RR edits are forwarded to the prinmary DNS
server after being saved to the configuration database. |f
unset, a 'Zone Distribution Sync' function is required to
update the DNS server
The default node is applied only when the client reguests t he
server default, does not request a specific edit node.

trim-changeset-age rangetime(24h-3y) default = 24w

Sets the minimum age for a change log entry to be eligible
for trinmmng.

trim-lease-hist-age time default = 24w

The m nimum | ength of tinme to retain |ease history records in the
| ease history database. Anﬁ | ease history record older than this
time will be deleted when the next |ease history database trinm ng
operation occurs.

If set to O, no records will be trinmmed.

trim-lease-hist-interval rangetime(0-1y) default = 24h

This interval specifies how often to trimthe old |ease history data.
If set to 0 no automatic |ease history trinm ng occurs. )
If Iease history collection and polling are enabled and this paraneter

is set to 0, the |ease history database will continue to grow wi thout
bound. Changes to this setting will take effect on the next server
restart.

trim-subnet-util-age rangetime(24h-1y) default = 24w

The age that we will allow a subnet-util trinmmng elenent to be before
deciding to delete that elenment. If this value is set to zero, we wll
not consider the record age when trinm ng. Changes to this setting
will take effect on the next server restart.



trim-subnet-util-interval rangetime(0-1y) default = 24h

This interval specifies how often to trimthe old subnet utilization
data. If set to O no automatic subnet utilization trinmmng occurs.
Changes to this setting will take effect on the next server restart.

webui-mode enumint(Basic=0, Advanced=1, Expert=2) default = Basic

Sets the nobde for the web U at session startup:

basi c
1 advanced
2 expert
client
client - Creates clients and assigns themto client-classes
Synopsis
client <name> create [<attribute>=<val ue>]
client <nanme> del ete
client |ist
client |istnames
client listbrief
client <name> show
client <name> get <attribute>
client <nanme> set <attri bute>=<val ue>
client <name> unset <attribute>
Description

The client conmand assigns attributes to a specific client entry.
These attributes determne what type of |IP address, policy, or
both that Network Regi strar assigns to the requesting host.

Net wor k Regi strar always stores the client identifier (MAC
address or default) in | owercase characters.

Because the DHCP server reads the client-specific configuration
i nformation each tinme a request cones in, you do not have to
rel oad the server after nodifying it. However, you must rel oad
the server if you nmodify the default client configuration.

The attributes you can assign include such things as a class of
client, a policy, an action, and the inclusion or exclusion of
scope selection tags. The DHCP server |ooks up these properties
tgddeternine how it shoul d process a host request for an |IP

addr ess.

If you have common client attributes to configure, such as
selection criteria, use the client-class so that nultiple client
configurations can reference the attributes.

You can specify the client by using the MAC address or some
ot her unique client identifier related to the client-I|ookup-id
that is specified in the client's associated client-class.

A sanpl e Ethernet MAC address m ght be 1,6, 00: a0: 24: 2e: 9c: 20

client nane create [attribute=val ue...]

client default create [attribute=value...
Creates the client identifier as a MAC address or the word
default (and optionally defines its attributes). The default
client configuration applies to all clients that do not have
an explicit configuration. If an entry for the client already
exi sts, the command overwites it.

If using a MAC address, it should be in the form hardware,
| ength, address (w thout spaces and including the commas):

har dwar e
Usually 1 (Ethernet) or 6 (Token Ring), but can be any nunber
from 1 through 255.



| ength
Cctets in the MAC address (usually 6, but can be any nunber
from 1 through 16).

addr ess

MAC address itself, with octets separated by colons, and each
octet having a two-character hex value from 00 through FF
(not case-sensitive).

Examples

nrcnd> client 1,6,00:dO: ba: d3: bd: 3b create client-cl ass-nane=ext er na

Status

See Also
client-class

Attributes

action flags(exclude=1, deprecated-one-shot=2, deprecated-use-rel ease-grace-period=3, none=32)

Descri bes the action the DHCP server takes for this client.
1 exclude - causes the server to ignore al
comuni cation fromthis client.
2 deprecated-one-shot - now deprecated
3 deprecated-use-rel ease-grace-period - now deprecated
32 none
If you specify the exclude action in the default client
entry, then any client not specifically registered through
the client command cannot comunicate with the server.
Not e: The deprecated flags (2,3) are now avail abl e t hrough
the policy command attributes inhibit-all-renews and
rel ease-grace- peri od

add-to-environment-dictionary string

Lists attribute-value pairs that are added to the environnent

di cti onary whenever this client-class is associated with an

i ncoming DHCP request. You can use these attribute-value pairs
to configure extensions or expressions without having to rewite
the executable code in the extension or expression.

The string nmust have the fornat:
"attributel=val uel, attribut e2=val ue2, ... ,attributen=val uen"

authenticate-until date

Sets an authentication expiration date, using date format or the

forever keyword. Dates can be in the 2h (two hours ago, for

exanpl e) or nonth day hour: m nute[:second] year format.

Formats for the date are:

+

Tinme in the future, where numis a decimal nunber and unit
iss, m h, d, or wfor seconds, minutes, hours, days or
weeks, respectively.

kbnth, daY, 24-hour time, and 2-or-4-digit-year.
For example: Jun 30 20:00: 00 2007. Enter the time that is
local to the nrcnd process
forever
Does not expire the authentication for this client.

client-class-name nameref (0)

Identifies the client-class to which a client belongs. If the client
is not a nenber of a client-class, then the DHCP server uses the



default client-class properties.
default-vpn nameref(0)

Names the VPN to a35|?n to clients that do not already have a
vpn-id or vrf-nanme va

domain-name string

G ves the domain nanme (which nust be a zone) to use when perforning
DNS updates. Places the client's A record in this DNS domai n.

This feature is maintained for conpatibility with prior versions.
Additional options to specify the forward zone are provi ded on

the client policy (or enbedded policy) and its referenced

DNSUpdat eConfi g obj ects.

embedded-policy obj(0)
Speci fies the enmbedded policy object for this client.
host-name string

Speci fies the hostnane. Use this string to replace any hostname

DHCP option that the DHCP client sends. The two forns for

speci fyi ng the hostnane are:

1. A string that does not start with an at (@ sign. This form
of host-nane value is used to override the DHCP client
request host name. Wen you enter a valid nane, you cause
the DHCP server to ignore any host-nane speC|f|ed by this
client, and, instead, use this client-entry attribute. The
actual value of the hostname option in the client's DHCP
packet is ignored. You can use anK valid DNS nane. You
cannot use underscores )in the hostnane.

2. A string that starts mntﬁ an at (@ sign. Network Registrar
uses this form of hostname value to signal the follow ng
speci al handl i ng:

ost - nanme- opti on
Causes the server to use whatever hostname option the
client sent. This is the default behavior if there is no
entry for hostnanme in either the client or client-class.
@o- host - nane-opti on
Causes the server to drop the hostnane option that the
client sent, and not replace it. |If you have disabl ed DNS
name synthe5|s then the client will have no nanme pl aced
i nto DNS.
@se- macaddr ess
Causes the server to synthesize a hostnane for the
client that is derived fromits MAC address, and is
thus unique. This token is used to ensure that a
client has a valid nanme in DNS.

This feature is maintained for conpatibility with earlier versions.

Addi tional options for hostname synthesis are provided on the

DNSUpdat eConfi g object referenced by the policy hierarchy.

over -limit-client-class-name string

Identifies which client-class to use if this client is over the
limit allowed for the nunber of sinultaneous active |eases wth
a common linmtation-id.

override-vpn nameref(0)

Nanes the VPN to assign to clients, no matter what val ues
clients present as VPN-IDs or vrf-names.

policy-name nameref(0)

Identifies the policy to add to Network Registrar's DHCP policy
search list for this client.

reser ved-addr esses nlist(obj(0))

Specifies the |ist of addresses reserved for the client. The



first available address to match a usabl e Scope (which nust
have restrict-to-reservations enabled) will be assigned
to the client.

reser ved-ip6addr esses nlist(obj(0))

Specifies the list of addresses reserved for the client. Al
avai |l abl e addresses to match a usable Prefix (which nust have
rﬁstrkpt-to-reservat|ons enabled) will be assigned to

the client.

reser ved-pr efixes nlist(obj(0))

Specifies the list of prefixes reserved for the client. Al
avail abl e prefixes to match a usable Prefix (which nmust have
rﬁstrkpt-to-reservat|ons enabled) will be assigned to

the client.

selection-criteria nlist(obj(0))

Lists selection tags for this client. Al the criteria in this
list nust appear in the scope/prefix selection tags for a
scope/ prefix to be considered acceptable to this client.

tenant-id short default = O, immutable
Identifies the tenant owner of this object.

unauthenticated-client-class-name string

Identifies the client-class to use if this client is no |onger
aut hent i cat ed.

user -defined string

Cont ai ns an opaque_ user-defined string that can be set and
queried. This attribute has no effect on the operation of the
DHCP server.

userid string

Cont ai ns the username owning the device. This attribute has no
effect on the operation of the DHCP server.

client-class

client-class - Creates client-cl asses

Synopsis

client-class <name> create [<attribute>=<val ue>]

client-class <nanme> del ete

client-class |ist

client-class |istnanes

client-class listbrief

client-class <nane> show

client-class <name> set <attribute>=<val ue> [<attribute>=<val ue> ...]
client-class <name> get <attribute>

client-class <nane> unset <attri bute>

Description

The client-class command applies a set of attributes to a group or

class of DHCP client configurations. Unlike nost client configurations,
the DHCP server reads the client-class configurations at server startup
time. Therefore, you nust reload the server for changes to take effect.

You rmust enable client-class processing for the server for



Net work Registrar to recogni ze client-classes, as the exanpl es show.

Examples

nrcmd> dhcp enable client-class
nrcmd> client-class internal create
nrcmd> dhcp rel oad

Status
See Also

Attributes

action flags(exclude=1, deprecated-one-shot=2, deprecated-use-rel ease-grace-period=3, none=32)

Speci fies what action to take with this client-class. You can
speci fy exclude, causing the server to ignore all conmunication
fromthis client.

If you specify the exclude action in the default client entry,
then any client not specifically registered through the client
command cannot conmuni cate with the server.

The one-shot and use-rel ease-grace-period actions are now
deﬁrecated and ignored; these are avail able through the policy
inhibit-all-renews and rel ease-grace-period attri butes.

add-to-environment-dictionary string

This string contains attribute-value pairs that are added to the
environnent dictionary whenever this client-class is associ ated
with an incomng DHCP request. You can use these attribute-val ue
pairs to configure extensions or expressions w thout having to
re-wite the executable code in the extension or expression. The
string nust have the format:

"attributel=val uel, attribute2=value2, ... ,attributen=val uen"

client-lookup-id expr

SPecifies the key value used to |ookup the specified client in the
client database, using an expression that evaluates to a string

or a blob that is a valid string. The |ookup can be |ocal or through
LDAP.

default-vpn nameref(0)

Determines the VPN to which a client is assigned if the client does
not supply a VPN-1D (or vrf-nane) val ue

domain-name string

Sets the domai n nane, which nust be a zone, for perform ng DNS
updates. Places the client's A record in this domai n.

This feature is maintained for conpatibility with prior versions.
Addi t i onal oPtions to specify the torward zone are provided on
the client-class's policy (or embedded policy) and its

ref erenced DNSUpdat eConfi g objects.

embedded-policy obj(0)
Speci fies the enbedded policy object for this client-class.

host-name string



Speci fies the hostnane for clients in this client-class.
Net wor k Regi strar uses this form of hostname value to signal the
foll owi ng special handling:
@nost - nane- opti on
Causes the server to use whatever hostnane option the
client sent. This is the default behavior if there is no
entry for host-nane in either the client or client-class.
@o- host - nanme-opti on
Causes the server to droP t he hostnanme option that the
client sent, and not replace it. If you have disabl ed
DNS nane synthesis, then the client will have no name
pl aced i nto DNS.
@se- macaddr ess
Causes the server to synthesize a host-nane for the
client that is derived fromits MAC address, and is thus
uni que. This token is used to ensure that a client has a
valid name in DNS.
This feature is maintained for conpatibility with prior versions.
Addi tional options for host-nanme synthesis are provided on the
DNSUpdat eConfi g object referenced by the policy hierarchy.

limitation-id expr

SBecifies an expression that evaluates to a binary |arge object
(blob), or a string that can be used as a blob. The resulting
val ue groups |eases that have a maximnum |limt on the nunber of
si mul taneous active |eases allowed. To configure the linmt, use
limtation-count attribute of the policy command. See al so

the over-linmt-client-class attribute.

over -limit-client-class-name string

Designates the client-class used if this client is over the limt
all owed for the specified limtation-id.

override-client-id expr

Specifies the client-identity value for the specified client, using
an expression that evaluates to a binary |arge object (blob). The
value that is derived from the expression eval uation replaces any
client-id option value in the incom ng packet (though in actual
practice, both values are retained in the |ease-state database).

override-vpn nameref(0)

Determines the VPN to which a client is assigned regardless
of what the client provides for a VPN-1D (or vrf-nane) value

policy-name nameref(0)
Nanes the policy that should be used for this client-class.
selection-criteria nlist(obj(0))

Lists the selection tags for this client-class. Al the criteria
inthis list nust appear in the scope/prefix selection tags for a
scope/ prefix to be considered acceptable to this client-class.

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
unauthenticated-client-class-name string

Names the client-class used if this client is no |onger
aut henti cat ed.

user -defined string

Provi des an opaque user-defined string that can be set
and queried. This property has no effect on the operation
of the DHCP server.



v6-client-lookup-id expr

SPecifies the key value used to | ookup the DHCPv6 cli ent t
c usi ng an expression that evaluates to a string
The | ookup can be | ocal

i ent dat abase,
or a bl ob that
LDAP.

is a valid string.

v6-override-client-id expr

in the

or through

An expression which evaluates to a blob which is used for the

client-identity value for the current

this value derived from the expression evaluation wll
client-id option value in the Incom ng
int

practice, both values are retained

client-class-policy

client-class-poli

DHCPv6 client. Conceptually
_repl ace any
acket (though in actual

e | ease-state database).

cy - Adds DHCP policy information to a client-class

Synopsis
client-class-policy <client-class-nanme> del ete
client-class-policy <client-class-nane> set <attribute>=<val ue>
[<attribute>=<val ue> ...]

client-class-policy <client-class-nane> get <attribute>
client-class-policy <client-class-nane> disable <attribute>
client-class-policy <client-class-nanme> enable <attribute>
client-class-policy <client-class-name> show
client-class-policy <client-class-nane> setlLeaseTinme <tine-val >
client-class-policy <client-class-nane> getLeaseTi ne
client-class-policy <client-class-nane> setOpti on <opt-nanme | id> <val ue>
client-class-policy <client-class-nane> get Option <opt-nanme | id>
client-class-policy <client-class-nanme> unset Opti on <opt -nane | id>
client-class-policy <client-class-nane> |istOptions
client-class-policy <client-class-name> setV6(pti on <opt-name | id> <val ue>
client-class-policy <client-class-nane> getV6Opti on <opt-nane | id>
client-class-policy <client-class-nanme> unsetV6QOpti on <opt-nane | id>
client-class-policy <client-class-nanme> |istV6Options
client-class-policy <nane> setVendor Option <opt-name | id>

_ ) ) <opt - set - nane> <val ue>
client-class-policy <nane> getVendor Option <opt-name | id>

_ ) ~ <opt - set - name>
client-class-policy <name> unset Vendor Opti on <opt-nanme | id>

_ _ _ _ <opt - set - nane>
client-class-policy <nane> |istVendor Opti ons
client-class-policy <name> set V6Vendor Opti on <opt-nanme | id>

. i . <opt - set - name> <val ue>
client-class-policy <nanme> get V6Vendor Opti on <opt-nanme | id>

. ; ~ <opt - set - nane>
client-class-policy <name> unset V6Vendor Opti on <opt-nanme | id>

. ) ) ) <opt - set - name>
client-class-policy <nanme> |istV6Vendor Opti ons

Description

The client-class-policr
client-classes. Each cli
enbedded policy and can refer
data; for exanple, a router |P address

An enbedded

command configures enbedded policies for
ent-class can contain option data in its
to a naned policy with nbre option

. policy is a collection of DHCP option val ues and settings
associated wth (and naned by) a client-class.

Net wor k Regi strar

inmplicitly creates and del etes an enbedded client-class policy when



you create and del ete the corresponding client-class. You nanipul ate
the client-class policy using the nane of the client-class to which
t he enbedded policy is attached.

client-class-policy <client-class-nane> setOption <opt-name | id> <val ue>
Sets individual option values. Wen you set an
option value the DHCP server will replace any existing val ue or

create a new one as needed for the given option nane.

client-class-policy <client-class-nanme> get Option <opt-name | id>
Di spl ays option val ues.

client-class-policy <client-class-nane> unset Option <opt-name | id>
Unsets option val ues.

client-class-policy <client-class-nane> setlLeaseTine <tine-val>
Sets the | ease tine.

client-class-policy <client-class-nanme> getLeaseTi ne
Di splays the lease tine for the specified client-class.

See the attribute descriptions for the policy command for a conplete list of
attri but esfor cllent—class—Pollcy. Except where noted in that Iist,
policy command attributes also apply to client-class policies.

Examples
Status

See Also

palicy, client-policy, dhcp-address-block-policy, link-policy, link-template-policy, prefix-policy, prefix-template-
palicy, scope-palicy, scope-template-policy

Attributes

affinity-period time

Associ ates a |lease in the AVAILABLE state with the client that

last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignment to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewals enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
updat e; otherw se, based on other server configurations, the server
does the A record update.

allow-dual -zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled



G ves the server control over the |ease period. Although a client
can request a specific lease time, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tinmes that are
shorter than those configured for the server.

allow-non-tempor ary-addr esses bool default = true

Det er ni nes whet her DHCPv6 clients can request non-tenporary
(I A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det ermi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nmake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Conmmit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Oherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det er mi nes whet her DHCPv6 clients can request tenmporary (1A _TA)
addr esses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if a router (client) does not explicit
The default l[ength nust always be great
I ength of the prefix range.

ngth of the del egated prefix,
r

e
y request it.
e

excluded-prefix prefix

Speci fies the excluded prefix (bits and prefix-length) to be sent

%gog§KFN6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual delegated prefix's

Prefix length and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0:0:0:f::/64.

If configured, the server will determnmi ne the excluded prefix

when a lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

Desi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Updat e Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

r than or equal to the prefix



Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all unicast renews to be sent to the relay agent instead
of directIK to the DHCP server, and so renews arrive at the DHCP
server with option-82 informati on appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr might not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the Ilength of tine between the expiration of a |ease
and the tinme it is nmade available for reassignnment.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any tinme it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each tine they reboot.

lease-retention-limit bool default = disabled

If enabl ed and the DHCP server's |ease-retention-nax-age is

configured to a non-zero value, tines in | eases subject to this
Folicy wll not be allowed to grow ol der than
ease-retention-max-age. As t eY progess toward

Iease—retention—npx—age,.theﬁ w Il periodically be reset to

| ease-retention-nin-age in the past.

limitation-count int

Speci fies the maxi mum nunber of clients with the same limtation-id
that are allowed to have currently active and valid | eases.

longest-pr efix-length rangeint(0-128)

For prefix delegation, specifies the |ongest prefix |ength allowed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is |onger than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix l ength nust al ways be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Specifies the maximum client |ease tine that the server is allowed to
send to the client. If the calculated lease tine is greater than this
value, the client is sent this val ue

This attribute lints the tinme sent to the client, it does not i npact
any of the |lease time calcul ations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1l) and rebindin T2) times given to the client will be
based on the lease tine actually sent to the client and may further be
Iinipgd by the max-client-renewal -tinme and max-client-rebinding-timnme
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SPecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the tinme sent to the client, it does not i npact
any of the |lease time cal cul ati ons nade by the server

The actual value sent to the client may be further limted by the



max-client-lease-tinme as T2 nust be |less than or equal to the |ease
tine.

max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal tine is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-rebinding-tinme or max-client-1lease-tinme as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi mum nunber of |eases that a client may use per
bi nding from an allocation group. This apFIies to DHCPv6 only.
Explicit or inplicit allocation groups only limt new server
initiated all ocations to a binding. They do not limt the overal

| eases a client may use. Leases nmy have been assigned because of
differences in the configuration, reservations, conmunication wth
the failover partner, client requests, or from using extensions to
alter |ease acceﬁtability (I ease acceptability extensions can
still override the limts as well). This attribute can be used to
limt the nunber of |eases.

The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nobst recently provided to the client. However,
when | eases have the sane tinme, the result will be random as to
which | ease(s) will be revoked

offer-timeout time default = 2m

Instructs the server to wait a specified amunt of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified time interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-file-name cannot be |onger than 128 characters.

packet-server-name string

Identifies the host-nanme of the server to use in a client's boot
process. The server returns this file name in the 'sname' field
of its replies. The packet-server-nane field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For example, this mght be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
‘siaddr' field of its replies.

per manent-leases bool default = disabled

| ndi cates whet her |eases using this policy are permanently granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and nmaxi mum preferred lifetine for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the time the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wen the preferred lifetime expires, the address
becones deprecated and Its use is restricted.



Note: For 1A TA's, the min-preferred-lifetime is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = alow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disallow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

support and the server drops client
Solicit and Request nessages that do not
i nclude a Reconfigure-Accept opti on.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows:
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.
- If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Control s whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfigure nmessages.

If false (the default), the server prefers to unicast
Reconfi?ure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and naned
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
cane from a |ink-1|ocal address.

rever se-dnsupdate nameref (0)

aﬁecifies the nane of the update configuration that determ nes
ich reverse zones to include in a updat e.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you nmight have the server consider

| eases as leased for a |longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it Is longer than the |lease time in the dhcp-I|ease-tine option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix delegation, specifies the shortest prefix |length all owed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix l ength nust al ways be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled



SPecifies a value that the DHCP server might use internally to
affect |ease tines.

If enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tinme option fromthe appropriate
policy; but the server bases its decisions regardi ng expiration
on the 'server-lease-tinme' value

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the lease to available state. If there is no val ue
configured in the systemdefault_policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -reservations bool default = off

Controls how the server database checks for reserved |IP

addr esses. )
By default, the server uses the MAC address of the DHCP client as the
key for its database | ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that val ue

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOTP clients.
v4-r eply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SFecifies the maxi mum client preferred lifetine that the server is
allowed to send to the client. If the calculated preferred lifetine
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the tine calcul ations nade by the server.

The renewal (T1l) and rebinding (T2) times given to the client will be
based on the l|ease tine actually sent to the client and may further
be limted by the v6-max-client-renewal -ti me and

v6- max-client-rebinding-tinme attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetime as T2 nust be |less than or equal to
the preferred lifetine.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi num client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the tinme sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the

v6- max-client-rebinding-tinme or v6-max-client-preferred-lifetine as
Tl must be less than or equal to T2 (and the preferred lifetine).



v6-max-client-valid-lifetime rangetime(60s-2y)

SFecifies the maximumclient valid lifetime that the server is
allowed to send to the client. If the calculated valid lifetine is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetinme sent to the client, it
does not inpact any of the tine calcul ations nade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any

replies to DHCPv6 clients. ) ) ) )
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then naned policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See
RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then naned policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. \Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetime nust be greater than or equa
to the preferred lifetine.

Note: For A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.

client-policy
client-policy - Adds DHCP policy information to a client object
Synopsis
client-policy <client-name> del ete
client-policy <client-nanme> set <attribute>=<val ue>
[<attri bute>=<val ue> ...]
client-policy <client-name> get <attribute>
client-policy <client-nanme> disable <attribute>
client-policy <client-nane> enable <attribute>
client-policy <client-nanme> show
client-policy <client-nanme> setlLeaseTinme <tine-val >
client-policy <client-name> getLeaseTi ne
client-policy <client-nane> setQption <opt-nane | id> <val ue>
client-policy <client-name> get Opti on <opt-name | id>
client-policy <client-nanme> unset Qpti on <opt-nanme | id>
client-policy <client-nanme> |istOptions



client-policy <client-name> setV6Qpti on <opt-nanme | id> <val ue>

client-policy <client-nane> getV6Opti on <opt-nane | id>
client-policy <client-name> unset V6Opti on <opt-nanme | id>
client-policy <client-nanme> |istV6Options
client-policy <name> set Vendor Opti on <opt -nane | id>

<opt - set - nanme> <val ue>
client-policy <nane> getVendor Opti on <opt-nane | id>

<opt - set - nane>
client-policy <nane> unset Vendor Opti on <opt-nane | id>

_ ) ) ) <opt - set - name>
client-policy <nane> |istVendor Options

client-policy <name> set V6Vendor Opti on <opt-nanme | id>

<opt - set - nane> <val ue>
client-policy <nane> getV6Vendor Opti on <opt-nane | id>

<opt - set - name>
client-policy <name> unset V6Vendor Opti on <opt-nanme | id>

. ; ) ) <opt - set - name>
client-policy <name> |istV6Vendor Opti ons

Description

The client-policy conmand confi gures enbedded policies for clients.
Each client can contain option data in its enbedded policy and m ght
refer to a named policy with nore option data - for exanple, a router
| P address. Network Registrar inplicitly creates and del etes an
enbedded client policy when you create or delete the corresponding
client. You manipulate the client policy using the name of the client
to which the enbedded policy is attached.

client-policy <client-nanme> set Opti on <opt-name | id> <val ue>
Sets individual option values. Wen you set an
option value the DHCP server replaces any existing value or
creates a new one as needed for the given option nane.

client-policy <client-nanme> unset Qpti on <opt-nanme | id>
Unsets option val ues.

client-policy <client-name> getOption <opt-nanme | id>
Di spl ays option values for the specified client.

client-policy <client-name> setlLeaseTi ne
Sets lease tine values for the specified client.

client-policy <client-name> getlLeaseTi me
Di spl ays the | ease tine val ue.
Examples
Status
See Also

policy, client-class-palicy, dhep-address-block-policy, link-policy, link-template-policy, prefix-policy, prefix-
template-palicy, scope-palicy, scope-template-policy

Attributes

affinity-period time

Associ ates a lease in the AVAI LABLE state with the client that
last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address



generation technique, it could be mllions of years before an
address ever needs reassignment to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewals enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
updat e; ot herw se, based on other server configurations, the server
does the A record update.

allow-dual -zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease tinme, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tines that are
shorter than those configured for the server

allow-non-tempor ary-addr esses bool default = true

Det er mi nes whet her DHCPv6 clients can request non-tenporary
(I'A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det er mi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Commit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Gherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det ermi nes whet her DHCPv6 clients can request tenporary (IA TA)
addresses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if arouter (client) does not explicit
The default length nust always be great
| ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix

Speci fies the excluded prefix (bits and prefix-length) to be sent
to DHCPv6 clients that requested the PD Exclude Option (see RFC



6603) .

Note that only the bits between the actual delegated prefix's

Preflx | ength and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0.0:0:f::/64. . . .

If configured, the server will determine the excluded prefix

when a |lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

Desi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Update Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all unicast renews to be sent to the relay agent instead
of directly to the DHCP server, and so renews arrive at the

server wWith option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr m ght not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the length of tine between the expiration of a |ease
and the tine it is nmade avail able for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any time it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each time they reboot.

|lease-r etention-limit bool default = disabled

I f enabl ed and the DHCP server's | ease-retenti on-nax-age is
configured to a non-zero value, tinmes in | eases subject to this
Pollcy will not be allowed to grow ol der than

ease-retenti on-max-age. As t eY progess toward
Iease-retention-nax-age,_theﬁ will periodically be reset to
| ease-retention-nin-age in the past.

limitation-count int

Speci fies the maxi mum nunber of clients with the sane limitation-id
that are allowed to have currently active and valid | eases

longest-prefix-length rangeint(0-128)

For prefix del egation, specifies the |ongest prefix |ength all owed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is longer than this, this length is used.



The default is the value of the default-prefix-I|ength.
Thi s ﬁreflx l ength nust always be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Speci fies the maximum client |ease tine that the server is allowed to
send to the client. If the calculated lease tinme is greater than this
value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease tine calculations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iini;gd by the max-client-renewal -tinme and max-client-rebinding-timnme
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-|lease-time as T2 nust be less than or equal to the |ease
time.

max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mnum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the tinme sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-rebinding-tine or max-client-lease-time as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi num nunber of |eases that a client may use per
bi nding from an allocation group. This apPIies to DHCPv6 only.
Explicit or inplicit allocation groups only Iimt new server
initiated all ocations to a binding. They do not limt the overal

| eases a client may use. Leases may have been assigned because of
differences in the configuration, reservations, communication wth
the failover partner, client requests, or from using extensions to
alter lease acceptability (lease acceptability extensions can
still override the limts as well). This attribute can be used to
limt the number of |eases.

The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nost recently provided to the client. However
when | eases have the sanme tine, the result will be randomas to
whi ch | ease(s) will be revoked

offer -timeout time default = 2m

Instructs the server to wait a specified amount of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified tine interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the "'file' field of its replies.
The packet-fil e-nane cannot be |onger than 128 characters.

packet-server-name string

Identifies the host-nane of the server to use in a client's boot



process. The server returns this file nane in the 'snane' field

of its replies. The packet-server-nanme field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For exanple, this might be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
"siaddr' field of its replies

per manent-leases bool default = disabled

I ndi cat es whether |eases using this policy are permanent|ly granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and maxi mum preferred lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the tinme the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wien the preferred litetinme expires, the address
beconmes deprecated and 1ts use is restricted.

Note: For |A TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disallow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

support and the server drops client
Solicit and Request nessages that do not
i ncl ude a Reconfigure-Accept option.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enmbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows:
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.
- |If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfigure nmessages.

If false (the default), the server prefers to unicast
ReconfiPure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nmessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and nanmed
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Rel ay-Forw nessage
cane from a |ink-I|ocal address.



rever se-dnsupdate nameref (0)

aﬁecifies the name of the update configuration that determ nes
ich reverse zones to include in a DNS update.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you mght have the server consider

| eases as leased for a |longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it is longer than the lease tinme in the dhcp-Ilease-tinme option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix del egation, specifies the shortest prefix [ength allowed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Iength.

Thi s ﬁreflx | ength nust always be greater than or equal to the prefix
I ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect |ease tines.

If enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tinme option fromthe appropriate
policy; but the server bases its decisions regardi ng expiration
on the 'server-lease-time' value

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the lease to available state. If there is no val ue
configured in the systemdefault_policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -reservations bool default = off

Controls how the server database checks for reserved |IP

addr esses. )
By default, the server uses the MAC address of the DHCP client as the
key for its database | ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that val ue

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOTP clients.
v4-r eply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SFecifies the maxi mum client preferred lifetine that the server is
allowed to send to the client. If the calculated preferred lifetine
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the tine calcul ations nade by the server.

The renewal (T1l) and rebinding (T2) times given to the client will be



based on the lease tinme actually sent to the client and may further
be limted by the v6-max-client-renewal -tinme and
v6- max-client-rebinding-tinme attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetime as T2 nust be |less than or equal to
the preferred lifetine.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the

v6- max-client-rebinding-time or v6-max-client-preferred-lifetine as
Tl must be less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s- 2y)

SFecifies the maximumclient valid lifetinme that the server is
allowed to send to the client. If the calculated valid lifetine is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the tinme cal cul ations nmade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any

replies to DHCPv6 clients. ) ; ) ;
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See
RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetine nust be greater than or equa
to the preferred lifetine.

Note: For |A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.



cluster

cluster - Configures the local and renpte clusters

Synopsis

cluster <nane> create <address> [<attribute>=<val ue>]

cluster <nane> del ete

cluster list

cluster |istnanes

cluster listbrief

cluster <name> show

cluster <nane> set <attribute>=<val ue> [<attribute>=<value> ...]
cluster <nane> get <attribute>

cluster <nane> unset <attribute>

cluster <nane> enabl e <attri bute>
cluster <nanme> di sabl e <attri bute>

cluster <name> activate

cl uster <name> deactivate

cl uster <name> resynchroni ze

cl uster <nane> sync

cl uster <nane> updat eRepl i caDat a

cl uster <nane> renpveRepli caDat a

cl uster <nanme> recover Dat a

cl uster <name> poll LeaseH story

cl uster <nane> getlLeaseH storyState
cluster <nane> pol | Subnet Utilization

Description

The cluster conmand configures the specified |ocal or renote
cluster, primarily providln? connection and polling information;
for exanple, |P address, fully qualified domain name, and HTTP port.
Tﬂis infornation provi des reference points for objects related to
the cluster.

The activate, deactivate, resynchronize, sync, updateReplicabData,
renoveRepl i caData, recoverData, poll LeaseHi story,

get LeaseHi storyState, and poll Subnet Utilization are only avail abl e
when connected to a regional cluster.

Examples
Status
See Also

Attributes

admin string
Sets the administrator identity to use to contact this cluster.
atul-port rangeint(0-65535)

if >0, a process on this cluster is listening for ATUL protocol
qgueries on this port nunber.



cluster -id short unigue,immutable

Identifies the |ocal cluster that is the authoritative source
for this object. This attribute is set by the CCM server.

fgdn dname

Provides the fully qualified domain name of this server.
This attribute is not used to contact the cluster.

http-port int

Specifies the http-port to use for non-SSL-secured connections
to the web server for this cluster.

https-port int

Controls the https-port to use for SSL-secured connections to
the webserver for this cluster. This port is only used if the
val ue of the use-https-port attribute is true

ipaddr ipaddr required

Provides the |P address of this server. This attribute,
rather than the fqgdn is used to connect to the cluster.

licensed-ser vices flags(dhcp=17, dns=18, cdns=19)

| dentifies the component services that are |icensed
for this local cluster.

local-ser ver s nlist(obj(0)) transient

Lists the servers associated with this cluster. This transient

attribute nakes it easier for clients that want to show a tree
of clusters with their child servers to get all the information
in a single request.

name string required,unique
Narmes the cluster.
password clrtxt

Sets the password that authenticates the identity stored
in the admin attribute. Do not use this clear-text value
except within process nenory. Use the corresponding
passwor d- secr et i nstead.

passwor d-secr et secret

Sets the identifier of the secret representing the password that
aut henticates the identity stored in the adnmin attribute.

poll-lease-hist-interval rangetime(0-1y)

Specifies how often to collect the |ease history from the DHCP
server for this cluster. If set to 0, polling does not occur.

poll-lease-hist-offset rangetime(0-24h)

Provides a fixed time of day for |ease history polljnﬁ. )
This tine is interpreted as a tine of day offset, with O being
12 midnight, provided the polling interval is |less than 24 hours,

and the offset value is less than the polling interval. If the offset
value is greater than the polling interval, or the interval is
greater than 24 hours, the offset will be ignored

The scheduler for polling will ensure that the first polling event



occurs at the offset tinme. For exanple, if you set the interval to
4 hours and the offset to 2am the polling would occur at 2am 6am
10am 2pm 6pm and 10pm

poll-lease-hist-retry rangeint(0-4)
Controls how often to retry if |ease history polling fails.
poll-replica-interval time default = 4h

Set the autommtic replication interval; that is, how often
Net work Registrar polls this server for replica data.

poll-replica-offset time default = 4h

Sets a fixed tine of day for replica poIIin?.
This tine is interpreted as a time of day offset, with O being
12 mi dni ght, provided that:

the polling interval is less than 24 hours, and

the offset value is less than the polling interval
If the offset value is greater than the ﬁolling interval, or
the interval is greater than 24 hours, the offset is ignored.
The schedul er for polling ensures that the first polling event
occurs at the offset tinme. For exanple, if you set the Interva
to 4 hours and the offset to 2am the polling woul d occur at
2am 6am 10am 2pm 6pm and 10pm

poll-subnet-util-interval rangetime(0-1y)

Specifies how often to collect subnet utilization data from
the DHCP server for this cluster. If set to 0, polling does
not occur.

poll-subnet-util -offset rangetime(0-24h)

Provides a fixed tinme of day for subnet utilization polling.
This tine is interpreted as a tinme of day offset, with O being
12 midnight, provided the polling interval is |ess than 24 hours,

and the offset value is less than the polling interval. If the offset
value is greater than the polling interval, or the interval is
greater than 24 hours, the offset will be ignored

The schedul er for polling will ensure that the first polling event

occurs at the offset tine. For exanple, if you set the interval to
4 hours and the offset to 2am the polling would occur at 2am 6am
10am 2pm 6pm and 10pm

poll-subnet-util-retry rangeint(0-4)
Controls how often to retry if subnet utilization polling fails.
product-version pcv

The product version nunber of the cluster in major, minor, rev form
This value is updated when the cluster is resynchronized.

remote-id short

Sets the ID on the renpte cluster that refers back to the

local cluster. If there are two cluster objects on two servers
that share a secret and refer to each other, then the local ID =
the renmpte-id, the local renpte ID = the renbte |ID, and the val ue
of the local shared secret = the value the renpte shared secret.

replication-initialized bool default = false

I ndi cates whet her data replication has already been initialized
on this cluster.

restor e-state enumshort default = active, transient

I ndi cates whether the cluster has been deactivated or is in the



process of being restored fromthe replica db.
scp-port int

Controls the port nunber used for SCP comuni cati ons.
scp-read-timeout time default = 20m

The tinme linmt for how |long we should wait for data when
readi ng an SCP nessage fromthis cluster.

shar ed-secr et secret

Specifies the identifier for the secret shared between the
server storing this object and the cluster it represents.
This shared secret is used to generate single-sign-on

aut henti cati on tokens.

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
use-https-port bool default = false

Controls whether the https-port is used to make single sign-on
connections to the cluster. |If the value is false, or the
https-port attribute is not set, then the http-port is used

use-ssl enumstr(disabled=1, optional=2, required=3) default = optional

What security node should we use when connecting to this cluster.
If optional, and we have a security library installed, we wll

try to secure the connection. |If required, we will not nmake
the connection unless we can secure the connection (this requires
the security library to be installed). If none, we wll not

try to secure the connection.

dhcp

dhcp - Configures and controls the DHCP server

Synopsis

dhcp disable <attribute>
dhcp enable <attribute>

dhcp get <attribute>

dhcp set <attribute>=<value> [<attribute>=<val ue> ...]

dhcp unset <attri bute>

dhcp show

dhcp getStats [[all | server [,] failover [,] dhcpv6] [total | sanple]]

dhcp reset Stats
dhcp get ScopeCount [vpn <name> | all]
dhcp getPrefixCount [vpn <nane> | all]

dhcp attachExtensi on <extensi on-poi nt> <extensi on-nane> [sequence nunber ]
dhcp det achExt ensi on <extensi on-poi nt> [sequence nunber ]

dhcp |i st Ext ensi ons

dhcp get Rel at edServers [ col um-separator=<string> | full]

dhcp updateSnms [all]

dhcp serverlLogs show

dhcp serverlLogs nl ogs=<nl ogs> | ogsi ze=<I| ogsi ze>

dhcp limtationList <ipaddr> [<limitation-id> show



Description

The dhcp conmand | ets you configure the DHCP server in a cluster.

dhcp getStats [[all | server [,] failover [,] dhcpv6] [total | sanple]]
dhcp resetStats
The getStats conmand retrieves statistics from a runni ng DHCP
server. You can supply one or nore specific categories of
statistics counters, or the keyword all to retrieve all supported
categories. If collection of sanple counters is enabled in the
server, you can retrieve the nbst recent sanple counters instead
of the running totals by specifying sanple after the categories.
The resetStats command resets the running totals counters.

dhcp attachExt ensi on <extensi on-poi nt > <extensi on-nane> [sequence nunber ]
dhcp det achExt ensi on <ext ensi on-poi nt > [ sequence numrber ]
dhcp i st Ext ensi ons

Use the commands attachExt ensi on, detachExtensi on,

and |istExtensions to configure the extensions points in the

server.

You can associate multiple extensions with each extension

poi nt, and each executes in the order specified by the sequence

nunber used when the attachment was made. [|f no sequence number
is used with attachExtension and detachExtension, it defaults
to 1. |If multiple extensions are configured for a given point,

| i st Ext ensi ons shows the sequence numbers associated wi th each
Sequence nunbers must be in the range 1-32.

The avail abl e extensi on points are:

The attachExtensi on command sets the sFecified ext ensi on poi nt
(and optional sequence position) to call the naned extension. |If
the extension point is already configured (for a given sequence
position) to call an extension, Network Registrar overwites it
with the new val ue.

The detachExtensi on conmand renpves any extension configuration
fromthe specified extension point and sequence nunber.

The |i st Extensi ons conmand shows the current configurations for
each extension point.

You can put the DHCP server into inport node by enabling the

i mport-node feature and then restarting the server. You take the
server out of inport-node by disabling the feature and restarting
the server. You can use inmport node to exclude all DHCP | ease
requests except for the specially tagged ones that come from the
CLI during |l ease inport (see the inport command).

dhcp get Rel at edServers [ col um- separ at or =<stri ng>]
The dhcp get Rel atedServers conmand displays a table with the
follow ng information for each associated failover, DNS or LDAP

server:
Type
Mai n, Backup, DNS or LDAP
Name
DNS host nane
Addr ess

IP Address in dotted octet formnat

Conmruni cat i ons
OK or | NTERRUPTED

Request s .
Nunber of outstandi ng requests

<cl ust er - name> State )
Fail over state of this server

Partner State
Fai | over state of partner

dhcp get Rel at edServers ful
Thglfyll list of related servers is displayed (rather than a
tabl e).



dhcp updateSns [all]

The dhcp updateSns conmmand initiates SMS processin?. To send al
| eases to SM5, use the argunent all; otherw se, only the new

| eases activated since the last tine the command ran successful ly
are sent. To run this command, turn on sns-network-di scovery and
set sns-library-path. The command returns an error if

sns- net wor k- di scovery is not turned on or if it is unable to |oad
SM5 library or if the optional argument string is invalid,
otherwise It returns success to indicate SVMS processing started
successful ly.

dhcp serverlLogs show

The serverLogs show conmand di spl ays the nunber of log files and
t he maxi num size for each file.

The serverLogs command all ows setting the two server Ioggin?_
paranmeters, nlogs and |ogsize. Either or both may be specified
In the command, and changes will only occur to the one(s)
specified. Wen setting |ogsize, the value may be suffixed with
K or Mto signify units of thousands or millions. Note that in
order for these changes to take effect you nust save the changes
and restart the server Agent.

dhcp serverLogs nl ogs=6 | ogsi ze=500K
dhcp serverlLogs | ogsi ze=5M

dhcp get ScopeCount [vpn <name> | all]
dhcp getPrefixCount [vpn <nane> | all]

The get ScopeCount conmand di spl ays the scopes, networks, and VPNs
for the current VPN, all VPNs, or a specific VPN

The get Prefi xCount command di spl ays the prefixes, |inks, and VPNs
for the current VPN, all VPNs, or a specific VPN

dhcp limtationList <ipaddr> [<limtation-id>] show

Lists DHCP clients and | eases that are associated by a conmon
limtation-id for the client (see the client command). Use this
command when a DHCP client is denied service because the nunber of
existing clients with a common limtation-id equals the allowed
limtation-count, as set for a policy (see the policY commrand) .

It then determ nes which existing clients with that limtation-id
have active | eases.

If you specify both the ipaddr and linmtation-id argunents, the
i paddr determ nes the network in which to search, and does not
have to be an actual |IP address that the DHCP server coul d
allocate. In this case, the limtation-id nmust be a blob in

nn: nn: nn for mat ﬂsuch as 01:02:03) or a string in string format.
If you omt the limtation-id, the ipaddr nust be the |IP address
of a currently active lease, and the limtation-id used for the
command will be the one associated with that |ease

If you want to deternmine the existing clients and | eases usin% up
the limtation-count for a particular limtation-id because the
foll owi ng nessage appeared in the DHCP server | og

Warni ng Server 0 05646 Could not add Cient MAC
'1,6,01:02:03: 04: 0c: 03" with limtation-id: 01:02:03
using Lease: 10.0.0.23, already 3 Clients with that id.
No over-limt client class specified! Dropping packet!

Use the | ease specified in "... using Lease 10.0.0.23" as the
<i paddr>, and the linmtation-id specified in "... wth
limtation-id 01:02: 03" as the <limtation-id>

nrcmd> dhcp limtationList 10.0.0.23 01: 02: 03 show
The result would be a list of 3 |eases with the client's MAC

address, the client |last transaction time, and the client's host
nane.

Examples

Status



See Also
server

Attributes

activity-summary-interval time default = 60s

Sets the time that elapses between activity summary | og
nmessages when activity-sunmmary setting is enabled in
| og-settings.

addr-blocks-default-selection-tags nlist(obj(0))

Associates a default selection tag (or list of tags) with incomng
3ubnet-allocat|on requests that do not contain any subnet name
at a.

addr -blocks-use-client-affinity bool default = true

Control s whether the DHCP server allocates subnets to clients
usi ng address-blocks that the clients have aIreadY used.

If you set this attribute to false, the server allocates subnets
from any suitable block (based on other selection data in client
nmessages.

addr-blocks-use-lan-segments boal default = false

Control s whet her DHCP subnet-al |l ocati on uses the |an-segnent
attribute when it is configured on address- bl ocks.

addr-blocks-use-selection-tags bool default = true

Control s whether the server conpares subnet name data on an
i ncomi ng subnet-allocation request with the selection tag of each
address-block. A block is only considered if the two match.

atul-port rangeint(1-65535) default = 7543

If configured, enables the DHCP server to listen for incomng
ATUL queries on this UDP port.

atul-support bool default = off

Enabl es DHCP support for the ATUL query protocol. The atul -port
parameter configures the port nunber to use to listen for
ATUL queri es.

cache-client-for -requests bool default = false

Controls whether or not DHCP server will add the client to the
client-cache during DHCPREQUEST (REQUEST, RENEW and REBIND in
case of DHCPv6) nessage Processing. Default, false (disable).

If true, DHCP server will add the client to the client-cache
duri ng DHCPREQUEST ( REQUEST, RENEW and REBIND in case of DHCPv6)
nessage processi ng.

If false, the DHCP server will not add the client to the
client-cache during DHCPREQUEST (REQUEST, RENEW and REBIND in
case of DHCPv6) nessage processing. It will only add the client

to the client-cache during DHCPDI SCOVER (SOLICIT for DHCPv6)
processi ng. ) )

Adding the client to the client-cache can inprove performance
when the server receives nultiple nessages froma client wthin
a short period, such as would be expected for

DHCPDI SCOVER/ DHCPOFFER, DHCPREQUEST/ DHCPACK ( or

SCLI Cl T/ ADVERTI SE, REQUEST/ REPLY) sequences.

client-cache-count int default = 1000



Speci fi es the maxi mum nunber of clients in the client cache.
The DHCP server allocates the anpbunt at startup and frees

it at shutdown. If you set the value to 0, you disable client
caching and the server nust use persistent storage to process a
DHCPREQUEST.

client-cache-ttl time default = 10s

Sets the maximumtine-to-live in seconds for a client in
cache. The DHCP server discards the entries in nmenmory after
this period.

client-class bool default = disabled

Controls how the DHCP server uses the client and client-class
configuration objects to affect request processing. Default is
fal se (disabl ed).

client-class-lookup-id expr

Speci fies the expression used to determine a client-class solely
on data contained in an incomng DHCP client request.

The expression nmust return a string with the name of a currently
configured client-class, otherwise it nust return the string

"', Any return that is not a string containing the nane

of a currently configured client-class or '' Is considered

an error.

collect-addr-util-dur ation rangetime(0-3d) default = 0

Sets the maxi mum period, in hours, that the DHCP server

mai ntai ns address utilization data.

To disable collecting address utilization data, unset

this attribute or give it a value of O.

Use this attribute, with the collect-addr-util-interva

attribute, to determ ne the frequency that the server

uses to take snapshots of the data and to set the |ength of

time the DHCP server mmintains the data. Together these attributes

ggvg an inpact on nenory usage because each snapshot of data is
tes.

For gxanple, i f you have 10 scopes and you set

col l ect-addr-util-duration is set to 24h and

collect-addr-util-interval to 1h, nenory used by the DHCP

server to maintain address utilization data is 24 times 68 bytes

for each scope; that is, 10x24x68 or 16KB

collect-addr-util-interval rangetime(5m-24h) default = 15m

Sets the frequencK, in mnutes or hours, that the DHCP

server uses to take snapshot views of address utilization data
If collect-addr-util-duration is not configured, or set

to 0, the DHCP server ignores the collect-addr-util-interval
Use this attribute, with the collect-addr-util-duration
attribute, to determne the frequency that the server uses to

t ake snapshots of the data and the length of time the DHCP server
mai ntai ns the data. Together these attributes affect nmenory
usage because each snapshot of data is 68 bytes.

For example, if you have 10 scopes and you set

col l ect-addr-util-duration to 24h and col | ect-addr-util -interva
to 1h, nmenory used by the DHCP erver to nmintain address
utilization data is 24 tinmes 68 bytesfor each scope; that is,
10x24x68 or 16KB.

collect-performance-statistics boal default = false

Controls whether the DHCP server collects statistics for
per for mance nonitoring

collect-sample-counter s boal default = disabled

Controls whether the DHCP server collects activity statistics
counters independently of the Io%-settings attribute flag.

If false, this attribute is disabled.

If true, this attribute enables collecting activity



statistics.

Not e: These activity statistics counters are al so enabl ed,
if you enable 'activity-summary

logging is enabled (see 'log-settings').

default-free-addr ess-config nameref (0)

Specifies the default SNVP free-address trap configuration object
for the server. Al scopes that are not individually configured
use this default free-address val ue.

defer -lease-extensions bool default = true

Det ermi nes whet her the DHCP server can defer extending |eases

to their full |ease expiration tine.

If enabled (true), the DHCP server can defer extending the |ease
expiration tine. Rather than give the client the full configured
| ease tine, the server instead gives the client the remaining
time on the existing |ease, inproving server perfornmance and

t hr oughput. The DHCP server typically defers extending the |ease
if the client renews early; that is, before the client's |ease
renewal time (T1l) el apses.

I f enabl ed, the DHCP server can save conmitting the |lease to
disk and updating its failover partner with an extended |ease
expiration tine.

| f disabled, the DHCP server almaﬁs attenpts to extend the

| ease expiration tine. However, there may be conditions

that prevent the server from extending the |ease for the full
configured |l ease tinme; for exanple, failover protocol restrictions.

delete-or phaned-leases bool default = false

Controls how the DHCP server handl es orphaned | eases

Default is fal se (disabled).

A | ease is orphaned if:

--It does not match a range or reservation in a configured scope, or

--If it appears in the |ease state database with a VPN ID that does
not match a VPN in the database.

If this attribute is true, the server del etes orphaned | eases

when the server next reloads. This ensures that the |ease state

dat abase has no old, unconfigured leases in it, but it also ma

cause the total |oss of |ease state information due to a mi stake

in configuration

If this attribute is false, the server ignores the entries in

the | ease state database. If the | ease was orphaned due to a

configuration nistake, then when you when you correct the

m st ake, the DHCP server can use the |ease

Whet her true or fal se, the server cannot use the | ease

delete-or phaned-subnets bool default = false

Controls how the DHCP server handl es information about an
orphaned subnet; that is, whether it keeps the entry in its
dat abase or deletes it. Default is false (disable).

As the DHCP server starts up, it tries to |ocate the

parent VPN and DHCP address bl ock of each DHCP subnet. If a
subnet refers to a VPN that is no |onger configured, or if
the server cannot |ocate a parent DHCP address bl ock that
conhainz the subnet, the server uses this attribute

to deci de.

dns-client-identity enumint(txt=1, dhcid=2, transition-to-dhcid=3, regress-to-txt=4) default = txt

SFecifies the type of resource record (RR) the server uses to identify
clients in DNS updates to avoid client nam ng conflicts.

1 - txt The server will use the TXT RR in DHCPv4 DNS updates
This setting is used for backwards conpatibility as

re-8.2 versions of CNR only support using TXT RRs
or DHCPv4. This setting nust be used if any pre-8.2
cIusEe;s are involved in doing DNS updates to the
zone(s).

2 - dhcid The server will use the DHCID RR for DHCPv4 DNS
updates. This setting should be used to support dua
stack clients and can only be used if all DHCP
servers doi ng DNS updates to the zone(s) for this



configuration support and are configured to use the
DHCI D RR.

3 - transition-to-dhcid The server will use the DHCID RR for
new entries in DNS and update existing entries to use
the DHCID RR on the next DNS update done.

This setting is required for a period of time to
transitioning existing zones ﬁ ich used TXT RRs) and
this can only be done when all servers doi ng DNS
updat es have been upgraded to squort use of the
DHCID RR (8.2 and |ater). See below on how to
expedite this transition.

4 - regress-to-txt The server will use the TXT RR for new
entries in DNS and upgrade existing entries to use
the TXT RR on the next DNS update done. This setting
is provided for use in cases where zones were prematurely
transitioned to use the DHCID RR See bel ow on how to
expedite this transition.

For the "transition-to-dhcid" and "regress-to-txt", it is recommend to
use the followi ng procedure to expedite the transition to the new RR
type as quickly as possible:

1. Set the dns-client-identify attribute to "transition-to-dhcid"
(or "regress-to-txt").
Note the value of the force-dns-update attribute.
Enabl e the force-dns-update attribute (set it to true), if not
al ready enabl ed
Rel oad t he server
After a period of tine of at |east the |ongest |ease tine
configured in the server (for the leases in the zones being
updated), set the dns-client-identify attribute to "dhcid"
(or "txt") and restore the force-dns-update attribute to its
earlier value if it was changed
This attribute will provide the default value to "dns-client-identity"
attribute present in DNS Update Config settings

N

dns-timeout int default = 15000

Controls the nunber of nilliseconds that the DHCP server waits
for a response before retrying dynam c DNS requests.

docsis-version-id-missing string

Sets the string value (maxinum 255 characters) to substitute
for the %@ocsis-vers% variable in the policy command boot -
file attribute. No default.

DOCSI S devi ces nust provide their version id

(for exanple, "docsisl.0") in the vendor-class-id option.
The server substitutes the DOCSIS version id as the

val ue of the boot-file option. If the vendor

class-id option is missing, or is not syntactically correct,
the server uses the docsis-version-id-mssing attribute

for the boot-file option.

This substitution occurs if the DHCP request packet does not
contain a vendor-class-id option or the option does not contain
a DOCSI'S version |ID.

drop-old-packets int default = 4

Sets the tine, in seconds, that a packet can age and still be
pr ocessed.

The server attenpts to read as many packets as possible from
the UDP input queue, and then process them quickly. |If the
server is very busy, it can sonetinmes becone flooded with
packets. This could delay processing some packets.

In the DHCP protocol, however, sone clients automatically
retry Packets that have not been processed in a few seconds
--so allowing the server to process packets that are

ol der than a small nunber of seconds. This can increase
congestion w thout providing any real value for the clients.
The drop-ol d- packets paranmeter is the nunber of seconds that
a packet can age and still be processed by the DHCP server.

If a packet is nore than the value of drop-ol d-packets old
when processed by the DHCP server, the server drops the packet.

drop-packet-on-extension-failure boal default = enabled

Causes the server to drop a packet #if possi bl e) when it
encounters an extension failure. Default is true (enable).



enhanced-sample-counters bool default = enabled

Enabl es col |l ecti on of enhanced statistics counters by the DHCP
server, which are then available with DHCP server statistics.
The enhanced counters provide nore detail ed information, but
cost the server sone performance to maintain. Currently, this
enabl es collecting mlliseconds ACK/ Reply | atencies (instead

of second based) and scope aggregation data (even if not
explicitly confligured).

equal-priority-most-available bool default = disabled

Control s address allocati on anbng scopes in the sane network.
This attribute determ nes how the DHCP server allocates an
address to a new client when nultiple scopes have the sane
nonzero allocation priority. Default is false (disable).

If disabled, the server uses the scope with the fewest avail able
addresses to allocate an address to a new client (if not in a
limtation list).

I f enabl ed, the server uses the scope with the npst avail abl e
addresses to allocate an address to a new client

(if not inalinmtation list).

In either case, if aclient Is in alimtation |ist,

anong those scopes of the same priority, the one that contains
other clients in the same list 1s always used

expression-configuration-trace-level int default = 2

Sets the trace level to use when configuri ng DHCP expressi ons.
Default is 2 ?failure retr%).

The range is fromO through 6, with 0 being the | owest anount
of tracing and 6 the highest:

No additional tracing

No additional tracing

Failure retry

Function definitions

Functi on argunents

Vari abl e | ookups and literal details

Ever yt hi ng

Setting a high expression-configuration-trace-|evel inposes no
performance penalty, since expressions are configured only
when you restart the server.
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expression-trace-level int default = 2

Sets the trace level to use when executing DHCP expressions.
ptional, default 2.

The range is fromO through 6, with 0 being no tracing and 6 the
hi ghest anount of tracing:

0-No tracing

1-Failures, including those ﬁrotected by (try ...)

2-Total failure retries (with trace level = 6 for retry)
3-Function calls and returns

4- Function arguments eval uated

5-Print function argunents

6- Dat at ype conversi ons (everyt hi ng)

Setting this attribute to any |evel other than 0, 1, or 2

i nposes a consi derabl e performance penalty.

The setting of 1 only traces when there is a failure in an
expression. The default setting of 2 re-executes

evaluating an expression that fails at the outernost |eve
with the expression-trace-Ilevel =10 for the duration of the
re-execution, to provide maxi num debuggi ng assi st ance.

extension-trace-level int default = 0

Sets the value of the extension trace |evel for every

request object. Default is O. ) ) ) ;
The range is fromO through 3, with O being very little tracing
and 3 the hi ghest ampunt of tracing.

failover -recover date default = none

Wth fail over enabled, sets the tinme at which the server



ialized and goes into RECOVER state. No default.

over -recover is non-zero, and the server has no

of a previous failover state in its stable storage,

he server assumes that it was previously operationa
lost all of its stable storage.

time value in the failover-recover paranmeter represents
time equal to or later than the |last known tine the server
coul d have been operational. The server attenpts to refresh
its information fromits failover partner by entering RECOVER
state and requesting a conplete update of all binding

i nf ormati on.

Time values for this attribute can be in hours (for exanple,
-2h two hours ago) or nonth day hour: nminute[:second] year.
Use the local tine of the nrcnd process.

Formats for the date are:

is a decimal number and is one of 's', 'm, )
d "W, in which 's' is seconds, 'ml is mnutes, 'h' is
hours, 'd' is days and 'wW is weeks.

ere is the nane or first three letters of the nane of
the nonth, is the hour on a 24- hour clock, and is
the fully-specified year or a two-digit representation in which
98 = 1998, 99 = 1999 and all other two digit values XX = 20XX

force-dns-updates bool default = false

Controls whether the DHCP server retries a DNS update
whenever a client renews its |lease, even if it appears
to the server that the update was al ready conpl eted
successful ly. Default is false %disable).
This attribute uses one of the follow ng val ues:
forward DnsUpdat eConfi g object Eif configuredg
reverse DnsUpdat eConfig object (if configured
the default (or where appropriate the server configured
val ue or default val ue).

get-subnet-mask-from-policy bool default = false

Controls whether the DHCP server searches all rel evant
policies for a subnet nask option to construct a response

to a client. Default is false (disable).

Normal |y, the DHCP server retains the subnet nmask confi gured
iP.the scope containing the base being granted to the DHCP
client.

gss-tsig-config nameref(0)
Identifies the gss-tsig configuration object used by DHCP server.
ha-dns-failover -timeout rangeint(30-120) default = 30

Sets the maximum time period in seconds that the DHCP server
waits for replies froma DNS server before failing over to its
partner. Default is 30s.

To use this attribute, first configure your DHCP server to
perform HA DNS updat es.

If DHCP is configured for HA-DNS updates, dns-tinmeout paraneters
are set to fit max-dns-retries within ha-dns-fail over-tinmeout.
For example, with a default ha-dns-fail over-timeout val ue of

30 seconds and and max-dns-retries of 3, dns-tineout is set to
6 seconds, so that after 3 retry attenpts and an

ha- dns-fail over-tinmeout, the DHCP server failovers. The DHCP
server uses a minimumlimt value for a dns-timeout of 2 seconds
and dns-retries of 1.

har dwar e-unicast bool default = enabled

Control s whether the DHCP server sends unicast rather

than broadcast responses when a client indicates that it can
accept a unicast.

Note: This attribute is only avail able on these

operating systens: Solaris, Wndows 2000, and W ndows NT.

ignor e-cisco-options nlist(obj(0))



Ski ps processing the G sco-specific DHCP options specified
RY name in the comma-separated list. No default.

| owabl e option names are vpn-id (185%, ci sco-vpn-id (221),
and subnet-alloc (220). Use this attribute only |f
clients use the options for other purposes.

ignore-icmp-errors bool default = enabled

Controls how the DHCP server handles | CVP ECHO (pi ng-before-
offer) requests. Default is true (enable).

If you enable this attribute and configure the DHCP server to
to send | CVP ECHO requests, the server nakes unavail abl e any
address for which it receives an ECHO reply within its
configured tineout period.

If you disable this attribute, the DHCP server also treats

| CMP DEST_UNREACHABLE and TTL_EXPI RED error messages that it
recei ves after sending | CMP ECHO requests as grounds for making
an address unavai l abl e.

ignor e-requests-for -other -server s bool

Controls whether to prevent the normal DHCP server response to
client requests for other servers.

If not explicitly set, the default is true if failover is in use and
fal se otherw se

It is recommended not to set this to false for failover if either
failover partner has nore than one interface over which DHCP packets
may be received.

If false and the DHCP server detects a client requesting a | ease
from another server for an address that this server is configured to

control, it sets the |ease to unavailable. Sone clients, however
m ght send request packets with bad server ID options -- rather than
packets actually directed to other servers -- that the server

wrongly interprets as an unavail abl e address.

If true, the DHCP server ignores requested not addressed to it.
import-mode boal default = disabled

Controls whether the DHCP server recognizes only packets
generated from the inPort | eases comand, ignoring al
others. Default is false (disable).

Use this attribute to update your DHCP server, preventing
clients from receiving addresses during this period.

inhibit-busy-optimization bool default = false

Control s whether the server uses optimzation to recover from

peri ods of congestion. Default false (disable).

By default, the DHCP server determines that it is heavily | oaded
en the nunmber of request packets reaches two-thirds of the

total allocated. The server |ogs a nessage and attenpts to

recover from the congestion by perform ng several optim zations.

For exanmple, it relaxes the requirement to keep the client's

| ast transaction tinme updated to the granularity specified by

the last-transaction-time-granularity attribute.

VWhen the number of request packets drops to one-third of the

total allocated, the server |logs a nessage and returns to

normal operation. |If you enable the inhibit-busy-optimzation

attribute, the server does not use the optimzations or |og the

messages when it gets congested

initial -environment-dictionary string

Contains attribute-value pairs that initialize all environnent
dictionaries used within the DHCP server. Use these attribute-val ue
pairs to configure extensions or expressions wthout having to
re-wite the executable code in the extension or expression

The string nmust have the fornmat:
"attributel=val uel, attri bute2=value2, ... ,attributen=val uen"

Ip-history enumbyt default = disabled



Enabl es the | ease history database for DHCPv4, DHCPv6, or both.

0 disabl ed No | ease history is recorded. Default.

1 v4-only The server records |ease history for DHCPv4
| eases only.

2 v6-only The server records |ease history for DHCPv6
| eases only.

3 both The server records | ease history for both

DHCPv4 and DHCPv6 | eases.
ip-history-max-age time default = 4w

If ip-history is enabled, determ nes how long IP records are
kept in the database. Default is 4w

The server accunul ates dat abase records over time as |ease

bi ndi ngs change. The ip-history-nmax-age attribute establishes
alimt on the age of the history records kept in the database
The server periodically exanm nes the |ease history records,
establ i shes an age threshold based on this paraneter, and

del etes any records that represent bindings that end before
the threshold. The history records are trimed by default once
a day, at 3:00 a.m |local tine.

last-transaction-time-granularity time default = 1w

Sets the tinme, in seconds, to guarantee how accurate to keep the
| ast transaction tine (in the lease DB) when the |ease is not
otherwise being witten to the |ease DB. Default is 1 week

Do not set this |lower than 60 seconds. For optinmal performance,
set it to a value that is greater than half of your |ease tine.
The server can nmmintain an accurate record of the tine it |ast
interacted with a DHCP client concerning a given |lease. This
setting provides the control over how accurate that tine is
guaranteed to be. A setting of 300 seconds, for instance, would
all ow the server to avoid database updates whose sol e purpose is
tﬁ update a last transaction tine that is less than 5 mnutes in
t he past.

hbte? This attribute is not used if defer-|ease-extensions is

di sabl ed.

|dap-mode enumint(round-robin=1, failover=2) default = 1

Det erm nes the preference for using LDAP servers if
mul tiple LDAP servers are configured
This attribute has two possi bl e val ues:

1 round-robin - The DHCP server ignores LDAP server
preferences. It treats all LDAP servers (those configured
to handle client queries and those configured to accept
| ease-state updates) equally.

2 failover - The DHCP server uses the active LDAP server wth
the | owest preference. If the preferred server loses its
connection or fails, the DHCP server uses the next LDAP
server in preference order. The DHCP server uses servers
with equal preference in round-robin order.

lease-r etention-max-age time default = 0

This enables |ease tine restrictions and specifies the |ongest
time, in the past (fromthe current tinme), to which times in a

| ease are restricted. This can be used to neet data retention
restrictions for privacy protection.

If not specified, no restrictions are placed on how far back in tine
the tines associated with a | ease may be

In order for lease retention limtation to take place for a |ease
not only does the |ease-retenati on-max-age need to be non-zero

but the individual |ease itself nmust fall under a policy where the
| ease-retention-linmt attribute is set in that policy.

This value, if configured, nust be greater than 8 hours. If it

is configured as non-zero and | ess than 8 hours, it will be set

to 8 hours.

lease-r etention-min-age time

If enabled and the DHCP server's |ease-retention-max-age is
configured to a non-zero value, tinmes in | eases subject to
retention limtation (see |lease-retention-limt in the policy)



will not be allowed to grow ol der than | ease-retention-nax-age

As they progess toward | ease-retention-nmax-age, they wll
periodically be reset to | ease-retention-nin-age in the past.
This value nust be at least 6 hours less than the

| ease-retention-max-age; if not or not specified, then

| ease-retenti on-max-age mnus 6 hours is used

Periodically interacting with leases in order to keep their ol der
ti mes between | ease-retention-mn-age and | ease-retention-max-age
i nvol ves some processing, and the closer these two values are
together the nore frequently this processing nust take place

This is regardless of the absolute val ues of these attri butes!
Therefore, setting the |ease-retention-nin-age one to severa

days before the |ease-retention-max-age would minimze the additiona
server proceSS|n% devoted to |lease-retention limtation

I gnored unless the | ease-retention-max-age is specified.

log-format flags(header-in-packet-detail=1) default =

Controls how the DHCP server |ogs certain data to the log files.
Possi bl e flags are:
header - i n- packet - det ai
Controls the format of packet-detail logging. |f unset, the
server uses a new, higher performance format, if such Iog$:ng
i s enabl ed. The new format does not include the |og |ine header

for each line, and will not interm x packet detail wth other
| og messages. (This is the same format used by the DNS server
for packet-detail |oggin

-)
If set, the traditional ?ornat for DHCP packet formatting is
used, which includes the log |line header for each |line and
could interm x packet detail for different packets and other
| og nmessages.

The new format is highly reconmended, except where aPpIications
that parse this information require the traditional format.

log-settings flags(default=1, incoming-packets=2, missing-options=3, incoming-packet-detail=4, outgoing- packet-
detail=5, unknown-criteria=6, dns-update-detail=7, client-detail=8, client-criteria-processing=9, failover-
detail=10, |dap-query-detail=11, |dap-update-detail=12, |dap-create-detail=13, leasequery=14, dropped-waiting-
packets=15, no-success-messages=16, no-dropped-dhcp-packets=17, no-dropped-bootp-packets=18, no-failover-
activity=19, activity-summary=20, no-invalid-packets=21, no-reduce-logging-when-busy=22, no-timeouts=23,
minimal -config-info=24, no-failover-conflict=25, atul-detail=26, v6-lease-detail=27) default = default,incoming-
packets,missing-options,activity -summary

Det ermi nes which events to log in the log files. Default flags are
defaul t, incom ng-packets, and m ssing-options.

Loggi ng additi onal detail about events can hel p anal yze a probl em
However, |eaving detailed |ogging enabled for a |ong period

can fill uF the log files.
Possi bl e flags are:
def aul t
The default gives a low |level of logging in several parts of
the DHCP server. |If you unconfigure the default, even this
l ogging will not appear.

n ssi ng-options
This setting (on by default) will cause a nessage to be | ogged
whenever an option requested by a DHCP client has not been
configured in a policy and therefore cannot be supplied by the

DHCP server.

i ncom ng- packet s
This setting §on by default) will cause a single |ine nessage
to be logged for every incom ng packet. This is especially

useful when initially configuring a DHCP server or a BOOTP
relay, in that an inmrediate positive indication exists that
the DHCP server is receiving packets.

i ncom ng- packet - det ai
This setting will cause the contents of every DHCP packet
received by the DHCP server to be interpreted in a hunman
readabl e way and printed in the log file. This enables the
built-in DHCP packet sniffer for input packets. The log files
will fill uE (and turn over) very rapidly when this setting is
enabl ed. This setting also causes a significant perfornmance
i mpact on the DHCP server and should not be |left enabled as a
matter of course

out%oing-packet-detaﬂ
This setting will cause the contents of every DHCP packet
transnmtted by the DHCP server to be interpreted in a human



readabl e way and printed in the log file. This enables the
built-in DHCP packet sniffer for output packets. The log files
will fill uE (and turn over) very rapidly when this setting is
enabl ed. This setting al so causes a significant perfornmance
i mpact on the DHCP server and should not be |left enabled as a
matter of course.
i ent - det ai
This setting will cause a single line to be |ogged at the
concl usion of every client-class client |ookup operation. This
line will show the conposite of the data found for the client
as well as the data that found in the client's client-class
It is useful when setting UP a client-class configuration and
for debugging problens in client-class processing
ient-criteria-processing
This setting will cause a | og nessage to be output whenever a
scope is examined to find an avail able | ease or whenever a
scope is exanmined to determine if a lease is still acceptable
for a client who already has one. It can be very useful when
configuring or debugging client-class scope criteria
Proce53|ng. It causes noderate ampunt of information to be
ogged and should not be |left enabled as a matter of course
unknown-criteria
This setting will cause a single line |og nessage to appear
whenever a client entry is found which specifies selection
criteria that is not found in any scope appropriate for that
client's current network |ocation.
dns- updat e- det ai
This setting causes the server to | og a nessage as it sends
each dns update and as it receives replies to update nmessages.
Idaﬂ-query-detai
This setting will cause |og nessages to appear whenever the
dhcp server initiates a query to LDAP server, receives response
and retrieves result or error nessages.
Idaﬂ-update-detai
This setting will cause |og nessages to appear whenever the
dhcp server initiates an update | ease state to LDAP server
receives response and retrieves result or error nessages.
Idaﬁ-create-detai
This setting will cause |og nessages to appear whenever the
dhcp server initiates an | ease state entry create or delete
to LDAP server, receives response and retrieves result or
error messages.
| easequery
This setting will cause |og nessages to appear when | easequery
packets are processed without internal errors and result in
an ACK or a NAK
droPped-waiting-packets
If the value of max-waiting-packets is non-zero packets may
be dropped if the queue length for any |P address exceeds the
val ue of max-waiting-packets. |f dropped-waiting-packets
is set, the server will |og a nessage whenever it drops a
wai ting packet from the queue for an |P address.
Nno- success- messages

C

C

This setting wll cause the single |ine nessage that is
normal Iy | ogged for every successful out90|nP DHCP response
packet to not appear. It affects logging only for successfu

out goi ng DHCP response packets.
no- dr opped- dhcp- packet s ) _
This setting wll cause a single |ine nessage normally | ogged
for every DHCP packet that is dropped due to DHCP
configuration to not apﬁear. (See no-invalid-packets for
ness?ggs)a5300|ated wi th packets dropped because they are
i nval I d.
no-dropped-bootp;Packets ) )
This setting will cause the single |ine nessage nornally
| ogged for every BOOTP packet that is dropped to not appear.
no-failover-activity

This setting will cause nornmal activity and sone warning
nmessages | ogged for failover to not appear. Serious error
| og messages will continue to appear I|Independent of this
| og-setting.
activity-summary
This setting will cause a sunmary nessage to appear every
1 mnute. It is useful when many of the no-xxx |og settings

are enabled, to give sone idea of the activity in the server
wi t hout inposing the |oad required for a | og nmessage
correspondi ng to each DHCP nessage. The tine period for
t hese nessages can be configured with the DHCP server
property activity-summary-interval

no-inval i d- packet s
This setting will cause a single |line nessage nornmally | ogged



for every DHCP packet that is dropped due being invalid to
not appear. (See no-dropped-dhcp-packets for nessages
assocl ated with packets dropped due to DHCP server
configuration.)
no-reduce-logﬂing-mhen-busy
t

Normal |y, the DHCP server will reduce |ogging when it becones
very_busg (i.e., when it has used over 2/3 of the avail able
receive buffers (itself a configurable value)). It wll set

no- success- messages, no-dropped-dhcp- packets,
no-dropPed—bootp-packets, no-fail over-activity,

no-inval i d- packets, and clear everything el se except
activity-summary. |If no-reduce—log?lng-act|V|ty is set, then
the server will not do this. It wll restore the previous

settings when the server beconmes unbusy (i.e., when it has
used only 1/3 of the available receive buffers).

no-ti neouts
This setting will cause nessages associated with tinmeout
of | eases or offers not to appear in the log file.

m ni mal - config-info

This setting will reduce the nunber of configuration nessages
printed when the server starts or reloads. [In particular,
It will not |og a nessage for every scope

no-fail over-conflict
This setting will cause conflicts between failover partners
to not be | ogged.

atul - det ai |
This setting causes the server to | og nessages when ATUL
nmessages are received and processed.

v6- | ease- det ai
This setting causes the server to |og individual nessages
regardi ng DHCPv6 | easing activity (in addition to or in
pl ace of a single nmessage per client transaction dependi ng
on no-success-nessages, or client tineout event depending on
no-ti meouts).

mac-addr ess-only bool default = disabled

Control s whether the DHCP server uses the client's MAC
address as the only client identifier. The standard behavi or,
as specified in RFC 2132, is to use the client-id option (if it
ialprgfe?t) as the unique client identifier. Default is false
i sabl e).
CAUTI ON: Use this attribute with care. Wen enabled, it
precludes a MAC address from getting nultiple |P addresses per
network. It forces the server to use a Client-ldentifier (ClD)
created from the MAC address instead of the RFC described
client-id contained in the request. This can preclude newer
devices that take nultiple |IP addresses. Enabling, or |ater
disabling, this attribute can al so have an operational inpact.
Clients that originally obtain addresses through a client-id
cannot renew them once they are assigned attributes based on
a MAC address.

map-radius-class enumint(none=0, map-as-tag=1, map-as-class=2, append-to-tags=3) default = 0

Controls how to map the radius attribute, if present,
in the client request rel ay-agent option

0 none I gnores the radius class nane default

1 nmap-as-tag Maps the radius class to sel ection-tags

2 map-as-cl ass Maps the radius class directly to a
client-class nane

3 append-to-tags Appends the radius class to the

sel ecti on-tags
map-radius-pool -name enumint(none=0, map-as-tag=1, map-as-class=2, append-to-tags=3) default = 0

Controls use of the radius franed-pool attribute, if present,
in a client relay-agent option.

0 none | gnores the framed-pool attribute

1 nmap-as-tag Nth the franmed-pool attribute to
sel ection-tags

2 nmap-as-class Maps franmed-pool attribute directly to a
client-class nane

3 append-to-tags Appends the user-class-id to the

sel ecti on-tags

map-user -class-id enumint(none=0, map-as-tag=1, map-as-class=2, append-to-tags=3) default = 0



Controls how the server uses the user-class-id option. Values are

0 none I gnores the user class-id(default)

1 map-as-tag Maps the user-class-id to selection-tags

2 nmap-as-class Maps user-class-id directly to a
client-class nane

3 append-to-tags Appends the user-class-id to the

sel ecti on-tags
max-client-leases rangeint(1-65535) default = 50

Sets the maxi mum nunber of | eases, regardl ess of state or whether
reserved or not, that the server can associate with a DHCPv6
client. A DHCPv6 |ease is always associated with a client; if it
is not, it is deleted.

This setting is to prevent a client fromusing |lots of |eases
(such as by issuing many requests with different 1Al D val ues).

is not intended to limt the nunber of active |leases a client may

have.

Note that |eases in REVOKED state (generall used to handl e
reconfiguration events) are excluded fromthis limt.

This limt is not apBIied when existing | eases are | oaded from
the | ease state database during server start-up

max-dhcp-requests int default = 500

Control s the nunber of buffers that the DHCP server all ocates
for receiving client requests.

When you enable failover, allocate at |east 150 buffers. Up to
1500 buffers might be reasonable for high capacity

i nstal |l ati ons.

Caution: Increasing the nunber of buffers can degrade
performance. Cisco recomends using the default val ue

In nost situations. Wien buffer size exceeds capacity, a burst
of DHCP activity can clog the server with requests that becone
stal e before they are processed. This increases the processing
| oad and m ght severely degrade performance as clients try to
obtain a new | ease. A [ower buffer setting throttles requests
andlavoids wast ed processing on requests that would ot herw se be
stal e.

When using LDAP client |ookups, buffers should not exceed the
LDAP | ookup queue size defined by the total nunmber of LDAP
connections and the maxi mum nunber of requests allowed for each
connection. Set the LDAP queue size to match the LDAP server's
capacity to service client |ookups.

max-dhcp-responses int default = 1000

Controls the nunber of buffers that the DHCP server all ocates
for responses to client requests. The server ignores this

val ue i nax—dth—requests i s higher, or other configuration
options such as failover require that the value be set higher
t han confi gured.

max-dns-renaming-retries int default = 3

Controls the nunber of tinmes that the DHCP server can attenpt
adding a host into DNS, even if the DHCP server detects that the
hostnanme is already present in DNS. The DHCP server attenpts
to nodify the hostnane in order to resolve a conflict on each
fail ed update.

max-dns-retries int default = 3

Controls the nunber of tinmes that the DHCP server can try to
send dynani c updates to a DNS server.

max-dns-ttl int default = 86400

Sets the time to live (TTL) ceiling, in seconds, for DNS records
added through dynam c updates. Wien the DHCP server adds a DNS
record, it uses a TTL of the m ninmum of either this ceiling or
third the |ease tine.



max-ping-packets int default = 500

Sets the nunber of buffers the server allocated for sending and
receiving | CWP ping nessages. See the 'ping-clients' and
scope 'ping-clients' attribute

max-waiting-packets rangeint(1-10) default = 6

Sets the maxi mum nunber of packets that can wait for a
particul ar |P address. _

The server queues only the nobst recently received n packets

(of an address) for processing. |f an additional packet
associated with that address arrives and n packets are already
queued, the server drops the ol dest packet and queues the new
one. It also drops duplicate packets (whose XID, client ID, and
MAC address are the same as one already queued).

Dr opped packets are logged if the |og setting
dropped-wai ti ng- packets is set. It is off by default.

min-dns-ttl time default = 10m

M ni mum val ue for tinme to live (TTL) in seconds, for DNS records
added through dynami c updates. \Wen the DHCP server adds a DNS
record, the TTL value will be mn-dns-ttl if one third the |ease
time is less than the nmin-dns-ttl val ue

multicast-addr esses nlist(obj(0)) default = ff02::1:2,ff05::1:3

Controls the default nulticast addresses that are enabl ed

on interfaces. The address ff02::1:2 is required if any
DHCPv6 clients are directty connected to the |ink associated
with an interface. The address ff05::1:3 is the default

mul ticast address that relay agents use to relay DHCPv6
requests.

one-lease-per -client enumint(disabled=0, last-client-preferred=1, first-client-preferred=2) default = disabled

Control s whether the DHCP server releases other |eases a client
nm ght have on other LAN segnents on this server.

0 di sabl ed

1 |ast-client-preferred

2 first-client-preferred

Wthin one LAN segnent, the DHCP server never allocates nore

than one DHCPv4 address to a single client. Across nultiple

i ndependent network LAN segnents, however, a single client

m ght have one address allocated on several networKks.

In an enterprise environnment this nmight happen when a | aptop

user travels from building to building, causing no particul ar

problens. In a service provider context, this m ght happen when

an unapproved user attenpts to clone the MAC address of a

| egiti mat e subscriber, causing a theft of service.

The one-|ease-per-client feature linmts a single client to one

| ease over all of the networks configured on the DHCP server.

This limt only affects a client's ability to have concurrent

| eases to different |IP addresses on nore than one network at

a time on the DHCP server.

In the last-client-preferred approach, the client with the npst

recent |ease is given preference, and any other |eases held by

the sanme client are rel eased.

In the first-client-preferred approach, the first |ease that a
articular client receives fromthe DHCP server is the only
ease that client is allowed. |In the event that the client

nmoves, the first | ease nust be nmade avail able (perhaps by a

force-avail able command or by letting it expire) before the

client is allowed to | ease another | P address on a different

net wor k.

Caution: Use the first-client-preferred approach with great

care, since manual intervention might be required to ensure

proper operation.

Both forms of one-|lease-per-client require additional bookkeeping

over head beyond that normally done in the DHCP server

ping-clients bool default = disabled

Controls the default value of the Scope's 'ping-clients' attribute



if not explicitly configured on a scope

This attribute allows the admi nistrator to control the server
wi de default for pinging an address before assigning it to a
client. It can be explicitly overwitten for each scope

If enabl ed, see the 'ping-tineout' attribute as it may al so
need to be set.

ping-timeout rangeint(0-10000) default = 300

Sets the server default for the nunber of mlliseconds

the server waits for ping responses. If you nake this value too

| arge, you slow down the |ease offerin? processes. |f you nake
this value too small, you reduce the effectiveness of pinging
addresses before offering them 300 milliseconds (the

default value) is often the best choice.

When ping-clients is enabled (either on a scope or server-wi de),
this value is used as the default if not explicitly configured on
a scope.

priority-address-allocation bool default = disabled

Control s address al | ocation annn? scopes in the sanme network and
within an individual scope as well.

When enabl ed, any scope w thout an explicit setting for
allocation-priority is configured with an allocation-priority
equal to the network number of the scope. Sinilarlr, any scope
without an explicit setting for allocate-first-available

i s considered enabl ed.

Explicit settings for either of these scope attributes override
the priority-address-allocation set for that scope.

This attribute gives the admi nistrator a MBK to change address
allocation in a server wide manner without having to separately
configure each scope.

return-client-fqdn-if-asked boal default = true

Controls whether the systemreturns the client FQDN option

in the outgoing packet to the client if the inconing packet
contains the F option. Default false ?disable).

If true (enable), the option flags are always set to 0x3

and the RCODE1 and RCODE2 to 255. Any string contained in the
i ncom ng packet is returned, even if the use-client-fqgdn
attribute is disabled and regardl ess of the actual FQDN

save-vendor -class-id bool default = false

Det ermi nes whether to store the vendor=cl ass-id, as
furnished in a dhcp request option 60, as part of the |ease
record in either |dap, ntd or both.

skip-client-lookup bool default = false

Det er mi nes whether the DHCP server |ooks up the client entry
in the database to do client-class processing. This val ue
can be exami ned as well as changed in a script at the
pre-client-lookup extension point. Default false

(di sabl e).

If true, the server skips the client entry.

sms-lease-interval int default = 1100

Sets the ampbunt of time, in milliseconds, that the DHCP server
wai ts between sending addresses to the System Managenment Server
(SM5) when executing updateSns command

sms-library-path string

Overrides the internal default value for the SM5.dll. Default

IS an enpty string.

If the string is enpty, the system defaults to the interna

server default of snsrsgen.dl|

If the string is not enpty, its value overrides the interna

SMS |ibrary nanme, smsrsgen.dll. If the system path does not include
the | ocation of the SM5 dll, you should provide the absol ute path



of the dll

sms-networ k-discovery int default = 0

Det ermi nes whet her the DHCP server generates SMS networ k
di scovery records.

If this attribute is set to O, you di sabl e SM5 network

di scovery. If it is set to 1, you enabl e discovery.

Use thas attribute in conjunction with the dhcp updat eSM5
command.

sms-site-code string

Specifies the site code nanme of the SMS server that receives
di scovery records when you use the updateSM5 keyword.

For proper functioning, nmake sure that you initialize this
attribute to the appropriate site code. ) -

The default value 1s an enpty string, but this prohibits data
discoveay to conpl ete successfully. So, you nust provide the
site code.

synthesize-rever se-zone bool default = enabled

Controls whether the DHCP server automatically generates the

nane of the reverse zone (in-addr.arpa or ip6.arpa) that receives
PTR records updates. Default is true (enable).

If true, you are not required to configure an explicit
dns-reverse-zone-nane in the DNS update configuration. Instead, the
DHCP server uses the |IP address of each |ease and the dns-host-bytes
attribute of the scope or the reverse-zone-prefix-length attribute
of the prefix to synthesize the reverse zone nane for each update.
The server trims the specified host bytes from the | ow- order

bytes of the address, and turns the remnaining bgtes into a zone
nane of the form'.b.a.in-addr.arpa.' The host - bytes

| ow- order bytes of the address are used to form the hostnane
within that zone. Simlarly, the prefix length is used to

formthe 'ip6.arpa’ zone nane, and the |ow-order bytes are used

to form the hostnane.

traps-enabled flags(all=1, server-start=2, server-stop=3, free-address-low=4, free-address-high=5, dns-queue-
Size=6, other-server-down=7, other-server-up=8, duplicate-address=9, address-conflict=10, failover-config-
error=11, free-address6-low=12, free-address6-high=13, duplicate-address6=14, duplicate-prefix6=15, addresst-
conflict=16, prefix6-conflict=17) default =

Detirni??s the traps that this server is configured to send.
a

Sends notifications for all server events.

2 server-start
Sends notifications whenever the server is started or
reinitialized.

3 server-stop
Sends notifications whenever the server is stopped.

4 free-address-|ow
Sends notifications when the number of free |IP addresses
beconmes |l ess than or equal to the |ow threshol d.

5 free-address-high
Sends notifications when the number of free |IP addresses
exceeds the high threshold after having previously
triggered the free-address-low trap

6 dns-queue-size
Sends notifications when the DHCP server's DNS queue
fills and the DHCP server stops processing requests.

7 other-server-down
Sends notifications when another server (DHCP, DNS, or
LDAP) stops responding to this DHCP server.

8 other-server-up
Sends notifications when another server (DHCP, DNS, or
LDAP) responds after having been unresponsive.

9 duplicate-address
Sends notifications whenever a duplicate |P address is
det ect ed.

10 address-conflict
Sends notifications when an address conflict wi th another
DHCP server is detected.

11 fail over-config-error



Notifies when a configuration m smatch between DHCP
fail over partners occurs.

12 free-address-| ow
Sends notifications when the nunber of free |Pv6 addresses
becones |l ess than or equal to the |ow threshol d.

13 free-address-high
Sends notifications when the nunber of free |Pv6 addresses
exceeds the high threshold after having previously
trlggered the free-address-lows trap

14 dupl i cat e- address6
Sends notifications whenever a duplicate |Pv6 address is
det ect ed.

15 duplicate-prefix6
Sends notifications whenever a duplicate prefix is
det ect ed.

16 address6-confli ct
Sends notifications when an | Pv6 address is detected to be
leased to different clients by the fail over partners.

17 prefix6-conflict
Sends notifications when an | Pv6 del egated prefix is
detected to be leased to different clients by the fail over
partners.

trim-host-name bool default = enabled

Controls whether or not DHCP server trins the hostname string
to the first period (or dot) character (used to update DDNS
records and to return host-nanme-option to clients). Default,
true (enable).

If true, the hostnanme is truncated before the period.

If false, the DHCP server retains the period characters in the
host nane.

update-dns-for -bootp bool default = enabled

If the server is replying to a BOOTP request, and is offering a
IeaFe from a Scope which is configured to perform DNS updates, it

will check this property before beginning the DNS update. This
feature allows an administrator to prevent DNS updates for BOOTP
clients, while allowi ng updates for DHCP clients.

upgrade-unavailable-timeout time default = 24h

Controls the tine given to a |lease in the database that has no
expiration; that is, it becane unavailable prior to

installing Network Registrar. The DHCP server uses the

upgr ade- unavai |l abl e-ti neout for the expiration time of the
unavail abl e | ease. Default is 86400 seconds (1 day).

use-client-fqdn bool default = true

Control s whether the server examines the client-FQDN option

for the hostnane. Default is true (enable).

If true, the server ignores any characters after the first dot (.)
because the dommin is determ ned from the scope.

If false, the server does not determine the hostnanme using this.
This is useful if the client is sending unexpected or jun
characters.

use-client-fqdn-first bool default = true

Controls whether the DHCP server |ooks at the client-FQDN option
on incom ng packets first, before |ooking at the 'hostnang'
option. Default is true (enable).

If true and the client-FQDN option specifies a hostnane, the
server uses that hostnane.

If the client-FQDN oEtion is not present in the incom ng packet,
the server uses the hostnane from the 'hostnanme' option

If false, the server also uses the hostnanme from the

' host nane' opti on.

use-dns-update-prereqs bool default = true

Controls whether the DHCP server adds prerequisites to DNS
updat e nessages. Default true (enable).



If true, the DHCP server includes prerequisites in DNS update
nmessages to nmake sure the client is using the donmain nane,
before it is updated with the current |ease (IP

addr ess) .
If false, the DHCP server assunes the requesting client is
entitled to the domain nanme. In this case, it does not include

PrGTGQUISIteS in the DNS update nessage, and associates the client
ease With that donai n nane.
Not e: The DHCP server always adds prerequisites to the DNS
uPdate message while adding a new domai n name record on behal f

a client acquiring a new | ease and renovi ng the domai n nane
record when a client releases its |ease or the | ease expires.

use-host-name bool default = true

Speci fies whether the server |ooks at the 'hostnane' option
for the hostnane. Default is true (enable).

If true, the server obtains the hostname from the 'hostname’
opti on.

If false, the server does not obtain the hostnanme from this
option. This is useful if the client is sendi ng unexpected or
junk characters.

use-ldap-client-data bool default = disabled

Controls whether the DHCP server attenpts to read client-entry
data using the confi urat|on_suBPI|ed y the 'Idap'
command. Default is false (disa

v6-client-class-lookup-id expr

Defines the expression used to assign a client-class based
solely on data contained in an incom ng DHCPv6 client request.
No default.

The expression nust return a string that is the name of a
currently configured cllent cl ass; otherw se, the expression
must return the strin Any return that is not a string
contai ning the name of a currently configured client-class or
"' is considered an error.

v6-default-free-addr ess-config nameref (0)

Specifies the default SNWMP v6 free-address trap configuration object
for the server. Al Prefixes and Links that are not individually
configured use this default free-address val ue.

validate-client-name-as-mac bool default = false

Controls whether client names nust be formatted as a MAC
address (or the literal string 'default') when a client
i s created.
Setting this attribute to true is not reconmended as creating
DHCPv6 clients requires this attribute be false (the default).
If true, when creating a new client the nane nust be one of
t he fO||OMAng

- A mac address (,,), typically

1, 6, XX: XX: XX XX: XX: XX
- A blob formatted val ue, such as xx:XXx:XX:XX:XX: XX which

which will be converted to the nmac address format
- The string 'defaul t'
Any other nane will return an error.

Note that this blob format conversion only applies when creating
a client and does not occur on client |ookups.

If false, any nane is allowed and is used exactly as specifi ed.
The client nane nust match the | ookup keys generated from the
client-lookup-id (or v6-client-|ookup-id) expression.

vpn-communication boal default = true

Controls the ability of the DHCP server to conmunicate with
clients that are on a different VPN from the server. Default

is true (enable).

If true, the server communicates with DHCP clients residing on

a different VPN by using an enhanced DHCP Rel ay Agent capability.
Thi s enhanced DHCP Rel ay Agent capability is |nd|cated by the



aﬁpearance of the server-id-override sub-option in
the relay agent information option (Option 82).

dhcp-address-block

dhcp- address- bl ock - Defines a contiguous range of |IP address space
from which the DHCP server nmay all ocate subnets

Synopsis

dhcp- addr ess- bl ock <name> create <address> [<attribute>=<val ue> ...]
dhcp- addr ess- bl ock <nane> del ete

dhcp- addr ess- bl ock |i st

dhcp- addr ess- bl ock |istnanes

dhcp- address-bl ock |istbrief

dhcp- addr ess- bl ock <nane> show

dhcp- addr ess- bl ock <nanme> |i st subnets

dhcp- addr ess- bl ock <name> get <attri bute>

dhcp- addr ess- bl ock <name> set <attri but e>=<val ue> [<attri bute>=<val ue> ...

dhcp- addr ess- bl ock <name> unset <attri bute>
dhcp- address- bl ock <name> enabl e <attri bute>
dhcp- addr ess- bl ock <name> di sabl e <attri bute>

Description

The dhcp-address-bl ock command creates and sets attributes

for Network Registrar DHCP address bl ocks. The command applies
only to address bl ock objects that are designated in the

DHCP server for subnet allocation to clients. When a DHCP server
receives a request to allocate a subnet to a client, it does so
by subdividing its avail abl e address-bl ocks. In this context,

a DHCP address block is a contiguous range of |P address space
that is delegated to the DHCP server for assignment. The DHCP
server expects to subdivide these DHCP address bl ocks for

del egation to sonme other server or device, or for its own use in
interaction with DHCP clients.

DHCP address bl ocks can parent one or nobre subnets. Subnets are also
conti guous ranges of |P address space that are bound to a specific
client, usually a router or another DHCP server. DHCP address bl ocks
and subnets are simlar to scopes in that theﬁ contai n address ranges
and other attributes necessary to configure the DHCP client-server
interaction. Unlike scopes, DHCP address bl ocks and subnets do not
have address ranges available for assignment to DHCP clients and do
not contain reserved addresses.

In a virtual private network (VPN) depl oynent where nultiple VPNs use
t he sane Pr|vate_address space, you can use logically identical DHCP
address bl ocks sinultaneously on nultiple VPNs.

Examples

nrcmd> dhcp-address- bl ock exanpl el create 10.10.0.0/16
nrcmd> dhcp- addr ess- bl ock exanpl el set policy=p2
nrcmd> dhcp-address- bl ock exanpl el show

Status

See Also
dhcp-subnet

vpn [] (AT_STRING Optional, default: <none>)



This is a "virtual" property. Use this property to set or
get the vpn-id by vpn nanme instead of by id.

Attributes

addr ess subnet required

Determi nes the |IP subnet address (in the address/mask format) of
a DHCP address bl ock. This value Is defined when you create the
address bl ock.

default-subnet-size int default = 28

Eﬁtskthe default subnet size for allocations from this address
ock.

deprecated bool default = false

Det er mi nes whet her the server deactivates a DHCP address bl ock.

The server ignores a deprecated DHCP address bl ock for new subnet
allocations. It allows existing clients to renew their subnets, but
indicates to them that the subnet is deprecated. The client then
prepares to rel ease the deprecated subnet or subnets back to the
server.

embedded-policy abj(0)

Di spl ays the enbedded policy object for this DHCP address bl ock
Read-only. Use the dhcp-address-bl ock-policy comand to set the
enbedded pol i cy.

name string

Defi nes the nane of the address-block. This value is defined
when you create the address bl ock.

policy nameref(0) default = default, required
Identifies the nane of the policy associated with this address- bl ock.
segment-name string

Desi gnates the LAN segnment name for this DHCP address bl ock. To group
multiple, |ogical |IP subnets on a single, physical network, give each
DHCP address bl ock the same segnent-name string. The server ignores
character case when conparing val ues.

selection-tags string

Lists tag strings that are conpared with inconming selection tags in
an allocation request. Al tags in the request nust match a DHCP
address block's selection tags for that block to satisfy the request.
Separ?te nmultiple tags with a comma (do not include commas in tag
nanes) .

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
vpn-id int default = O, immutable

Sets the VPN identifier for the VPN that contains this address- bl ock.

dhcp-address-block-policy

dhcp- address-bl ock-policy - Edits a DHCP policy enbedded in an
addr ess- bl ock



Synopsis
dhcp- addr ess- bl ock-pol i cy <name> del ete

dhcp- addr ess- bl ock-pol i cy <nanme> set <attri bute>=<val ue>
[<attribute>=<val ue> ...]

dhcp- addr ess- bl ock-pol i cy <nanme> get <attri bute>

dhcp- addr ess- bl ock-pol i cy <name> di sable <attribute>

dhcp- addr ess- bl ock-pol i cy <nanme> enabl e <attri bute>

dhcp- addr ess- bl ock- pol i cy <name> show

dhcp- addr ess- bl ock-pol i cy <nanme> set LeaseTi ne<ti ne-val >
dhcp- addr ess- bl ock-pol i cy <name> get LeaseTi e

dhcp- addr ess- bl ock- pol i cy <nanme> set Opti on<opt -nanme | id> <val ue>
dhcp- addr ess- bl ock- pol i cy <nanme> get Opti on<opt -nanme | id>
dhcp- addr ess- bl ock-pol i cy <name> unset Opti on<opt - name | id>

dhcp- addr ess- bl ock- pol i cy <name> |istOptions
dhcp- addr ess- bl ock-policy <name>
set Vendor Opti on <opt -nanme | id> <opt-set-nane> <val ue>
dhcp- addr ess- bl ock-pol i cy <name>
get Vendor Opti on <opt-nane | id> <opt-set - nane>
dhcp- addr ess- bl ock- pol i cy <name>
unset Vendor Opti on <opt -nane | id> <opt-set - nane>
dhcp- addr ess- bl ock-policy <name> |i st Vendor Opti ons

Description

The dhcp- address-bl ock-policy command | ets you configure a DHCP
policy enbedded in a DHCP address bl ock. An enbedded policy is a
col l ection of DHCP option val ues and settings associated with (and
naned by) another object -- in this case an address bl ock. An
dhcp- address- bl ock-policy is created inplicitly when you first
reference it, and is deleted when the address block is del eted

You can set individual option values with the setQption conmmand,
unset option values with the unset Opti on conmand, and vi ew option
values with the getOption and |istOptions comands. \Wen you set
an option value the DHCP server will replace any existing value or
create a new one as needed for the given option namne.

Examples

Status

See Also

policy, client-policy, client-class-policy, link-policy, link-template-policy, prefix-palicy, prefix-template-policy,
scope-poalicy, scope-template-palicy

Attributes

affinity-period time

Associates a lease in the AVAILABLE state with the client that

last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignnment to a different client, and there

is no reason to hold on to this information for that |ong.

To prohibit renewal s enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.



allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
updat e; ot herw se, based on other server configurations, the server
does the A record update.

allow-dual -zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease tinme, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tines that are
shorter than those configured for the server

allow-non-tempor ary-addr esses bool default = true

Det er mi nes whet her DHCPv6 clients can request non-tenporary
(I'A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det er mi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nmake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Commit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Gherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det ermi nes whet her DHCPv6 clients can request tenporary (IA TA)
addresses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if arouter (client) does not explicit
The default length nust always be great
| ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix

Speci fies the excluded prefix (bits and prefix-Ilength) to be sent

%805§KFM6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual del egated prefix's

Preflx I ength and the excluded-prefix's prefix length are used
rom the prefix specified. ) )

Bbbng }he/gzanple in RFC 6603, this attribute would be set to



If configured, the server will determine the excluded prefix
when a |ease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

Desi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Updat e Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all unicast renews to be sent to the relay agent instead
of directly to the DHCP server, and so renews arrive at the DHCP
server wWith option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr m ght not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the length of tine between the expiration of a |ease
and the tine it is nmade avail able for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any time it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each time they reboot.

|lease-r etention-limit bool default = disabled

I f enabl ed and the DHCP server's |ease-retenti on-nax-age is
configured to a non-zero value, tinmes in | eases subject to this
Pollcy will not be allowed to grow ol der than

ease-retenti on-max-age. As t eY progess toward
Iease-retention-nax-age,_theﬁ will periodically be reset to
| ease-retention-nin-age in the past.

limitation-count int

Speci fies the maxi mum nunber of clients with the sane limitation-id
that are allowed to have currently active and valid | eases

longest-prefix-length rangeint(0-128)

For prefix del egation, specifies the |ongest prefix |ength all owed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is longer than this, this Iength is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix | ength nust always be greater than or equal to the prefix
I ength of the prefix range.

max-client-lease-time rangetime(60s-2y)



Specifies the maximumclient | ease tinme that the server is allowed to
send to the client. If the calculated lease tinme is greater than this
value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease tine calculations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iini;gd by the max-client-renewal -ti ne and max-client-rebinding-tine
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SPecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-|ease-time as T2 nust be |less than or equal to the |ease
tinme.

max-client-renewal -time rangetime(30s-2y)

SPecifies the maxi mum client renewal tinme (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease tine calcul ati ons nade by the server.

The actual value sent to the client may be further limted by the
max-client-rebinding-tinme or max-client-lease-tinme as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi mum nunber of |eases that a client nmay use per
bi nding from an allocation group. This apPIies to DHCPv6 only.
Explicit or inplicit allocation groups only limt new server
initiated all ocations to a binding. They do not linmt the overal

| eases a client may use. Leases nay have been assigned because of
differences in the configuration, reservations, conmunication wth
the failover partner, client requests, or from using extensions to
alter lease acceptability (lease acceﬂtability ext ensi ons can
still override the limts as well). This attribute can be used to
linmit the nunmber of |eases.

The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nobst recently provided to the client. However,
when | eases have the sane tine, the result will be randomas to
which | ease(s) will be revoked

offer -timeout time default = 2m

Instructs the server to wait a specified amount of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified tinme interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-fil e-nane cannot be |onger than 128 characters.

packet-server-name string

Identifies the host-name of the server to use in a client's boot
process. The server returns this file name in the 'sname' field
of its replies. The packet-server-nane field cannot be | onger
than 64 characters.

packet-siaddr ipaddr



Identifies the IP address of the next server in the client boot
process. For example, this mght be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
‘siaddr' field of its replies.

per manent-leases bool default = disabled

| ndi cates whet her |eases using this policy are permanently granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and nmaxi mum preferred lifetine for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the time the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wen the preferred lifetime expires, the address
becones deprecated and Its use is restricted.

Note: For 1A TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disall ow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

suPport and the server drops client
Solicit and Request nessages that do not
i nclude a Reconflgure—ﬁccept opti on.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows: ) o ) )
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- OGherwise, if at |east one has it set to allow, Reconfigure
is allowed. o ) ) o
- If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfi gure nessages.

If false (the default), the server prefers to unicast
ReconfiPure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and nanmed
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
cane from a |ink-Iocal address.

rever se-dnsupdate nameref (0)

aﬁecifies the name of the update configuration that determ nes
ich reverse zones to include in a DNS update.

server -lease-time time



Tells the server how long a lease is valid. For nore frequent

conmmuni cation with a client, you might have the server consider

| eases as leased for a |longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it Is longer than the |lease time in the dhcp-I|ease-tine option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix delegation, specifies the shortest prefix |length all owed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix l ength nust al ways be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect | ease tines.

If enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tine option fromthe appropriate
policy; but the server bases its decisions regarding expiration
on the 'server-lease-tinme' value

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the lease to available state. If there is no val ue
configured in the systemdefault _policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -r eser vations bool default = off

Controls how the server database checks for reserved |P

addr esses. )
By default, the server uses the MAC address of the DHCP client as the
key for its database |ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that value

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOTP clients.
v4-reply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SPecifies the maximum client preferred lifetinme that the server is
allowed to send to the client. If the calculated preferred lifetinme
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the time cal cul ations nmade by the server.

The renewal (T1) and rebinding (T2) times given to the client will be
based on the lease tine actually sent to the client and may further
be limted by the v6-nmax-client-renewal -tinme and

v6- max-client-rebinding-tinme attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

Speci fies the maxi mum client rebinding tinme (T2) that the server is



allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetime as T2 nust be |less than or equal to
the preferred lifetine.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi num client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the

v6- max-client-rebinding-tinme or v6-max-client-preferred-lifetine as
Tl must be less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s- 2y)

SFecifies the maximumclient valid lifetinme that the server is
allowed to send to the client. If the calculated valid lifetinme is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the tinme cal cul ati ons nmade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any

replies to DHCPv6 clients. ) ; ) ;
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See

RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enmbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetine nust be greater than or equa
to the preferred lifetine.

Note: For |A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.

dhcp-dns-update

dhcp-dns-update - Configures a DNS Update object for DHCP



Synopsis

dhcp-dns-update <nane> create [<attri bute>=<val ue>]

dhcp-dns-update <nane> del ete

dhcp-dns-update |i st

dhcp-dns-update |istnanes

dhcp-dns-update |istbrief

dhcp-dns-updat e <nane> show

dhcp-dns-updat e <nane> set <attribute>=<val ue> [<attri bute>=<value> ...]
dhcp- dns-updat e <nane> get <attri bute>

dhcp-dns-update <nane> unset <attri bute>

dhcp-dns-updat e <nane> enabl e <attri bute>
dhcp-dns-updat e <nane> di sable <attri bute>

Description

The dhcp-dns-update conmand configures dynanmi ¢ DNS update configurations
for DHCP. DHCP policies refer to this information to control the DNS
updat e behavi or for each client.

Examples
Status

See Also
palicy

Attributes

backup-server-addr ipaddr

SPecifies t he backa.DNS.server address that receives DNS updates
if the server specified in server-addr is down.

backup-server -ip6addr ess ip6addr

SPecifies t he backa.DNS.server | Pv6 address that receives DNS updates
if the server specified in server-ip6address is down.

backup-server-key nameref(0)

Specifies the TSIG key used to process all dynamic DNS updates for
backup- server-addr or backup-server-ip6address.

dns-client-identity enumint(txt=1, dhcid=2, transition-to-dhcid=3, regress-to-txt=4)

Specifies the type of resource record (RR) the server uses to
identify clients in DNS updates to avoid client nam ng conflicts.

1 - txt The server will use the TXT RR in DHCPv4 DNS updates
This setting is used for backwards conpatibility as

re-8.2 versions of CNR only support using TXT RRs
or DHCPv4. This setting nust be used if any pre-8.2
cIusEe;s are involved in doing DNS updates to the
zone(s) .

2 - dhcid The server will use the DHCID RR for DHCPv4 DNS
updates. This setting should be used to support dua
stack clients and can only be used if all DHCP
servers doing DNS updates to the zone(s) for this
configuration support and are configured to use the
DHCI D RR.

3 - transition-to-dhcid The server will use the DHCID RR for
new entries in DNS and update existing entries to use



the DHCID RR on the next DNS update done.
This setting is required for a period of time to
transitioning existing zones ﬁ ich used TXT RRs) and
this can only be done when all servers doi ng DNS
updat es have been upgraded to squort use of the
DHCID RR (8.2 and |ater). See below on how to
expedite this transition.

4 - regress-to-txt The server will use the TXT RR for new
entries in DNS and upgrade existing entries to use
the TXT RR on the next DNS update done. This setting

is provided for use in cases where zones were prematurely

transitioned to use the DHCID RR See bel ow on how to
expedite this transition.
For the "transition-to-dhcid" and "regress-to-txt", it is recomend to
use the followi ng procedure to expedite the transition to the new RR
type as quickly as possible:
1. Set the dns-client-identify attribute to "transition-to-dhcid"
(or "regress-to-txt").
Note the value of the force-dns-update attribute.
Enabl e the force-dns-update attribute (set it to true), if not
al ready enabl ed
Rel oad the server
After a period of tine of at |east the |ongest |ease tine
configured in the server (for the |leases in the zones being
updated), set the dns-client-identify attribute to "dhcid"
(or "txt") and restore the force-dns-update attribute to its
earlier value if it was changed
If this attribute value is not set, the DHCP server's
dns-client-identity attribute is used.

N

dns-host-bytes rangeint(1-4)

Sets the nunmber of bytes in a lease |IP address to use when form ng
i n-addr. arpa names. The server forms names in the in-addr.arpa zone
by prependi ng these bytes of the address (in reverse order) to the

reverse zone nane. |f unset, the server synthesizes an appropriate

val ue based on the scope's subnet size

dynamic-dns enumbyt default = update-all

Control s whether the DHCP server should attenpt to update a
DNS server with the name and address information from | eases
that are granted to requesting clients.

for ce-dns-updates bool default = false

Det er mi nes whet her the DHCP server retries a dynanm c DNS update
whenever a client renews its |ease, even if DHCP thinks that the
update has already been conpl eted successfully.

forwar d-zone-name dname

Desi gnates the DNS forward zone used to update DNS with
forward (A/ AAAA) or reverse (PTR) record(s).

host-name-generator expr

Def i nes an expression that evaluates to the synthesized host name

to be used. If undefined or the expression returns "", the
configured host name synthesis is used. |f the expression returns
a null value, no host nanme will be used

max-dns-ttl time

I ndi cat es the maxi mum nunber of seconds the DHCP server keeps DNS
records it acquired through dynam c updates. This value sets a

a ceiling (or time to live) on how |long to keep DNS updat es.

When the DHCP server adds a DNS record, it uses a TTL of one
third the lease tine if it is between min-dns-ttl and

max-dns-ttl values. If one third of the |lease tine is greater
than max-dns-ttl, the TTL value is set to max-dns-ttl.

Wien this value is unset, the DHCP server max-dns-ttl setting

will apply.



min-dns-ttl time

I ndi cates the mi ni mum nunber of seconds the DHCP server keeps the
DNS records acquired through dynam c updates. This value sets the
shortest allowable tine (or tine to live) to keep DNS updates.
When the DHCP server adds a DNS record, it uses a TTL of one
third the lease tine if it is between nmn-dns-ttl and
max-dns-ttl values. If one third of the |lease tine is snaller

than min-dns-ttl, the TTL value will be set to mn-dns-ttl.
name string required,unique

G ves a unique nane to the configuration object.

r ever se-zone-name dname

Desi gnates the DNS reverse (in-addr.arpa) zone that is updated
with PTR records.

If a reverse-zone-nane is configured, DHCP al ways uses it.
Alternately, if DHCP server synthesize-reverse-zone feature is
enabl ed and if a reverse-zone-nane is not configured, DHCP
uses the | ease IP address and the scope dns-host-bytes to
automatically generate a reverse zone nane.

rever se-zone-pr efix-length rangeint(0-124)

Identifies the prefix length of the reverse zone for ip6.arpa
updates. The server forms the zone name using this value if
configured; otherwise the prefix length is determned fromthe
Prefix. This value nust be a nmultiple of 4 as ip6.arpa zones are
on 4 bit (nibble) boundaries. If not a nultiple of 4, it is
rounded up to the next higher nmultiple of 4.

server-addr ipaddr
Speci fies the DNS server address that receives dynanm ¢ DNS updates.
server -ip6addr ess ip6addr

Speci fies the DNS server |Pv6 address that receives dynam c DNS
updat es.

server -key nameref(0)

Specifies the TSI G key used to process all dynam c DNS updates for
server-addr or server-ip6address.

synthesize-name bool default = disabled

Controls whether the DHCP server automatically creates DNS host
nanes for DHCP clients that do not provide nanmes. The server
can synt hesize unique nanes for clients based on the 'synthetic
nane stem attribute.

synthetic-name-stem string default = dhcp

Identifies the stem of the default host nanme to use if clients do not
supply host nanes.

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

update-dns-first bool default = disabled

Controls whether to update the DNS server before granting a | ease.

update-dns-for-bootp bool default = enabled



Controls whether the DNS server receives updates for BOOTP clients.

If the server is replying to a BOOTP request, and is offering a

| ease configured to perform DNS updates, it checks

this attribute before beginning the DNS update. This attribute allows
an adm ni strator to prevent updates for BOOTP clients, while

all owi ng updates for DHCP clients. If not configured, the server
setting is used (which defaults to true).

use-dns-update-prereqs bool default = true

If configured, the update ignores DHCP server |eve
use-dns- updat e-prereqs. By default (enabled), the DHCP server
adds prerequisites to DNS update nessages to assure that the
current client uses the donmain nane, before updating the client
with the current |ease (IP Address).

I f disabled, the DHCP server assumes that the current client is
entitled to the domain name (and hence not add prerequisites to
DNS update nessage) and associates the client's current |ease
with that domai n nane.

Not e: The DHCP server always adds prerequisites to the DNS
updat e nessage whil e adding a new domain nane record on behal f of
a client acquiring a new | ease and renoving the domain name record
when client release its |ease or the |ease expires.

use-gss-tsig boal default = false
I ndi cat es whether gss-tsig should be used for updates.
v4-synthetic-name-generator enumint(address=1, client-id=2, hashed-client-id=3) default = address

Controls what the DHCP server appends to the synthetic name stem when
synthesizing the fully-qualified domain name for a client. This
option is used when client does not supply any hostnanme in its

request.

addr ess:
Identifies the v4 address of client.

client-id:
Client-id or DU D given by DHCPv4 client in its request
Option 61).

hashed-client-id:
The hashed client id. The rightnost 64-bits of the SHA-256 hash
over the client id appended with the forward zone name
(in DNS wire format) I1s used to generate a 13-character base 32
encoded string

v6-host-name-generator expr

Defines an expression that evaluates to the synthesized host nane

to be used. If undefined or the expression returns "", the
configured host name synthesis is used. If the expression returns
a null value, no host nane will be used.

v6-synthetic-name-generator enumint(duid=1, hashed-duid=2, cablelabs-device-id=3, cablelabs-cm-mac-
addr=4) default = hashed-duid

Control s what the DHCP server aPpends to the synthetic nane stem
mheg sénthesizing the fully-qualified domain nane for a client:

u
The raw client DU D. This is formatted as a hexadeci mal
string with a hyphen as separator between each octet.

hashed- dui d
The hashed client DU D. The rightnost 64-bits of the SHA-256
hash over the client's DU D appended with the forward zone
nane (in DNS wire format) is used to generate a 13-character
base 32 encoded string. This is the default nethod and the
fall back method if the configured type is not possible
(that is, the option needed to generate the sel ected type
does not exist for the client).

cabl el abs-device-id
The Cabl el abs CL_OPTION DEVICE ID option data is used, if
available. This Ts formatted as a hexadeci nal strin% with a
hyphen as separator between each octet. This night be used
for nanes generated for DOCSIS 3.0 cabl e nodens.

cabl el abs- cm mac- addr
The Cabl el abs CL_CM MAC ADDR option data is used, if



avai |l able. This is formatted as a hexadecimal string with
a hyphen as separator between each octet. This might be
used for nanmes generated for CPEs behind a custoner's
DOCSI S 3.0 cable nmobdem (if the customer has nultiple CPEs,
a nanme collision and disanbiguation will likely result).
Not e: Several of these methods may cause privacy concerns if
the DNS is accessible fromthe |nternet.

view-id int

Identifies the view associated with the forward and
reverse zones used for DNS update.

dhcp-interface

dhcp-interface - Configures the DHCP server's network interfaces

Synopsis

dhcp-interface <name> create [<attribute>=<val ue>]
dhcp-interface <nane> del ete

dhcp-interface |ist

dhcp-interface |istnanmes

dhcp-interface listbrief

dhcp-interface <name> show

dhcp-interface <nane> set <attribute>=<value> [attribute>=<val ue> ...

dhcp-interface <name> get <attribute>
dhcp-interface <name> unset <attribute>

dhcp-interface <nanme> enable <attri bute>
dhcp-interface <nane> di sable <attribute>

Description

The dhcp-interface command configures network interfaces for use
by the Network Registrar DHCP server. If there are no defined

i nterfaces, the server discovers and uses all avail able
interfaces on the system Wen this |ist is present, the server
uses only the available interfaces, if any, that match this |ist.

Examples

Status

See Also

Attributes

addr ess subnet

Specifies the |IP address and subnet mask |ength of one or nore
interfaces that the DHCP server shoul d use

ip6addr ess prefix

Specifies the I Pv6 address and prefix |length of one or nore
interfaces that the DHCP server should use

multicast-addresses nlist(obj(0)) default = ff02::1:2,ff05::1:3



Enabl es or disables the specified nulticast addresses on DHCP
interfaces. The default nulticast addresses are ff02::1:2 and
ff05::1:3. DHCPv6 requires address ff02::1:2, if any DHCPv6 clients
are directly connected to the |Iink associated with the interface.
The address ff05::1:3 is the default nulticast addresses used by
rel ay agents when rel ayi ng DHCPv6 requests.

name string required,unique

Speci fies the user-assigned nane of the DHCP server interface.

dhcp-listener

dhcp-1listener - Configures a TCP dhcp-I|istener for DHCP

Synopsis

dhcp-1i stener <name> create <address>
[<attri bute>=<val ue> ...]
dhcp-1istener <nane> del ete
dhcp-listener |ist
dhcp-Ilistener |istnanes
dhcp-listener listbrief
dhcp-1istener <nane> show
dhcp-listener <nane> set <attri bute>=<val ue>
[<attribute>=<val ue> ...]
dhcp-|istener <nane> get <attribute>
dhcp-1istener <name> unset <attribute>

dhcp-1istener <name> enable <attribute>
dhcp-1istener <name> disable <attribute>

Description

The dhcp-1istener conmand configures objects to enable active
and bul k Ieasequerg to the DHCP server over TCP connections. To
enabl e active and bul k | easequery, one of these objects nust be
created. Multiple objects can be used to accept connections on
different ports.

Examples

Status

See Also

Attributes
address ipaddr

Speci fies the address to which the service is bound. To accept
connections to any valid | ocal address, specify 0.0.0.Q0.

If both address and ip6address are unset, the |Pv4 address 0.0.0.0
will be used. However, both cannot be set. Create separate objects,
one for |IPv4 and another for IPv6 to use the sane port for both.

enable bool default = true

Speci fies whether this service is enabled. |f disabled, the DHCP
server wWill ignore this |istener configuration.



ip6addr ess ip6addr

Specifies the address to which the service is bound. To accept

cggnectsons to any valid |ocal address, specify :: (the all 0's

addr ess) .

If both address and ip6address are unset, the |Pv4 address 0.0.0.0
will be used. However, both cannot be set. Create separate objects,

one for |IPv4 and another for IPv6 to use the same port for both.
leasequer y-backlog-time rangetime(30s-10m) default = 2m

Speci fies the nunber of seconds of active |easequery updates that the

DHCP server will hold in nmenory when a connection is bl ocked.
If nultiple listener objects are configured, the DHCP server uses the
longest tine for this attribute for all its connections.

leasequery-send-all bool default = false

Speci fies whether to send a nessage to active | easequery
clients for every wite to the DHCP | ease state database.

The alternative (and the default) is to optimze the traffic
over active |easequery connections and to send only updates
whi ch are necessary to maintain accurate state in the active

| easequery client. The optim zations are |largely invol ved
with failover updates, in an attenpt to avoi d redundant

active Iease?uery nmessages. However, this optimzation is
onIY valid if the active |easequery client connects to both
failover servers. Should you have an active |easequery client
whi ch only ever connects to one fail over Partner, this

optim zation will prevent inportant data from reaching such

a client and you should enable this attribute to prevent

the optim zation. Configuring any listener with this attribute
enabl ed will cause all active |easequery connections to send
a nmessage for every wite to the DHCP | ease state database

max-connections int default = 10

Speci fies the maxi num nunber of sinultaneous connections all owed
for the service

name string required,unique
Speci fies the nane of service. This name has no significance.
port short

Speci fies the port nunber on which the DHCP server listens for
TCP connections. The default port is the server-port for DHCPv4
and v6-server-port for DHCPv6.

dhcp-subnet

dhcp-subnet - Describes a contiguous range of |P address space
whi ch the DHCP server has allocated to a client.

Synopsis

dhcp- subnet <dhcp-subnet - nunmber > [ show]
dhcp- subnet <subnet - nunber> get <attribute>

dhcp- subnet <subnet - nunber> force-avail abl e

Description

The dth—subnet conmands mani pul ate subnet objects that the DHCP
server has leased to its clients. Wien the DHCP server receives a
request for a subnet, it creates the subnet by subdividing its
avai | abl e address-bl ocks, and all ocating the subnet to the client.



The dhcp-subnet conmands aBpIy only to subnet objects that have
been allocated to clients by the DHCP server.

Examples
dhcp- subnet 10. 10. 1. 0/ 24 show

Status

See Also
dhcp-address-block

Attributes

addr ess subnet immutable

Di spl ays the subnet address, including the nmask

all-vpns boal

Provi des failover configuration information for this subnet.
If true, this subnet is configured to use the same failover
configuration for all VPNs. Read only.

client-domain-name string

Di sylays the domain name the client specified in its nessages (if
any) .

client-flags flags(client-valid=1, client-id-created-from-mac-address=2)

Di spl ays either client-valid or client-id-created-from nmac-address
(the client ID was created for internal use fromthe client NMAC
addr ess) .

client-host-name string

Di spl ays the host name that the client specified (if any).
client-id blob

Di splays the client-id of the subnet's client.
client-last-transaction-time date

Displays the tine when the client |ast contacted the DHCP server
client-mac-addr macaddr

Di spl ays the MAC address which the client presented to the DHCP
server.

expiration date
Di spl ays the expiration tinme of the subnet binding
high-water int

Di spl ays the highest utilization |evel recorded since the last tine



that statistics were retrieved
in-use-addresses int

Di spl ays the nunber of addresses currently being used by hosts.
last-tr ansaction-time date

Di splays the time at which the client |ast conmmunicated with the
server about this subnet. Read only.

relay-agent-option blob

Di spl ays the contents of the relay agent information option from
the nost recent client interaction. Read only.

selection-tags string

Di SFIays the selection-tag string that the client presented when
it last |eased or renewed the subnet binding. Read only.

state enumint(none=0, available=1, other-available=2, offered=3, leased=4, expired=5, released=6, unavailable=7,
pending-available=8)

Di spl ays the state of the subnet.

tenant-id short default = O

Identifies the tenant owner of this object.

unusable-addresses int

The nunber of addresses marked unusabl e.
vpn-id int default = 0

Identifies the VPN that contains this subnet.

dns

dns - Configures and controls the DNS server

Synopsis

dns di sable <attri bute>
dns enabl e <attri bute>

dns get <attribute>

dns set <attribute>=<val ue> [attribute>=<value ...]

dns unset <attribute>

dns show

dns findRR -nane <fqgdn>| <addr >

dns findRR [-namePrefix <namePrefix>] [-rrTypes <rrTypeLi st>]
[-protected | -unprotected] [-zoneType forward | reverse

| primary | secondary | ALL]

dns rebuil dRR- | ndexes

dns forceXfer secondary

dns scavenge

dns serverLogs show _ _
dns serverLogs nl ogs=<nl ogs> | ogsi ze=<Il ogsi ze>

dns getStats [performance | query | errors | security | maxcounters



ha | ipv6e | all] [total | sanple]
dns resetStats

dns getUtilization

dns get ZoneCount [forward | reverse | primary | secondary | ALL]
dns get RRCount [zone <name> | forward | reverse | primary | secondary | ALL]

dns set Part ner Down

Description

The dns command lets you configure the DNS server in the cluster.

dns findRR - nane <fqgdn>| <addr >
dns findRR [-namePrefix <namePrefix>] [-rrTypes <rrTypeLi st>]
[-protected | -unprotected] [-zoneType forward | reverse
| primary | secondary | ALL]
Use the findRR commands to display the resource records for a
specific domain nane; or to displa% those matching a nanme prefix,
a list of resource record types--whether protected or unprotected--and
certain zone types

dns rebui | dRR- | ndexes
Thg rebui | dRR- |1 ndexes command rebuil ds the resource record
i ndexes.

dns forceXfer secondary
The forceXfer command forces full zone transfers for every zone
whose type matches the tyPe (primary or secondary) specified in
the command, regardl ess of the SQOA serial nunbers, to synchronize
DNS data store. |If a normal zone transfer is already in progress,
the forceXfer command schedules a full zone transfer for that
zone imedi ately after the normal zone transfer finishes.

Not e: The option for primary is not yet avail able.

dns scavenge _ .
The scavenge conmand causes scavenging to occur on all primary
zones that have scavenge enabl ed

dns serverlLogs show

dns serverLogs nl ogs=<nl ogs> | ogsi ze=<I ogsi ze>
The serverLogs show conmand di spl ays the nunber of log files
and the maxi num size for each file.

The serverLogs command all ows setting the two server Ioggin?
parameters, nlogs and |ogsize. Either or both may be specified
In the command, and changes will only occur to the one(s)

speci fied. When setting |ogsize, a suffix of K or Mindicates
units of thousands or mllions.

dns serverLogs nl ogs=6 | ogsi ze=500K
dns serverlLogs | ogsi ze=5M

Note: For these changes to take effect you nust save the changes
and restart the server Agent.

dns getStats [performance | query | errors | security | maxcounters
ha | ipve | all] [total | sanple]
The getStats command di spl ays the requested DNS server
statiatics, either since the last reload or for the |ast sanple
peri od.

dns resetStats
The resetStats commands returns the DNS activity counters
(statistics) to zero

dns getUtilization
The getUtilization comand can be used to get the count
of total nunber of A and AAAA record for all zones.

dns get ZoneCount [forward | reverse | primary | secondary | ALL]

dns get RRCount [zone <name> | forward | reverse | primary | secondary | ALL]
The get ZoneCount and get RRCount commands di splay the nunber of
zones or resource records for the requested zones. By default,



all published zones are reported.

dns set Part ner Down
The set ParterDown comrand notifies the DNS server that its High
Avail ability DNS partner server is down. This command is only
al l owed once the DNS server is in Comruni cations Interrupted
state. Once in Partner Down state, the DNS server no |onger
persi sts changes that need to be nmerged with it's DNS HA
partner and nust send FULL zone synchronizati on when the
partner comes back onli ne.

Examples

Status

See Also
server

Attributes

activity-counter -log-settings flags(performance=3, query=4, errors=5, security=6, maxcounters=7, ha=8, ipv6=9,
datastore=10) default = performance,query,errors,maxcounters

Controls what activity counters a DNS server uses for | ogging.
The possible flags are:

performance |og performance-rel ated counters.

query | og query-rel ated counters.

errors |l og error-related counters.
security | og security-related counters
maxcounters | og maxcounters-rel ated counters.

ha |l og HA-rel ated counters

i pv6 |l og | Pv6-rel ated counters

dat astore |l og data storage (i.e. DB) counters

activity-summary-interval time default = 60s

Sets the seconds between DNS activity summary | og nessages,
if the activity-sunmary attribute is enabled in the server
| og-settings.

activity-summary-type flags(sample=1, total=2) default = sample

Det er mi nes whet her the DNS server |ogs sanple and/or total statistics
when it | ogs act|V|tY-sunnary informati on. Note, activity-summary nust
0

be specified in the g-settings in order for this setting to take
effect.

blackhole-acl amelist default = none

Bl ocks requests fromclients listed in this access control |ist.
This list can contain hosts, network addresses and/or other ACLs
Request fromclients matching this acl will be dropped.

delegation-only-domains nlist(obj(0))

Instructs the DNS server to expect a specified zone to

return only del egations to authoritative naneservers

when queri ed.

O her than records at the donmain name itself, the

speci fied zone nust contain only NS records for each each
naneserver to which the subzone is del egated and the zone's
apex SOA record. For example, ‘com' is a domain that should
contain only del egati ons.

Use this attribute to filter out wildcard or synthesized data
from aut horitative nanmeservers whose undel egated (in-zone) data



is of no interest.

The server enforces the del egation-only nature of the domains on
this list when it exanmi nes responses that are not from a
forwarder or resolution exception server. The server converts
non- conform ng answers to no-such-nane responses. This cannot
be enforced en the answer cones from a forwarder.

gss-tsig-config nameref(0)
Identifies the gss-tsig configuration object to be used by DNS server.
gss-tsig-processing flags(ddns=1, query=2, none=3) default = none

Indicates the gss-tsig security node for DNS transactions.
If both gss-tsig-processing and tsig-processing

are enabled, gss-tsig security node will be disabled.
Default is none (disabled).

hybrid-localhost-only bool default = false

When enabl ed, the Caching DNS server will setup hybrid exceptions
to forward to the Authoritative DNS server only via |ocal host
(127.0.0.1). Enabling this attribute forces all hybrid-node
conmuni cati on to happen on the | oopback interface even if the

Aut horitati ve DNS server has other interfaces configured.

hybrid-mode bool default = disabled

Enabl es DNS Hybrid node which allows CDNS and ADNS to run on
the sanme CS.

hybrid-override enumint(zones-override-exceptions=1, exceptions-override-zones=2) default = zones-override-
exceptions

Speci fies whether the Caching DNS server configures hybrid-node
zones or exceptions when hybrid-node is enabled and there are
CDNS exceptions that match DNS zones.

local-port-num rangeint(1-65535) default = 53

Specifies the UDP and TCP port nunber that the DNS server
uses to listen for queries.

log-settings flags(config=1, ddns=2, xfr-in=3, xfr-out=4, notify=5, scp=7, datastore=8, scavenge=9, scavenge-
details=10, server-operations=11, lame-delegations=13, root-query=14, ddns-refreshes=15, ddns-refreshes-
details=16, ddns-details=17, tsig=18, tsig-details=19, activity-summary=20, query-errors=21, config-details=22,
incoming- packets=23, outgoing- packets=24, xfr-in-packets=25, query-packets=26, notify-packets=27, ddns-
packets=28, xfr-out-packets=29, ha-details=30, optRR=31, ha-messages=32) default = config,ddns,xfr-in,xfr-
out,notify,scp,datastore,scavenge,server-operations,tsig,activity-summary,query-errors,ha-detail s

Det ermi nes which detailed events the DNS server |ogs, as set
using a bit mask. Logging these additional details can help
anal yze a problem Leaving detailed |ogging enable for a | ong
period, however, can fill the log files and cause the |oss of
I mportant information.
The possible settings are:
config
This setting will cause |og nessages pertaining to server
ddconfi guration and server de-initialization (unconfiguration).
ns
This setting will cause the |ogging of high-Ilevel DDNS nessages.
Detail ed DDNS | ogging (e.g. RRs that have been del eted or
added) can be enabled via ddns-details.

xfr-in

This setting will allow the generation of |og nmessages
fassom ated with inbound full and increnmental zone transfers.
xfr-out

This setting will allow the generation of |og nessages

a_sfsom ated with outbound full and incremental zone transfers.
not i

This setting all ows | og nessages associated with the processing



of notify nessages.
sc
%his setting allows | og nessages associated with SCP nessage
handl i ng.
dat astore
This setting allows the generation of |og nessages associ at ed
with datastores processing. Enabling this flag provides
insight into various events in the server's enbedded
dat abases/ dat ast or es.
scavenge
This setting allows the | ogging of events associated (RR
scavengi ng
scavenge-detail s
This setting causes nore detailed |o gin?, pertainin% to
scavengi ng, to be displayed. Note, this flag is disabled by
def aul t.
server-operations
This setting enables the |ogging of general high server events
(such as those pertaining to sockets and interfaces).
ddns-refreshes
This setting allows the server to | og nessages associated with
(W2K) DDNS refreshes.
ddns-refreshes-details
This setting generates | og nessages that provide details
descri bing RRs that were refreshed
ddns-detail s
This setting enables detailed |ogging that describes the RR(S)
that have del eted/ added due to DDNS updates.
tsi
Tgis setting allows the | ogging of events associ ated Transaction
Signature (TSIG DDNS updates.
tsi%-details
Thi s setting causes nore detailed |ogging, pertaining to tsig, to
be displayed. Note, this flag is disabled by default.
activity-summary
This setting will cause a summary nessage to appear at an
i nterval specified by activity-sumary-interval. The
sunmmary provides detailed statistics about the servers
oper ati on.
query-errors
This setting causes |ogging of errors encountered while
processi ng DNS queri es.
config-detalls
This setting generates detailed information during server
configuration (e.g. displaying all configured and assuned
server attributes)
i ncom ng- packet s
This setting causes incom ng packets to be traced.
outﬂoing-packets
This setting causes outgoi ng packets to be traced.
xfr-in-packets
This setting causes incom ng zone transfer packets to be traced.
xfr - out - packet s
This setting causes outgoing zone transfer packets to be traced.
query- packets
This setting causes query packets to be traced.
notify-packets
This setting causes notify packets to be traced.
ddns- packet s
This setting causes DDNS packets to be traced.
ha-details
This setting enables detailed |ogging of HA related infornation.
ha- messages
Tgks setting enables detailed | ogging of HA nessages.
opt
pThis setting causes logging related to OPT RR processing.
Not e that root-query and | ane-del egati on |og-settings are no | onger
used but are included as valid settings in order to nmintain
backwar ds conpatibility.

max-dns-packets int default = 5000

Speci fies the maxi mum nunber of packets that dns server will
handl e concurrently. DNS server will drop inbound packets if this
limt is reached

max-udp-payload-size rangeint(512-4096) default = 4096

Speci fies the sender's maxi mum UDP payl oad size, which is



defined as the nunber of octets of the |argest UDP packet
that can be handl ed by a requestor (See RFC2671).

minimal-responses bool default = false

Controls whether the DNS server onmits or includes records from
the authority and data sections of query responses when these
records are not required. Enabling this attribute nay inprove
query performance such as when the DNS server is configured as
a caching server.

notify-min-interval rangetime(0-68y5w3h14m7s) default = 2s

Wth the notify attribute enabled, sets the mninmuminterva
requi red before sending notification to a particular server of
consecutive changes on the sane zone. Default is 2s.

notify-rcv-interval rangetime(0-68y5w3h14m7s) default = 5s

Wth the notify attribute enabled for secondary zones, sets the
m ni mum anount of time between conpl ete processing of one
notification (serial nunber testing and/or zone transfer), and
the start of processing of another notification.

defaul t 5s.

notify-send-stagger rangetime(0-68y5w3h14m7s) default = 1s

Wth the notify attribute enabled, sets the interval
to use for staﬂger|ng notifications to nultiple servers
about a zone change. Default is 1s.

notify-sour ce-addr ess ipaddr

Specifies the source |P address that the DNS server uses to send
notify requests to other servers. A value of 0.0.0.0 indicates
that operating systen uses the best |ocal address based on the
desti nati on.

notify-sour ce-port rangeint(0-65535) default = 0

Speci fies the UDP port nunber that the DNS server uses to send
notify requests to other servers.

A value of O (default) indicates that DNS shoul d choose a random port.
If the value is set to be the sanme as the query-source-port, DNS will

log a warning and choose a random port.
notify-wait rangetime(0-68y5w3h14m7s) default = 5s

Wth the notify attribute enabled, and after an initial zone
change, sets the ﬁer|od of tinme for the DNS server to wait
before it sends change notification to other nane servers.
Default is 5s.

This property allows you to accunulate nultiple changes,

and thus limt the nunber of tines the serial number advances.

remote-port-num rangeint(1-65535) default = 53

Specifies the UDP and TCP port nunber the DNS server
uses to send queries to other servers. Default is port 53

round-robin bool default = enabled

Speci fies whether you want round-robin cycling of equival ent
records in responses to queries. Equivalent records are records
of the sane nane and type. Since clients often onIK | ook at the
first record of a set, enabling this features can hel p bal ance

| oads and keep clients from forever trying to talk to an

out - of - servi ce host.

scvg-ignor e-restart-interval rangetime(2h-24h) default = 2h



Ensures that the server does not reset the scavenging time with
every server restart. Wthin this interval, Network Registrar
ignores the tinme between when a server went down and its restart.
This interval is normally short. The val ue can range from two
hours to one day. Wth any tine |onger than that set,

Net wor k Regi strar recal culates the scavengi ng peri od

to allow for record updates that cannot take place while the
server is stopped. You can also set this attribute on a zone,
and the value set on the zone overrides the server setting
Default is 2h.

scvg-interval rangetime(60m-1y) default = 1w

Sets the seconds that DNS waits before renoving (scavengi ng)
out - of -date address (A) records

scvg-no-refresh-interval rangetime(60m-1y) default = 1w

Sets the nunmber of seconds during which DNS updates cannot increnent
the zone tinestanp.

scvg-refresh-interval rangetime(60m-1y) default = 1w

Sets the nunber of seconds during which DNS updates can i ncrenent
the zone tinmestanp. After both the no-refresh and refresh intervals
expire, the record is a candi date for scavengi ng. The val ue

can range from one hour to 365 days. The zone setting overrides
the server setting of 604800s (1w).

simulate-zone-top-dynupdate bool default = disabled

Enabl es conpatibility with a Wndows 2000 Domei n Controll er

When processing a dynam c update packet, which attenpts to add

or renove A records fromthe nanme of a zone, DNS responds as if

t he update succeeded, rather than responding with a refusal, as
woul d normal Iy occur due to the protected/ unprotected nane
conflict. No update to the records at the zone name will actually
occur, although the response indicates that it has

subnet-sorting bool default = disabled

Control s whether DNS reorders A records when responding to client
ueri es.

gs i mpl enented in BIND 4.9.7, the Network Registrar DNS

server confirms the client's network address before responding to
a query. If the client, server, and target of the query are on the
sanme subnet, and the target has nultiple A records, the server tries

to reorder the A records in its response by putting the target's

cl osest address first in the response packet.

Because clients often only look at the first record in a set,
enabling this attribute can help localize network traffic onto

a subnet. This attribute is only apBIied on answers to queries

fromclients |ocated on the same subnet as the DNS server

transfer -sour ce-addr ess ipaddr

Specifies the source |IP address that the DNS server uses to send
transfer and SOA requests to other servers.

A value of 0.0.0.0 indicates that operating system uses the best
| ocal address based on the destination.

transfer -sour ce-port rangeint(0-65535) default = 0

Specifies the UDP port nunber that the DNS server uses to send
transfer and SOA requests to other servers.

A val ue of 0 (default) indicates that DNS shoul d choose a random port.
If the value is set to be the same as the query-source-port, DNS will
log a warning and choose a random port.

traps-enabled flags(all=1, server-start=2, server-stop=3, ha-dns-partner-down=4, ha-dns-partner-up=5, ha-dns-
config-error=6, masters-not-responding=7, masters-responding=8, secondary-zone-expired=9)



Defanes the traps that thi

2

al
Sends notifications
server-start
Sends notifications
reinitialized.
server-stop
Sends notifications
ha- dns- part ner - down
Sends notifications
oes down.
a- dns- part ner - up
Sends notifications

s server is configured to send.
for all server events.

whenever the server is started or

whenever the server is stopped.
whenever the HA DNS partner

whenever the HA DNS partner becones

avai |l abl e again after going down.

ha- dns-confi g-error
Sends notifications

when a configuration nmsnmatch between

HA DNS partners occurs.

mast er s- not - r espondi
Sends notificatl ons
mast er s- r espondi ng
Sends notifications
agai n.

n
en nmaster servers stop respondi ng

when naster servers start responding

secondary-zone- expired

Sends notifications
claim aut hority for
during a zone transf

when a secondary server can no |onger
zone data when responding to queries
er.

tsig-processing flags(ddns=1, query=2, none=3) default = ddns,query

Enabl es you to turn on and off tsig processing for DNS
transactions. Default is

enabl ed on ddns and query requests.

update-relax-zone-name bool default = disabled

Enabl es DNS updates to specify any zone name in the authoritative
zone rather than the exact
restriction on the zone nane record in dynanmi c updates. This
attribute allows updates to specify a zone name which is any nane
within an authoritative zone rather than exactly the name of a zone.

zone nane; thus, relaxing the RFC 2136

xfer-ignore-serial-decrease int default = 3

Specifies the nunber of times a secondary will ignore notify

and/ or i ncrenent al

zone transfers with a | ower serial nunber.

The value is calculated on a per zone basis and a full zone

transfer wll

dns-enum-config

dns-enum config -

Synopsis

be requested once we have surpassed the val ue.

Configures DNS ENUM defaults in the

DNS aut horitative servers.

dns- enum confi g show

dns-enum config
dns-enum config

dns-enum config unset <attr

dns-enum config

[ <order> [preference]]
dns-enum confi g renoveServi ce <type> <subtype> <URI >

dns-enum config |i st Services

Description

get <attribute>
set <attri bute>=<val ue>

but e>

addSer vi ce <type> <subtype> <URI >

This command is used to configure DNS ENUM defaults for the DNS
authoritative servers



Examples

nrcnd> dns-enum confi g set zone-tenpl at e=zt
nrcmd> dns-enum confi g get zone-tenpl ate
nrcmd> dns-enum config show

Status

See Also

Attributes

default-services nlist(obj(0))

Specifies a default URI for the |isted service types.
Use the +number keyword in the URI to specify where the nunber
shoul d be inserted when the service is added to an DnsEnunEntrySet.

number -prefix string

Specifies the E 164 nunber prefix for |ocal domains. )
The prefix will be prepended to nunbers that do not specify
the beginning '+ character.

top-level-domain dname default = el64enum.net.

Specifies the top-level domain to use when creating el64 zones.
A domain name ending in .arpa will be created as a reverse zone.
Any other domain nanme will be created as a forward zone.

zone-template nameref (0)

Speci fies the default zone tenplate to use when creating
E. 164 donai ns.

dns-enum-domain

dns-enum domai n - Configures ENUM domain in the DNS authoritative
servers.

Synopsis

dns- enum domai n <nane> create
[ zone-t enpl at e=<t enpl at e- nane>]
[ <nanmeser ver >[ per son] ]

dns- enum domai n <nane> del et e

dns- enum domai n <name> show

dns- enum domai n <nane> get <attribute>

dns- enum donmai n <nane> set
<attri but e>=<val ue>

dns- enum domai n <nanme> unset <attri bute>

dns- enum domai n |i st

dns- enum domai n | i st names

dns-enumdomai n |istbrief

Description

This conmand is used to configure ENUM domain for the DNS
servers. The DNS servers nust be rel oaded for changes to take effect.



Examples

nrcnd> dns- enum domai n +123 create
nrcnd> dns- enum donmai n +123 set serial =2
nrcnd> dns- enum domai n +123 show

Status

See Also

Attributes

description string
Provi des additional descriptive informtion.
domain-prefix string required,immutable
Speci fies the E. 164 nunber prefix for this donain.
nameser ver s nlist(obj(0))
Li sts the nanmeservers for this donain.
person dname
Identifies the mail box of the person responsible for this domain.
serial int default = 1

Sets the serial nunber for the domain. Note this value wll
only be applied to the SOA record if it is greater than the
current serial nunber.

tenant-id short default = O, immutable

Identifies the tenant owner of this donmin.

ttl dnsttl default = 60m

Sets the tinme-to-live (ttl) value for the domain.
view-id int default = O, immutable

Specifies the view identifier for this donain.
zone-template nameref (0)

Specifies the zone tenplate to use when creating the associ ated
zone.

dns-enum-number

dns-enum nunber - Configures ENUM nunber in the DNS authoritative
servers.

Synopsis

<nane>



dns- enum nunber create
<type> <subtype> <URI > [ zone-tenpl at e=
<t enpl at e- nane>] Fdonain-prefix]

dns- enum nunber <nane> del et e

dns- enum nunber <nanme> show

dns- enum nunber <nane> get <attribute>

dns- enum nunber <nanme> set
<attri but e>=<val ue>

dns- enum nunber <name> unset <attri bute>

dns- enum nunber |i st

dns- enum nunber | i st nanmes

dns- enum nunber |istbrief

dns- enum nunber <nane> addServi ce <type>
<subtype> <URI > [order [preference]]

dns- enum nunber <nane> renpveServi ce <type>
<subt ype> <URI >

dns- enum nunber <name> |i st Servi ces

Description

This command is used to configure ENUM nunber for the DNS
servers. The DNS servers nust be rel oaded for changes to take effect.

Examples

nrcnd> dns- enum nunber +123456 create tel tel tel:+19782523321
nrcnd> dns- enum nunber +123456 show

Status
See Also

Attributes

description string
Provi des additional descriptive information.
domain-prefix string immutable
Speci fies the E. 164 nunber prefix for the parent domain.
number string required,immutable
Specifies the E. 164 nunber for this entry.
ported-nameserver dname
Speci fies the naneserver for a ported nunber that has been del egated
ported-number enumint(no=0, ported-out=1, delegated-out=2, ported-in=3) default = no

I ndi cat es whether this nunber has been ported to or from
anot her carrier. Ported nunbers can be
ported-out: Indicates the service for this nunber has been
redirected to a new carrier.

del egat ed-out: |ndicates the nunber has been delegated to a
new carrier. The ported-nanmeserver attribute nust also be
set for this option.



ported-in: Indicates this nunmber is in a range owned by
anot her carrier. The domain-prefix should be set equal to
the nunber for this case

services nlist(obj(0)) required

Speci fies the services for this nunber.
tenant-id short default = O, immutable

Identifies the tenant owner of this domain.
view-id int default = O, immutable

Specifies the view identifier for this donain.
zone-template nameref (0)

Specifies the zone tenplate to use when creating the associated
zone.

dns-interface

dns-interface - Configures the DNS server's network interfaces

Synopsis

dns-interface <name> create [<attribute>=<val ue>]
dns-i nterface <nane> del ete

dns-interface |ist

dns-interface |istnanes

dns-interface |istbrief

dns-interface <nanme> show

dns-interface <nane> set <attribute>=<val ue> [<attri bute>=<val ue> ...
dns-interface <nane> get <attribute>
dns-interface <nane> unset

dns-interface <nane> enabl e <attri bute>
dns-interface <nane> disable <attri bute>

Description

The dns-interface conmand configures network interfaces for use

by the Network Registrar DNS server. If there are no defined
interfaces, the server discovers and uses all available interfaces
on the system Wen this list is present, the server uses

only the available interfaces, if any, that match this list.

Examples

Status

See Also

Attributes

addr ess subnet



Specifies the |IP address and subnet nask of the DNS interface.
ip6addr ess prefix

Specifies the I Pv6 address and prefix length for one or nore
DNS i nterfaces.

name string required,unique
Speci fies the user-assigned nane of the DNS server interface.
port rangeint(1-65535) default = 53

Specifies the UDP and TCP port nunmber the DNS server |istens on

dns-update-map

dns-update-map - Configures a DNS update map of the DHCP and DNS
server configurations needed to perform DNS updates

Synopsis

dns-updat e- map <name> create <dhcp-servers> <dns-servers>
<dns-config> [<attribute>=<val ue> ...]

dns-updat e- map <nane> del ete

dns- update-map |i st

dns-updat e- map |i st nanes

dns-update-map listbrief

dns- updat e- map <nane> show

dns-updat e- map <nanme> get <attri bute>
dns-updat e- map <nanme> set <attri bute>=<val ue> [<attri bute>=<val ue> ..
dns-updat e- map <name> unset <attri bute>

dns-updat e- map <nanme> push

Description

The dns-update-map command | ets you define and manage DNS updat e
configuration maps. A DNS update map defines an update rel ationship
between a DHCP policy and a |ist of DNS zones. The update map is
designed to coordi nate

DNS servers or Highly Available (HA) DNS server pairs
DNS update ACLs or update policies

DHCP servers or failover server pairs
DHCP policy sel ection

An update map aPpIies to all primary zones that the DNS server
manages, and all scopes that the DHCP server manages.

Examples
Status
See Also

dhcp, faillover-pair, dns, ha-dns-pair, dhcp-dns-update, acl, update-policy

Attributes



dhcp-client-class nameref (0)

I f dhcp-policy-sel ector=use-client-class-policy, this attribute
sEem fies the naned client-class enbedded policy which

shoul d ?Tgemfy the DnsUpdateConfig referenced in this nmap.

A new enbedded policy wll be created if one does not exist
when the map is appli ed.

dhcp-named-policy nameref(0)

I f dhcp-policy-sel ector=use-named- ﬂOI icy, this attribute )
specifies the naned policy which should specify the DnsUpdat eConfi g
referenced in this map.

dhcp-policy-selector enumint(use-named-policy=1, use-client-class-embedded-policy=2, use-scope-embedded-
policy=3) default = use-named-policy

I ndi cates how to find the DHCP Policy to which to attach the

DnsUpdat eConfig referenced in the dns-config attribute. If a

named-PoI icy or client-class-enbedded-policy is selected,

the referenced poli C)é and/or client-class nust be preconfigured

on the DHCP servers before the nmap is applied. If

scope- enbedded-policy is selected, it is applied to all scopes

on the DHCP servers. A new enbedded policy Is created if one
does not exist when the nmap is applied.

dhcp-servers oid required

The DHCP server or DHCP failover pair associated with
this configuration.

dns-config nameref (0) required
The DnsUpdat eConfi g obj ect associated with this configuration.
dns-servers oid required

The DNS server or HA pair associated with
this configuration.

dns-update-acl amelist

The update-acl to apply to zones referenced by the

DnsUpdateConfig in this map. If this attribute is set, then the
value (if any) of the dns-update-policy-list attribute is ignored.

If neither attribute is set, then a sinple update-acl will be
constructed enabling just the dhcp-servers to perform dns updates,
using the I P address(es) of the single DHCP server or failover pair,
and, if specified, the server-key from the DnsUpdateConfig referenced
in the dns-config attribute.

dns-update-policy-list nlist(obj(0))

The list of DNS update policies to apply to zones referenced by the

DnsUpdateConfig in this map. |If the attribute dns-update-acl
is set, then this attribute is ignored. .
If neither attribute is set, then a sinple update-acl will be

constructed enabling just the dhcp-servers to perform dns updates,
using the I P address(es) of the single DHCP server or failover pair,
and, if specified, the server-key from the DnsUpdateConfig referenced
in the dns-config attribute.

name string required,unique
The nanme of this managed DNS update confi guration.
tenant-id short default = O, immutable

Identifies the tenant owner of this object.



dns-view

view - Controls and configures DNS Views in the DNS Authoritative
and Cachi ng servers

NOTE: The dns-view command is a synonym for view conmmand.

Synopsis

Vi ew <nanme> create <attri bute>=<val ue>
vi ew <nane> del ete [-force]
vi ew <nane> show
Vi ew <name> get <attribute>
Vi ew <nane> set <attri bute>=<val ue>
Vi ew <nanme> unset <attri bute>
view |ist
vi ew | i st nanes
view |istbrief
Description

The view conmand is used to control and nanage DNS Views for the DNS
servers. The DNS servers nust be rel oaded for changes to take effect.

Examples

nrcmd> vi ew MyVi ew create
nrcmd> view MyVi ew set acl -match-clients=10.11.0.0/ 16
nrcmd> vi ew MyVi ew show

Status
See Also

Attributes

acl-match-clients amelist default = any

Specifies the ACL that maps clients to this view
based on the source address or TSI G key.

name tag required,unique
Speci fies the name of the view

priority priority

Sﬁecifies the view priority relative to other views.

The | owest non-zero val ue has the highest priority.

Each vi ew shoul d be assigned a uni que priorit¥ to ensure
consi stent behavior. A priority of O has the |owest possible
priority, and is reserved for the default view

tenant-id short default = O, immutable

Identifies the tenant owner of the view
view-id int immutable

Defines a unique integer identifier for the view



that is assigned by the CCM server.

exit
exit - Exits the current nrcnd session.
Synopsis
exit
Description
The exit command |ets you exit the current nrcnd session. |f you have
unsaved changes, they will be flushed to the database before the session
exits.
Examples
Status
See Also
save(nrcmd)
export
export - exports configuration information to a file
Synopsis
export leases [ -client | -server ]
[ -vpn <vpn-nane> ]
[ -tinme-ascii | -time-nunmeric | <file>
export zone <zone nanme> {-protected| -unprotected | -all} [<file>]
export zonenanes {forward | reverse | both} [<file>]
export hostfile [<file>]
export keys <file>
export key <keynane> <filenanme>
export option-set <option-set name> <fil ename>
Description
The export command | ets you export data in one of several conmon
formts.
export leases [ -client | -server ]
[ -vpn <vpn-nane> ]

-tine-ascii | -tinme-nuneric ] <file>
Use the export |eases comand to export |leases to a file.

If -client is specified (or -server is not specified), only
| eased | eases are exported.

If -server is specified the export includes expired and | eased



| eases. And when connected to a pre-7.2 cluster, the file is
created in the DHCP server's |log directory and the server
performs the export to the file.

The optional tine-ascii and tinme-numeric keywords sPecify_how
to output date/tinme fields to the text file. The default is
time-ascii.

If no vpn is specified, the current-vpn of the session is used.

When specifyinﬁ a <vpn-nane> to any export conmand which
SUPPorts it, the nane "global" (with or wthout the quotes)
Wi specify the global (i.e., unnamed or default) vpn. The
nane "all" (also with or without the quotes) wll specify
that all vpn (including the global one) should be exported.

export zone <zone nanme> {-protected | -unprotected | -all} [<file>]
Use the export zone command to export the resource
records in the specified zone. BIND can parse the format of
the out put.

export zonenames {forward | reverse | both} [<file>]
Use the export zonenames command to export the list of zones
that match a given criteria

export hostfile [<file>]
Use the export hostfile conmand to export the CCM DNS
information in the cluster in a UNI X hostfile format.

export keys <file>

export key <keyname> <fil enane>
You can use the export command to export the TSI G keys that
are configured on a cluster with the export keys command.
You can also specify to export a single key with the export
ke¥ <keynanme> conmand. These commands will generate key
definitions in BIND syntax so they may be either inported
into other clusters or BIND configurations.

export option-set <option-set name> <fil ename>
The export option-set command wites out a text file that
may be | oaded into a running server with the option-set
i mport command.

Examples
Status

See Also
session current-vpn

extension

extension - Integrates user-witten DHCP extensions into the DHCP server

Synopsis

extension |i st

extensi on |istnanes

extension |listbrief

ext ensi on <nane> create <l ang> <file> <entry> [<attribute>=<val ue>...]
ext ensi on <nane> del ete

ext ensi on <nane> get <attribute>

ext ensi on <nane> set <attribute>=<val ue> [<attribute>=<value> ...]

ext ensi on <nane> unset <attribute>

ext ensi on <nane> show



Description

The extension command | ets you configure extension nodul es. To
?xfend_the DHCP server with an extension nodule, you nust do the
ol | owi ng:

1. Wite the extension nodule in either Tcl, C or C++, and instal
it in the server scripts directory.

2. Configure the DHCP server to recogni ze this extension, using
thi s conmand.

3. Attach the configured extension to one or nore DHCP script
poi nts using the dhcp attachExtensi on command.

Examples

Create a tcl script, sanplel, that does something.
nrcmd> extensi on sanpl el create tcl sanplel.tcl sanpl e_ext

Status

See Also
dhcp AttachExtension

Attributes

entry string required

Identifies the entry point for the nodule. This function is
cal led from any extension point to which this nodule is bound.

file string required

Provides the filename relative to the directory extensions in the
installation, or as an absol ute pat hname, but this cannot contain
a sequence of two dots (..).

init-args string

Descri bes the arguments that should be passed to the init-entry
poi nt function. The argunents are passed in the environnment
dictionary using the key "Argunents".

init-entry string

Specifies the name of the init entrr poi nt . set, the server
calls this function when the server [oads the nndule

lang enumstr(Tcl=1, Dex=2)

Descri bes the |an uage in which the script or nodule is |nplenented.

"Tcl' indicates t the nodule is a Tcl script (tcl8. 4? Dex'
i ndi cates that the nDduIe is a shared object with C calling
i nterfaces.

name string required,unique,immutable

Desi gnates the script or nodule. The DHCP server uses
this nane to assign scripts or nodules to script points

failover -pair



failover-pair - configures a DHCP failover relationship

Synopsis
fail over-pair <nane> create <main-cluster/address>
<backup- cl ust er/ addr ess>
[<attri bute>=<val ue> ...]

-

fail over-pair <nanme> del ete

r

failover-pair Iist

failover-pair |istnanes

failover-pair listbrief
r

fail over-pair <nane> show
fail over - pa
fail over - pa
fail over - pa

=

<nane> get <attribute>
<nanme> set <attribute>=<val ue> [<attribute>=<val ue> ...]
<nane> unset <attri bute>

[—

fail over - pa

=

<name> sync < update | conplete | exact >
[< main-to-backup | backup-to-main >]

=

fail over-pair <name> setPartner Down [<date>]

fail over - pa

=

<nane> get St at us

fail over - pa
fail over - pa

=

<nanme> pol | LeaseH story
<name> get LeaseHi storyState

=

fail over-pair <nane> rebal ancePool

=

Description

The failover-gair conmmand | ets you define and manage the fail over
rel ati onship between a main and backup server.

Either the main and backuP clusters or the main and backup server
| P addresses can be specified with the create command. I|f the

mai n- server and backup-server addresses are set, the cluster
addresses will only be used for synchronization of the server
configuration. The referenced clusters nust be configured with
appropriate connection credentials for the sync and

pol | LeaseH story conmmands to be successful .

The_PoIILeaseHistory and get LeaseHi storyState comrands are only
avai [ abl e when connected to a regional cluster.

fail over-pair <name> setPartner Down [<date>]
The set Partner Down command notifies the DHCP server that its
fail over partner server is down. The date specified represents a
tinme equal to or later than the |ast known tine the partner
server could have been operational. If no date is specified, the
| ast known tinme of contact with the partner server Is used.

The partner server's available IP addresses will be available to
the remmining server to | ease once the MCLT has el apsed from the
time that is used by the setPartnerDown conmmand. These IP
addresses will continue to be in state other-available, but the
remai ning server will be able to allocate themto clients once
the MCLT has el apsed.

If the MCLT has not passed since the partner server went down,
you can make that partner's |eases available to the remaining
server to lease to new clients imediately, though there is risk
to this approach. To make these |eases i medi ately avail abl e,
you would enter a tine on the setPartnerDown comrand whi ch was

nore than the MCLT prior to the current tine. This will allow
the renmining server to immedi ately | ease all available |eases to
DHCP clients. Should you do this, you will incur a risk that
there will be sone doubly allocated |IP addresses, since sone

address all ocati ons made by the partner server to DHCP clients
may not have been communi cated to the remaining server prior to
it going down. These IP addresses may then be allocated to other
DHCP clients by the remaining server. W do not recommend this
approach -- but if you are out of addresses, it is certainly



preferable to disabling fail over altogether.

The tinme value should be entered using the local tinme of the
nrcnd process. Formats for the date are:

- <nune<val ue>
where <nun® is a deci mal nunber and <value> is one of 's',
'm, 'h', 'd, "W, in which 's' is seconds, 'm is mnutes,
"h" is hours, 'd" is days and 'W is weeks.

<nmont h> <day> <hour >: <mi nut e>[ : <second>] <year >
where <nmonth> is the nane or first three letters of the name
of the nonth, <hour> is the hour on a 24- hour clock, and
<year> is the fully-specified year or a two-digit
representation in which 98 = 1998, 99 = 1999 and all other two
digit values XX = 20XX

fail over-pair <nane> get Status
This displays the failover-pair's related server object (same as
dhcp get Rel atedServers full, but wthout any other servers).

fail over-pair <nane> poll LeaseHi story

fail over-pair <name> getLeaseH storyState
These commands are only avail abl e when connected to a regi ona
cluster and can be used to initiate a | ease history pol
operation or exam ne the |ease hsitory state.

fail over-pair <nanme> rebal ancePool
Thi s conmand can be used to initiate a pool rebal ance process.

Examples
Status

See Also
cluster

Attributes

backup 0id(0)

Identifies the cluster that contains the backup server for
a failover pair.

backup-ip6addr ess ip6addr

The | Pv6 address to use for the failover conmunication at the backup
server. The main server will connect to this address when opening
the TCP connection to the backup server. The backup server wl|

bind to this address on the Iistening socket. If both IPv4 and |Pv6
addresses are configured, the |Pv6 address will be used.

backup-pct percent default = 50%

Controls the percentage of avail able addresses that the main
server sends to the backup server. Set this value

on the main server. If it is set on a backup server, it is
ignored (to enabl e copying of configurations). _

Unl ess You explicitly set this value on a scope and you disable
| oad bal ancing, the value set here becones the default val ue.

backup-server ipaddr

Controls the | Pv4 address used for the failover protocol on the
backup server. If this value is unset, the address specified
for the backup cluster is used. Cisco recomrends setting



this attribute only if the server is configured with

different interfaces for configuration managenent and clients
requests. Al ways configure the failover protocol with the
interface used to serve clients. |If both IPv4 and | Pv6 addresses
are configured, the IPv6 addresses will be used.

dynamic-bootp-backup-pct percent

Determ nes the percentage of avail able addresses that the
mai n server sends to the backup server for scopes on which dynanic
BOOTP is enabled. |If defined, it nust be defined on

the main server. |If it is defined in a backup server, it is
ignored (to enabl e copying of configurations). |If it is not
defined at all or the value is 0, the "backup-pct" is

used instead. This paraneter is separate from "backup-pct"
because if dynamic BOOTP is enabled on a scope, a server

wi Il never, even in PARTNER- DOMN state, grant |eases on
addresses that are available to the other server because
they can never safely be assuned to be avail able again

The MCLT has no neaning for dynam c BOOTP | eases.

failover bool default = true

Enabl es failover configuration. If you disable this attribute
you turn off failover on attached subnets w thout changing
configuration fundamentals.

load-balancing bool default = disabled

Det er mi nes whet her | oad bal ancing (RFC 3074) is enabled on a failover
pair. The default is disabled. en enabl ed, the backup-pct is

I gnored and the main and backup server evenly split the client

| oad and avail able | eases for all scopes in the failover

relationship (that is, as if backup-pct were configured at 50% .

main 0id(0)
Identifies the cluster with the main server for a failover pair.
main-ip6addr ess ip6addr

The | Pv6 _address to use for the failover communication at the main
server. The main server will bind to this address when opening the

TCP connection to the backup server. The backup server will [isten
for a connection fromthis address. If both IPv4 and |IPv6 addresses
are configured, the IPv6 addresses will be used.

main-server ipaddr

Controls the | Pv4 address used for the fail over protocol on the
main server. If this value is unset, the address specified

for the main cluster is used. Cisco recomends setting

this attribute only if the server is configured with

different interfaces for configuration managenent and clients
requests. Al ways configure the failover protocol with the
interface used to serve clients. |If both IPv4 and | Pv6 addresses
are configured, the IPv6 addresses will be used.

mclt rangetime(5m-1w) default = 60m

Sets the maximumclient |ead tinme in seconds. This attribute
controls how far ahead of the backup server that you can nake
the client |ease expiration. You nust define this value on both
the main and backup servers, and nmake sure the value is

i dentical on both servers.

name string required,unique
Nanes a fail over pair.

safe-period time default = 4h



Controls the safe period, in seconds. It does not have to be
the sane on both main and backup servers. It only has meaning
if use-safe-period is enabl ed.

scopetemplate oid
Associ ates a scope tenplate with a specified fail over pair.
tenant-id short default = O, immutable

Identifies the tenant owner of this object.

use-safe-period bool default = enabled

Controls whether a server can enter PARTNER-DOMN state w thout
an operator conmmand. |f disabled, a server never enters
PARTNER- DOAWN  wi t hout an operat or conmand

group

group - Configures a nanmed group of administrators

Synopsis
group <nanme> create [<attribute>=<val ue>]
group <nanme> del ete
group |i st
group |istnanes
group listbrief
group <nane> show
group <name> set <attribute>=<val ue> [<attribute>=<val ue> ...]
group <name> get <attribute>
group <name> unset <attribute>

group <name> enabl e <attri bute>
group <nanme> di sable <attribute>

Description

The group command configures the specified group of admnistrators.
Adm ni strator groups are used to associate an admin to one or
nore roles that control access to operations and data.

Examples

Status

See Also

admin, role

Attributes

desc string
Descri bes this group.
name string required,unique

Nanes this group of administrator roles.



tenant-id short default = O, immutable

Identifies the tenant owner of this object.
gss-tsig

gss-tsig - configure a GSS-TSI G objects

Synopsis

gss-tsig |ist

gss-tsig listnanes

gss-tsig listbrief

gss-tsi g <name> show

gss-tsig <nanme> create
[<attribute>=<val ue>...]

gss-tsig <nanme> del ete

gss-tsig <name> get <attribute>

gss-tsig <name> set <attribute>=<val ue>

[<attribute>=<val ue> ...]
gss-tsig <name> unset <attribute>

Description

The gss-tsig conmand creates and manages transaction signature (TSI G
for DNS updates and zone transfers in dynamcally. GSS TSIG security,

as defined in RFC 3645, enables both DNS and DHCP servers to

aut henti cate DNS updates. GSS TSI G security uses the gss-tsig (RFC 2930,
RFC 2743 and RFC 3645) algorithmto generate a ségnature that 1s used
to aut henticate the reguests and responses. The S TSI G client and
server use the TKEY and TSI G resource records to provide security

servi ces.

GSS- TSI G obj ect needs to created and associated in the DHCP/ DNS server
obj ect to change the default server behaviour in managi ng GSS keys

Examples
Status
See Also

Attributes

name string required,unique
Identifies the nane of the gss-tsig configuration object.
tkey-max-exchanges rangeint(2-10) default = 5

The maxi mum nunber of tinmes that a TKEY RRs will be exchanged between
a client and the server during a particular key negotiation to prevent
endl ess | oopi ng as per RFC 2930. Default value is 5.

tkey-session-time rangetime(0-1y) default = 5m

Specifies the user configurable maximum lifetime of a negotiated TKEY.
Lifetime of a negotiated TKEY can be controlled by two factors.



The first being by the TKEY expiry time given by the Kerberos server
which is obtained during the initial TKEY negoti ati on.

The second being through this attribute.

If set to O, this attribute is disabled and the TKEY lifetine is
controlled only by the Kerberos TKEY expiry tine obtained during

t he TKEY negoti ati on.

When this attribute is configured with a value > 0, the mini num

of Kerberos TKEY expiry tine and this value is taken as the nmaxinmum
lifetime of the TKEY.

Default value is 300 seconds.

tkey-table-max-size rangeint(10-65535) default = 32767

The server and client will maintain some required data in TKEY table
when Perfornlng TKEY negotiation. This attribute bounds the TKEY table
by defining the maxi num nunber of key records. The new TKEY query
negotiation will fail when TKEY table hit this nmaxi num si ze.

Default size is 32767

tkey-table-purge-interval rangetime(10s-10m) default = 60s

This attribute will define the interval to purge expired key records
in TKEY table. Default value is 60 sec.

ha-dns-pair

ha-dns-pair - configure a High Availability DNS rel ationship

Synopsis

ha- dns- pair <nanme> create <mmi n-cl uster/address>
<backup- cl ust er/ addr ess>

[<attri bute>=<val ue> ...]
ha- dns- pair <nanme> del ete
ha-dns-pair |ist
ha-dns-pair |istnanes
ha-dns-pair |istbrief
ha- dns- pai r <nanme> show
ha- dns- pai r <nanme> get <attribute>

ha-dns-pair <nanme> set <attribute>=<val ue> [<attribute>=<val ue> ...]
ha- dns- pair <name> unset <attribute>

ha- dns- pair <nanme> sync < update | conplete | exact >
< mai n-to-backup | backup-to-main > [fromregional ]

ha- dns- pair <name> getstatus [full]

Description

The ha-dns-gair conmand | ets you define and nmanage the
Hi gh Availability relationship between a main and backup DNS server.

Ei ther the main and backuP clusters or the main and backup server
| P addresses can be specified with the create command. |f the

ha- dns- mai n-server and ha- dns- backup-server addresses are set,

the cluster addresses will only be used for synchronization of the
server configuration. The referenced clusters nmust be configured
with ap err|ate connection credentials for the sync command to be
successtul .

Note: Wen running in |ocal node, the 'fromregional' sync
OPtion does not apply. Regardless of the synchronization option
(fromregional, maln-to-backup, backup-to-nain), properties

set on the ha-dns-pair wll always replace val ues present on
the DNS server object.

Examples



Status

See Also

cluster

Attributes

help

backup 0id(0)

The cluster reference for the backup server in this DNS HA
pair relationship.

ha-dns bool default = enabled

This attribute enabl es/ di sables HA on the DNS server.
ha-dns-backup-server ipaddr

The | P address to use for the HA DNS protocol on the backup server.
If this value is unset, the address specified for the backup cluster
wWill be used. In general, it should only be set if the server is
configured with different interfaces for configuration managenent
and update requests. The HA DNS protocol should always be

configured with the interface used to service updates.

ha-dns-main-server ipaddr

The | P address to use for the HA DNS protocol on the main server.
If this value is unset, the address specified for the main cluster
wWill be used. In general, it should only be set if the server is
configured with different interfaces for configuration managenent
and update requests. The HA DNS protocol should always be
configured with the interface used to service updates.

ha-dns-sync-quiet-period time default = 5m

Specifies the maxi mum anount of time a DNS HA server wl|
wait before allow ng non-HA traffic during synchronizati on.
During the quiet period, all non-HA traffic Is droBPed to
all ow the zones to synchroni ze as qui ckly as possible.
Once the synchronization is conplete or the server exceeds
the quiet period, non-HA traffic can resune.

A val ue of 0 disables this setting.

main 0id(0)

The cluster reference for the main server in this DNS HA
pair relationship.

name string required,unique
The nanme of the DNS HA pair rel ationship.
tenant-id short default = 0, immutable

Identifies the tenant owner of this object.

hel p - provides online help



Synopsis

hel p
hel p <cnd> [<section> ...]

Description

The hel p conmand provi des online help.

If you type help w thout arguments, it dis?lays a list of commands
If you type help with an argunent, it displays the man page
information for the command with that name.

You can select the sections of the man page output by specifying

the section nanes after the 'help <cmd> command. The section nanes
ar e:

SYNOPS| S the valid syntax for the commuand

DESCRI PTI ON a textual description of the comrand behavi or

EXAMPLES exanpl es of using the command

PROPERTI ES description of the attributes associated with the conmand
STATUS description of the status codes returned by this command

Examples

nrcnd> hel p
100 Gk )
di splays the list of conmmands

nrcnd> hel p dns
100
di spl ays the contents of the dns page

nrcmd> hel p dns synopsi s
100 Ok

SYNOPSI S

dns

hel p <cnd> [<section> ...]

Status
See Also

import

i mport - | oads server configuration information froma file

Synopsis

i mport keys <file>

i mport | eases <file>

i mport named. boot <file>
i mport naned. conf <file>
i mport option-set <file>

Description

The inport conmmand |lets you inport |ease information into the
DHCP server configuration or BIND configuration information
into the DNS server configuration.

inport |eases <file>
Bef ore you can inport |eases, you need to perform severa



configuration steps:

1. Configure scopes in the DHCP server for the |eases
that are going to be inported. (see the scope command.)

2. If the host nanes for the |eases are going to be dynamically
entered into DNS as part of the inport, configure zones in the
DNS server to all ow dynanmi c updates. (see the zone comrand)

3. Set the DHCP server to inport node so that it wll not
respond to other |ease requests during the |ease inporting
(see the dhcp command)

After the |eases have been inported, take the DHCP server out of
i mport nbde so that it will respond to other |ease requests.

i mport naned. boot <file>
Inports an existing BIND 4.x.x configuration into DNS by parsing
the BIND naned. boot file and reading the zone data fromthe
associ ated BIND zone files.

i mport named. conf <file> <protected | unprotected>
I mports an existing BIND 8 or BIND 9 configuration into DNS
by parsing the BIND nanmed. conf file and reading the zone data
fromthe associated BIND zone files. |If no nane-protection
option is specified, the default is protected

i mport keys
Imports TSI G keys into the Cluster configuration by reading
in key data froma file. This file can be generated by running
the key generator utility (cnr_keygen). The keys are witten in
Bl ND syntax and therefore can also be copied froma valid BIND
confi gurati on.

i mport option-set
| mports an option-set from specified file. Conpatible files can
be generated using the 'export option-set' comand.

Examples

Status

See Also

key

key - Manage TSI G key objects

Synopsis

key |i st

key |i stnanes

key listbrief

key <nanme> show

key <name> create <secret> [<attribute>=<val ue>...]

key <nanme> del ete

key <name> get <attri bute>

key <name> set <attribute>=<val ue> [<attribute>=<val ue> ...]
key <name> unset <attri bute>

Description

The key command creates and nmanages transaction signature (TSI G



keys for DNS updates, zone transfers, queries, and recursions.
TSI G security, as defined in RFC 2845, enables both DNS and DHCP
servers to authenticate DNS updates. TSI G security uses the

HVAC- MD5 (or keyed MD5) algorithmto generate a signature that
is used to authenticate the requests and responses. The DHCP
server uses TSIG keys to create TSI G resource records while
processi ng DNS updat es.

To configure TSIG security on a DHCP server, you nust first
create a shared key, then enable DNS update for your scopes
by setting the dynamic-dns attribute to update-all). Al so,
enabl e the dynam c-dns-tsig attribute for forward or reverse
zones for the scope or on the server |evel

Examples

Status

See Also

Attributes

algorithm enumstr(hmac-md5=1) default = hmac-md5

The algorithmthat this key is used with. Currently we only
support hnac- nd5.

id int

Di spl ays an integer id for the key.
secret key required

A base64 encoded string used for transaction authentication.
security-type enumstr(TSIG=1) default = TSIG

The type of security that this key is going to be used for.
Currently we only support TSIG keys.

tenant-id short default = 0, immutable
Identifies the tenant owner of this object.
time-skew rangetime(1s-60m) default = 5m

The tinme stanp fudge factor (ampbunt that the tinme val ues can

differ).
|dap
I dap - Specifies the LDAP renote server's properties
Synopsis

| dap |i st

| dap |i stnanes

| dap listbrief

| dap <nane> create <hostnane> [<attribute>=<val ue>...]
| dap <nane> del et e



| dap <nane> get <attribute>
| dap <nane> set <attribute>=<val ue> [<attribute>=<value> ...]
| dap <nane> unset <attri bute>

| dap <name> di sabl e <attri bute>
| dap <nane> enabl e <attri bute>
| dap <name> show

| dap <nane> setEntry <dictionary> <key>=<val ue>
| dap <nanme> getEntry <dictionary> <key>
| dap <nane> unset Entry <dicti onary> <key>

Description

The | dap command configures the LDAP servers that the DHCP server
shoul d communi cate with. The DHCP server can read client configuration
information fromor wite |ease information to an LDAP enabl ed directory.

Use the setEntry, getEntry, and unsetEntry commands to set, query,

and clear elenents of the various dictionary properties in the LDAP server
configuration. These dictionary properties provide a conveni ent mapping
from strings keys to string val ues.

The dictionary values for the setEntry conmmand are:

create-dictionary
create-string-dictionary
env-dictionary

query-dicti onary
updat e-di cti onary

v6- creat e-di cti onary

v6- create-string-dictionary
v6- updat e-di cti onary

Examples

nrcmd> | dap | dap-1 create | dap. exanpl e.com port =389

nrcmd> | dap | dap-1 set usernanme="cn=j oe, o=Exanpl e Corp, c=US" passwor d=access
nrcnd> | dap | dap-1 set search- pat h="o0=Exanpl e Corp, c=US" search- scope=SUBTREE
nrcmd> | dap | dap-1 set search-filter=(cn=%)

nrcnd> | dap | dap-1 setEntry query-dictionary cn=host-nanme

nrcmd> | dap | dap-1 setEntry query-dictionary sn=reserved-addresses

nrcnd> dhcp enabl e client-class

nrcnd> dhcp enabl e use-|dap-client-data

nrcmd> dhcp rel oad

Status

See Also

Attributes

can-create bool default = disabled

Controls whether a particular LDAP server can create new entries
to use to store |ease state updates by DHCP server or client
creation by BYOD Wb Server. See the create properties:

creat e-obj ect-cl asses, vb6-create-dictionary,
v6-create-string-dictionary.

For creating IPv4 | eases, create-dictionary is used whereas for
creating I Pv6 | eases, v6-create-dictionary is used.

This attribute al so controls whether DHCP server should del ete
| Pv6 | eases on LDAP server when the |ease gets deleted on DHCP
server. DHCP server deletes | ease on LDAP server only if it is
configured to create one.



can-query boal default = disabled

Controls whether a particular LDAP server can be used for client
qgueries. See the query properties: env-dictionary,
query-dictionary, search-attribute, search-filter, search-path,
and search-scope

can-update bool default = disabled

Control s whether a particular LDAP server can be used to store
| ease state updates by DHCP server or client updates by

BYOD Web Server.

See the update properties: update-dictionary,

updat e- search-attri bute, update-search-filter,

updat e- sear ch- pat h, updat e- sear ch- scope,

v6- updat e-di cti onary, v6-update-search-attribute

For updating |IPv4 | eases, update-dictionary,

updat e-search-attri bute and dn-attribute are used whereas for
updating | Pv6 | eases, v6-update-dictionary,

v6- updat e-search-attri bute and v6-dn-attribute are used.

connectionsint default = 1

Det ermi nes the nunber of connections that the server can nake to an
LDAP obj ect.

Net wor k Regi strar creates one thread for each connection configured
in an LDAP object, and each thread can have a maxi num of LDAP
requests associated with its request queue.

This is primarily a performance-tuning attribute. In some cases,
havi ng nore than one connection can inprove overall throughput.

create-dictionary dict

Maps LDAP attributes to DHCP | ease or client attributes. If an
entry does not exist and needs to be created, entries in this
dictionary are set to the value of its correspondi ng DHCP | ease
or client attribute.

create-obj ect-classes string

If can-create is enabled, specifies the object classes from
which a new entry inherits.

create-string-dictionary dict

Maps LDAP attributes to user specified strin
exl st and needs to be created, entries in th
the matching string.

gs. If an entry does not
Is dictionary are set to

default-attribute-value string default =

Provides a default attribute value (a string) to insert in any LDAP
aLtr‘bute whose associ ated | ease attribute values are not present in
t he | ease.

dn-attribute string

Det erm nes how the server constructs the distinguished name (DN)

of the LDAP entry to update or create.

If the server can use one of the |lease or client attributes, it
formats the specified dn-attribute using the dn-format string to
construct the object filter that specifies the LDAP server to nodify.

dn-create-format string

Provi des the distinguished nane (DN) for entry creation. A %is
required at the entry level and Is replaced by the value of the
dn-attribute. If you can construct the DN of the LDAP object
created from one of the lease's or client's attri butes, the server
formats the specified dn-attribute using the dn-format string.



dn-format string

If the DN of the |dap object that is to be updated can be
constructed from one of the |lease's or client's attributes,
the specified dn-attribute will be formatted using the
dn-format string to construct the query filter.

enabled bool default = true

Enabl es or disables this LDAP renote server. )
Prevents DHCP from attenpting to use an LDAP server that is
known to be unavail abl e.

env-dictionary dict

Speci fies the environnment dictionary that allows the server to
retrieve additional LDAP attributes along with client-entry
attributes. If any of these are present In a quer%'s results,
their values are made available to scripts through the request's
environnent dictionary. The LDA{ value is keyed by the value in
the LDAP query env-dictionary.

hostname string required

Sets the hostnanme, IPv4 or |Pv6 address of the server to connect
to.

limit-requests bool default = enabled

Controls whether there should be a [imt on the nunmber of .
out st andi ng queries on each LDAP client connection. See the limt
property: max-requests.

max-referralsint default = O

Limits the nunber of LDAP referrals the server follows when
querying. A value of zero prohibits following referrals.

max-requests int default = 20

Controls the nunber of outstanding queries.

If you have set the 'limt-requests' feature to TRUE, any single
LDAP connection will limt the nunber of outstanding queries to
'max-requests.' You can inprove performance by limting the
nunber of outstandi ng queries.

name string required,unique
An arbitrary name used to refer to an individual server
password string

Sets the password of a user with access to the parts of the directory
that DHCP uses. Because you can configure LDAP servers to allow
anonynous access, this is optional

port int
Specifies the port on the renote server to connect to.
preference int default = 1

Specifies the preference order in which LDAP servers are used.
A positive integer greater than or equal to one. One (1) is the
hi ghest preference val ue.

guery-dictionary dict

Maps LDAP attributes and DHCP attri bute nanes. The server attenpts



to retrieve all LDAP attributes specified in the dictionary. Wen a
query succeeds, the values for any ldap attributes that it returns
are set in the corresponding client-entry attribute.

guery-timeout time default = 3s

Speci fies the nunber of seconds the DHCP server waits for a response
to individual LDAP Query requests. After a query request tines out,
the DHCP server will drop the request and not process it again on
anot her LDAP connection or LDAP Server. A query-tineout value of 3
seconds is a good val ue.

Note: The tineout attribute configures the tinmeout for LDAP

Update and Create requests.

referral-attr string

I ndi cates whether an LDAP response is a referral. The referral may

or nay not contain the DN for this query. If the DN is present (the
default), the server uses it as the search path, along with a

wi | dcard search-scoge in the query that follows the referral. If not,
the server builds the search path by formatting the data in the
referral attribute with the referral-filter, using the existing
search scope.

referral-filter string

In the absence of a distinguished nane (DN), controls how a

server formats referral -attr data. In such cases, the server formats
the referral attribute's data with this filter expression to build a
search path that uses the existing search-scope for the LDAP server.

sear ch-filter string

Specifies the filter to apply in the client-entry query. The server
formats the client's MAC address using the filter to specify the
object that contains the client-entry data.

sear ch-path string

Designates an object in the directory to use as a query
starting-point. Together, the path and the search-scope control the
portion of the directory that the server will search.

sear ch-scope enumint(BASE=0, ONELEVEL=1, SUBTREE=2) default = SUBTREE

Control s the conprehensiveness of a search

If you specify the scope to be SUBTREE, the server searches al
the children of the searchpath.

If you specify the scope to be ONELEVEL, the server searches only
the i nmedi ate children of the base object.

If you specify the scope to be BASE, the server searches only the
base object itself.

thr eadwaittime mstime default = 100

Sets the nunber of milliseconds that an LDAP client connection
polls for the results of outstanding queries or updates.

timeout time default = 10s

Controls the nunber of seconds the DHCP server waits for a response
to an individual LDAP update or create request. |If an LDAP request
times out, the DHCP server resubnits it to other LDAP connecti ons.
Further, if the DHCP server receives no response (that is, a result
for an LDAP update or create) from an LDAP connection for the tineout
seconds, DHCP marks this LDAP connection as 'lnactive' and tears down
the connection, then reconnects. A tineout value of 10 seconds is a
good val ue for LDAP create and update operations.

Not e: You can configure a separate timeout for LDAP query operations
using the query-timeout attribute.

update-dictionary dict



Maps LDAP attributes to DHCP |l ease or client attributes. Wen an
LDAP object is nodified, each LDAP attribute that is present in
this dictionary is set to the value of its correspondi ng DHCP

| ease or client attribute.

update-sear ch-attribute string

If the DN of the object to be updated cannot be determ ned
directly, the server nust issue a query to retrieve the DN
In that case, the server uses data in the lease's or client's
'updat e-search-attribute," and formats it using the

' updat e-search-filter' expression

update-sear ch-filter string

If the DN of the object to be updated cannot be detern ned
directly, the server nust issue a query to retrieve the DN
In that case, the server uses data in the lease's or client's
' updat e-search-attribute,' and formats it using the

'updat e-search-filter' expression.

update-sear ch-path string

Determ nes the starting point for the portion of the directory
contai ning LDAP objects for the server to update.

update-sear ch-scope enumint(BASE=0, ONELEVEL =1, SUBTREE=2)

Wth update-search-path, controls the portion of the directory
that contains the objects to be updated

The scope can be SUBTREE (includes all children of the
searchgath), ONELEVEL (includes only the immediate children of the
base object), or BASE (includes only the base object itself).

user name string

Designates a user with access to the parts of the directory that DHCP
uses. Because you can configure LDAP servers to allow anonynous
access, this is optional.

v6-create-dictionary dict

Maps LDAP attributes to DHCP | ease6 attributes. If an entry does
not exist and needs to be created, entries in this dictionary
are set to the value of its corresponding DHCP | ease6 attri bute.

v6-create-string-dictionary dict

Maps LDAP attributes to user specified strings for ipv6 |ease. If
an entry does not exist and needs to be created, entries in this
dictionary are set to the matching string.

If "v6-create-string-dictionary' is not configured
‘create-string-dictionary' is used instead for ipv6 |ease as well.
Hence if string attributes are sane for both ipv4 and i£v6, no
need to configure both 'v6-create-string-dictionary' an
‘create-string-dictionary'. Just configuring
'create-string-dictionary' is enough.

v6-dn-attribute string

Det erm nes how the server constructs the distinguished name (DN)
of the LDAP entry to update or create.

If the server can use one of the |ease6 attributes, it formats
the specified dn-attribute using the dn-format string to
cogs}ruct the object filter that specifies the LDAP server to
modi fy.

v6-update-dictionary dict

Maps LDAP attributes to DHCP | ease6 attributes. Wien an LDAP
object is nodified, each LDAP attribute that is present in this



dictionary is set to the value of its correspondi ng DHCP | ease6
attri bute.

v6-update-sear ch-attribute string

If the DN of the | ease6 object to be updated cannot be deterni ned
directly, the DHCP server must issue a query to retrieve the DN
In that case, the DHCP server uses data in the |ease's
‘search-attribute,' and formats it using the

'updat e-search-filter' expression.

lease

| ease - Manage DHCP | ease objects

Synopsis

| ease
| ease
| ease

list [-vpn=<vpn-name>] [-count-only]
I
I
| ease |
I
[

stbrief [-vpn=<vpn-nane>] [-count-only]

st -nmacaddr <mac-address> [ -vpn=<vpn- nane>]
st -subnet <ip-address> <mask>

st -lansegnment <ip-address> <mask>

vpn- nane>/] <i p- addr ess> [ show]

i
i
i
i
| ease |i
| ease [<

| ease [<vpn-nanme>/]<i p-address> get <attribute>

| ease [<vpn-name>/]<i p-address> activate
| ease [<vpn-nanme>/]<ip-address> deactivate
| ease [<vpn-name>/]<ip-address> force-avail abl e

| ease [<vpn-nanme>/]<ip-address> macaddr
| ease [<vpn-name>/]<i p-address> get-scope-nane

Description

The | ease conmmand |ets you view and mani pul ate current DHCP | eases
in the cluster.

When you specify the | ease on which one of these commands is to
operate, you may optionally specify a <vpn-name> in which the
<Ip-address> is to be found. You may specify the name of a
currently defined vpn as the <vpn-nanme>, or use the reserved vpn
name "global" (without the quotes) to specify the operation on

| eases which are not in any explicitly defined vpn. |If you do
not specify a <vpn-nane> then the session's current-vpn is used
as a default.

| ease list [-vpn=<vpn-name>] [-count-only]

| ease |list -macaddr <mac-address> [-vpn=<vpn- name>]
| ease |list -subnet <ip-address> <mask>

| ease list -lansegnent <ip-address> <mask>

| ease [<vpn-nane>/]<ip-address> [ show]
The list command |ists |eases in the DHCP server. Only the
|l eases in the current-vpn or specified vpn-nane are |isted.
<vpn-name> may be "all" (without the quotes) to request |eases
in all vpns. If -count-only is specified, only the count of
the nunber of |eases is returned (no | eases are displ ayed).

The |ist -subnet command lists all |eases in a subnet
(scopes whose address and mask match the query).

The list -lansegnent command lists all |eases in a LAN
segnment, meaning all |eases in scopes whose address and nmask
match the query, as well as |eases in secondary scopes whose
primary scope's address and mask match the query.

The |ist -macaddr command lists all | eases that are associ at ed
with the specified MAC address

Note: The list -nmacaddr conmand for Network Registrar 6.3
and earlier clusters can be extrenely slow. In release 7.0
and later, performance is inproved. The recomended syntax



i s -macaddr =<mac- addr ess>.

| ease [<vpn-nanme>/]<i p-address> activate

| ease [<vpn-nanme>/]<ip-address> deactivate
The activate and deactivate commands tell the DHCP server
to make the specified | ease active or inactive. An inactive
| ease is not given out, even if it is in the available state.
Making a currently |eased | ease inactive does not affect its
behavior until it has expired and becone avail abl e agai n.

| ease [<vpn-nanme>/]<ip-address> force-avail abl e
The force-avail able conmand forces the specified |ease into the
avail abl e state.

| ease [<vpn-nanme>/]<ip-address> nmacaddr
The macaddr command provides the MAC address associated with
the specified |ease.

| ease [<vpn-name>/]<i p-address> get-scope-nane
The get - scope- nane command provi des the scope to which the
| ease bel ongs.

Examples
Status

See Also
session current-vpn

Attributes

address ipaddr

Specifies the |IP address of the |ease. The address is added at
creation.

binding-end-time date

Wthin the DHCPl ease database, holds the tinme at which a
| ease bi ndi ng ended.

binding-start-time date

Wthin the DHCP | ease database, shows the tine at which a
| ease bi ndi ng began.

client-binary-client-id blob
Di splays the binary formof the client's client-identifier, if any.
client-dns-name string

Di splags the client DNS nane, which the DHCP server attenpted
(possibly successfully) to enter into the DNS server for

a specified client.

This attribute is related to the client-host-nanme, but may not be
identical due to name collisions in the DNS server database

client-domain-name string
Di spl ays the domain (if any) to which the client DNS nane bel ongs.

client-duid blob



Identifies the DU D of the RFC 4361 client identifier.

client-flags flags(client-valid=1, client-id-created-from-mac-address=2, client-dns-name-up-to-date=3, client-up-
to-date-in-mcd=4, reverse-dns-up-to-date=5, host-name-has-changed=6, clear-host-name=7, domain-name-has-
changed=8, dns-update-pending=9, client-fqdn-present=10, client-updates-name=11, use-test-before-update=12,
avoid-dns-retry=13, dual-zone-dns-update=14, client-invalid-due-to-macaddress=15, in-limitation-list=16, used-
over-limit-client-class=17, synthesized-dns-name=18, reservation-uses-client-id=19, client-id-from-override-
1d=20, client-id-from-string=21, override-client-id-from-string=22, limit-retention=23, deallocate-prl=24)

Di spl ays any of the follow ng val ues associated with the client
| ease state
2 client-id-created-from mac-address
Indicates that the client-id was created for internal use
fromthe client supplied MAC address. It is never
reported externally if this is true
3 client-dns-nanme-up-to-date
Indicates that the client-dns-name (A) is actually current
in the DNS server database
5 reverse-dns-up-to-date
Indicates that the reverse (PTR) DNS entry is current in
t he DNS dat abase.
9 dns-updat e- pendi ng
I ndicates that a DNS operation is pending for this client.
16 in-limtation-Ilist
Indicates that this lease is presently in alimtation |ist
using the linmtation-id shown.
23 limt-retention
Indicates if this |lease is subject to |ease time retention
restrictions.
These are for internal use only:
client-valid
client-fqgdn-present
cl i ent - updat es- nane
cl ear - host - nane
host - nane- has- changed
domai n- nane- has- changed
use-t est - bef or e- updat e
avoi d-dns-retry
dual - zone- dns- updat e
client-invalid-due-to-nmacaddress
used-over-limt-client-class
synt hesi ze- dns- nane
reservation-uses-client-id
client-id-fromoverride-id
client-id-fromstring
override-client-id-fromstring
deal | ocat e- prl

client-host-name string

Di spl ays the DNS nane that the client requested the DHCP server
to place in the DNS server.

client-iaid int default = O
Identifies the |AID of the RFC 4361 client identifier.
client-last-transaction-time date

Di splays the tine when the client nost recently contacted the
DHCP server.

client-mac-addr macaddr

Di spl ays the MAC address which the client presented to the DHCP
server.

client-os-type string

I ndi cates the operatin% system of the client. This attribute is used
only by the updateSns keyword and has no other purpose. If you



enabl e failover, the main server transmits this value to the backup
server. The syntax of this attribute's value is OS-name ngjor.nnor.
Operating systemvalues are as foll ows:

M crosoft W ndows NT Server

M crosoft W ndows NT Advanced Server

M crosoft Wndows NT Wrkstation 4.0

M crosoft W ndows NT Wrkstation 3.51

M crosoft W ndows 2000 Professiona

M crosoft W ndows 95

M crosoft W ndows 9x

M crosoft W ndows for Wbrkgroups

M crosoft W ndows

Dos

Net war e

LANMAN Wor kst ati on

LANMAN Ser ver

oS/ 2

MAC OS

client-override-client-id blob

The value of the override-client-id expression for this
client. |If it appears, it is used as the client-id for
this client.

client-vendor-class option
The nost recently received client vendor class option.
client-vendor-info option

The nost recently received vendor-specific informtion
opti on.

data-sour ce enumint(unknown=0, main-main=4, backup-main=5, main-backup=6, backup-backup=7, main-main-
active=20, backup-main-active=21, main-backup-active=22, backup-backup-active=23, main-main-history=28,

backup-main-history=29, main-backup-history=30, backup-backup-history=31)

Records the original source of the |ease data
and the machine from which the data was retrieved
0 unknown
4 mai n- mai n
20 rmai n-main-active
28 rmai n-mai n- hi story
I ndicates the data originated on the main server and
was retrieved fromthe nain server.
5 backup- mai n
21 backup- mai n-active
29 backup- mai n- hi story
I ndicates the data originated on the backup server and
was retrieved from the nmain server
6 mai n- backup
22 mai n- backup-active
30 rmai n- backup- hi story
Indicates the data originated on the nmain server and
was retrieved from the backup server
7 backup- backup
23 backup- backup-active
31 backup- backup- hi story
I ndicates the data originated on the backup server and
was retrieved fromthe backug.
The suffix -active denotes the data was returned from
the active portion of the |ease-state database while
-history indicates that the data was from the history
portion of the |ease-state database.
When viewing leases with the U's, you will see all four
val ues routinely, especially if |oad-balancing is enabled.
When | ooking at |ease history records, nmin-nmain and
backup- backup are the usual values, but in cases where the
| ease history poller has deternm ned that sone data may be
niffing, t hen mai n- backup and backup-mai n can appear as
wel | .

expiration date



Di splays the date and tine the |ease will expire.
failover -expiration-time date

The latest tinme that this server has ever acked to
the failover partner. In the absence of information
fromthe failover partner, this server nmust wait for
this tine to expire before it can act on the
state-expiration-tine.

flags flags(reserved=1, deactivated=3, failover-updated=5, dynamic=7, client-reserved=13, use-bndack-time=15)

Di splays flags that describe this |ease:

1 (lease) reserved
The | ease is reserved because of a | ease reservation object.
The reservation-1 ookup-key specifies the client for which this
| ease is reserved.

3 deactivated
The | ease is deactivated, which neans that it shoul d
not be used. Any client which is using a deactivated
| ease will be NAK ed on their next renewal

5 failover-updated
The server has successfully updated the fail over partner
regarding this | ease

7 dynam c
Last witten by server which knew only about the |ease
because it was created by a send-reservation request.

13 client-reserved
Indicates that |ease is in-range on a scope that has
restrict-to-reservati ons enabl ed

15 use-bndack-tine
Use the time that we sent to the BNDACK as the time of |ease
expiration, so that a renewal at 1/2 the MCLT isn't required
Used for permanent |eases and for Get Next Address | eases.
Thi s islpersbsted, but only lasts until the next BNDACK, when
it is cleared.

fwd-dns-update-config-name nameref (0)

Nanmes the Dns update configuration object used
to perform dynani c DNS update on a forward zone.

giaddr ipaddr

If present, the contents of the |ast received non-zero giaddr
field. This represents the relay agent through which the client
and server |ast conmuni cated.

lease-renewal -time date

Di splays the earliest time the client is expected to issue
a renewal request.

limitation-id blob

Di spl ays the value set for a client-class or client limting the
nunmoer of sinultaneous active | eases a DHCP server can give out
to devices on custoner prenm ses.

parameter-request-list option

Identifies the paraneter request list received from DHCP client in
request packets.

relay-agent-auth blob

The contents of the 'authentication' suboption 8 of the relay-agent
i nformation option 82 fromthis client.

relay-agent-circuit-id blob



Di splays the circuit-id sub-option of the DHCP rel ay-agent
i nformation option 82 fromthis client.

relay-agent-device-classint

The contents of the 'device-class' suboption 4 of the rel ay-agent
i nformation option 82 fromthis client.

relay-agent-option option

Di spla%s the contents of the relay-agent information option 82
fromthe nobst recent client interaction

relay-agent-radius-class string

Di spl ays the contents, if any, of the RADIUS class attribute
that was contained in the RADIUS Attributes suboption of the DHCP
relay-agent information option 82 fromthis client.

relay-agent-radius-options blob

The contents of the 'radius’ suboPtion 7 of the rel ay-agent
i nformation option 82 fromthis client.

Thi s suboption has additional structure that is available on
other attributes of this class.

relay-agent-radius-pool-name string

Di spl ays the contents, if any, of the RADIUS franed-pool attribute
88 contained in the RADIUS attributes suboption of the DHCP
relay-agent information option 82 fromthis client.

relay-agent-radius-session-timeout int

If present, the contents of the RADIUS 'session-tinmeout' attribute
27 that was contained in the RADIUS Attributes suboption 7 of the
relay-agent information option 82 fromthis client.

relay-agent-radius-user string

Di splays the contents, if any, of the RADIUS user attribute
contained in the RADIUS attributes suboption of the DHCP rel ay-agent
i nformation option 82 fromthis client.

relay-agent-radius-v6-pool-name string

If present, the contents of the RADIUS 'v6-pool -nane' attribute 100
that was contained in the RADIUS Attributes suboption 7 of the
relay-agent information option 82 fromthis client.

relay-agent-radius-vendor -specific blob

If present, the contents of the RADIUS 'vendor-specific' attribute
26 that was contained in the RADIUS Attributes suboption 7 of the
relay-agent information option 82 fromthis client.

relay-agent-remote-id blob

Di spl ays the renote-id sub-option of the DHCP rel ay-agent
i nformation option 82 fromthis client.

relay-agent-server-id-override ipaddr

Di splays the IP address in the server-id-override sub-option of the
DHCP rel ay-agent information option 82 fromthis client.

This val ue corresponds to one of two subopti on nunbers:

If the | ANA assigned suboption 182 is present in the packet,

that value is returned; otherwise, if the G sco suboption 152 is
present, that value is returned.



relay-agent-subnet-selection ipaddr

Di splays the IP address in the subnet selection sub-option

of the DHCP rel ay-agent information option 82 fromthis client.
This val ue corresponds to one of two suboption numbers:

If the | ANA assigned suboption is present in the packet,

that value is returned; otherwise, If Ci sco suboption 150 is
present, that value is returned.

relay-agent-subscriber-id string

Di spl ays the contents of the subscriber-id suboption of the
rel ay-agent information option 82 fromthis client.

relay-agent-v-i-vendor -class blob

The contents of the 'v-i-vendor-class' suboption 9 of the
rel ay-agent information option 82 fromthis client.

relay-agent-vpn-id blob

Di spl ays the contents of the vpn-id sub-option of the DHCP
rel ay-agent information option 82 fromthis client.

This value corresponds to one of two suboption numbers:

If the | ANA assigned suboption 181 is present in the packet,
that value is returned; otherwise, if G sco suboption 151 is
present, that value is returned.

reser vation-lookup-key blob

Speci fies the | ookup key of the |ease reservation for this |ease
reservation-lookup-key-type int

The type of the |ookup key attribute.
reservation-relay-agent-option option

Di spl ays the contents of the relaﬁ-agent i nformation option 82
configured on a reservation for this |IP address. This will be used
when responding to a DHCPLEASEQUERY for this IP address in the absence
of relay-agent information stored froma client interaction.

rev-dns-update-config-name nameref (0)

Names the Dns update configuration object used
to perform dynani ¢ DNS update on a reverse zone.

scope-name nameref (0)

A reference to the scope that contains this |ease
start-time-of-state date

Displays the tine the state changed to its current val ue.

state enumint(available=1, offered=2, leased=3, expired=4, unavailable=5, released=6, other-available=7, pending-
available=8)

Di spl ays the current state of the |ease.

1 available
The lease is not currently |eased by any client. Any
client information is fromthe nost recent client to
| ease or be offered this |ease.

2 offered
The lease is offered to the associated client. In many
cases, the database is not witten with information
concerning offering a lease to a client since there is
no requirenment to update stable storage with this



i nf or mati on.

3 |eased
The lease is currently |leased to the client whose
i nformati on appears in the |ease

4 expired
The client specified has not renewed the |ease, and it
expired. Upon expiration the DNS information for this
client was schedul ed for renoval

5 unavail abl e
The lease is unavailable. |t was nade unavail abl e because
of some conflict. A ping attenﬁt m ght have shown that the
another client using the, or the DHCP server mnight have
det ect ed anot her server handing out this I'P address,
or a DHCP client might have declined the |ease. Use
start-tinme-of-state to deterni ne when the | ease becane
unavail able, and look in the log file around that time to
deternmi ne exactly why the | ease becane unavail abl e.

6 released
The client specified has rel eased the | ease, but the
server was confl%Fred to apply a 'rel ease-grace-period'
The | ease won't be nade available until the
grace-period expires.

7 other-avail abl e
Used only when failover is enabled. A lease in the
ot her-avail able state is available for allocation by the
other server in the failover pair, but not available for
al | ocati on by this server.

8 pendi ng-avail abl e
Used only when failover is enabled. A lease in the
pendi ng-avail able state will be available as soon as
this server can synchronize its available state with
t he other server.

state-expiration-time date

Identifies the tinme that we believe that the client's |ease period,
grace period, or release grace period will expire. A failover
artner cannot, on its own, act on this tinme until the

ai l over-expiration-tinme has al so expired

tenant-id short default = 0
Identifies the tenant owner of this object.
user -defined-data string

This string value is associated with the lease in order to all ow
custonmer applications to relate the | ease record to ot her

dat abases. It is not used directly by the DHCP server, but may be
read and witten by extensions and expressions.

vendor-class-id string
Di spl ays the vendor-class-id as offered in a DHCP request option 60.
vpn-id int default = O, immutable
Di splays the identifier of the DHCP VPN that contains this |ease
lease-notification

| ease-notification - Reports scopes with few free | eases

Synopsis

| ease-notification avail abl e=<nunber >| <per cent age>
[ config=config file>]
[l easi ng-only]
[ scopes=<scope nanme>| <address range>
[, <scope nane>| <address range>,...]]
[[recipi ents=<recipient>][,<recipient> ...]]
[ mai | - host =<name> [errors-to=<recipient>]] ]



[ vpn=<vpn- nane>]

Description

Use the | ease-notification conmand to receive notification
about the nunber of avail able addresses in a scope. This
conmand reports on the scopes for which the nunber of
avai | abl e addresses falls below or equals a set val ue. You
can specify the notification limt either as the number of
free addresses or the percentage of free addresses. You can
al so specify who should receive e-mail notification

Al t hough you can use the |ease-notification command interactively,
its primary use is as an automated command.

You can specify clusters in several ways

- The default cluster (local host)

- The Al C CLUSTER environnent variable or NT registry entry
- The -C flag on the command |ine

- The clusters property in the config file lets you specify
a group of clusters. For exanple, to specify several clusters,
enter the following in the config file:

# Cluster information for summary reports
[l ease-notification]
# Cl ust ername User nane Password
clusters=host1l admi n passwdl, host2 adm n2, host 3,
host4 adm n4 passwd4

Fol | ow t hese guidelines for specifying clusters:

- Separate cluster specifications from each other with conmas.

- Separate argunents for a particular cluster by whitespace.

- For long lines use continuation |ines; you do not continuation
escape I ndicators.

- tionally, specify a user name and password for the cluster.
IT you do not provide a user nane or password for a particul ar
cluster, Network Registrar uses the |ast user nane or
password listed. |If you do not provide user nanes or passwords
Net wor k Regi strar uses the information from the command |ine
-N and -P argunents, and then the NT Registry or environnent
vari abl es Al C NAME and Al C PASSWORD. |If Network Registrar
cannot find a user name or password, or the supplied user nane
and password are incorrect, the |ease-notification comuand
i ssues a warning for that cluster.

The | ease-notification command out put consists of an expl anatory header,
a table containing a row for each scope in which the nunber of

free addresses is equal to or less than the threshold, and possible
warnings related to the scopes and clusters requested.

The | ease-notification command reports the follow ng infornmation
for each scope in the table:

Cl uster nanme

Scope nane

Scope network address in the canonical dotted format
Nunber of high-order bits in the scope subnet mask
Nunber of addresses in the scoge ranges

Per cent age of addresses avail able for |ease

Nunber of addresses avail able for | ease (addresses that
are reserved or deactivated are not included as free)

L ease Notification Keywords

avai |l abl e _ )
SPeC|f|es ei ther a nunber or percentage of avail abl e addresses.
IT the nunber or percentage of avail abl e addresses is equal to
or less than the specified value for the scopes being checked,
Net wor k Regi strar generates a report listing information about
the scopes that reach or exceed the avail abl e val ue.



config

Specifies a configuration file. If you don't specify a configur-
ation file, Network Registrar searches for the default .nrconfig

file.

errors-to ) ) _ )
If you specify a mail-host, you may al so specify the enai
address of the sender of the email in order to provide a return
path for bounced email. The default value is "postmaster".

| easi ng-only
Speci fies that only scopes that can currently offer |eases
are report ed.

mai | - host
On NT, you nust specify a mail-host. On Solaris the mail
host is generaII% al ready configured for the sendnail program
You can verify tha C
b% i ssuing the command "date | mail <your-enma
observi ng whether or not the date is enmiled to you.

recipients

t your Solaris systemis properly configured
'y P—adéress>" and

I f you specify the email addresses of one or nore recipients,

Net wor k Regi strar sends an emmil report to those addresses.
O herwi se, Network Registrar directs the report to standard
out put .

scopes

The scopes to check either by nane or as a range or ranges of

addresses. Network Regi strar checks any scope containi ng any
address that falls with in a range of address. If you don't
list any scopes or addresses, Network Regi strar checks all
scopes managed by the specified cluster.

vpn . : .

The VPN from which to sel ect scopes to exam ne when executing
this command. |If no VPN nanme is specified, then the
current VPN of the session is used. |f the reserved VPN nane
"global" is used, then the global (or unnaned) VPN is used
IT the reserved VPN nanme "all" is used, then all scopes from
all vpns are exani ned.

Examples

Status

See Also

report, export addresses, session current-vpn

|easeb

| ease6 - Manage DHCP | ease6 objects

Synopsis

| ease6 |ist [-duid=<client-id>]

- | ookup- key=<I ookup- key> [ -bl ob| -string]]

- macaddr =<mac- addr >] [ - cm macaddr =<mac- addr >]
-vpn=<vpn- name>] [-count -only]

| ease6 listhbrief [-duid=<client-id>]

- | ookup- key=<| ookup- key> [-Dbl ob| -string]]

- macaddr =<mac- addr >] [ - cm nmacaddr =<mac- addr >]
-vpn=<vpn- name>] [-count-only]




| easeb [ <vpn-nane>/] <i pv6- address> [ show]
| easeb [ <vpn-nane>/]<i pv6-address> get <attri bute>
| easeb [ <vpn-nane>/]<i pv6-address> activate
| easeb [ <vpn-nane>/] <i pv6- address> deacti vate
| ease6 [<vpn-nanme>/]<i pv6-address> force-avail abl e
| easeb [ <vpn-nane>/]<i pv6-address> reconfi gure
[renew rebind|informati on-request] [-unicast|-via-relay]

Description

The | ease6 conmand |ets you view and mani pul ate the current DHCPv6
| eases in the cluster.

Wien you specify the | ease on which one of these conmands is to

operate you may optionally specify a <vpn-name> in which the
v6-address> is to be found. Specify the nanme of a currently

de ined vpn as the <vpn-nane>; or use the reserved vpn nane

"gl obal " (w thout the quotatlon marks) to specify the operation

on | eases which are not in any explicitly defined VPN. If you do not

specify a vpn-nane, the current VPN of the session is used.

| ease6 |ist [-duid=<client-id>]
- | ookup- key=<| ookup- key> [ -bl ob| -string]]
- macaddr =<mac- addr>] [ - cm nacaddr =<mac- addr >]
) -vpn= <an name>] [-count -only]
The |i st connand ists DHCPv6 | eases in the DHCP server. Only
the | eases in the current VPN or specified vpn-name are |isted.
The vpn-nanme may be "all" (w thout the quotation marks) to
request |leases in all VPNs. If -count-only is specified, only
t he count of the nunber of |eases is returned (no | eases are
di splayed). If a filter (-duid, -I|ookup-key, -nacaddr, or
-cmnmacaddr) is specified, only the | eases mat chi ng the filter
are displ ayed.

| ease6 [ <vpn-name>/]<i pv6-address> activate
| ease6 [ <vpn-name>/]<i pv6-address> deactivate
The activate and deactivate conmands tell the DHCP server to make
the specified | ease active or inactive. An inactive |lease is not
iven out, even if it is in the available state. Mking a currently
eased | ease inactive will not affect its behavior until it has
expi red and becone avail abl e agai n.

| ease6 ;<vpn name>/ ] <i pv6- addr ess> force-avail abl e )
The force-avail able conmmand forces the specified |lease into the
avail abl e state.

| easeb [ <vpn-nane>/] <i pv6-address> reconfi gure

The reconfigure command initiates sending the client a Reconfigure
message (if the client and server negotiated to allow reconfigure).

Examples
Status

See Also
session

Attributes

binding-end-time date

vahhn the | ease database, this holds the tine when a | ease binding
ended.



binding-flags flags(virtua -binding=9)

Di spl ays any of the follow ng val ues associated with the binding:
9 virtual - bi ndi ng
Indicates if a binding is created for GetNextAddress6
request.

binding-iaid int
The | AID of the binding.
binding-rebinding-time date

Di splays the earliest tine when the server requested the client
to Issue a Rebind request for the binding.

binding-renewal -time date

Di splays the earliest tine when the server requested the client
to Issue a Renew request for the binding

binding-start-time date

gvthin the | ease database, holds the tine when a | ease binding
egan.

binding-type enumint(IA_NA=3, IA_TA=4, |A_PD=25)

Sﬁecifies the type of binding for the |ease. The type nunber matches
t he DHCPv6 option nunber.

client-active-leases int

Shows the nunber of active |eases that a client currently
has in use.

client-class-name nameref (0)
Di spl ays the nost recently derived class nane for the client.

client-flags flags(client-valid=1, limit-retention=5, reconfigure-active=6, binding-update-needed=8, binding-
update-in-flight=9)

Di spl ays any of the follow ng val ues associated with the client:
1 client-valid
Thi s shoul d al ways be set.
5 limt-retention
Indicates if client's |eases are subject to |ease time
retention restrictions.
6 reconfigure-active
Indicates if the client is being sent Reconfigure nmessages.
8 bi ndi ng- updat e- needed
Indicates if a binding update is needed for the client.
9 bi ndi ng-update-in-flight
Indicates if a binding update has been sent or is waiting
to be sent for the client.

client-id blob

Di splays the DU D of the client for the |ease.
client-last-transaction-time date

Displays the tine of |last client transaction related to this |ease.
client-lookup-key blab

Provi des the | ookup key for the client - it is either the client



identifier (DU D) or the v6-override-client-id expression.
client-lookup-key-type int

Determ nes the type of the client-I|ookup-key attribute.
client-oro option6

Identifies the oro received from DHCP client in request nessages
client-reconfigure-key blob

The 128-bit key required for REConfi%ure_Nbssages to the client
per the RFC 3315 Reconfigure Key Authentication Protocol

client-reconfigur e-key-gener ation-time date
The time at which the client-reconfigure-key was generated.
client-relay-addr ess ip6addr

If present, displays the source address from the nobst recently
recei ved ReIaK—Forw nmessage. |If not present, the client communicated
directly to the server.

client-relay-message msg6

Di spl ays the nost recently received relayed nmessage. This data
i ncl udes the conplete Relay-Forw nessage(s) but excludes the client's
nmessage.

client-user -defined-data string

Enabl es custonmer applications to relate the client record to other
dat abases. It is not used directly by the DHCP server, but nay be
read and witten by extensions and expressions.

client-vendor -class nlist(obj(0))

Di spl ays the nost recently received client vendor class data. Each
roup of data bytes starts with the 4-byte enterprise-nunber
ol | oned by the vendor-class-data bytes (if any).

client-vendor-info nlist(obj(0))

The nost recently received vendor-specific information
options data fromthe client. Each group of data bytes
starts with the 4-byte enterprise-nunmber followed by the
option-data bytes (iIf any).

cm-mac-addr ess macaddr
Speci fies the cable nbdem MAC address for this |ease, if applicable.
creation-time date

Sets the tinme when the | ease was created

data-sour ce enumint(unknown=0, main-main=4, backup-main=5, main-backup=6, backup-backup=7, main-main-
active=20, backup-main-active=21, main-backup-active=22, backup-backup-active=23, main-main-history=28,
backup-main-history=29, main-backup-history=30, backup-backup-history=31)

Records the original source of the | ease data and the nmachi ne
from which the data was retrieved

0 unknown

4 mai n- mai n

20 rmain-main-active



28 rmai n-mai n-hi story
Indicates the data originated on the nmain server and
was retrieved fromthe nain server.
5 backup- mai n
21 backup- mai n-active
29 backup- mai n- hi story
I ndicates the data originated on the backup server and
was retrieved from the nmain server
6 mai n- backup
22 mai n- backup-active
30 rmai n- backup- hi story
Indicates the data originated on the nmain server and
was retrieved from the backup server
7 backup- backup
23 backup- backup-acti ve
31 backup- backup- hi story
I ndicates the data originated on the backup server and
was retrieved fromthe backug.
The suffix -active denotes the data was returned from
the active portion of the |ease-state database while
-history indicates that the data was from the history
portion of the |ease-state database
When viewing leases with the Us, you will see all four
values routinely, especially if |oad-balancing is enabled.
When | ooking at |ease history records, nmin-nmain and
backup- backup are the usual values, but in cases where the
| ease history poller has deternmi ned that sone data may be
niffing, t hen mai n- backup and backup-nmai n can appear as
wel | .

dns-update-flags flags(forward-uptodate=1, reverse-uptodate=2, update-pending=3, add-pending=4, delete-
pending=>5, synthesized-name=6, using-requested-fqdn=7)

The dns update flags maintained for the | ease / fqgdn binding.
excluded-prefix ip6

Speci fies the excluded prefix for a prefix delegation |ease if one
was configured at the tinme the | ease was assigned to the client.
See RFC 6603.

failover -expiration-time date

Specifies the lifetinme that this server has acked to the fail over
partner. Usually, this server nmust wait for this tinme to have
expired before It can act on the state-expiration-tine.

flags flags(reserved=1, deactivated=3, failover-updated=5, previously-reserved=8, client-reserved=13,
revoked=14, use-bndack-time=15)

Fl ags for the |ease:

1 (lease) reserved
The | ease is reserved because of a | ease reservati on6 object.
The reservation-1 ookup-key specifies the client for which this
| ease is reserved.

3 deactivated
The | ease is deactivated, which neans that it should not be
used. Any client which is using a deactivated |lease will be
sent lifetimes of O on the next renewal

5 fail over-updated
The lease is up-to-date with respect to failover (note that
this is only true if the current |ease's fail over sequence
nunber matches the fail over object's sequence nunber).

8 previously-reserved
The | ease was reserved at an earlier tine but is no |onger
However, comunication with the failover partner is needed to
conpl etely renpbve this reservation

13 client-reserved
Indicates that |ease is in-range on a prefix that has
restrict-to-reservati ons enabl ed

14 revoked . . .
The lease is no longer usable by the client, but the client
may still be using It.

15 use-bndack-tine _
Use the tine that we sent to the BNDACK as the time of |ease
expiration, so that a renewal at 1/2 the MCLT isn't required



Used for permanent |eases and for GetNextAddress6 | eases.
Thi s |s|persasted, but only lasts until the next BNDACK, when
it is cleared.

forwar d-dnsupdate nameref(0)

Nanes the forward zone's DNS Update Configuration object
for the |ease.

fgdn dname

The fully qualified donmain nane assigned to the |ease by the
server (and possibly successfully entered into DNS).

fqdn-host-label-count int default = 1

The nunber of l|abels in the fqgdn that constitute the
host nane portion.

ip6address ip6
Specifies the IPv6 address, or its prefix, of the |ease.
name-number int

The nuneric characters in the fqdn, if any, that were added
by the DHCP server to disanbiguate the host name.

preferred-lifetime date

Sets the time at which the address or prefix that was |ast
comuni cated to the client is no | onger preferred.

pr efix-name nameref(0)
Identifies the prefix that contains this |ease

requested-fgdn rel or full fgdn

The partial or fully qualified domain name nost recently
requested by the client for the |ease.

requested-prefix-length rangeint(0-128) default = 0

Specifies the requested prefix length (such as by a client in an
| APREFI X option - see RFC 3633, section 10).

I eser vation-cm-mac-addr ess macaddr

Sﬁecifies the cable nobdem MAC address configured on a reservation for
this client. This will be used for responding to a LEASEQUERY when no
| eased | ease is available for this client.

reser vation-lookup-key blob

Speci fies the | ookup key of the |ease reservation for this |ease.
reser vation-lookup-key-type int

Deternines the type of the reservation-| ookup-key attribute
rever se-dnsupdate nameref (0)

Nanes the reverse zone's DNS update configuration object
for the |ease.

start-time-of-state date



Sets the tinme when the state |ast changed to its current val ue

state enumint(available=1, offered=2, leased=3, expired=4, unavailable=5, released=6, other-available=7, pending-
available=8, revoked=10, pending-delete=11)

Di spl ays the current state of the |ease:
1

avail abl e )
The lease is not currently |eased by the client.
2 offered

The lease is offered to the client. In many cases, the

dat abase is not witten with informati on concerning offering
a lease to a client since there is no requirenent to update
stable storage with this information

3 |eased _ )
The lease is currently leased to the client.
4 expired

The client has not renewed the |ease, and it expired and wil|
be made avail able after the grace period expires.

5 unavail abl e
The |l ease is unavailable. It was made unavail abl e because of
some conflict.

6 released
The client has rel eased the | ease, but the server was
configured to apply a grace period to the |ease. The |ease
will not be nmade available until the grace period expires.

7 other-avail able
Used only when failover is enabled. A lease in the
ot her-avail able state is available for allocation bg t he
fail over partner, but not available for allocation by this
server.

8 pendi ng-avail abl e
Used only when failover is enabled. A lease in the

pendi ng- avail abl e state will be available as soon as this
server can synchronize its state with the failover partner.

10 revoked
The lease is no longer usable by the client, but the client
may still be usin? It. This is DEPRECATED and no |onger used
(see the revoked flag in the flags attribute).

11 pendi ng-del ete
Used only when failover is enabled. A lease in the
pendi ng-del ete state will be disassociated fromits client as
soon as this server can synchronize its state with the
fail over partner.

state-expiration-time date

Determines the earliest time at which the current state is to expire,
resulting in a state transition. Possible transitions are:

OFFERED to deleted (if not reserved)

LEASED t o EXPI RED

EXPI RED to AVAI LABLE

RELEASED t o AVAI LABLE

AVAI LABLE to deleted (if not reserved)

tenant-id short default = 0
Identifies the tenant owner of this object.
valid-lifetime date

Sets the time at which the address or prefix that was |ast
comuni cated to the client is no |onger valid.

vpn-id int default = O, immutable
Identifies the DHCP VPN that contains this |ease
license

license - Views and updates |icense information



Synopsis

i cense register [cdns|dns|dhcp[,...]] [<regional -ip>] [<regional -port>]
i cense <FLEXI mfil enane> create

i cense <key> del ete

i cense |ist

i cense |istnanes

i cense listbrief

i cense <key> [show]

i cense <key> get <attribute>

i cense showltilization

Description

The |icense conmand allows you to view, create, or delete the
FLEXIm i censes on a regional cluster and to register a |ocal
cluster with a regional cluster for |icensing

The conmand (showltilization) also allows you to view the nunber
of utilized IP nodes against the RTUs (R ght-to-Use).

NOTE: The license conmand uses a different syntax when connected
tolreleases prior to 7.0. See the documentation for the specific
rel ease.

Examples

Status

See Also
The "Network Registrar CLI Introduction” section describes how licenses are used in nremd.

link
link - configures IPv6 network |inks for use in DHCPv6
Note: dhcp-link is a synonymfor conpatibility with earlier
ver si ons.
Synopsis
nk |ist

nk |istbrief

i nk <name> create [[tenpl ate-root - prefix=<prefix>]
t enpl at e=<t enpl at e- nane>]
[attribute>=<val ue> ...]

i
link |'istnanes
i

|

i nk <nanme> del ete

i nk <name> set <attribute>=<val ue> [<attri bute>==<val ue> ...]
i nk <nanme> get <attribute>

i nk <name> unset <attribute>

i nk <name> enabl e <attri bute>

i nk <name> di sabl e <attribute>

i nk <name> [ show]

ink <nane> |istPrefixes
i nk <name> |i st PrefixNanes

ink |istG oups
i nk |istG oupNanes
ink listGoup <group-nane>



I i nk <nane> appl yTenpl ate <tenpl at e-nane> [<tenpl ate-root - prefi x>]

Description

The link command configures |Pv6 network |inks. Links
group |Pv6 preflxes.§see the prefix command) together.
Links are required if multiple prefixes share the sanme
physi cal [i nk.

When creatinP alink using a tenplate, specify - for the
<Ran?? Lo allow the link tenplate's |ink-nane-expr to name
the |1 nk.

The |istGoups, |istGoupNanmes, and |istGoup operations are
hel pful when using |link groups to exam ne the configuration.

Examples
Status

See Also
link-template, prefix

Attributes

description string
Descri bes the link.
embedded-policy obj(0)

Refers to a policy embedded within a single specific link object
used when replying to clients.

free-addr ess-config nameref(0)

Identifies which trap captures unexpected free address events
on this Link.

If this attribute is not configured, the server |ooks for

the v6-default-free-address-config on the DHCPServer object.

group-name string

SPecifies the link group to which this |ink belongs. Wen servicing
client requests, the prefixes under the links in the link group may

be used by clients.

local-cluster oid

Identifies the | ocal DHCP cluster or failover pair
for this regional Iink.

name string required,unique
Provi des user -assi gned nanme for the |ink.

owner nameref(0)

Identifies the owner of this link, referenced by nane. Owners
can be used to linit adm nistrative access by owner.



policy nameref(0) default = default
Refers to a shared policy used when replying to clients.
prefix-list nlist(obj(0))

Lists the prefixes to be associated with the link. This

attribute is used to add or nmodify the link and its prefixes

in a single database action. Al objects must be valid, or none wll
be acceFted. The associated prefixes will be stored separately,

and will not be returned in the parent |ink object.

region nameref(0)
Identifies the region for this link, referenced by name. Regions
can be used to linit admnistrative access by region

template-root-prefix prefix

Identifies the root prefix address for prefixes associated with
the link. This attribute is used when processing a |ink tenplate
that defines associ ated prefixes.

tenant-id short default = O, immutable

Identifies the tenant owner of this object.
type enumint(topological=0, location-independent=1, universal=2) default = topological

Specifies the type of I|ink. _ )

Topol ogi cal links are used to deternine where in the network a
client is |ocated.

Locati on-i ndependent |inks nust be part of a link Eroup and are
avail able to clients on the other links in the link group. Each |ink
group may have only a single |ocation-independent Iink.

A universal link is available to all clients on the VPN Each VPN
may have only a single universal link. A universal |ink can not be
part of a |ink group.

vpn-id int default = O, immutable

Identifies the VPN that contains the |ink.
link-policy

link-policy - Edits a DHCP policy enbedded in a link

Not e: dhcp-link-policy is a synonym for conpatibility with earlier
ver si ons.

Synopsis

i nk-policy <nanme> del ete

l'i nk-policy <name> set <attribute>=<val ue>
[<attribute>=<val ue> ...]

i nk-policy <name> get <attribute>

i nk-policy <name> di sable <attri bute>

i nk-policy <nanme> enable <attribute>

i nk-policy <name> show

l'i nk-policy <name> setV6Opti on <opt-nane | id> <val ue>
i nk-policy <name> getV6Opti on <opt-name | id>
i nk-policy <nane> unset V6Option <opt-nanme | id>
i nk-policy <name> |istV6Options
i nk-policy <nane> set V6Vendor Opti on <opt-nane | id>
<opt - set - name> <val ue>
i nk-policy <nane> get V6Vendor Opti on <opt-nane | id>

) ) . <opt - set - name>
nk- pol i cy<nanme> unset V6Vendor Opti on <opt-nanme | id>



) ) ) ) <opt - set - name>
I'i nk-policy <name> |istV6Vendor Opti ons

Description

The |ink-policy command |lets you configure a DHCP policy enbedded
in a DHCP link. An enbedded policy is a collection of DHCP option
val ues and settings that are associated wth ?and naned b&% anot her
object -- in this case a link. You create a |link-policy en

you first reference it, and you delete it when you delete the |ink

To set individual option values use the setV6Option command; to
unset option values, the unsetV6Option command; and to view option
val ues, the getVeOption and |istV6Opti ons commands. Wen you set
an option value, the DHCP server replaces any existing value or
creates a new one as needed for the given option nane.

See the help file for the policy command for nore information

Examples
Status

See Also

policy, client-palicy, client-class-policy, dhcp-address-block-palicy, link-template-palicy, prefix-policy, prefix-
template-policy, scope-palicy, scope-template-policy

Attributes

affinity-period time

Associ ates a |ease in the AVAILABLE state with the client that

last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignnent to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewal s enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
update; otherw se, based on other server configurations, the server
does the A record update.

allow-dual-zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |lease period. Although a client
can request a specific lease tinme, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tines that are



shorter than those configured for the server.

allow-non-tempor ary-addr esses bool default = true

Det er ni nes whet her DHCPv6 clients can request non-tenporary
(I A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det ermi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nmake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Conmmit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Oherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det er mi nes whet her DHCPv6 clients can request tenmporary (1A _TA)
addr esses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if a router (client) does not explicit
The default l[ength nust always be great
I ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix

Speci fies the excluded prefix (bits and prefix-length) to be sent

%gog§KFN6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual delegated prefix's

Prefix length and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0:0:0:f::/64.

If configured, the server will determi ne the excluded prefix

when a lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

Desi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Updat e Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the
| P address of the server (the default action).



This causes all wunicast renews to be sent to the relay agent instead
of directIK to the DHCP server, and so renews arrive at the DHCP
server with option-82 informati on appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr might not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the Ilength of tine between the expiration of a |ease
and the tinme it is nade available for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any tinme it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each tine they reboot.

lease-retention-limit bool default = disabled

If enabl ed and the DHCP server's |ease-retention-nax-age is

configured to a non-zero value, tines in | eases subject to this
Folicy will not be allowed to grow ol der than
ease-retention-max-age. As t eY progess toward

Iease—retention—npx—age,.theﬁ w Il periodically be reset to

| ease-retention-nin-age in the past.

limitation-count int

Speci fies the maxi mum nunber of clients with the same limtation-id
that are allowed to have currently active and valid |eases.

longest-pr efix-length rangeint(0-128)

For prefix delegation, specifies the |ongest prefix |ength allowed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is |onger than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix l ength nust al ways be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Specifies the maximumclient |ease tine that the server is allowed to
send to the client. If the calculated lease tine is greater than this
value, the client is sent this val ue

This attribute lints the tinme sent to the client, it does not i npact
any of the |lease time calcul ations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin T2) times given to the client will be
based on the lease tine actually sent to the client and may further be
Iinipgd by the max-client-renewal -tinme and max-client-rebinding-tinme
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SPecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linits the tinme sent to the client, it does not inpact
any of the |ease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-|lease-time as T2 nust be less than or equal to the |ease
time.



max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal tine is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-rebinding-tinme or max-client-1lease-tinme as Tl nust be |ess
than or equal to T2 (and the |lease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi mum nunber of |eases that a client may use per
bi nding from an allocation group. This apFI|e$ to DHCPv6 only.
Explicit or inplicit allocation groups only limt new server

initiated all ocations to a binding. They do not limt the overal

| eases a client may use. Leases nmy have been assigned because of

differences in the configuration, reservations, conmunication wth
the failover partner, client requests, or from using extensions to
alter |ease acceptability (lease acceptability extensions can

still override the limts as well). This attribute can be used to
limt the nunber of |eases.

The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nobst recently provided to the client. However,
when | eases have the sane tinme, the result will be random as to
which | ease(s) will be revoked

offer-timeout time default = 2m

Instructs the server to wait a specified amunt of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified time interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-file-name cannot be |onger than 128 characters.

packet-server-name string

Identifies the host-nanme of the server to use in a client's boot
process. The server returns this file name in the 'sname' field
of its replies. The packet-server-nane field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For example, this mght be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
‘siaddr' field of its replies.

per manent-leases bool default = disabled

| ndi cates whet her |eases using this policy are permanently granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and nmaxi mum preferred lifetine for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the time the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wen the preferred lifetime expires, the address
becones deprecated and Its use is restricted.

Note: For 1A TA's, the min-preferred-lifetine is used as the
default, if configured



reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disallow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

squort and the server drops client
Solicit and Request nessages that do not
i nclude a F@configure-A@cept opti on.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows:
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.
- If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfigure nmessages.

If false (the default), the server prefers to unicast
ReconfiPure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nmessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and named
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
canme from a |ink-1local address.

rever se-dnsupdate nameref (0)

aﬁecifies the nane of the update configuration that determ nes
ich reverse zones to include in a updat e.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you might have the server consider

| eases as |leased for a longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it is longer than the |lease time in the dhcp-I|ease-tine option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix delegation, specifies the shortest prefix [ength allowed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-I|ength.

Thi s ﬁreflx l ength nust always be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
arfect |ease tines. ) ) _
If enabl ed, the DHCP server still offers clients |ease tines that



reflect the configured |ease-tinme option fromthe appropriate
policy; but the server bases its decisions regarding expiration
on the 'server-lease-tine' value

tenant-id short default = 0, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the |lease to available state. If there is no val ue
configured in the systemdefault _policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -reser vations bool default = off

Controls how the server database checks for reserved |P

addr esses. ;
By default, the server uses the MAC address of the DHCP client as the
key for its database |ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that value

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOIP clients.
v4-reply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SFecifies the maxi mum client preferred lifetime that the server is
allowed to send to the client. If the calculated preferred lifetine
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the tinme cal cul ations nmade by the server.

The renewal (T1) and rebinding (T2) times given to the client will be
based on the lease tine actually sent to the client and may further
be limted by the v6-nmax-client-renewal -tinme and

v6- max-client-rebinding-time attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding tine (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calculations nade by the server.

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetinme as T2 nust be |less than or equal to
the preferred lifetime.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal tine is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the

v6- max- cl i ent-rebinding-time or v6-max-client-preferred-lifetine as
T1 nust be |less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s-2y)



SFecifies the maximumclient valid lifetime that the server is
allowed to send to the client. If the calculated valid lifetine is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the tine calculations nade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any

replies to DHCPv6 clients. ) ) ) )
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then naned policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See

RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. \Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetime nust be greater than or equa
to the preferred lifetine.

Note: For A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.

link-template

nk-tenplate - Configures a link tenplate

Synopsis
link-tenplate |i st
link-tenpl ate |istnanes
link-tenplate |istbrief

i nk-tenpl ate <name> create [<attri bute>=<val ue>...]

i nk-tenpl ate <nanme> del ete

i nk-tenpl ate <name> set <attribute>=<val ue> [<attribute>=<val ue> ..
i nk-tenpl ate <name> get <attribute>

i nk-tenpl ate <name> unset <attribute>

i nk-tenpl ate <nane> di sable <attribute>
i nk-tenpl ate <nanme> enabl e <attri bute>
i nk-tenmpl ate <nanme> show

i nk-tenpl ate <name> create cl one=<cl one- nane>
i nk-tenpl ate <name> apply-to all | <link1>[,...]
i nk-tenpl ate <nanme> apply-to <link> [<prefix>]

-]



Description

The link-tenplate conmand | ets you configure a tenplate to
use when creating |inks.

Examples
Status

See Also
link

Attributes

description string
Describes the link tenplate.
embedded-policy obj(0)

Speci fies an policy enbedded. ) )
Note: When the tenplate is applled this will replace the
entire enbedded-policy in the Ilink

free-addr ess-config nameref(0)

Idenh|f|?s nhlch trap captures unexpected free address events
on this lin

If this attribute is not configured, the server |ooks for

the v6-default-free-address-config on the DHCPServer object.

group-name string

FeC|f|es the link group to which this link bel ongs. Wen servicing
ient requests, the prefixes under the links in the |ink group may
be used by clients.

link-description-expr expr

An expression to define the description on the |ink object
created when using the tenpl ate.

link-name-expr expr

An expression to define the name of the link object created
when using the tenpl ate.

name string required,unique
Assigns a name to this link tenplate.

options-expr expr

An expression to define the |ist of enbedded policy options
to be created.

owner nameref(0)

Identifies the owner of this link, referenced by nane. Omners
can be used to linit adnministrative access by owner.



policy nameref(0) default = default

Refers to a shared policy used when replying to clients.
prefix-expr expr

Defines an expression used to create the |ist of associated
prefixes.

region nameref(0)

Identifies the region for this link, referenced by name. Regions
can be used to linmt admnistrative access by region

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
type enumint(topological=0, location-independent=1, universal=2) default = topological

Specifies the type of Iink.

Topol ogi cal links are used to deternmine where in the network a
client is |ocated.

Locati on-i ndependent |inks nust be part of a |ink group and are
available to clients on the other links in the link group. Each Iink
group may have only a single |ocation-independent Iink.

A universal link is available to all clients on the VPN. Each VPN
may have only a single universal link. A universal |ink can not be
part of a link group.

link-template-policy

link-tenplate-policy - Edits a DHCP policy enbedded in a |ink-
tenpl at e

Synopsis

link-tenpl ate-policy <name> del ete

i nk-tenpl at e-policy <name> set
<attri but e>=<val ue>
[<attribute>=<val ue> ...]

i nk-tenpl ate-policy <nane> get <attribute>

i nk-tenpl ate-policy <name> di sable <attribute>

i nk-tenpl ate-policy <nane> enable <attribute>

i nk-tenpl ate-policy <nanme> show

l'ink-tenpl ate-policy <name> setV6(ption <opt-name | id> <val ue>
i nk-tenpl at e-policy <name> get V6Opti on <opt-nanme | id>

i nk-tenpl ate-policy <name> unsetV6Opti on <opt-nanme | id>

li

i nk-tenpl ate-policy <name> |istV6Options

i nk-tenpl ate-policy <name>

set V6Vendor Opti on <opt-nane | id> <opt-set-name> <val ue>
i nk-tenpl ate-policy <name>

get V6Vendor Opt i on <opt -nanme | id> <opt - set - nane>
i nk-tenpl ate-policy <name>

unset V6Vendor Opti on <opt -nane | id> <opt -set - nane>

i nk-tenpl ate-policy <nanme> |istV6Vendor Opti ons

Description

The link-tenplate-policy command |ets you confL%ure a DHCP
policy enbedded in a DHCP link tenplate. An enbedded policy
Is a collection of DHCP option val ues and settings associ ated
with (and nanmed by) another object -- in this case a link
template. A link-tenplate-policy is created inplicitly when
youdf;rstdreference it, and is deleted when the |ink-tenplate
i s del et ed.



You can set individual option values with the setV6QOption
command, unset option values with the unsetV6Opti on command,
and view option values with the getV6Opti on and |istV6QOptions
conmands. Wen you set an option value the DHCP server will
repl ace any existing value or create a new one as needed for
the given option nane.

Examples

nrcmd> |ink-tenpl ate-policy exanplelink set default-I1ink-
| engt h=32

nrcmd> |ink-tenpl ate-policy exanplelink enable allow-rapid-
commi t

Status

See Also
palicy, client-policy, client-class-policy, dhcp-address-block-palicy, link-policy, prefix-palicy, prefix-template-
policy, scope-policy, scope-template-policy

Attributes

affinity-period time

Associ ates a lease in the AVAI LABLE state with the client that

last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignment to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewals enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update boal default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
update; otherw se, based on other server configurations, the server
does the A record update.

allow-dual-zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease tinme, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tines that are
shorter than those configured for the server.

allow-non-tempor ary-addr esses bool default = true

Det er mi nes whet her DHCPv6 clients can request non-temnporary
(I A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.



allow-rapid-commit bool default = false

Det er mi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nmake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Conmmit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Oherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det er mi nes whet her DHCPv6 clients can request tenmporary (1A _TA)
addr esses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if a router (client) does not explicit
The default l[ength nust al ways be great
I ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix

Speci fies the excluded prefix (bits and prefix-length) to be sent

%gog§KFN6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual delegated prefix's

Prefix length and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0:0:0:f::/64.

If configured, the server will determ ne the excluded prefix

when a lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

Desi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Updat e Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all unicast renews to be sent to the relay agent instead
of directly to the DHCP server, and so renews arrive at the DHCP
server with option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr mght not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).



grace-period time default = 5m

Defines the Ilength of tine between the expiration of a |ease
and the tinme it is nmade available for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any tinme it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each tine they reboot.

lease-retention-limit bool default = disabled

If enabled and the DHCP server's |ease-retention-nax-age is

configured to a non-zero value, tines in | eases subject to this

Folicy wll not be allowed to grow ol der than

ease-retention-max-age. As t eY progess toward

| ease-retention-nmax-age, the¥ will
e

i ; . periodically be reset to
| ease-retention-nin-age in t

past .
limitation-count int

Speci fies the maxi mum nunber of clients with the same limtation-id
that are allowed to have currently active and valid | eases.

longest-pr efix-length rangeint(0-128)

For prefix delegation, specifies the |ongest prefix |ength allowed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is |onger than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix I ength nust al ways be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Specifies the maximumclient |ease tine that the server is allowed to
send to the client. If the calculated lease tine is greater than this
value, the client is sent this val ue

This attribute lints the tinme sent to the client, it does not i npact
any of the lease time calcul ations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iinipgd by the max-client-renewal -tinme and max-client-rebinding-timnme
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SPecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the tinme sent to the client, it does not inpact
any of the |lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-|lease-time as T2 nust be less than or equal to the |ease
time.

max-client-renewal -time rangetime(30s-2y)

SPecifies the maxi num client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute linits the tinme sent to the client, it does not inpact
any of the |ease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-rebinding-tine or max-client-lease-time as Tl nust be |ess



than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi num nunber of |eases that a client may use per

bi nding from an allocation group. This apPIies to DHCPv6 only.
Explicit or inplicit allocation groups only Iimt new server
initiated all ocations to a binding. They do not limt the overal

| eases a client may use. Leases may have been assigned because of
differences in the configuration, reservations, communication wth
the failover partner, client requests, or from using extensions to
alter lease acceptability (lease acceﬂtability ext ensi ons can

still override the limts as well). This attribute can be used to

limt the nunber of |eases. ) - ) o
The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nost recently provided to the client. However
when | eases have the sanme tinme, the result will be randomas to
whi ch | ease(s) will be revoked

offer -timeout time default = 2m

Instructs the server to wait a specified amount of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified tine interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-fil e-nane cannot be |onger than 128 characters.

packet-server-name string

Identifies the host-nanme of the server to use in a client's boot
process. The server returns this file name in the 'sname' field
of its replies. The packet-server-name field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For exanple, this might be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
"siaddr' field of its replies

per manent-leases bool default = disabled

I ndi cat es whether |eases using this policy are permanent|ly granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and maxi mum preferred lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the tinme the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wien the preferred litetinme expires, the address
beconmes deprecated and 1ts use is restricted.

Note: For |A TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disallow Allows clients to request reconfiguration

support but the server will not honor
the clients' request.



3 require Requires clients to request reconfiguration
suPport and the server drops client
Solicit and Request nessages that do not
i ncl ude a Reconfigure-Accept option
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows:
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Gherwise, if at |east one has it set to allow, Reconfigure
is allowed.
- If no prefix policies have this attribute set, the renaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfi gure nessages

If false (the default), the server prefers to unicast
Reconfi gure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and nanmed
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
cane from a |ink-|ocal address.

rever se-dnsupdate nameref (0)

aﬁecifies the name of the update configuration that determ nes
ich reverse zones to include in a DNS update.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

communi cation with a client, you mght have the server consider

| eases as leased for a longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it is longer than the lease tinme in the dhcp-Ilease-tinme option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix del egation, specifies the shortest prefix [ength allowed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix | ength nust always be greater than or equal to the prefix
I ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect |ease tines.

I f enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tinme option fromthe appropriate
policy; but the server bases its decisions regardi ng expiration
on the 'server-|lease-time' value

tenant-id short default = O, immutable

Identifies the tenant owner of this object.



unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the |lease to available state. If there is no val ue
configured in the systemdefault _policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -reser vations bool default = off

Controls how the server database checks for reserved |P

addr esses. ;
By default, the server uses the MAC address of the DHCP client as the
key for its database |ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that value

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOIP clients.
v4-reply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SFecifies the maxi mum client preferred lifetinme that the server is
allowed to send to the client. If the calculated preferred lifetinme
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the tinme cal cul ations nmade by the server.

The renewal (T1) and rebinding (T2) times given to the client will be
based on the lease tine actually sent to the client and may further
be limted by the v6-nmax-client-renewal -tinme and

v6- max-client-rebinding-time attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding tine (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetinme as T2 nust be |less than or equal to
the preferred lifetime.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal tine is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calculations nade by the server.

The actual value sent to the client may be further limted by the

v6- max- cl i ent-rebinding-time or v6-max-client-preferred-lifetine as
T1 nust be |less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s-2y)

SFecifies the maximumclient valid lifetime that the server is
allowed to send to the client. If the calculated valid lifetine is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the tine calcul ations nade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any



replies to DHCPv6 clients. ) ) ) )

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enmbedded or naned)
or

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

the Prefixes on a Link. The Prefixes for the Link are

v6-r soo-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See

RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. \Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetime nust be greater than or equa
to the preferred lifetine.

Not e

For A TA's, the mn-valid-lifetinme is used as the

default, if configured.

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.

option

opt i

Synopsis

opt i
opti
opti
opti
opti
opti

opti
opti
opti
opti
opti

opti

Description

on

on
on
on
on
on
on

on
on

on
on
on

on

- Configures option definitions

<i d> <option-setnane> create <option-nanme> <type> [<attri bute>=<val ue>]

<name i d> <option-setnane> del ete

<namne i d> <option-setname> set <attribute>=<val ue> [<attri bute>=<val ue>..
<nane i d> <option-setnane> get <attribute>

<name i d> <option-setnanme> [show]

<nane i d> <option-setnane> unset <attribute>

<nane i d> <option-setnane> enable <attribute>

<nane i d> <option-setnane> disable <attribute>

<opti on-set nane> |i st

<option-setname> |istnanes
<opti on- set name> show

listtypes

The option command configures option definitions.

Use reserved nanes as foll ows:

dhcp-config and dhcp6-config to view currently configured
option sets for DHCPv4 and DHCPv6 respectively.

dhcp- cust om and dhcp6-custom to vi ew add/ nodi fy/ del ete
custom opti on definitions.



NOTE: you may al so use dhcp-config and dhcp6-config to
add/ nodi fy/ del ete custom option definitions. These nanes
are used to operate on the respective custom set.

Changes to the custom sets are nerged with the built-in
option definitions to formthe config sets.

Modifications to the custom sets are not visible in
the config sets until after a SAVE is perforned.

You cannot use the reserved nanmes when creating or deleting
an option set. The custom sets are created when the first
custom option definition is created

Use the listtypes conmand to view the |ist of option types
avai l abl e for use in creating custom option definitions.

Examples

Status

See Also

Attributes

number int
The option nunber (the T part of the TLV)
option-definition-set-name nameref (0)

A reference to the option-definition-set used to create
this option instance.

option-desc objref (0)

The option description that provides the type and name
for this specific option. This is a shortcut for a
| ookup by 1d in the appropriate TLV desc table.

sub-options nlist(obj(0))

This attribute provides for the optional subdivision of
option data into nested sub-option objects. This is

not used for storing DHCP server configuration, but nmay be
useful in other uses of TLV based val ues.

value blob

The option value (the V part of the TLV)

option-set
option-set - Configure option definition sets
Synopsis
option-set |ist
opti on-set |istnanes



opti on-set <nanme> create <8-hit | 16-bit>

vendor - opti on-string=<string>
[ vendor - opti on-regex=<string>]
[ <attribute>=<val ue>]

opti on-set <nanme> create <8-bit | 16-bit>

vendor - opti on-enterprise-i d=<i nt eger >
[ <attribute>=<val ue>]

option-set <nane> del ete

option-set <nanme> [show]
option-set <nanme> |i st

option-set <nanme> |i stnanes
option-set <nanme> get <attribute>

option-set <nanme> set <attri bute>=<val ue>

[<attribute>=<val ue> ...]

option-set <name> unset <attribute>
option-set <nane> enable <attri bute>
option-set <nanme> di sable <attribute>

Description

The option-set command configures option definition sets.

Use reserved nanes as foll ows:

dhcp-config and dhcp6-config to view currently configured
options for DHCPv4 and DHCPv6 respectively. These
reserved nanes show all built-in and custom option
gerinihions. These option sets can not be created nor

el et ed.

dhcp-cust om and dhcp6-customto view only the custom
option definitions. These nanes can be used on a delete
to delete all custom definitions.

Changes to the custom sets are nmerged with the built-in
option definitions to formthe config sets

Modi fications to the custom sets are not visible in
the config sets until after you perform a SAVE

Use 8-bit to create a dhcpv4 vendor option definition set.
Use 16-bit to create a dhcpv6 vendor option definition set.

Examples

Status

See Also

owner

owner - Configures owners

Synopsis

owner <tag> create <name> [<attri bute>=<val ue>]
owner <tag> del ete

owner i st

owner |i stnanes

owner |listbrief

owner <tag> show



owner <tag> set <attribute>=<value> [<attribute>=<value> ...]
owner <tag> get <attribute>
owner <tag> unset <attribute>

owner <tag> enable <attribute>
owner <tag> disable <attribute>

Description

The owner command configures a specified owner. You create owners
and associate them w th address bl ocks, subnets, and zones.

Examples

Status

See Also

Attributes

contact string
Provi des contact information for this owner.
name string
Di splays the full nane, or printable name, for this owner.

organization nameref(0)

Speci fies the organi zation nanme required for ARIN reporting purposes.

tag string required,unique

Di spl ays a unique tag nane for this owner. Typically, it is a short

nane referring to this owner.
tenant-id short default = 0, immutable
Identifies the tenant owner of this object.
prefix

prefix - Configures |IPv6 network prefixes for use in DHCPv6

Not e: dhcp-prefix is a synonym for conpatibility with earlier
versions of Network Registrar.

Synopsis
prefix |ist
prefix |istnanes
prefix listbrief
prefix <nane> create <address> [tenpl at e=<t enpl at e- nane>]
[<attri bute>=<val ue>]
prefix <name> del ete
prefix <nanme> set <attribute>=<val ue> [<attribute>=<val ue> ...]
prefix <name> get <attribute>



prefix <name> unset <attri bute>
prefix <name> enable <attribute>
prefi x <name> di sable <attri bute>
prefix <nanme> [ show]

prefix <name> |i stLeases

prefix <nanme> addReservati on <address> <l ookup key>
prefix <nane> renoveReservation <address>
prefix <name> |istReservations

prefix <name> appl yTenpl ate <tenpl at e- nane>

prefix <name> getUilization

Description

The prefix command configures |Pv6 network Prefixes. Prefi xes
configure DHCPv6 address allocation and prefix del egati on.

When creatin? a prefix using a tenplate, specify - for the
<nanme> to allow the prefix tenplate's prefix-name-expr to
nanme the prefix.

Examples

nrcmd> prefix exanpl e-pref create ff00::/8
nrcmd> prefix exanpl e-pref set address=ff00::/10

Status

See Also
link, prefix-template

Attributes

address prefix required,immutable

Identifies a prefix (subnet) that an interface belongs to using the
hi gh-order bits of an |Pv6 address.

allocation-algorithms flags(client-request=1, reservation=2, extension=3, interface-identifier=4, random=5, best-
fit=6) default = reservation,extension,random,best-fit

Controls the algorithms used by the server to sel ect a new address
or prefix to lease to a client. Note however that when the prefix's
restrict-to-reservations is enabled, only the reservation flag is
used (the others are ignored as only |lease or client reservations
can be used?.
The avail abl e al gorithns are:
cli ent -request
This setting (off by default) controls whether the server
uses a client requested | ease
reservation
This setting (on bY default) controls whether the server
uses an avall able |ease reservation for the client.
ext ensi on
This setting (on by default) controls whether the server calls
extensions attached at the generate-|ease extension point
to generate an address or prefix for the client.
interface-identifier
This setting (off by default) controls whether the server uses
the interface-identifier fromthe client's (link-1Iocal)
address to generate an address. It is ignored for tenporary
addresses and prefix del egati on.



random
This setting (on by default) controls whether the server
generates an address using an RFC 3041-like algorithm It is
I's ignored for prefix del egation.
best -fit
This setting §on by default) controls whether the server wll
del egate the first, best-fit available prefix. It is ignored
for addresses.
When the server needs an address to assign to a client, it
processes the flags in the follomjng order: client-request,
reservation, extension, interface-identifier, and random
Processi ng stops when a usabl e address is produced.
When the server needs to deIe?ate a prefix to a client, it
processes the flags in the followi ng order: client-request,
reservation, extension, best-fit. Processing stops when a
usabl e prefix is produced.

allocation-group string

Specifies the allocation group to which this prefix bel ongs. At
nost one | ease per binding is allocated across all of the prefixes
on a link with the sane allocation group nane.

This nanme is only specific to the link. Different |inks can reuse
the sane allocation group nanes.

allocation-group-priority int default = 0

Specifies the priority of this prefix over other prefixes in the
sane allocation group. This settings allows control over which
prefixes are used before others. Lower nuneric val ues have higher
priorities, but a priority of 0 (the default) has the | owest

possi ble priority.

Prefixes with the sane Priority are dynamically ordered by active

| ease count, where the [owest count wll have the highest priority.

deactivated bool default = disabled

Control s whether a prefix extends |eases to clients. A deactivated
prefix does not extend |eases to any clients. It treats all addresses
In its ranges as if they were individually deactivated

Default, false (active).

description string
Descri bes the prefix.
dhcp-type enumint(stateless=0, dhcp=1, prefix-delegation=2, infrastructure=3, parent=4) default = dhcp

Defi nes how DHCP manages address assignnment within a prefix:

st at el ess Prefix is used only for stateless
option configuration
dhcp Prefix is used for stateful address
assi gnnent .
prefix-del egation Prefix is used for prefix-del egation.
I nfrastructure Prefix is used to map a client address to
a link, and does not have an address pool .
par ent Prefix is not used by DHCP. It is used as

a container object, to group child prefixes.
embedded-policy obj(0)
Speci fies a policy enbedded within an | Pv6 prefix.
expiration-time date

Sets the tine and date on which a prefix expires. After this date
and time, the server neither grants new | eases nor renews existing
| eases fromthis prefix.

Once the expiration-tine has passed, the prefix is no |onger used
(though old | eases and | eases with grace or affinity periods
continue to exist until those periods el apse).

Enter this as a date in the format "[weekday] nbn day

hh: m{:ss] year". For exanple, "Dec 31 23:59 2006".



free-addr ess-config nameref(0)

Identifies which trap captures unexpected free address events
on this prefix.

If this attribute is not configured, the server |ooks for

the free-address-config attribute on the parent Link object.
IL that attribute is not configured, the server |ooks for

t

e v6-default-free-address-config on the DHCPServer object.

ignor e-declines bool default = false

Controls whether the DHCP server responds to a DHCPv6 DECLI NE
nﬁssage %hat refers to an I Pv6 address or a del egated prefix from
this prefix.

| f Fnabled, the DHCP server ignores all declines for leases in this
prefix.

If disabled or not set, the DHCP server sets to UNAVAI LABLE every
address or del egated prefix requested in a DECLI NE nmessage if it

is leased to the client.

The dFrauIt value is false, so that DECLI NE nessages are processed
normal ly.

link nameref (0)

Associates an IPv6 prefix (subnet) with a link. Use this attribute
to group prefixes that are on a single |ink.

local-cluster oid

Identifies the |ocal DHCP cluster or failover pair
for this regional prefix.

max-leases rangeint(0-2000000) default = 65536

Sets the maxi mum nunber of non-reserved | eases that the server
will allow to exist on this prefix. Wen a new | ease needs to
be created, the server will only do so if the Iimt has not
been exceeded. When the |limt is exceeded, no new | eases can be
created and offered to clients.

This limt is not apBIied when existing | eases are | oaded from
the | ease state database during server start-uE

This attribute is also used when cal cul ating the free-address

| evel for address traps.

max-pd-balancing-length rangeint(1-128) default = 64

Speci fies the maxi mum prefix-del egation prefix |length that the

fail over pool balancing will consider in balancing a prefix-

del egati on prefix.

If specified, this value nust be equal or less than the prefix
range's prefix length plus 24, otherwi se the server will use the
refix's range plus 24. Thus, a /32 prefix will only perform pool
al ancing for prefixes up to a /56.

If unspecified, the |lessor of the prefix range's prefix |length plus
24 or 64 is used.

Avai | abl e prefix-del egation prefixes |onger than this value will not
be consi dered when bal anci ng prefix-del egati on pools.

This val ue should be the same or smaller than the |ongest allowed
prefix length to assure all prefix-del egation prefixes can be
assigned to clients as bal ancing prefixes |onger than this |ength

woul d result in prefixes that can never be delegated to clients.

name string required,unique
Assigns a name to an | Pv6 prefix (subnet).
owner nameref(0)

Identifies the owner of this prefix, referenced by name. Omers can
be used to |imt adm nistrative access to prefixes by owner.

If the prefix has an associated |ink, the owner of the associated
link will apply, if it is set. If there is no associated |ink, or
the link owner is unset, the owner of the parent prefix will apply,



if the prefix owner is unset.
policy nameref(0)

Refers to a shared policy to use when replying to clients.

range prefix

Specifies a prefix contained by the prefix address to limt the
range of addresses or prefixes available for assignnent.

If unspecified on a prefix of dhcp-type 'prefix-del egation',
the ranges of other prefixes with the same prefix address will
be excluded fromthis prefix. If unspecified on a prefix of

ot her dhcp-type values, the prefix address is used.

region nameref(0)

Identifies the region for this prefix, referenced by nane. Regi ons
can be used to lint admnistrative access to prefixes by region.

If the prefix has an associated |ink, the region for the associated
link will apply, if it is set. If there is no associated |ink, or
the link region is unset, the region for the parent prefix wll
apply, if the prefix region is unset.

restrict-to-admin-allocation bool default = disabled

Controls whether the prefix is restricted to adm nistrative requests
to allocate the next avail able address. If set, the server wll

only respond to a client with an address fromthis prefix if it

has been pre-allocated to the client.

restrict-to-reservations bool default = disabled

Controls whether the prefix is restricted to client (or |ease)
reservations. If enabled, the DHCP server will not
automatical |y assign addresses or delegate prefixes to clients
but instead requires the address or prefix to be supplied by a
reservation, either a | ease reservation or a client
reservation, which is specified via a client entry or through
an extension and the environnent dictionary.

rever se-zone-pr efix-length rangeint(0-124)

Specifies the prefix length of the reverse zone for ip6.arpa
updates. You do not need to specify the full reverse zone,
because you can synthesize it by using the ip6.arpa domain.
Use a multiple of 4 for the val ue, because iPG.arpa zones
are on 4-bit boundaries. If not a nultiple of 4, the val ue
is rounded up to the next nultiple of 4.
The maxi mum value is 124, because specifying 128 woul d
create a zone nanme W thout any possi bl e hostnanes
contained W thin
A value of O neans none of the bits are used for the zone
nanme, hence ip6.arpa is used
If you omt the value from the DNS update configuration,
the server uses the value fromthe prefix or, as a |ast
resort, the prefix length derived fromthe address val ue
of the prefix.

selection-tags nlist(obj(0))
Associ ates selection tags with an I Pv6 prefix (subnet).

tenant-id short default = O, immutable

Identifies the tenant owner of this object.
vpn-id int default = O, immutable

Identifies the VPN that contains an | Pv6 prefix.



pr efix-policy
prefix-policy - Edits a DHCP policy enbedded in a prefix

Not e: dhcp-prefix-Eolicy is a synonym for conpatibility with earlier
versi ons of Network Registrar.

Synopsis

prefix-policy <name> del ete

prefix-policy <nane> set <attri bute>=<val ue>
[<attri bute>=<val ue> ...]

prefix-policy <name> get <attribute>

prefix-policy <nane> disable <feature>

prefix-policy <name> enabl e <feature>

prefix-policy <nane> show

prefix-policy <name> setV6Opti on <opt-nane | id> <val ue>
prefix-policy <nane> getV6(pti on <opt-nanme | id>
prefix-policy <nane> unsetV6Qpti on <opt-nane | id>
prefix-policy <name> |istV6Options
prefix-policy <name> setV6Vendor Opti on <opt-nanme | id>

<opt - set - nane> <val ue>
prefix-policy <nane> get V6Vendor Opti on <opt -nane | id>

<opt - set - name>
prefix-policy <nane> unset V6Vendor Opti on <opt-nane | id>

. _ . _ <opt - set - name>
prefix-policy <nane> |istV6Vendor Options

Description

The prefix-policy conmand | ets you configure a DHCP policY t hat

is enbedded in a DHCP prefix. An enbedded policy is a collection

of DHCP option val ues and settings associated with (and named by)
anot her object -- in this case a prefix. A prefix-policy is created
implicitly when you first reference it, and is del eted when the
prefix is deleted.

You can set individual option values with the setV6Qption conmand,
unset option values with the unsetV6Qpti on conmand, and view option
values with the getV6Option and |istVeOpti ons commands. \Wen you set

an option value the DHCP server will replace any existing value or
create a new one as needed for the given option namne.

Examples

Status

See Also

palicy, client-policy, client-class-policy, dhcp-address-block-palicy, link-policy, link-template-policy, prefix-
template-palicy, scope-palicy, scope-template-policy

Attributes

affinity-period time

Associ ates a lease in the AVAILABLE state with the client that
last held the lease. If the client requests a |ease during the
affinity period, it is granted the sane |ease; that is, unless



renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignment to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewals enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
updat e; ot herw se, based on other server configurations, the server
does the A record update.

allow-dual -zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease tinme, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tines that are
shorter than those configured for the server

allow-non-tempor ary-addr esses bool default = true

Det er mi nes whet her DHCPv6 clients can request non-tenporary
(I'A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det er mi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Commit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Gherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det ermi nes whet her DHCPv6 clients can request tenporary (IA TA)
addresses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if arouter (client) does not explicit
The default length nust always be great
| ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix



Speci fies the excluded prefix (bits and prefix-length) to be sent

%805§KIN6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual delegated prefix's

Prefix | ength and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0:0:0:f::/64.

If configured, the server will deternine the excluded prefix

when a |lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

Desi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Update Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all unicast renews to be sent to the relay agent instead
of directly to the DHCP server, and so renews arrive at the

server wWith option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr m ght not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the length of tine between the expiration of a |ease
and the tine it is nmade available for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any time it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each time they reboot.

|lease-r etention-limit bool default = disabled

I f enabl ed and the DHCP server's | ease-retenti on-nax-age is
configured to a non-zero value, tinmes in |eases subject to this
Pollcy will not be allowed to grow ol der than

ease-retenti on-max-age. As t eY progess toward
Iease-retention-nax-age,_theﬁ will periodically be reset to
| ease-retention-nin-age in the past.

limitation-count int

Speci fies the maxi mum nunber of clients with the sane limitation-id
that are allowed to have currently active and valid | eases

longest-prefix-length rangeint(0-128)

For prefix del egation, specifies the |ongest prefix |length all owed



for delegated prefixes. If the requesting router (client) requests a
prefix length that is |onger than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix | ength nust always be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Speci fies the maximum client |ease tine that the server is allowed to
send to the client. If the calculated lease tinme is greater than this
value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease tine calculations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iini;gd by the max-client-renewal -tinme and max-client-rebinding-timnme
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-|lease-time as T2 nust be less than or equal to the |ease
time.

max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mnum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the tinme sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-rebinding-tine or max-client-lease-time as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi num nunber of |eases that a client may use per

bi nding from an allocation group. This apPIies to DHCPv6 only.
Explicit or inplicit allocation groups only Iimt new server
initiated all ocations to a binding. They do not limt the overal

| eases a client may use. Leases may have been assigned because of
differences in the configuration, reservations, communication wth
the failover partner, client requests, or from using extensions to
alter lease acceptability (lease acceﬂtability ext ensi ons can
still override the limts as well). This attribute can be used to

limt the nunber of |eases. ) - ) o
The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nost recently provided to the client. However
when | eases have the sanme tine, the result will be randomas to
whi ch | ease(s) will be revoked

offer -timeout time default = 2m

Instructs the server to wait a specified amount of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified tine interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the "'file' field of its replies.
The packet-fil e-nane cannot be |onger than 128 characters.

packet-server-name string



Identifies the host-nanme of the server to use in a client's boot
process. The server returns this file name in the 'sname' field
of its replies. The packet-server-nane field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For example, this mght be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
‘siaddr' field of its replies.

per manent-leases bool default = disabled

| ndi cates whether |eases using this policy are permanently granted
to requesting clients. If |eases are pernmanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and maxi mum preferred lifetine for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the tinme the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. \Wen the preferred lifetime expires, the address
becones deprecated and Its use is restricted.

Note: For 1A TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disall ow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

suPport and the server drops client
Solicit and Request nessages that do not
i ncl ude a Reconfigure-Accept option
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as foll ows:
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.
- If no prefix policies have this attribute set, the remnaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Control s whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfi gure nessages

If false (the default), the server prefers to unicast
Reconfi gure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and nanmed
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
canme from a |ink-|ocal address.



rever se-dnsupdate nameref (0)

aﬁecifies the nane of the update configuration that determ nes
ich reverse zones to include in a DNS update.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you might have the server consider

| eases as leased for a longer period than the client considers them
This also provides nore |ease-tinme stability. This value is not used
unless it is longer than the lease tine in the dhcp-|lease-tine option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix delegation, specifies the shortest prefix |length all owed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix | ength nust always be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect |ease tines.

I f enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tine option fromthe appropriate
policy; but the server bases its decisions regarding expiration
on the 'server-lease-tine' value

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the lease to available state. If there is no val ue
configured in the systemdefault _policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -reservations bool default = off

Controls how the server database checks for reserved |P

addr esses.
By default, the server uses the MAC address of the DHCP client as the
key for its database |ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that value

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOTP clients.
v4-r eply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SPecifies the maxi mum client preferred lifetinme that the server is
allowed to send to the client. If the calculated preferred lifetinme
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the tine calcul ations nade by the server.

The renewal (T1) and rebinding (T2) times given to the client will be



based on the lease tinme actually sent to the client and may further
be limted by the v6-max-client-renewal -tinme and
v6- max-client-rebinding-tinme attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetime as T2 nust be |less than or equal to
the preferred lifetine.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the

v6- max-client-rebinding-time or v6-max-client-preferred-lifetine as
Tl must be less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s- 2y)

SFecifies the maximumclient valid lifetinme that the server is
allowed to send to the client. If the calculated valid lifetine is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the tinme cal cul ations nmade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any

replies to DHCPv6 clients. ) ; ) ;
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See
RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetine nust be greater than or equa
to the preferred lifetine.

Note: For |A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.



prefix-template

prefix-tenplate - Configures a prefix tenplate.

Synopsis
prefix-tenplate |ist
prefix-tenplate |istnanes
prefix-tenplate |istbrief
prefix-tenpl ate <nane> create [<attribute>=<val ue> ...]
prefix-tenpl ate <name> del ete
prefix-tenplate <nane> set <attribute>=<val ue> [<attri bute>=<value> ...]
prefix-tenpl ate <name> get <attri bute>
prefix-tenpl ate <nane> unset <attri bute>

prefix-tenplate <nane> di sable <attribute>
prefix-tenpl ate <nane> enabl e <attribute>
prefix-tenpl ate <nanme> show

prefix-tenpl ate <name> create cl one=<cl one- nanme>
prefix-tenpl ate <name> apply-to <<b>all | <prefix1>[,...]>

Description

The prefix-tenplate command |ets you configure a tenplate to use
when creating prefixes.

Examples
Status

See Also
prefix

Attributes

allocation-algorithms flags(client-request=1, reservation=2, extension=3, interface-identifier=4, random=5, best-
fit=6) default = reservation,extension,random,best-fit

Controls the algorithnms used by the server to select a new address
or prefix to lease to a client. Note however that when the prefix's
restrict-to-reservations is enabled, only the reservation flag is
used (the others are ignored as only |lease or client reservations
can be used?.
The avail able algorithns are:
cli ent -request
This setting (off by default) controls whether the server
uses a client requested |ease
reservation
This setting (on bY default) controls whether the server
uses an avall abl e | ease reservation for the client.
ext ensi on
This setting (on by default) controls whether the server calls
extensions attached at the generate-|ease extension point
to generate an address or prefix for the client.
interface-identifier
This setting (off by default) controls whether the server uses
the interface-identifier fromthe client's (link-Iocal)
address to generate an address. It is ignored for tenporary
addresses and prefix del egation.
random



This setting (on by default) controls whether the server
generates an address using an RFC 3041-like algorithm It is
I's ignored for prefix del egation.
best-fit
This setting §0n by default) controls whether the server will
del egate the first, best-fit available prefix. It is ignored
for addresses.
When the server needs an address to assign to a client, it
processes the flags in the follomﬁng order: client-request,
reservation, extension, interface-identifier, and random
Processi ng stops when a usabl e address is produced.
When the server needs to deIePate a prefix to a client, it
processes the flags in the following order: client-request,
reservation, extension, best-fit. Processing stops when a
usabl e prefix is produced.

allocation-group string

Specifies the allocation group to which this prefix bel ongs. At
nost one | ease per binding is allocated across all of the prefixes
on a link with the same allocation group nane.

This nanme is only specific to the link. Different |inks can reuse
the sanme allocation group names.

allocation-group-priority int default = 0

Specifies the priority of this prefix over other prefixes in the
sane allocation group. This settings allows control over which
prefixes are used before others. Lower nuneric val ues have higher
priorities, but a priority of O (the default) has the | owest

possi ble priority.

Prefixes with the same Priority are dynam cally ordered by active

| ease count, where the |owest count wll have the highest priority.

deactivated bool default = disabled

Controls whether a prefix extends |eases to clients. A deactivated
prefix does not extend | eases to any clients. It treats all addresses
In its ranges as if they were individually deactivated.

Default, false (active).

description string
Descri bes the prefix tenplate
dhcp-type enumint(stateless=0, dhcp=1, prefix-delegation=2, infrastructure=3, parent=4) default = dhcp

Def i nes how DHCP manages address assignment within a prefix:

st at el ess Prefix is used only for stateless
option configuration
dhcp Prefix is used for stateful address
assi gnment .
prefix-del egation Prefix is used for prefix-del egation.
I nfrastructure Prefix is used to map a client address to
a link, and does not have an address pool .
par ent Prefix is not used by DHCP. It is used as

a container object, to group child prefixes.
embedded-policy obj(0)

Speci fies an policy enbedded.
Note: When the tenplate is applied, this will replace the
entire enbedded-policy in the prefix.

expiration-time date

Sets the time and date on which a prefix expires. After this date
and time, the server neither grants new | eases nor renews existing
| eases fromthis prefix.

Once the expiration-tine has passed, the prefix is no | onger used
(though old | eases and | eases with grace or affinity periods
continue to exist until those periods el apse).

Enter this as a date in the format "[weekday] nobn day

hh: m:ss] year". For exanple, "Dec 31 23:59 2006".



free-addr ess-config nameref (0)

dentifies which trap captures unexpected free address events
n this prefix.

f this attribute is not configured, the server |ooks for

he free-address-config attribute on the parent Link object.
L that attribute is not configured, the server |ooks for

e v6-default-free-address-config on the DHCPServer object.

| den
on t
If t
t
|
t

ignor e-declines bool default = false

Control s whether the DHCP server responds to a DHCPv6 DECLI NE
message that refers to an | Pv6 address or a del egated prefix
fromthis prefix.

If enabl ed, the DHCP server ignores all declines for |eases
in this prefix.

I f disabled or not set, the DHCP server sets to UNAVAI LABLE
every address or delegated prefix requested in a DECLINE
message if it is leased to the client.

The default value is false, so that DECLI NE nessages are
processed normally.

max-leases rangeint(0-2000000) default = 65536

Sets the maxi num nunber of non-reserved | eases that the server
will allow to exist on the prefix. Wien a new | ease needs to

be created, the server will only do so if the limt has not
been exceeded. Wen the |imt is exceeded, no new | eases can be
created and offered to clients.

max-pd-balancing-length rangeint(1-128) default = 64

Speci fies the maxi mum prefix-delegation prefix |length that the
fail over pool balancing will consider in balancing a prefix-

del egati on prefix.

If specified, this value nust be equal or |ess than the prefix
range's prefix length plus 24, otherwi se the server will use the
refix's range plus 24. Thus, a /32 prefix will only perform pool

al ancing for prefixes up to a /56.

If unspecified, the |essor of the prefix range's prefix |Iength plus
24 or 64 is used.

Avai |l abl e prefix-del egation prefixes |longer than this value will not
be consi dered when bal anci ng prefix-del egati on pools.

Thi s val ue should specify be the sane or snmaller than the | ongest
all owed prefix length to assure all prefix-del egation prefixes can
be assigned to clients as bal ancing prefixes longer than this length
would result in prefixes that can never be delegated to clients.

name string required,unique
Assigns a nane to this prefix tenplate.
options-expr expr

Defines an expression that evaluates to the list of
enbedded policy options to be created

owner nameref(0)

Identifies the owner of this prefix, referenced by name. Owmners can
be used to limt adm nistrative access to prefixes by owner.

If the prefix has an associated |link, the owner of the associated
link will apply, if it is set. If there is no associated |ink, or
the link owner is unset, the owner of the parent prefix wll apply,
if the prefix owner is unset.

policy nameref(0)
Refers to a shared policy to use when replying to clients.

prefix-description-expr expr



Defines an AT_STRI NG expression to apply to the description on the
prefix object created en using the tenplate

prefix-name-expr expr

Def i nes an expression that evaluates to an AT_STRI NG val ue
to use for the name of the prefix object created when using
the tenpl ate.

range-expr expr

Defines an expression that evaluates to an AT_PREFI X val ue
for the prefix range to be created.

region nameref(0)

Identifies the region for this prefix, referenced by nane. Regions
can be used to limt adnministrative access to prefixes by region.

If the prefix has an associated |ink, the region for the associated
link will apply, if it is set. If there is no associated |ink, or
the link region is unset, the region for the parent prefix wll
apply, if the prefix region is unset.

restrict-to-reservations bool default = disabled

Controls whether the prefix is restricted to client (or |ease)
reservations. |If enabled, the DHCP server will not
automatical |y assign addresses or delegate prefixes to clients
but instead requires the address or prefix to be supplied by a
reservation, either a |l ease reservation or a client
reservation, which is specified via a client entry or through
an extension and the environnent dictionary.

rever se-zone-pr efix-length rangeint(0-124)

Identifies the prefix length of the reverse zone for ip6.arpa
updates. The server fornms the zone name using this value if
configured; otherwise the prefix length is determ ned fromthe
Prefix. This value must be a nultiple of 4 as ip6.arpa zones are
on 4 bit (nibble) boundaries. If not a multiple of 4, it is
rounded up to the next higher nultiple of 4.

selection-tags nlist(obj(0))
Associ ates selection tags with an | Pv6 prefix.
tenant-id short default = O, immutable
Identifies the tenant owner of this object.
prefix-template-policy
prefix-tenpl ate-policy - %ﬂdg?a?eDHCP policy enbedded in a prefix-
Synopsis

prefix-tenpl ate-policy <nane> del ete
prefix-tenpl ate-policy <nane> set <attribute>=<val ue>
[<attribute>=<val ue> ...]

prefix-tenpl ate-policy <nane> get <attribute>

prefix-tenpl ate-policy <name> di sable <attribute>

prefix-tenpl ate-policy <nane> enabl e <attri bute>

prefix-tenpl ate-policy <nane> show

prefix-tenpl ate-policy <nane> setV6Opti on <opt-nanme | id> <val ue>
prefix-tenpl ate-policy <name> getV6Option <opt-nane | id>
prefix-tenpl ate-policy <nane> unset V6Option <opt-nane | id>
prefix-tenpl ate-policy <nanme> |istV6Options



prefix-tenpl ate-policy <nanme> setV6Vendor Opti on <opt -nanme | id>
<opt - set - nanme> <val ue>

prefix-tenpl ate-policy <nanme> get V6Vendor Opti on <opt - nane | id>
_ . ~ <opt - set - nane>
prefix-tenpl ate-policy <nane> unset V6Vendor Opti on <opt-nane | id>

) . . ) <opt - set - name>
prefix-tenpl ate-policy <nane> |istV6Vendor Opti ons

Description

The prefix-tenplate-policy command | ets you configure a DHCP
policy enbedded in a DHCP prefix tenplate. An enpedded policy
Is a collection of DHCP option val ues and settings associ ated
with (and nanmed by) another object -- in this case a prefix
template. A prefix-tenplate-policy is created inplicitly when
youdf;rstdreference it, and is deleted when the prefix-tenplate
i s del et ed.

You can set individual option values with the setV6QOption
command, unset option values with the unsetV6Opti on command,
and view option values with the getV6Opti on and |istV6QOptions
conmmands. Wen you set an option value the DHCP server will
repl ace any existing value or create a new one as needed for
the given option nane.

Examples

nrcmd> prefix-tenpl ate-policy exanpl eprefix set default-prefix-
| engt h=32

nrcnd> prefix-tenpl ate-policy exanpl eprefix enable all ow-rapid-
commi t

Status

See Also

palicy, client-policy, client-class-policy, dhcp-address-block-palicy, link-policy, link-template-policy, prefix-
policy, prefix-paolicy, scope-palicy, scope-template-policy

Attributes

affinity-period time

Associ ates a |lease in the AVAI LABLE state with the client that

last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignment to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewals enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update boal default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
update; otherw se, based on other server configurations, the server
does the A record update.

allow-dual-zone-dns-update bool default = disabled



Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease time, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tinmes that are
shorter than those configured for the server.

allow-non-tempor ary-addr esses bool default = true

Det er ni nes whet her DHCPv6 clients can request non-tenporary
(I A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det ermi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nmake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Commrit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Oherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det er mi nes whet her DHCPv6 clients can request temporary (1A _TA)
addr esses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if a router (client) does not explicit
The default l[ength nust always be great
I ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix

Speci fies the excluded prefix (bits and prefix-length) to be sent

%gog§KFN6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual delegated prefix's

Prefix length and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0:0:0:f::/64.

If configured, the server will determi ne the excluded prefix

when a lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname



EEsi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nanme configured in the forward (or reverse)

DNS Updat e Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all wunicast renews to be sent to the relay agent instead
of directIK to the DHCP server, and so renews arrive at the DHCP
server with option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr might not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the Ilength of tine between the expiration of a |ease
and the tinme it is nade available for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any tinme it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each tinme they reboot.

lease-retention-limit bool default = disabled

If enabl ed and the DHCP server's |ease-retention-nax-age is

configured to a non-zero value, tines in | eases subject to this
Folicy wll not be allowed to grow ol der than
ease-retention-max-age. As t eY progess toward

Iease—retention—npx—age,.theﬁ w Il periodically be reset to

| ease-retention-nin-age in the past.

limitation-count int

Speci fies the maxi mum nunber of clients with the same limtation-id
that are allowed to have currently active and valid | eases.

longest-pr efix-length rangeint(0-128)

For prefix delegation, specifies the |ongest prefix |ength allowed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is |onger than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix l ength nust al ways be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Specifies the maximum client |ease tine that the server is allowed to
send to the client. If the calculated lease tine is greater than this
value, the client is sent this val ue

This attribute lints the tinme sent to the client, it does not i npact
any of the |lease time calcul ations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin? T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iinipgd by the max-client-renewal -tinme and max-client-rebinding-timnme
attri butes.



max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding tine (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-lease-time as T2 nust be |less than or equal to the |ease
time.

max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal tine is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine cal culations nade by the server.

The actual value sent to the client may be further limted by the
max-client-rebinding-tinme or max-client-1lease-tinme as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi mum nunber of |eases that a client may use per
bi nding from an allocation group. This apFI|e$ to DHCPv6 only.
Explicit or inplicit allocation groups only limt new server

initiated all ocations to a binding. They do not limt the overal

| eases a client may use. Leases nmy have been assigned because of

differences in the configuration, reservations, conmunication wth
the failover partner, client requests, or from using extensions to
alter |ease acceptability (lease acceptability extensions can

still override the limts as well). This attribute can be used to
limt the nunmber of |eases.

The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nobst recently provided to the client. However,
when | eases have the sane tinme, the result will be randomas to
which | ease(s) will be revoked

offer-timeout time default = 2m

Instructs the server to wait a specified amunt of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified time interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-file-name cannot be |onger than 128 characters.

packet-server-name string

Identifies the host-nanme of the server to use in a client's boot
process. The server returns this file name in the 'sname' field
of its replies. The packet-server-nane field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For example, this might be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
‘siaddr' field of its replies.

per manent-leases bool default = disabled

| ndi cates whet her |eases using this policy are permanently granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.



preferred-lifetime time default = 1w

Assigns the default and nmaxi mum preferred lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the tinme the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wien the preferred litetinme expires, the address
beconmes deprecated and I1ts use is restricted.

Note: For |A TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disallow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

squort and the server drops client
Solicit and Request nessages that do not
i nclude a F@configure-A@cept opti on.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows:
- |If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.
- |If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfigure nmessages.

If false (the default), the server prefers to unicast
ReconfiPure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nmessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and nanmed
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
cane from a |ink-1ocal address.

rever se-dnsupdate nameref (0)

aﬁecifies the nane of the update configuration that determ nes
ich reverse zones to include in a updat e.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you might have the server consider

| eases as leased for a longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it is longer than the |lease time in the dhcp-I|ease-tine option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix del egation, specifies the shortest prefix |ength allowed



for delegated prefixes. If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix | ength nust always be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect | ease tines.

If enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tine option fromthe appropriate
policy; but the server bases its decisions regarding expiration
on the 'server-lease-tinme' value

tenant-id short default = 0, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the |lease to available state. If there is no val ue
configured in the systemdefault _policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -reser vations bool default = off

Controls how the server database checks for reserved |P

addr esses. ;
By default, the server uses the MAC address of the DHCP client as the
key for its database |ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that value

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOIP clients.
v4-reply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SFecifies the maxi mum client preferred lifetinme that the server is
allowed to send to the client. If the calculated preferred lifetinme
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the tinme cal cul ations nmade by the server.

The renewal (T1) and rebinding (T2) times given to the client will be
based on the lease tine actually sent to the client and may further
be limted by the v6-nmax-client-renewal -tinme and

v6- max-client-rebinding-time attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding tine (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetinme as T2 nust be |less than or equal to
the preferred lifetime.

v6-max-client-renewal -time rangetime(30s-2y)

Specifies the maximum client renewal tinme (T1l) that the server is



allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute linits the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the

v6- max-client-rebinding-tinme or v6-max-client-preferred-lifetine as
Tl must be less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s- 2y)

SPecifies the maximumclient valid lifetinme that the server is
allowed to send to the client. If the calculated valid lifetinme is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the tinme cal cul ati ons nmade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any

replies to DHCPv6 clients. ) ; ) )
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r s0o-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See

RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address renmains valid. Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetine nust be greater than or equa
to the preferred lifetine.

Note: For |A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.

policy
policy - Specifies DHCP policy information

Synopsis

policy <name> create [<attribute>=<val ue>]

policy <name> create cl one=<cl one-nane>

policy <nane> del ete

policy Iist

policy I|istnanes

policy listbrief

policy <name> set <attribute>=<val ue> [<attribute>=<value> ...]
policy <name> get <attri bute>

policy <name> unset <attri bute>



policy <name> disable <attribute>
pol i cy <nane> enabl e <attribute>
policy <name> show

pol i cy <nanme> setlLeaseTinme <tine-val >
pol i cy <nane> get LeaseTi nme

policy <nanme> set Option <opt-name | id> <val ue>

pol i cy <name> get Option <opt-name | id>

pol i cy <nanme> unset Opti on <opt-nane | id>

policy <name> |istOptions

policy <nanme> setV6Opti on <opt-nane | id> <val ue>

pol i cy <name> get V6Opti on <opt -name | id>

policy <nanme> unsetV6Qption <opt-nane | id>

policy <name> |istV6Options

policy <nanme> set Vendor Opti on <opt-nane | id> <opt-set-nanme> <val ue>
pol i cy <name> get Vendor Opti on <opt-nane | id> <opt-set-nane>

pol i cy <nanme> unset Vendor Opti on <opt-nanme | id> <opt-set-nanme>
policy <name> |istVendor Options

policy <nanme> set V6Vendor Opti on <opt-nane | id> <opt-set-nanme> <val ue>
pol i cy <nanme> get V6Vendor Opti on <opt-name | id> <opt -set - name>
pol i cy <name> unset V6Vendor Opti on <opt-nanme | id> <opt-set - name>

policy <name> |istV6Vendor Opti ons

Description

The policy command nanages DHCP policy configurations. A policy

is a collection of DHCP option values to associate with a range

of addresses in a scope, or with a specific client or client-class
configuration. Network Registrar considers policy reply options in
a hierarchy of options. For details on these reply options, see
the User Guide for Network Registrar.

The policy conmmand by itself is for a naned policy. You can

al so manage the enbedded policies for dhcp-address-bl ock,
client, client-class and scope objects through the

dhcp- addr ess- bl ock-policy, client-policy, client-class-policy,
and scope-policy comrands, respectively.

For enbedded policies, nane identifies the object that contains
t he enbedded policy. For exanple, an attribute-setting conmand
for a scope policy would be "scope-policy scope-nane set
<attribute>"--using the nane of the scope for the nane val ue

The default policy is a special nanmed policy that includes
default settings. You can nmanage the default policy just
like all the other naned ones.

pol i cy <name> setlLeaseTinme <tinme-val >

pol i cy <name> get LeaseTi ne
Use the setleaseTi me conmand to set the val ues of |ease
times and the getlLeaseTi me commuand to display the val ue
of a |ease tine.

policy <nanme> set V6Opti on <opt-nane | id> <val ue>
policy <nanme> get V6Opti on <opt-nane | id>
policy <nanme> unset V6Qpti on <opt-nane | id>

policy <name> |istV6Options
To manage the DHCPv6 options on the policy, use the
conmmands: set V6Option, getV6Option, unsetV6Opti on,

listVeOptions.
policy <name> set Vendor Opti on <opt-nane | id> <opt-set-name> <val ue>
pol i cy <nanme> get Vendor Opti on <opt-nane | id> <opt -set - nane>
pol i cy <name> unset Vendor Opti on <opt-name | id> <opt-set-nanme>

policy <nanme> |istVendor Opti ons
The set Vendor Qpti on and get Vendor Opti on commands are used to
set and get vendor-specific option data on the policy. These
conmmands require an opti on nane and the nanme of a
vendor - specific option definition set.

The unset Vendor Opti on command renoves the data for the



speci fic vendor option.

The |istVendor Opti ons command di spl ays all vendor-option
data that is set in the policy. The listing includes the name
of the option-definition set that was used to define the data.

You can manage the DHCPv6 vendor options on the policy
usi ng the conmands: setV6Vendor Opti on, ) .
get V6Vendor Opt i on, unset V6Vendor Option, |istV6Vendor Opti ons.

Examples

nrcnd> policy default setOption dhcp-|ease-tine 608400
nrcnd> policy default |istOptions

(51) dhcp- | ease-time: 604800
nrcmd> policy default set grace-period=3d

Status

See Also
option-set, option

Attributes

affinity-period time

Associ ates a lease in the AVAI LABLE state with the client that

last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignment to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewal s enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
update; otherw se, based on other server configurations, the server
does the A record update.

allow-dual -zone-dns-update boal default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client*s behal f.

allow-lease-time-over ride bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease tinme, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only |lease tinmes that are
shorter than those configured for the server.

allow-non-tempor ary-addr esses bool default = true

Det er mi nes whet her DHCPv6 clients can request non-tenporary
(I A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.



allow-rapid-commit bool default = false

Det erm nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nmake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or nanEd¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Commt is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Oherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-tempor ary-addr esses bool default = true

Det er mi nes whet her DHCPv6 clients can request tenporary (IA TA)
addresses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if a router (client) does not explicit
The default length nust always be great
| ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix

Specifies the excluded prefix (bits and prefix-length) to be sent

%805§KFN6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual delegated prefix's

Prefix | ength and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0:0:0:f::/64.

If configured, the server will determ ne the excluded prefix
when a lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref (0)

aﬁecifies the name of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

EEsi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Updat e Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

Thi s causes all unicast renews to be sent to the relay agent instead
of directly to the DHCP server, and so renews arrive at the DHCP
server with option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr might not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a

rebi nd operation (where the DHCP client broadcasts a request instead



of sending a unicast to what it believes is the DHCP server).
grace-period time default = 5m

Defines the Ilength of tine between the expiration of a |ease
and the tinme it is nade available for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any tinme it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each tine they reboot.

lease-retention-limit bool default = disabled

If enabled and the DHCP server's |ease-retenti on-nax-age is

configured to a non-zero value, tinmes in | eases subject to this
Pollcy wll not be allowed to grow ol der than
ease-retention-nmax-age. As t eY progess toward

Iease—retent!on—nax—age,.theﬁ will periodically be reset to

| ease-retention-nin-age in the past.

limitation-count int

Specifies the maxi mum nunber of clients with the same limtation-id
that are allowed to have currently active and valid | eases.

longest-pr efix-length rangeint(0-128)

For prefix delegation, specifies the |ongest prefix |ength all owed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is longer than this, this length is used.

The default is the value of the default-prefix-I|ength.

Thi s ﬁreflx l ength nust always be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Speci fies the maximumclient |ease tine that the server is allowed to
send to the client. If the calculated lease tinme is greater than this
value, the client is sent this value

This attribute lints the tinme sent to the client, it does not inpact
any of the lease tine calculations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin? T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iini;gd by the max-client-renewal -tine and max-client-rebinding-tinme
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
max-client-|lease-time as T2 nust be less than or equal to the |ease
time.

max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the



max-client-rebinding-tine or max-client-lease-time as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi mum nunber of |eases that a client nmay use per
bi nding from an allocation group. This apFIies to DHCPv6 only.
Explicit or inplicit allocation groups only limt new server
initiated allocations to a binding. They do not limt the overal

| eases a client may use. Leases nay have been assigned because of
differences in the configuration, reservations, conmunication wth
the failover partner, client requests, or from using extensions to
alter |ease acceptability (lease acceptability extensions can
still override the limts as well). This attribute can be used to
limt the nunber of |eases.

The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nost recently provided to the client. However,
when | eases have the sane tinme, the result will be random as to
which [ ease(s) will be revoked.

offer-timeout time default = 2m

Instructs the server to wait a specified anmount of time when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified tinme interval, the server nakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-file-nanme cannot be |onger than 128 characters.

packet-server -name string

Identifies the host-nanme of the server to use in a client's boot
process. The server returns this file name in the 'sname’ field
of its replies. The packet-server-nane field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For example, this mght be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
‘siaddr' field of its replies.

per manent-leases bool default = disabled

| ndi cates whet her |eases using this policy are permanently granted
to requesting clients. If |eases are pernmanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and maxi mum preferred lifetine for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the tinme the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. \Wen the preferred lifetime expires, the address
becones deprecated and Its use is restricted.

Note: For 1A TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disall ow Allows clients to request reconfiguration

support but the server will not honor



the clients' request.
3 require Requires clients to request reconfiguration
support and the server drops client
Solicit and Request nessages that do not
i ncl ude a Reconfigure-Accept option.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows:
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.
- |If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfigure nmessages.

If false (the default), the server prefers to unicast
ReconfiPure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and nanmed
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
cane from a |ink-1|ocal address.

rever se-dnsupdate nameref (0)

aﬁecifies the nane of the update configuration that determ nes
ich reverse zones to include in a updat e.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you might have the server consider

| eases as leased for a longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it is longer than the |lease time in the dhcp-Ilease-tine option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix delegation, specifies the shortest prefix [ength allowed
for delegated prefixes. |f the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-I|ength.

Thi s ﬁreflx l ength nust always be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect | ease tines.

If enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tine option fromthe appropriate
policy; but the server bases its decisions regarding expiration
on the 'server-lease-tinme' value

tenant-id short default = O, immutable

Identifies the tenant owner of this object.



unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the lease to available state. If there is no val ue
configured in the systemdefault _policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -reservations bool default = off

Controls how the server database checks for reserved |IP

addr esses. )
By default, the server uses the MAC address of the DHCP client as the
key for its database |ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that val ue

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOTP clients.
v4-reply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s- 2y)

SPecifies the maximum client preferred lifetinme that the server is
allowed to send to the client. If the calculated preferred lifetine
is greater than this value, the client is sent this val ue.

This attribute limts the preferred lifetime sent to the client, it
does not inpact any of the tinme calcul ations nmade by the server.

The renewal (T1l) and rebinding (T2) times given to the client will be
based on the |ease tine actually sent to the client and may further
be limted by the v6-max-client-renewal -time and
v6-max-client-rebinding-tinme attributes

v6-max-client-rebinding-time rangetime(30s-2y)

SPecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linits the tinme sent to the client, it does not i npact
any of the |ease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetime as T2 nust be |less than or equal to
the preferred lifetine.

v6-max-client-renewal -time rangetime(30s-2y)

SPecifies the maxi num client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the tinme sent to the client, it does not inpact
any of the |lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the

v6- max-client-rebinding-tinme or v6-max-client-preferred-lifetine as
Tl must be less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s- 2y)

SPecifies the maximumclient valid lifetinme that the server is
allowed to send to the client. If the calculated valid lifetinme is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the time cal cul ati ons nade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any



replies to DHCPv6 clients. ) ) ) )

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enmbedded or naned)
or

processed in al phabetic (case blind) order. For each Prefix, the

eﬂbed?ed and then naned policy are checked. Only Prefixes to which
the client

the Prefixes on a Link. The Prefixes for the Link are

has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Lists the RSOO-enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See

RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy

rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
eﬂbed?ed and then naned policy are checked. Only Prefixes to which
the client

has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. \Wen this
period of time expires, the address becones invalid and
unusabl e.
to the preferred lifetine.

Not e
def aul t,

For

view-id int

The valid lifetine nust be greater than or equa

A TA's, the nmin-valid-lifetine is used as the
i f configured.

Desi gnates the optional view associated with zones used for DNS

update that

overrides the view-id configuration in forward

(reverse) DNS Update configuration object.

region

regi

Synopsis

regi
regi
regi
regi
regi
regi
regi
regi
regi

regi
regi

on

on
on
on
on
on
on
on
on
on

on
on

Description

- Configures a nanmed geographic region

<t ag>
<t ag>
list

create <name> [<attribute>=<val ue>]
del ete

| i st nanes
listbrief

<t ag>
<t ag>
<t ag>
<t ag>

<t ag>
<t ag>

show

set <attribute>=<val ue> [<attri bute>=<val ue> ...]
get <attribute>

unset <attri bute>

enabl e <attribute>
di sabl e <attri bute>

The region conmand configures objects representin%la geographic
ocks,

and

on contai ning other objects, such as address

Zones.

Examples

Status

subnet s



See Also

Attributes

contact string

The contact information for this region

name string

The full nanme or printable name for this region
tag string required,unique

The unique tag nane for this region. Typically a short nane
referring to this region.

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

remote-dns

renote-dns - Specifies informati on about renpte DNS servers for | XFR

Synopsis

renot e-dns |i st

renot e-dns |i stnanmes

renot e-dns <addr>[/<mask>] create [<attribute>=<val ue>...]
renot e-dns <nanme> del ete

renot e-dns <nanme> di sabl e <attri bute>

renot e-dns <nanme> enabl e <attri bute>

Description

The renote-dns conmand | ets you control the behavior of the DNS
server when it is querying other DNS servers. Currently, the

onl¥ configuration properties are controls on increnmental transfer
(ixfr) and the sending of multiple records per TCP "packet" (nultirec).

The nanmes of the renote-dns configurations provide the address and
netmask to use when matchi ng addresses to configurations. In the

case of nultiple possible matches, the DNS server uses the address
with the |argest bitnmask.

Examples

To enabl e anyone on the 192.168.0.0 network to perform
i ncrenental transfers except 192.168.1.1:

nrcnd> renote-dns create 192.168.0.0/16 ixfr=true
nrcnd> renote-dns create 192.168.1.1/32 ixfr=fal se

Status

See Also



Attributes

ixfr bool default = disabled, required

I ndi cat es whether or not a foreign server supports increnental
transfer and should be queried for incremental (IXFR) before ful
(AXFR) when asking for zone transfers. Although unwittingly setting
this to true is generally harm ess, doing so may result iIn
addi ti onal transactions to acconplish a zone transfer.

key dname

Speci fies which key to use when conmmuni cating with the renote DNS
server.

multirec bool default = disabled, required

I ndi cates whether or not a foreign server can be sent zone
transfers (AXFR? with multiple records in one TCP "packet." O der
DNS servers will crash when receiving such transfers, despite
bei ng al |l owed by the protocol specification.

report

report - Creates a sunmary report of address usage

Synopsis
report [col um-separator=<stri ng>]

[ dhcp-onl y]
[ dhcpv4]
[ dhcpv6]
[fil e=<output file>]
[ vpn=<vpn- nane>]

Description

The rePort command provi des address utilization reporting
for all subnets containing addresses that are handl ed by the
DHCP server. The DHCP server nust be running to obtain

the report or a "Connection Failure" error nmessage

will be returned.

The report command provides v4 and v6 utilization. The option
"dhcp-only' will be kept as a synonym for 'dhcpv4', to provide
backwar ds conpatibility.

The output for the report dhcpv4 conmand is a table consisting of
col um-al i gned data for each defined scoPe, subnet, and

CCM address bl ock. Subtotals are listed for subnets and address

bl ocks that contain nultiple scopes or subnets. A grand total row
summari zes the data from all the subnets.

Each row lists the following information

0 Subnet/ Mask

0 Scope Nane

0 %ree - percentage of dynam c addresses available to be | eased

o Total Dynamic - total nunmber of addresses confi gured,
excl udi ng reservations

o Total Reserved - total reserved addresses

0 Leased - addresses actively |eased by clients

o0 Avail - addresses available to be |eased

o0 Oher Avail - addresses set aside to be |eased by this server's
fail over partner

0 Pending Avail - |eases not available to be |eased because the

server is in the comunications-interrupted fail over state.
o In Transition - |leases offered to clients or waiting for the



configured grace period before again beconing avail abl e

Reserved Active - reserved addresses actively |eased by clients
Unavai | - addresses marked unavail abl e
Active Deactivated - | eased addresses that have been

admi ni stratively deactivated o )
Deacti vated - addresses that have been adm nistratively
deact i vat ed

o OO0Oo

The output for the report dhcpv6é command is a table consisting of

col um-aligned data for each defined prefix. |If requested, totals
will be conputed for each parent prefix defined in the address tree
Separate total lines will be shown for child prefixes classified

for prefix del egation or dhcp allocation. No counters apPIy for
statel ess configuration or infrstructure entries. The only attribute
that may be reported is whether the prefix has been deactivated
Totgl l[1nes will be skipped if the prefix-count for a given type

is O.

Each row lists the followi ng information

o Prefix/Msk
o Prefix Nanme
o Total Reserved - total nunber of reserved |eases configured
in this prefix
o Leased - addresses activeIY | eased by clients
0 Revoked - dynam c | eases % eases that are not reserved) that
are no |longer usable by the client, but that may still be in use
o In Transition - |leases offered to clients or waiting for the
configured grace period before again becom ng avail abl e
0 Reserved Active - reserved addresses actively |eased by clients
0 Reserved Inactive - reserved addresses not used by their assigned
DHCP clients

0 Reserved Unavail - reserved addresses marked unavail abl e
0 Unavail - addresses marked unavail abl e ) .
o Active Dynanmic - total nunber of dynanmic |eases actively in

use

o Active Deactivated - nunber of dynam c and reserved | eases
currently | eased by DHCP clients, but have al so been
admi ni stratively deactivated

0 Deactivated - addresses that have been adm nistratively
deact i vat ed

Examples

report
report file=nyreport.txt

Status

See Also
export addresses, |ease-natification, session current-vpn

Report Keywords

col um- separ at or
Speci fies the character string you want used between the
colums in the report. The default is a single space. If
you specify nore than one space, you nmust use a backsl ash
(\) to allow the extra spaces, and if you enter the spaces
on the command |ine, use quotation narks.

dhcp-only
Provi ded for command-syntax conpatibility with prior versions,
SEecifies a summary of the DHCP server information.
This is the only option available for the report conmmand,
and is no longer required to run the comand.



dhcpv4
Di splays ipv4 utilization.

dhcpv6 ) o )
Di splay ipv6 utilization.

file
Sﬁecifies the filenane to which the report conmand writes
the output. If you do not specify a filenanme, the report
command wites to 'standard out'.

vpn
The VPN address space from which to select scopes to exam ne
when executing this command. If no vpn-nanme is specified,
then the session's current-vpn is used. If the reserved
vpn-nanme "global" is used, then the global (or unnamed)
VPN address space is used. The reserved vpn-nane "all" is not
allowed for this command, because the report conmmand has no
Cgﬁganisn1to di stinguish identical |IP addresses in different

I eservation

reservation - Configures DHCPv4 reservations

Synopsis

reservation [<vpn-nane>/]<ipaddr> create (<macaddr>| <l ookup-key>)
[-mac| - bl ob| -string] [<attribute>=<val ue>...]

reservation [<vpn-nanme>/]<i paddr> del ete

reservation [<vpn-nanme>/]<i paddr> get <attribute>

reservation [<vpn-nanme>/]<i paddr> set <attribute>=<val ue>..

reservation [<vpn-nanme>/]<i paddr> unset <attri bute>

reservation [<vpn-nanme>/]<i paddr> show

reservation list [[<vpn-name>/]<ipaddr>|-nac|-key]

Description

The reservation conmand | ets you mani pul ate Network Registrar's

global list of reservations. Changes to reservations also nodify
the reservations |listed with each scope (and vice versa). Thus,

these commands are an alternative to the scope's addReservati on,
renoveReservation, and |istReservation conmmands.

A mat chi ng scope nust exist for each reservation in the gl oba
list. When you create or delete reservations, they are added or
renoved from the appropriate scope. Wien nultiple scopes exist
for the same subnet, you nust specify the include-tags attribute
to match the reservation to the appropriate scope or SEecify t he
scope (scope=<nane>). |If no matching scope is found, the edit is
rejected as invalid.

The reservation |ist command displays the reservations in address
order unless -mac or -key is specified to change the sort order.

Examples
Status
See Also

Attributes



client-class nameref (0)

Identifies the client-class to use when selecting from anong
scopes that nmight contain a specified reservation. Used when
creating a reservation. This attribute is not persistent in
t he dat abase.

cm-mac-addr ess macaddr

Sets the contents of DHCP oPtion—82 (rela¥-agent—info) remote-id
(sub-option 2) to be the value of the cabl e-nbdemi s MAC address.

When using the CMIS source-verify capability, a DHCPv4 | easequery
response must contain a valid option-82 with the cabl e-npbdem s MAC
address in the renote-id (sub-option 2). If you configure the

cabl e-modemi s MAC address in this attribute, it will be used to create
the renote-id in a relay-agent-info option whenever there isn't a

rel ay-agent-info option available from the | ease state database
reflecting an actual relay-agent-info option sent in by an actual DHCP
client. This would be the case if the |ease was statically all ocated.

description string
Descri bes the device that this reservation object represents.

device-name string

Di spl ays the name of the device represented by this
reservation object.

include-tags nlist(obj(0))

Di spl ays the selection criteria for this reservation. Used when
creating a reservation to select the scope (when no scope has been
sEeC|f|ed) or to validate that the correct scope has been specifi ed.
This attribute is not persistent in the database

ipaddr ipaddr required,immutable

Di spl ays an |P address within the network that the scope specifies
and that contains the reservation

lookup-key blob

SBecifies t he sequence of bytes that is the key for this reservation
object. The type for this key is set in the |ookup-key-type attribute.
The string representation of this key is defined by its associated

| ookup- key-type parse and unparse nethods. For exanple, a nac address
key woul d be converted from a string to raw form with the

AT_MACADDR parse() method, and converted fromraw formto a string

by the AT_MACADDR unparse() nethod.

lookup-key-type int

Identifies the data dictionary tﬁpe for the value in the
| ookup-key attribute. It nmay take on the val ues of AT_NSTRI NG (46),
AT BLOB (7), or AT _MACADDR (9).

scope nameref (0)

Identifies the scope for this reservation. On |ocal clusters

a parent scope nust exist and this attribute nust always be set.
On regional clusters, this attribute may be unset, pending

a push operation to the local cluster.

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

vpn-id int default = 0, immutable



Di splays the identifier of the VPN that contains this reservation

r eservation6

reservation6 - Configures DHCPv6 reservations

Synopsis

reservation6 [<vpn-nanme>/]<address> create <l ookup-key>
[-blob]|-string] [<attribute>=<val ue>...]

reservation6 [<vpn-nanme>/]<address> del ete

reservation6 [<vpn-nanme>/]<address> get <attribute>

reservation6 [<vpn-nanme>/]<address> set <attri bute>=<val ue>. ..

reservation6 [<vpn-nane>/]<address> unset <attribute>

reservation6 [<vpn-nane>/]<address> show

reservation6 |ist [[<vpn-nanme>/]<address>|-key]

Description

The reservati on6 conmmand | ets you mani pul ate Network Registrar's

gl obal 1ist of DHCPv6 reservations. Changes to reservations also

nodi fy the reservations listed with each prefix (and vice versa).

Thus, these commands are an alternative to the prefix's addReservati on,
renoveReservation, and |istReservation commands.

A matching prefix nmust exist for each reservation in the gl obal
list. When you create or delete reservations, they are added or
renoved from the appropriate prefix. Wien nultiple prefixes exist
for the same prefix, you nust specify the include-tags attribute
to match the reservation to the appropriate prefix or specify the
prefix nanme (prefix=<name>). If no matching prefix is found, the
edit is rejected as invalid.

The reservation6 |ist command displays the reservations in address
order unless -key is specified to change the sort order.

Examples
Status
See Also

Attributes

client-class nameref (0)

Identifies the client class to use when sel ecting from anong
scopes that mght contain a specified reservation. Used when
creating a reservation. This attribute is not persistent in
t he dat abase.

cm-mac-addr ess macaddr

Speci fies the cabl e-nbdem MAC address value to be used in

generatlng t he Cabl eLabs vendor option (17) with the cm mac-address
option (1026) as the |easequery relay data (lg-relay-data) if no
relay data is otherwi se available for the | ease (such as for clients
that do not perform DHCP). This information is critical for clients
that use a statically configured address when using the CMIS
source-verify feature



description string
Describes the device that this reservation object represents.

device-name string

Di spl ays the name of the device represented by this
reservati on object.

include-tags nlist(obj(0))

Di spl ays the selection criteria for this reservation. Used when
creating a reservation to select the scope (when no scope has been
sEeC|f|ed) or to validate that the correct scope has been specified.
This attribute is not persistent in the database

ip6addr ess ip6 required,immutable
Specifies the I Pv6 address for the reservation.

lookup-key blab required

SBecifies t he sequence of bytes that is the key for this reservation
object. The type for this key is set in the |ookup-key-type attribute.
The string representation of this key is defined by its associated

| ookup- key-type parse and unparse nethods. For exanple, a blob

key woul d be converted from a string of col on-separated hex digits

to raw formwith the AT BLOB parse() method, and converted from raw
formto a string by the AT_BLOB unparse() nethod

lookup-key-type int required

Identifies the data dictionary type for the value in the
| ookup-key attribute. It nmay take on the values of AT_NSTRI NG (46) or
AT BLOB (7)

prefix nameref (0)
Identifies the prefix for this reservation
tenant-id short default = 0, immutable
Identifies the tenant owner of this object.
vpn-id int default = O, immutable
Di splays the identifier of the VPN that contains this reservation
resour ce

resource - configures resources linmts and allows for view ng and
resetting resources

Synopsis

resource set <attribute>=<val ue> [<attribute>==<val ue> ...]
resource get <attribute>

resource unset <attri bute>

resource enable <attri bute>

resource disable <attri bute>

resource [show]

resource report [all | full | Ievels]

resource reset [nanme[,nane[,...]]]



Description

The resource conmmand is used to configure resource warni ng and
critical limts, display the current status of nonitored resources
and reset the peak val ues.

The resource report command |lists the resources that are

above their (configured or default) critical or warning |levels. If
all is specified, all resources are listed regardl ess of their
state. If full is specified, the conplete objects are reported. If
levels is specified, the current warning and critical levels in

ef fect for each resource are report ed.

The resource reset conmmand resets all resources or just
the optionally naned resources.

Examples

Status

See Also

Attributes

ccm-memory-critical-level filesz

Specifies the critical level for the CCM server's nenory usage in
bytes. If the CCM server's virtual nenory size exceeds this value, a
critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.

ccm-memory-war ning-level filesz

Specifies the warning |level for the CCM server's nenory usage in
bytes. If the CCM server's virtual nenory size exceeds this value, a
warning notification is triggered.

| f got speci fied, the default-nenory-warning-Ilevel attribute value is
used.

cdns-memory-critical-level filesz

Specifies the critical level for the Caching DNS server's nenory usage
in bytes. If the DNS server's virtual menory size exceeds this val ue

a critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.

cdns-memory-war ning-level filesz

Specifies the warning level for the Caching DNS server's nenbry usage
in bytes. If the DNS server's virtual nmenory size exceeds this val ue
a warning notification is triggered.

| f got speci fied, the default-nenory-warning-Ilevel attribute value is
used.

cnrservagt-memory-critical-level filesz

Specifies the critical level for the cnrservagt's nenory usage in
bytes. If the cnrservagt's virtual nmenory size exceeds this value, a
critical notification Is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.



cnr ser vagt-memory-war ning-level filesz

Specifies the warning |level for the cnrservagt's nenory usage in
bytes. If the cnrservagt's virtual nmenory size exceeds this value, a
warning notification is triggered.

| f got speci fied, the default-nenory-warning-Ilevel attribute value is
used.

data-free-space-critical-level rangeint(1-10) default = 2

Specifies the critical level multiplier for the data volume's free
space. |If the data volume free space falls below this nunber of tinmes
the | ast shadow backup size, a critical notification is triggered

data-free-space-warning-level rangeint(1-10) default = 4

Specifies the warning level nultiplier for the data volune's free
space. |f the data volume free space falls below this nunmber of times
the | ast shadow backup size, a warning notification is triggered.

default-memory-critical-level filesz transient

Provides the default critical level for nmenory used if none is
specified for a particular server. This value is dependent on the
operatlnP system and is 87.5% of the nenory linited determined to be
reasonable for Network Registrar processes.

default-memory-war ning-level filesz transient

Provi des the default warning |evel for nenory used if none is
specified for a particular server. This value is dependent on the
operatlnP systemand is 75% of the menmory limit determined to be
reasonable for Network Registrar processes.

dhcp-memory-critical-level filesz

Specifies the critical level for the DHCP server's nmenory usage in
bytes. If the DHCP server's virtual nmenory size exceeds this value, a
critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.

dhcp-memory-war ning-level filesz

Specifies the warning level for the DHCP server's nenory usage in
bytes. If the DHCP server's virtual nenory size exceeds this val ue

a warning notification is triggered.

| f got speci fied, the default-nenory-warning-level attribute value is
used.

dns-memory-critical-level filesz

Specifies the critical level for the Authoritative DNS server's menory
usage in bytes. If the DNS server's virtual nenory size exceeds this
value, a critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.

dns-memory-war ning-level filesz

Speci fies the marnin% | evel for the Authoritative DNS server's nenory
usage in bytes. If the DNS server's virtual nenory size exceeds this
val ue, a warning notification is triggered.

| f got speci fied, the default-nenory-warning-|level attribute value is
used.

lease-count-critical-level int default = 3000000

Specifies the critical level for the nunber of DHCP | eases. |f the
DHCP server's DHCPv4 configured plus DHCPv6 all ocated | eases exceeds



this value, a critical notification is triggered.

lease-count-war ning-level int default = 2000000

Specifies the warning level for the nunber of DHCP |eases. |f the DHCP
server's DHCPv4 conf!?ured_plus DHCPv6 al | ocated | eases exceeds this
val ue, a warning notification is triggered.

ric-memory-critical-level filesz

Specifies the critical level for the RIC server's nenory usage in
bytes. If the RIC server's virtual nenory size exceeds this value, a
critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.

ric-memory-warning-level filesz

Specifies the warning level for the RIC server's nenory usage in
bytes. If the RIC server's virtual nenory size exceeds this value, a
warning notification is triggered.

| f got speci fied, the default-nenory-warning-Ilevel attribute value is
used.

rr-count-critical-level int default = 5000000

Specifies the critical |evel for the nunber of resource records (RRs)
in the authoritative DNS server. If the DNS server's RR count exceeds
this value, a critical notification is triggered.

rr-count-warning-level int default = 4000000

Specifies the warning |level for the nunber of resource records (RRs)
in the authoritative DNS server. If the DNS server's RR count exceeds
this value, a warning notification is triggered.

shadow-backup-time-critical-level time default = 12h

Specifies the critical level for the nightly backup's eIaned time. |f
the nightly backup takes longer than this tine, a critica
notification is triggered

shadow-backup-time-war ning-level time default = 6h

Sﬁecifies the warning level for the nightly backup's el apsed tine. |f
the nightly backup takes |onger than this tine, a warning notification
is triggered.

snmp-memory-critical-level filesz

Specifies the critical level for the SNWP server's nmenory usage in
bytes. If the SNMP server's virtual nmenory size exceeds this value, a
critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.

snmp-memory-war ning-level filesz

Specifies the warning level for the SNWP server's nenory usage in
bytes. If the SNMP server's virtual nenory size exceeds this value, a
warning notification is triggered.

| f got speci fied, the default-nenory-warning-Ilevel attribute value is
used.

tftp-memory-critical-level filesz

Specifies the critical level for the TFTP server's nenory usage in
bytes. If the TFTP server's virtual nmenory size exceeds this value, a
critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.



tftp-memory-warning-level filesz

Specifies the warning | evel for the TFTP server's nenory usage in
bytes. If the TFTP server's virtual nenory size exceeds this value, a
warning notification is triggered.

| f got speci fied, the default-nenory-warning-Ilevel attribute value is
used.

tomcat-memory-critical-level filesz

Specifies the critical |level for the Tontat server's nmenory usage in
bytes. If the Tontat server's virtual nmenory size exceeds this val ue,
a critical notification is triggered.

| f got specified, the default-nenory-critical-level attribute value is
used.

tomcat-memory-war ning-level filesz

Specifies the warning | evel for the Tontat server's nenory usage in
bytes. If the Tontat server's virtual nenory size exceeds this val ue,
a warning notification is triggered.

| f got specified, the default-nenory-warning-level attribute value is
used.

trap-interval time default = 60s

Specifies the mnimuminterval between traps for each nonitored
resour ce.

Not e: The m ni num i nterval possible depends on the CCMserver Config
stats-history-sanple-interval attribute (which defaults to 10s), as
this is the interval at which the resource limts are checked.

trap-repeat-interval time default = 15m

Specifies the mininuminterval between traps for when a resource is in
the critical or warning state, with a possibly updated current val ue
for the resource.

Note: If this value is less than trap-interval, trap interval is used.

traps-enabled bool default = true

Speci fies whether to send SNMP traps for resource notifications. Traps
w il be sent when a val ue exceeds the critical or warning |levels, or
if the value previously exceeded the |evels and has dropped bel ow the
marnin% | evel

Not e that when a resource is above the critical or marning | evel

traps are sent out periodically until the resource drops bel ow the
war ni ng | evel

zone-count-critical-level int default = 50000

Specifies the critical level for the nunber of zones in the .
authoritative DNS server. |If the DNS server's zone count exceeds this
value, a critical notification is triggered.

zone-count-war ning-level int default = 40000

Specifies the warning |level for the nunber of zones in the
authoritative DNS server. If the DNS server's zone count exceeds this
val ue, a warning notification is triggered.

role

role - Configures a role

Synopsis

rol e <nane> create <base-rol e> [<attribute>=<val ue>]



rol e <nane> del ete

role |ist

rol e listnanes

role listbrief

rol e <nane> show

rol e <nane> set <attribute>=<val ue> [<attribute>=<val ue> ...]
rol e <nane> get <attribute>

rol e <nanme> enable <attribute>
role <nanme> di sable <attribute>

rol e <name> addConstraint [<attribute>=<value> ...]
rol e <name> Constraint <index> set [<attribute>=<value> ...]
rol e <nane> Constraint <index> unset [<attribute> ...]

rol e <nanme> renoveConstraint <i ndex>
rol e <nane> |istContraints

Description

The role command configures the specified role. A role describes
the operations that an administrator can perform and any data
constraints that should be applied. A role nust be assigned to
an adm ni strator group to be associated with an adm ni strator.

The addConstaint, Constraint, renpveConstraint, and |istConstraint
conmands are used to mani pul ate the constraints.

Examples

Status

See Also
roup, admin

Attributes

all-sub-roles boaol default = true

Controls whether to ignore the sub-role attribute for this attribute.
If this attribute is unset, or if it is set to true, then the server
i gnores the value of the sub-roles attribute and this subrole is

authorized for all sub-roles. If this attribute is false, then the
sub-roles attribute provides the |ist of subroles for which this
role instance is authorized. |If the unconstrained attribute

is set to true, then the values of this attribute and the
sub-roles attribute are ignored, and the sub-role
aut hori zation for the role is applicable for all sub-roles.

groups nlist(obj(0))

Lists the groups with which this role is associated. Any nenber of
a listed group can performthe operations that the role all ows.

name string required,unique
Identifies the name of this role.
read-only bool default = false

Indicates that all constraints associated with this role are
limted to read-only access.



role string

Specifies the base role for this object. The base rol e defines
operations, such as nDdifyinﬂ a zone, that are allowed and

the further constraints on these operations. For exanple,

a constrained role could limt the |list of zones to a specific
list of Omners.

sub-roles nlist(obj(0))

Li sts subroles associated with this role instance. |If the
all -sub-roles attribute is unset, or if it is set to true
then this attribute is ignored. |If the all-sub-roles
attribute is set to false, then this attribute specifies

the |list of subroles for this role instance, and an adm ni strat or

associated with this role has authorization linmted to the
_specified subroles. |If the admi ninistrator has nultiple roles

in which the role attribute is the same, then subrol e authorization
for that role should be taken to be the union of all the sets of
subroles from the individual role instances; and, if any of these

role instances has the all-sub-roles attribute set to true
then subrole authorization for that role is for all sub-roles.

Al'so, if any role instance for a matching role has the unconstrained
attribute set to true, then subrole authorization for that role is

for all subroles.
tenant-id short default = O, immutable

Identifies the tenant owner of this object.
unconstrained bool default = false

Indicates that this role has no other constraints beyond
the list of operations it can perform

router
router - Configures a router
Synopsis
router <nanme> create <address> [<attribute>=<val ue> ...]
router <name> del ete
router |ist
router |istnanes
router listbrief
router <name> show
router <name> get <attribute>
router <nanme> set <attribute>=<value> [<attribute>=<val ue> ...]
router <name> unset <attribute>
Description
The router conmand |ets you configure a router
Be aware that while the type attribute is optional, it is
needed to synchroni ze router-interface changes to the router.
Examples
Status

See Also



router-type, router-interface
Attributes

address ipaddr required,unique

Sets the managenent interface address for this router
description string

Describes this router.
device-timeout int default = 60

I ndi cates the timeout in seconds. The maxinmum timeout R C
server conmunication handler will wait for data fromthe router.

enable clrixt

Sets the enable password, in clear-text form Avoid

this field in normal use and never send the password

over insecure links. Use this field to provide the
clear-text password to the RIC server which intentionally
does not have access to the secret storage nodul e

enable-secr et secret

Identifies the secret containing the clear-text password
for enabling super-user access to the router.

inter faces nlist(obj(0)) transient

Li sts objects describing the interfaces associated with

this router. This is used when the RIC server is returning
i nformation about a router and its interfaces, or when the
CCM server is returning a list of routers and interfaces for
the U to display a tree of routers and interfaces.

login-temp-obj obj(0)

Specifies the actual |ogin tenplate object. This attribute
is used so that the CCM server can provide the login tenplate
to the statel ess Rl C server.

login-template nameref (0)

Identifies an optional login tenplate to further custonize the
RI C server login and enable interaction sessions.

modulus-key rangeint(768-2048) default = 1024

Sets the size of the key nodul us used for SSH encryption
Choosing a value greater than 768 will result in slower
per f ormance when conmunicating with the router. It may
take several minutes to reset the value on the renote
router when this value is changed.

name string required,unique
Nanmes this router.
owner oid

Controls the owner of this object. This owner field
is used to group similarly owned routers and can be used
to limt admnistrative access.



password clrtxt

Determ nes the password that authenticates the usernane.
Avoid this field in normal use and never send the password
over insecure links. Use this field to provide the
clear-text password to the RIC server which intentionally
does not have access to the secret storage nodul e

passwor d-secr et secret

Identifies the secret containing the clear-text password for
aut henti cati ng the usernane.

region oid
Controls the region associated with this object. This

region field is used to group sinmilarly |located routers
and can be used to limt admnistrative access.

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

type nameref (0)

Sﬁecifies the type of the router. This is needed so that
the RIC server can use the correct inplenentation of the
router-specific interface.

use-ssh enumint(disabled=0, optional=1, required=2) default = 1

aﬁecifies whet her the RIC server should (or nust) use SSH
en conmuni cating with the router

user name string

Identifies the usernane to log in to this router.

virtual-router bool default = false, transient

I ndicates that the Router object is not managed by the

RI C server. This feature may be used when there is no network
connectivity to the router, or when synchronization with the
network configuration is not desired. A virtual router
configuration is stored in the CCM database, but no attenpt is
made to push the configuration to the router, or to synchronize
any configuration changes from the router.

router -interface

router-interface - Configures an interface on a router

Synopsis
router-interface <router> <nanme> create [<attribute>=...]

router-interface <router> <nane> del ete
router-interface <router> |ist
router-interface <router> |istnanes
router-interface <router> |istbrief
router-interface <router> <nane> show

router-interface <router> <nane> get <attri bute>

router-interface <router> <name> set <attribute>=<val ue> [<attri bute>=<val ue> ..

router-interface <router> <name> unset <attri bute>

Description



The router-interface command | ets you configure an interface on a
router.

Examples

Status

See Also
router, router-interface-type

Attributes

bundle-id int
The id of the bundle for grouping bundled interfaces.
cable-dhcp-giaddr enumint(policy=2, primary=1, not-present=0) default = 0
The setting for giaddr selection in cable interfaces.
cable-helper nlist(obj(0))

The list of ip addresses stored as the cabl e-hel per val ue
on the interface.

description string
The description of this interface.
ip-helper nlist(obj(0))

The list of ip addresses stored as the ip-hel per val ue on
the interface.

is-master bool default = false

Indication that this is the master interface in a bundle of
interfaces.

is-virtual bool default = false
Indication if this interface is a virtual sub-interface.
mac-addr ess macaddr
The MAC address of this interface
name string required
The nanme of the router interface
parent 0id(0)

The parent interface if we have sub-interfaces or bundled
i nterfaces configured on the router.

primary-subnet net

The primary subnet (and interface address) for this



i nterface.
router 0id(0) required

A reference by O D to the router that this interface is
part of.

secondary-subnets nlist(obj(0))

The |ist of secondary subnets (and interface addresses)
for this interface.

state bool

The enabl ed/ di sabl ed state of this interface.
tenant-id short default = O, immutable
Identifies the tenant owner of this object.
router -login-template

router-login-tenplate - Configures |ogin-tenplates for Routers.

Synopsis
router-login-tenplate <nane> create <attribute>=<val ue> [<attri bute>=<value> ...]
router-login-tenplate <name> del ete
router-|login-tenplate <name> set <attribute>=<val ue> [<attribute>=<val ue> ...]

n-t
n-t
n-t
router-|ogin-tenplate <name> unset <attri bute>
router-|ogin-tenplate <nane> get <attri bute>
router-|ogin-tenplate <nane> [ show]
router-login-tenplate |ist
router-login-tenplate |istnanes
router-login-tenplate |isthbrief

Description

The router-login-tenplate conmand |lets you configure tenplate to use
when | ogging Into router.

Examples

nrcnd> router-|ogin-tenplate exanpl e-tenplate create | ogi n-pronpt=> enabl e- pronpt =#
nrcnd> router-| ogin-tenplate exanpl e-tenpl ate del ete

Status
See Also

router, router-interface
Attributes

enable-passwor d-prompt string
The string that is used as the enable password pronpt by the router.

enable-prompt string required



The string that is used as the pronpt by the router in enabl e node.
login-prompt string required

The string that is used as the login pronpt by the router.
name string required,unique

The name of this tenplate
passwor d-prompt string

The string that is used as the user password pronpt by the router.
tenant-id short default = O, immutable

Identifies the tenant owner of this object.
user name-prompt string

The string that is used as the username pronpt by the router.

router -type

router-type - Displays the avail able router types

Synopsis

router-type |ist
router-type |istnanes

Description

The router-type conmand di spl ays the avail abl e router types.

Examples

Status

See Also

router

Attributes

description string
The description of this router type.
java-class-name string required

The java class name for an inplenmentation of
com ci sco.cnr.ricsrv. | Router that can communicate
with this type of router.

manufacturer string



The name of the manufacturer of this type of router.
name string required,unique

The nanme of this router type
router -0s-version string

The OS version, as a string for this type of router.

save

save - Saves the current changes to the cluster

Synopsis

save

Description

The save conmand saves the current configuration changes to the database

Examples

Status

See Also

scope

scope - Specifies the scope's properties

Synopsis

scope |i st

scope |i stnanes

scope listbrief

scope <name> create <address> <mask> [tenpl at e=<t enpl at e- nane>]
[<attribute>=<val ue>...]

scope <nanme> del ete

scope <name> set <attribute>=<val ue> [<attri bute>=<value> ...]

scope <nane> get <attribute>

scope <name> unset <attribute>

scope <nane> disable <attribute>

scope <nane> enable <attri bute>

scope <nanme> show

scope <nane> |istlLeases

scope <nane> addRange <start> <end>
scope <name> renobveRange <start> <end>
scope <nanme> |i st Ranges

scope <nane> addReservation <ipaddr> (<macaddr>| <l ookup- key>)
[-mac| - bl ob] -string
scope <nane> renpveReservation (<i paddr>| <macaddr >| <l ookup- key>)
[ -mac| - bl ob| - string]
scope <nane> |istReservations



scope <nanme> cl ear Unavai |l abl e
scope <name> get Uilization
scope <name> appl yTenpl ate <t enpl at e- nane>

scope report-staged-edits

Description

The scope command | ets you nani pul ate address ranges in the
DHCP server.

When creatinP a scope using a tenplate, specify - for the
<name> to allow the scope tenplate's scope-nane to nane
t he scope.

scope <nane> |istlLeases
The |istLeases command |ists the |eases associ ated
with this scope.

scope <name> addRange <start> <end>

scope <name> renbveRange <start> <end>

scope <name> |i st Ranges
The addRange conmmand adds a range of avail abl e addresses
to the scope. The <start> and <end> val ues can either be
full 1P addresses or host nunbers within the scope's
subnet. It is an error if either <start> or <end> is
an | P address outside the scope's subnet or is a host
nunber that exceeds the bits allocated to host nunbers
by the scope's netmask

The renoveRange conmand renoves a range of addresses from the
scope' s control

The |istRanges command |ists the current ranges of addresses
avail able for allocation.

scope <nane> addReservation <ipaddr> (<macaddr>| <l ookup- key>)
[-mac| - bl ob| -string
scope <nane> renpveReservation (<i paddr>| <macaddr >| <l ookup- key>)
[ - mac| - bl ob| - stri ng]
scope <name> |istReservations
The addReservati on commmand adds a reservation for a
Epecific | P address to a specific MAC address or | ookup
ey.

The renoveReservati on command renoves the reservation for
an | P address, MAC address, or |ookup key.

The |istReservations command |ists the avail able
reservati ons.

scope <nane> cl ear Unavai | abl e
The cl ear Unavai | abl e command noves all unavail abl e | eases
in the specified scope to avail able.

scope <nanme> getUtilization
The getUtilization conmand di splays the current utilization
obj ect for the scope

scope <nane> appl yTenpl at e
The appl yTenpl ate conmand applies the specified
scope-tenplate to the scope. All properties configured
on the scope-tenplate are applied to the scope.

scope report-staged-edits
Di splays a list of the scopes that have pending edits that
have not been synchroni zed with the DHCP server

Not e: The scope conmand manages a VPN through a virtual attribute
vpn [] (AT_STRING Optional, default: <none>)

Use this attribute to set or get the VPN ID by VPN nane
instead of by ID. If not specified, the session's current vpn



is used.

Examples

nrcnmd> scope scope-exanmple create 192.168. 0.0 255. 255. 255. 224
nrcnd> scope scope-exanpl e addRange 192. 168. 0. 33 192. 168. 0. 62
nrcnd> scope scope-exanpl e addReservation 192. 168. 0. 40 00: dO: ba: d3: bd: 3b

Status

See Also
scope-template

Attributes

allocate-fir st-available bool default = false

Enabl es you to force the allocation of new | P addresses

fromthis scope to be the first available |IP address;

othgrwﬁse, the default of the 'least recently used' |P address is
used.

If this attribute is not set, or is unset, then the DHCP server
attribute priority-address-allocation controls whether

to allocate the first available |IP address.

If priority-address-allocation is set, and allocate-first-avail able
for the scope is unset, then the scope allocates addresses as if
all ocate-first-avail able was set.

If allocate-first-available is enabled or disabled for a scope, then
for that scope the setting of priority-address-allocation has no
nmeani ng

allocation-priority int default = 0

Assigns an order to scopes for allocating |P addresses. Acceptable
scopes, with the highest allocation priority, grant |P addresses
unti | the addresses are exhausted

You can mx scopes with an allocation-priority along with those
without a priority in the same network. In this case, scopes with
allocation priorities are exami ned for acceptability before those
scopes wWith no allocation-priority. Lower numeric val ues have

hi gher priorities, but an allocation-priority of O (the default) has
no priority.

If this attribute is not set, or is unset or 0, then the

DHCP priority-address-allocation attribute controls the priority
of the scope. If the DHCP priority-address-allocation attribute is
set, and allocation-priority for the scope is unset, then the
allocation-priority for the scope is the network nunber of the
scope.

| f 5ou explicitly set allocation-priority, then, for that scope,
the DHCP setting of priority-address-allocation has no neani ng.

backup-pct percent

Det erm nes the percentage of avail abl e addresses that the main server
sends to the backup server. If you define this value using the

scope conmand, make sure you define it on the main server. |If you
define it on a backup server, it is ignored

Used with the scope command, the backup-pct attribute overrides

the defined values on the failover pair for backup-pct and

dynam c- boot p- backup-pct. The attribute value defined with the scope
command becones the value used for this scope, whether or not this
scope supports dynam c-bootp

If you set the value to zero (0), the backup server receives no
addresses. Since 0 is a significant value, once you set this val ue
ou nust unset it for the scope to use the failover pair's values for
ackup- pct or dynam c-boot p- backup- pct.

Note: If the fallover pair is configured to use |oad bal anci ng, the



backup-pct is ignored and 50% is used

bootp boal default = disabled

Controls whether the server accepts BOOIP requests. If you want
clients to always receive the same addresses, you nust reserve
| P addresses for all your BOOTP clients.

deactivated bool

Control s whether a scope extends |eases to any clients. A deactivated
scope does not extend |eases to any clients. It treats all addresses
inits ranges as if they were individually deactivated

description string
Descri bes the scope

dhcp boal default = enabled

Control s whether the DHCP server accepts DHCP requests for this
scope. Disable DHCP if you want a scope to use BOOTP excl usively
or you want to deactivate the scope tenporarily.

dns-host-bytes rangeint(1-4)

Tell s DHCP how many bytes in a |ease |IP address to use when formn ng
i n-addr.arpa nanes. The server forns names in the in-addr zone by
prependi ng dns-host -bytes of |IP address (in reverse order) to the
reverse zone nane. |f unset, the server synthesizes an appropriate
val ue based on the scope's subnet size

dynamic-bootp bool default = disabled

Controls whether the server will accept dynam c BOOTP

requests for this scope. Dynam c BOOIP requests are BOOIP requests
that do not match a reservation, but could be satisfied fromthe
gvailable | ease pool. To use this feature you nust al so enable

oot p.

embedded-policy obj(0)
Di spl ays the enbedded policy for a scope.
failover -backup-allocation-boundary ipaddr

Sets the IP address allocation boundary for a backup server in a
fail over relationship

If the allocate-first-available attribute is set, the backup
server allocates |IP addresses in descending order fromthis
boundary.

If the allocate-first available attribute is unset or set to O,
t he boundary used for aIIocatin? addresses is half the

di stance between the first and [ast |IP address configured in the
ranges for this scope. If no |IP addresses are avail abl e

bel ow this boundary, the first |IP address avail abl e above this
boundary is used.

free-addr ess-config nameref(0)

Identifies which trap captures unexpected free address events
on this scope.

ignor e-declines bool default = false

Det ernmi nes whet her the server reacts to server DHCPDECLI NE

messages that refer to one of the scope's | P addresses.

If enabled (true), the DHCP server ignores all declines that

refer to an |IP address in this scope. |f disabled, the DHCP server
sets to UNAVAI LABLE every IP address referred to in this scope
Default is fal se (disabled).



ping-clients bool

If this attribute is not set, or is unset, then the DHCP server
attribute ping-clients controls whether the server should attenpt
to ping an address before offering a |ease. If enabled (true),
this attribute also indicates a ping tineout.

i f pin%-clients is set and ping-clients for the scope is unset,
then the server pings an address as if it was set in the scope
If ping-clients Is enabled or disabled for a scope, then

for that scope the setting of ping-clients at the server |evel has
no neani ng.

If not specified for the scope, the DHCP server's 'ping-clients’
is used as the default.

ping-timeout int

Sets the nunber of mlliseconds the DHCP server waits for ping
responses. |f you make this value too |arge, you slow down

the | ease offerln? processes. |f you make this value too small,

you reduce the effectiveness of pinging addresses before

offering them 300 mlliseconds (the default value) is often the
best choi ce. _ _ _ ) )

Only used if 'ping-clients' is enabled either for this scope or for
the DHCP server. ) _

If not specified for the scope, the DHCP server's 'ping-tineout’

is used as the default.

policy nameref(0) default = default

Identifies the nanme of the policy associated with this scope. Default
is the default policy. This neans that the scope uses all the
properties set In the default policy (including the |ease tinge),

unl ess you specifically reset a property.

primary-subnet subnet

Det erm nes the subnet address and mask of the Brinary scope.
Use this attribute when nultiple |ogical |IP subnets are present
on the sane physical network.

renew-only bool

Controls whether to allow existing clients to reacquire their

| eases, but not offer any |eases to new clients. Note that a
renew-only scope does not change the client associated with an

of its |eases (other than to allow a client, currently using at
the server believes is an available |IP address, to continue using
t he address).

restrict-to-admin-allocation bool default = disabled

Control s whether the scope is restricted to adm nistrative requests
to allocate the next avail able address. If set, the server wll
only respond to a client with an address fromthis scope if it

has been pre-allocated to the client.

restrict-to-r eser vations bool default = disabled

Controls whether the scope is restricted to client (or |ease)
reservations. |If enabled, the DHCP server will not
automatical ly assign addresses to clients but instead
requires the address to be supplied by a reservation, either
a lease reservation or a client reservation, which is
specified via a client entry or through an extension and the
envi ronnent dictionary.

selection-tag-list nlist(obj(0))

Associ ates a conma-separated |ist of selection tags with a
scope. The scope conpares a client's selection criteria to this
l[ist in order to determ ne whether the client can obtain a | ease
from the scope.



subnet subnet required

The network address of t

he I P subnet that this scope represents.

tenant-id short default = O, immutable

Identifies the tenant owner

vpn-id int default = O, immutable

Di spl ays the identifier
in this scope. Define t
command. Once set,

of this object.

of the DHCP VPN that contains the addresses
his value with the vpn vpn-nane create id

you cannot change this val ue

scope-policy
scope-policy - Adds DHCP policy information to a scope
Synopsis
scope-policy <scope-nane> del ete
scope-pol i cy <scope-nane> set <attribute>=<val ue>
[<attri bute>=<val ue> ...]

scope- pol i cy <scope-name> get <attribute>
scope-pol i cy <scope-nane> unset <attribute>
scope- pol i cy <scope-nanme> disable <attribute>
scope-pol i cy <scope-nane> enabl e <attri bute>
scope- pol i cy <scope-nane> show
scope- pol i cy <scope-nanme> setlLeaseTi me <tine-val >
scope- pol i cy <scope-nanme> get LeaseTi ne
scope- pol i cy <scope-nane> set Qption <opt-nanme | id> <val ue>
scope-pol i cy <scope-nane> get Option <opt-nanme | id>
scope- pol i cy <scope-nanme> unset Qpti on <opt-nanme | id>
scope- policy <scope-nanme> |istOptions
scope- pol i cy <scope-nane> set Vendor Opti on <opt-nane | id>

) ) <opt - set - name> <val ue>
scope- pol i cy <scope-nanme> get Vendor Opti on <opt-name | id>

) ~ <opt - set - nane>
scope- pol i cy <scope-nanme> unset Vendor Opti on <opt-nane | id>

_ _ _ <opt - set - name>
scope- pol i cy <scope-name> |istVendor Opti ons

Description

The scope-policy command |
i nformation for
DHCP option val ues and set
anot her obj ect in this
inplicitly when you first
scope is del eted.

You can set individual opt
unset option values with t
val ues with the getOption

option val ue the DHCP server

a DHCP scope

ets you configure enbedded DHCP policy

An enbedded policy is a collection of
tings associated with (and named by)

case a scope. A scope Fol|cy is created
reference It, and is del eted when the

ion values with the set Opti on command,

he unset Opti on command, and vi ew option

and |istOptions commands. \Wen you set
repl aces any existing val ue or

an

creates a new one as needed for the given option nane.

You can use the setlLeaseT

nme conmmand to set the val ues of |ease

times and the getlLeaseTi me command to display the value of a |ease

tine.

Examples



nrcnd> scope-policy scope-exanpl e set backup-pct =30
nrcmd> scope-policy scope-exanpl e enabl e allocate-first-avail able

Status

See Also
palicy, client-policy, client-class-policy, dhcp-address-block-palicy, link-policy, link-template-policy, prefix-
palicy, prefix-template-policy, scope-template-palicy

Attributes

affinity-period time

Associates a lease in the AVAILABLE state with the client that

last held the lease. If the client requests a | ease during the
affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignment to a different client, and there

is no reason to hold on to this information for that | ong.

To prohibit renewals enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
updat e; ot herw se, based on other server configurations, the server
does the A record update.

allow-dual -zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease tinme, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tines that are
shorter than those configured for the server

allow-non-tempor ary-addr esses bool default = true

Det er mi nes whet her DHCPv6 clients can request non-tenporary
(I'A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det ermi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Conmit option to obtain configuration information with
fewer nessages. To permit this, nake sure that a single DHCP
server is servicing clients. ) ) ) )
For DHCPv6, this attribute has special handling during the policy
hi erarch ProceSS|ng when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are



checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Conmmit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Oherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det er mi nes whet her DHCPv6 clients can request tenmporary (1A _TA)
addresses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if arouter (client) does not explicit
The default l[ength nust always be great
I ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix

Speci fies the excluded prefix (bits and prefix-length) to be sent

%805§KIN6 clients that requested the PD Exclude Option (see RFC
Note that only the bits between the actual delegated prefix's

Prefix | ength and the excluded-prefix's prefix length are used
rom the prefix specified

Using the exanple in RFC 6603, this attribute would be set to
0:0:0:f::/64.

If configured, the server will deternine the excluded prefix

when a |lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude option.

forwar d-dnsupdate nameref(0)

aﬁecifies the nane of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

Desi?nates an optional forward zone for DNS updates that overrides
the forward-zone-nane configured in the forward (or reverse)

DNS Update Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all unicast renews to be sent to the relay agent instead
of directly to the DHCP server, and so renews arrive at the

server wWith option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr m ght not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the length of tine between the expiration of a |ease
and the tine it is nmade available for reassignnent.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any time it contacts the DHCP server.



inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each tinme they reboot.

lease-r etention-limit bool default = disabled

If enabled and the DHCP server's | ease-retention-nax-age is

configured to a non-zero value, tines in | eases subject to this

Policy will not be allowed to grow ol der than

ease-retention-max-age. As t eY progess toward

| ease-retention-max-age, theﬁ will
e

i : . periodically be reset to
| ease-retention-nin-age in t

past .
limitation-count int

Speci fies the maxi mum nunber of clients with the sane |limtation-id
that are allowed to have currently active and valid |eases.

longest-prefix-length rangeint(0-128)

For prefix delegation, specifies the |ongest prefix |ength allowed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is longer than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix | ength nust always be greater than or equal to the prefix
| ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Specifies the maximum client | ease tinme that the server is allowed to
send to the client. If the calculated lease tinme is greater than this
value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease tine calculations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iini;gd by the max-client-renewal -ti ne and max-client-rebinding-tine
attri butes.

max-client-r ebinding-time rangetime(30s-2y)

SPecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not inpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-|ease-time as T2 nust be |less than or equal to the |ease
time.

max-client-renewal -time rangetime(30s-2y)

SPecifies the maxi mum client renewal tinme (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute lints the time sent to the client, it does not i npact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-rebinding-tinme or max-client-lease-tinme as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fies the maxi mum nunber of |eases that a client nmay use per

bi nding from an allocation group. This apPIies to DHCPv6 only.
Explicit or inplicit allocation groups only linmt new server
initiated all ocations to a binding. They do not linmt the overal

| eases a client may use. Leases nay have been assigned because of
differences in the configuration, reservations, conmunication wth
the failover partner, client requests, or from using extensions to
alter lease acceptability (lease acceptability extensions can



still override the limts as well). This attribute can be used to
limt the nunber of |eases. ; o ) o
The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nobst recently provided to the client. However,
when | eases have the sane tinme, the result will be random as to
which | ease(s) will be revoked

offer-timeout time default = 2m

Instructs the server to wait a specified amunt of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified time interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-file-name cannot be |onger than 128 characters.

packet-server-name string

Identifies the host-nane of the server to use in a client's boot
process. The server returns this file name in the 'sname' field
of its replies. The packet-server-nane field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For example, this might be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
‘siaddr' field of its replies.

per manent-leases bool default = disabled

| ndi cates whet her |eases using this policy are permanently granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and nmaxi mum preferred lifetine for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the time the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wen the preferred lifetime expires, the address
becones deprecated and Its use is restricted.

Note: For 1A TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = allow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disall ow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

suPport and the server drops client
Solicit and Request nessages that do not
. ) i ncl ude a Reconfi gure-Accept option.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows: ) o ) )
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.



- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.

- If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfigure nmessages.

If false (the default), the server prefers to unicast
Reconfi?ure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfi gure nessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and nanmed
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
cane from a |ink-1local address.

rever se-dnsupdate nameref (0)

aﬁecifies the nane of the update configuration that determ nes
ich reverse zones to include in a updat e.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you might have the server consider

| eases as leased for a |longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it Is longer than the |lease time in the dhcp-I|ease-tine option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix delegation, specifies the shortest prefix |length all owed
for delegated prefixes. |If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix l ength nust al ways be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect | ease tines.

If enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tine option fromthe appropriate
policy; but the server bases its decisions regarding expiration
on the 'server-lease-tinme' value

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permits the server to nake a | ease unavailable for the time specified
and then to return the lease to available state. If there is no val ue
configured in the systemdefault _policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -r eser vations bool default = off

Controls how the server database checks for reserved |IP
addr esses. ;
By default, the server uses the MAC address of the DHCP client as the



key for its database | ookup. If this attribute is set to true
(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that val ue

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOTP clients.
v4-r eply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s-2y)

SFecifies the maxi mum client preferred lifetinme that the server is
allowed to send to the client. If the calculated preferred lifetine
is greater than this value, the client is sent this val ue.

This attribute linmts the preferred lifetime sent to the client, it
does not inpact any of the tine calcul ations nade by the server.

The renewal (T1l) and rebinding (T2) times given to the client will be
based on the |ease tine actually sent to the client and may further
be limted by the v6-max-client-renewal -ti me and

v6- max-client-rebinding-tinme attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding time (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute lints the tinme sent to the client, it does not i npact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetime as T2 nust be |less than or equal to
the preferred lifetine.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal time is greater than
this value, the client is sent this value

This attribute linmts the tinme sent to the client, it does not inpact
any of the lease time calcul ati ons nade by the server

The actual value sent to the client may be further limted by the

v6- max-client-rebinding-tinme or v6-max-client-preferred-lifetine as
Tl must be less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s- 2y)

SFecifies the maximumclient valid lifetinme that the server is
allowed to send to the client. If the calculated valid lifetine is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetine sent to the client, it
does not inpact any of the tinme cal cul ati ons nmade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any
replies to DHCPv6 clients. ) ; ) ;
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then naned policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Lists the RSOO-enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See
RFC 6422 for nore details on RSOO (Rel ay Supplied Options Option).



This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximum valid lifetime for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tinme that an address remains valid. Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetinme nust be greater than or equa
to the preferred lifetine.

Note: For A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward
(reverse) DNS Update configuration object.

scope-template

scope-tenplate - Configures a scope tenplate

Synopsis
scope-tenplate |i st
scope-tenpl ate |istnanes
scope-tenpl ate |istbrief
scope-tenpl ate <name> create [<attribute>=<val ue> ...]
scope-tenpl ate <nane> del et e
scope-tenpl ate <name> set <attribute>=<val ue> [<attribute>=<val ue> ...]

scope-tenpl ate <nane> get <attribute>
scope-tenpl ate <name> unset <attribute>

scope-tenpl ate <name> di sable <attri bute>
scope-tenpl ate <nanme> enabl e <attri bute>
scope-tenpl ate <nane> show

scope-tenpl ate <nane> create cl one=<cl one- name>
scope-tenpl ate <name> apply-to <all | <scopel>[,...]>

Description

The scope-tenplate command |ets you configure a tenplate to use
when creating scopes.

Examples

nrcnd> scope-tenpl ate scope-exanpl e createscope-tenpl ate scope-exanpl e set backup-
pct =30scope-tenpl ate scope-exanpl e enable allocate-first-avail able

Status

See Also
scope



Attributes

allocate-fir st-available bool

This boolean attribute forces all allocation of new | P addresses from
this scope to be made from the first available |IP address, rather than
the default of the "least recently used" |P address.

If this attribute is not set (unset), then the decision on whether to
allocate the first available IP address in the scope will be
controlled by the DHCP server attribute priority-address-allocation

If priority-address-allocation is set (and allocate-first-avail able
for the scope is not set (unset)), then the scope will allocate
addresses as if allocate-first-available was set. |If

all ocate-first-avail abl e has been explicitly configured (either
enabl ed or disabled? for a scope, then for that scope the setting of
priority-address-allocation has no neani ng.

allocation-priority int

You can use the allocation-priority to assign an ordering to scopes,
such that allocation of |IP addresses will take place from acceptable
scopes with a higher priority until the IP addresses in all those
scopes are exhausted. An allocation-priority of O is treated as not
havi ng an aIIocatlon-Pr0|or[t¥. You can mi x scopes with an

allocation-priority along with those without an allocation-priority
(or with an allocation-priority of 0, which is the same thing) in the
same network. In this case, the scopes with an allocation priority
will be examined for acceptability prior to those scopes with no

al location-priority (or an allocation-priority of 0). o
If this attribute 1s not set (unset), then the allocation-priority of

the scope will be controlled by the DHCP server attribute ;
pr|or|tY-address-aIIocatlon. I'f priority-address-allocation is set
(and allo

location-priority for the scpPe i's not set (unset%%, then the
allocation-priority for the scope will be the network number of the
scope. |If allocation-priority has been explicitly configured for a
scope, then for that scope the setting of priority-address-allocation
has no meani ng.

backup-pct percent

The Percentage of avail able addresses that the nmin server

shoul d send to the backup server. If defined for a scope, it
nmust be defined for the scope in the main server. If it is
defined in a backup server, it is ignored (to enable copying

of configurations). Wen defined, values will override the

fail over pair backup-pct. The defined value will be used for
this scope, whether or not this scoPe supports dynam c- boot p

If set to zero (0), no addresses will be sent to the backup
server. Because zero is a significant value, once set, this
attribute nmust be unset in order for this scope to use the
failover pair values for backup-pct or dynam c-bootp-backup-pct.
Note: If the failover pair is configured to use |oad bal anci ng,
the percentage is ignored and 50% is used

bootp bool

Controls whether the server will accept BOOTP requests

for this scope. If you want clients to al ways receive the
sanme addresses, you need to reserve |P addresses for all your
BOOTP clients.

deactivated bool

A deactivated scope Will not extend |eases to any clients. It treats
all of the addresses in its ranges as if they were individually
deacti vat ed

description string
Descri bes the scope tenpl ate.

dhcp bool



Control s whether the server will accept DHCP requests
for this scoBe. T¥pically, this is on Y di sabl ed when
bootp is enabled for that scope, to allow only a scope
to be used exclusively for BOOTP.

dns-host-bytes rangeint(1-4)

This value tells DHCP how many of the bytes in a | ease |P address to
use when form ng in-addr.arpa nanes. The server forns nanes in the

i n-addr zone by prependi ng dns-host-bytes of |IP address (in reverse
order) to the reverse zone nane.

If this is unset, the server will synthesize an appropriate val ue
based on the scope subnet size

dynamic-bootp bool

Controls whether the server will accept dynam c BOOTP

requests for this scope. Dynam c BOOIP requests are BOOIP requests
that do not match a reservation, but could be satisfied fromthe
avai | abl e | ease pool. To use this feature you nust al so enabl e bootp

embedded-policy abj(0)

The enbedded policy object for this scope.
free-addr ess-config nameref(0)

The free-address trap configuration to use for this individual scope
grace-period time

The length of tine between the expiration of a |lease and the tine
it is made available for re-assignment. This attribute is set in
t he scope enbedded policy.

ignor e-declines boal

This attribute controls whether the DHCP server will process a
DHCPDECLI NE request referencing an |IP address in this scope. |If
this attribute is enabled, then the DHCP server will ignore all
declines which reference an |P address in this scope. |If this

attribute is not set, the DHCP server will set to UNAVAI LABLE
every | P address which is referenced in a DHCPDECLI NE nessage.
The default value is false, so that DHCPDECLI NE nmessages are
processed normally, and the |IP addresses referenced in these
DHCPDECLI NE nessages are set to UNAVAI LABLE

name string required,unique
The nane of this scope tenplate.
offer-timeout time

If the server offers a |lease to a client, but the offer is not
accepted, the server will wait the specified nunber of seconds
bef ore making the | ease 'avail able' again. This attribute is set
in the scope enbedded policy.

options-expr expr

An expression to define the |ist of enbedded policy options
to be created for a scope object.

ping-clients bool

Controls whether the server should attenpt to ping
addresses before offering |eases.

ping-timeout int



The nunber of nilliseconds the DHCP server should wait for ping
responses. |If you nmake this value too |arge, you will slow down the
| ease offerin? processes. |f you make this value too small, you will
reduce the effectiveness of pinging addresses before offering them

policy nameref(0) default = default
The nane of the policy associated with this scope.
ranges-expr expr

An expression to define the |list of scope ranges to be created
for a scope object.

renew-only bool

Controls whether to allow existing clients to reacquire their | eases
but not offer anﬁ | eases to new clients. Note that a 'renewonly
scope will not change the client associated with any of its |eases
(other than to allow a client currently using what the server believes
is an available I P address to continue using it).

restrict-to-reservations bool default = disabled

Controls whether the scope is restricted to client (or |ease)
reservations. |If enabled, the DHCP server will not
automatical ly assign addresses to clients but instead
requires the address to be supplied by a reservation, either
a lease reservation or a client reservation, which is
specified via a client entry or through an extension and the
envi ronnent dictionary.

router-host int default = 1

Defi nes the address offset for the giaddr address on the subnet.
It is used to create the router interface address, which is an
AT | PNET address that conbines the giaddr and scope subnet,

when Push Subnet is used to create both a scope and a router
interface from the scope tenpl ate.

scope-description-expr expr

Defines an AT_STRI NG expression to apply to the description
on the scope object created when using the tenplate

SCope-name expr

An expression to define the name of the scope object created
when using the scope tenpl ate.

selection-tag-list nlist(obj(0))
The list of selection tags to associate with a scope

tenant-id short default = O, immutable

Identifies the tenant owner of this object.
update-dns-for -bootp bool

If the server is replying to a BOOTP request, and is offering a | ease
froma Scope which is configured to perform DNS updates, it wll check
this property before beginning the DNS update. This feature all ows

an adm nistrator to prevent DNS updates for BOOTP clients, while

al | owi ng updates for DHCP clients.

' Updat e- dns-f or-bootp' can be controlled globally with the 'server'’
conmand; that gl obal command can be overridden by individual Scopes

as necessary.

scope-template-policy



scope-tenplate-policy - Edits a DHCP policy enbedded in a scope-
tenpl at e

Synopsis

scope-tenpl ate-policy <nane> del ete

scope-tenpl ate-policy <nanme> set <attribute>=<val ue>
[<attri bute>=<val ue> ...]

scope-tenpl ate-policy <nane> get <attri bute>

scope-tenpl ate-policy <nanme> di sable <attribute>

scope-tenpl at e- pol i cy <name> enabl e <attri bute>

scope-tenpl ate-policy <nanme> show

scope-tenpl ate-policy <name> setLeaseTi ne <tine-val >
scope-tenpl ate-policy <name> get LeaseTi nme

scope-tenpl ate-policy <nanme> setOpti on <opt-nane | id> <val ue>
scope-tenpl ate-pol i cy <nane> get Opti on <opt-nanme | id>
scope-tenpl at e- pol i cy <name> unset Opti on <opt-nane | id>
scope-tenpl ate-policy <name> |istOptions
scope-tenpl ate-policy <scope-nane> setVendor Opti on <opt-nanme | id>

<opt - set - name> <val ue>
scope-tenpl ate-policy <scope-nane> get Vendor Opti on <opt-nanme | id>

<opt - set - name>
scope-tenpl ate-policy <scope-nane> unset Vendor Opti on <opt-nanme | id>

) ) . <opt - set - name>
scope-tenpl at e- pol i cy <nane> |i st Vendor Opti ons

Description

The scope-tenplate-policy command | ets you configure a DHCP

policy enbedded in a DHCP scope tenplate. An enbedded policy is a
col | ection of DHCP option values and settings associated with (and
naned by) another object -- in this case a scope tenplate. A
scope-tenpl ate-policy is created inﬂlicitly when you first
reference it, and is del eted when the scope-tenplate is deleted
You can set individual option values with the setOption conmand,
unset option values with the unset Opti on conmand, and vi ew option
values with the getQption and |istQptions commands. \Wen you set

an option value the DHCP server will replace any existing val ue or
create a new one as needed for the given option nane.

Examples
nrcnd> scope-tenpl ate-policy exanpl eScope set default-prefix-
| engt h=32

nrcnd> scope-tenpl ate-policy exanpl eScope enabl e al | ow-rapi d-
conmmi t

Status

See Also

palicy, client-policy, client-class-policy, dhcp-address-block-palicy, link-palicy, link-template-policy, prefix-
policy, prefix-template-palicy, scope-policy

Attributes

affinity-period time

Associ ates a |lease in the AVAILABLE state with the client that
last held the lease. If the client requests a | ease during the



affinity period, it is granted the sane |ease; that is, unless
renewal s are prohibited, then it is explicitly not given the |ease
Because of the vast |Pv6 address space and dependi ng on the address
generation technique, it could be mllions of years before an
address ever needs reassignnment to a different client, and there

is no reason to hold on to this information for that |ong.

To prohibit renewals enable either the inhibit-all-renews attribute
or the inhibit-renews-at-reboot attribute.

allow-client-a-record-update bool default = disabled

Determines if a client is allowed to update A records.

If the client sets the flags in the FQDN option to indicate that

it wants to do the A record update in the request, and if this
value is TRUE, the server allows the client to do the A record
update; otherw se, based on other server configurations, the server
does the A record update.

allow-dual-zone-dns-update bool default = disabled

Enabl es DHCP clients to perform DNS updates into two DNS zones.
To support these clients, you can configure the DHCP server to
allow the client to performan update, but also to perform a DNS
update on the client's behal f.

allow-lease-time-override bool default = disabled

G ves the server control over the |ease period. Although a client
can request a specific lease time, the server need not honor the
request if this attribute is set to false (the default).

Even if set to true, clients can request only lease tinmes that are
shorter than those configured for the server.

allow-non-tempor ary-addr esses bool default = true

Det er ni nes whet her DHCPv6 clients can request non-tenporary
(I A_NA) addresses. )
The default is to allow clients to request non-tenporary addresses.

allow-rapid-commit bool default = false

Det er mi nes whet her DHCP clients can use a Discover/Solicit with
the Rapid Commit option to obtain configuration information with
fewer nessages. To permit this, nmake sure that a single DHCP
server is servicing clients.
For DHCPv6, this attribute has special handling during the policy
hi erarch Processing when checking the Prefix policies (enbedded
or naned¥ or the Prefixes on a Link. The Prefixes for the Link
are processed in al phabetic (case blind) order. For each Prefix,
t he enbedded and then naned policy are checked. Only Prefixes to
which the client has access (based on selection tags, etc.) are
checked:
- If any of the prefix policies has this attribute set to
FALSE, Rapid Conmmit is not allowed.
- If at least one has it set to TRUE, Rapid Conmit is allowed.
- Oherwise, the remaining policies in the hierarchy are
checked.
The default is not to allow clients to use Rapid Conmit.

allow-temporary-addresses bool default = true

Det er mi nes whet her DHCPv6 clients can request tenmporary (1A _TA)
addresses. )
The default is to allow clients to request tenporary addresses.

default-prefix-length rangeint(0-128) default = 64

For del egation, specifies the default |
if a router (client) does not explicit
The default l[ength nust always be great
I ength of the prefix range.

ngth of the del egated prefix,
request it.

e
y :
er than or equal to the prefix

excluded-prefix prefix



Speci fies the excluded prefix (bits and prefix-length) to be sent

%805§KIN6 clients that requested the PD Exclude Option (see RFC
Not e t hat only the bits between the actual del egated prefix's

Prefix I ength and the excluded-prefix's prefix length are used
rom the prefix specified. ) }

Bsbn }he/gzanple in RFC 6603, this attribute would be set to

Ki bohfigured, the server will determne the excluded prefix

when a lease is assigned to a client; but it is only sent to the
client if the client requests the PD Excl ude opti on.

forwar d-dnsupdate nameref (0)

aﬁecifies the name of the update configuration that determ nes
ich forward zones to include in updates.

forwar d-zone-name dname

EEsi?nates an optional forward zone for DNS updates that overrides
t he forward-zone-nanme configured in the forward (or reverse)

DNS Updat e Configuration object.

Note that a forward zone nane is required for any DNS updates to
occur (whether forward, reverse, or both).

giaddr -as-server -id bool default = false

Enabl es the DHCP server to set the server-id option on a DHCPOFFER
and a DHCPACK to the giaddr of the incom ng packet, instead of the

| P address of the server (the default action).

This causes all unicast renews to be sent to the relay agent instead
of directIK to the DHCP server, and so renews arrive at the DHCP
server with option-82 information appended to the packet.

Sone relay agents may not support this capability and, in sone
conpl ex configurations, the giaddr might not actually be an address
to which the DHCP client can send A unicast packet. In these cases,
the DHCP client cannot renew a | ease, and nust always perform a
rebi nd operation (where the DHCP client broadcasts a request instead
of sending a unicast to what it believes is the DHCP server).

grace-period time default = 5m

Defines the Iength of tine between the expiration of a |ease
and the tinme it is nmade available for reassignnment.

inhibit-all-renews bool default = false

Causes the server to reject all renewal requests, forcing the client
to obtain a different address any tinme it contacts the DHCP server.

inhibit-renews-at-reboot bool default = false

Permits clients to renew their |eases, but the server forces
them to obtain new addresses each tine they reboot.

lease-retention-limit bool default = disabled

If enabl ed and the DHCP server's |ease-retention-nax-age is

configured to a non-zero value, tines in | eases subject to this

Folicy will not be allowed to grow ol der than
ease-retention-max-age. As t eY progess toward

Iease—retention—npx—age,.theﬁ w Il periodically be reset to

| ease-retention-nin-age in the past.

limitation-count int

Speci fies the maxi mum nunber of clients with the same limtation-id
that are allowed to have currently active and valid | eases.

longest-pr efix-length rangeint(0-128)



For prefix del egation, specifies the |ongest prefix |ength all owed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is longer than this, this length is used.

The default is the value of the default-prefix-I|ength.

Thi s ﬁreflx | ength nust always be greater than or equal to the prefix
I ength of the prefix range.

max-client-lease-time rangetime(60s-2y)

Specifies the maximumclient |ease tine that the server is allowed to
send to the client. If the calculated |lease tinme is greater than this
value, the client is sent this value

This attribute linmts the time sent to the client, it does not i npact
any of the lease tine calculations nade by the server, including when
it expects the client to renew (T1).

The renewal (T1) and rebindin T2) times given to the client will be
based on the |ease tine actually sent to the client and may further be
Iinitgd by the max-client-renewal -ti me and max-client-rebinding-tine
attributes

max-client-r ebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding tine (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-lease-time as T2 nust be |less than or equal to the |ease
time.

max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal tine is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
max-client-rebinding-tinme or max-client-lease-tinme as Tl nust be |ess
than or equal to T2 (and the |ease tine).

max-leases-per -binding rangeint(0-65535)

Speci fi es the maxi mum nunber of |eases that a client may use per
bi nding from an allocation group. This apFIies to DHCPv6 only.
Explicit or inplicit allocation groups only limt new server
initiated all ocations to a binding. They do not limt the overal

| eases a client may use. Leases nay have been assigned because of
differences in the configuration, reservations, conmunication wth
the failover partner, client requests, or from using extensions to
alter |ease acceﬁtability (I ease acceptability extensions can
still override the limts as well). This attribute can be used to
limt the nunber of |eases.

The server only applies a configured limt for client Solicit,

Request, Renew, and Rebind requests and the server will prefer the
| eases that were nobst recently provided to the client. However,
when | eases have the sane tinme, the result will be random as to
which | ease(s) will be revoked

offer-timeout time default = 2m

Instructs the server to wait a specified amunt of tine when it
has offered a lease to a client, but the offer is not yet accepted
At the end of the specified time interval, the server nmakes the

| ease avail abl e agai n.

packet-file-name string

Identifies the boot-file to use in the boot process of a client.
The server returns this file name in the 'file' field of its replies.
The packet-file-name cannot be |onger than 128 characters.

packet-server-name string



Identifies the host-name of the server to use in a client's boot
process. The server returns this file nane in the 'sname’ field

of its replies. The packet-server-nanme field cannot be | onger
than 64 characters.

packet-siaddr ipaddr

Identifies the IP address of the next server in the client boot
process. For example, this mght be the address of a TFTP server
used by BOOTP clients. The server returns this address in the
"siaddr' field of its replies

per manent-leases bool default = disabled

I ndi cat es whether |eases using this policy are permanently granted
to requesting clients. If |eases are permanently granted,
the dhcp-lease-time will be infinite.

preferred-lifetime time default = 1w

Assigns the default and maxi num preferred lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative to
the time the server sent the packet, this attribute sets the
length of tinme that the address is Preferred; that is, its use is
unrestricted. Wien the preferred litetinme expires, the address
beconmes deprecated and I1ts use is restricted.

Note: For IA TA's, the min-preferred-lifetine is used as the
default, if configured

reconfigure enumint(allow=1, disallow=2, require=3) default = alow

Controls DHCPv6 client reconfiguration support:

1 allow Allows clients to request reconfiguration
support and the server will honor the
request (default).

2 disallow Allows clients to request reconfiguration
support but the server will not honor
the clients' request.

3 require Requires clients to request reconfiguration

support and the server drops client
Solicit and Request nessages that do not
i ncl ude a Reconfigure-Accept option.

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enmbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then nanmed policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked
as follows:
- If any of the prefix policies has this attribute set to
disallow or require, that setting is used.
- Oherwise, if at least one has it set to allow, Reconfigure
is allowed.
- |If no prefix policies have this attribute set, the remaining
policies in the hierarchy are checked.

reconfigure-via-relay bool default = false

Controls whether the server should prefer unicasting or
rel ayi ng DHCPv6 Reconfigure nmessages.

If false (the default), the server prefers to unicast
Reconfi?ure nessages if the client has one or nore valid
statefully assigned addresses.

If true, the server prefers to send Reconfigure nmessages
via the relay agent unless no relay agent information is
avail abl e.

Not e: When you use this attribute, consider that:

- In networks where the DHCPv6 server cannot conmunicate
directly with its client devices, for exanple, where
firewalls or VPNs are in use, set this value to true

- The DHCPv6 server does not use enbedded and naned
policies configured on a client when it eval uates
this attribute.

- The relay agent cannot be used if the Relay-Forw nessage
cane from a |ink-1local address.



rever se-dnsupdate nameref (0)

aﬁecifies the name of the update configuration that determ nes
ich reverse zones to include in a DNS update.

server -lease-time time

Tells the server how long a lease is valid. For nore frequent

conmuni cation with a client, you mght have the server consider

| eases as leased for a longer period than the client considers them
This also provides nore |ease-time stability. This value is not used
unless it is longer than the lease tinme in the dhcp-Ilease-tinme option
found through the normal traversal of policies.

shortest-prefix-length rangeint(0-128)

For prefix del egation, specifies the shortest prefix [ength allowed
for delegated prefixes. If the requesting router (client) requests a
prefix length that is shorter than this, this length is used.

The default is the value of the default-prefix-Ilength

Thi s ﬁrefix l ength nust always be greater than or equal to the prefix
| ength of the prefix range.

split-lease-times bool default = disabled

SPecifies a value that the DHCP server might use internally to
affect | ease tines.

I f enabl ed, the DHCP server still offers clients |ease tines that
reflect the configured |ease-tine option fromthe appropriate
policy; but the server bases its decisions regarding expiration
on the 'server-lease-tine' value

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
unavailable-timeout time default = 24h

Permts the server to make a | ease unavailable for the time specified
and then to return the lease to available state. If there is no val ue
configured in the systemdefault policy, then the default is

86400 seconds (or 24 hours).

use-client-id-for -r eser vations bool default = off

Controls how the server database checks for reserved |IP

addr esses. )
By default, the server uses the MAC address of the DHCP client as the
key for its database |ookup. If this attribute is set to true

(enabl ed), then the server does the check for reserved

addresses using the DHCP client-id, which the client usually sends.
In cases where the DHCP client does not supply the client-id, the
server synthesizes it, and uses that val ue

v4-bootp-reply-options nlist(obj(0))
Lists the options the server returns to all BOOTP clients.
v4-reply-options nlist(obj(0))

Lists the options the server returns to all DHCPv4 clients, whether
or not the client specifically asks for the option data.

v6-max-client-preferred-lifetime rangetime(60s- 2y)

SPecifies the maxi mum client preferred lifetinme that the server is
allowed to send to the client. If the calculated preferred lifetine
is greater than this value, the client is sent this val ue.

This attribute limts the preferred lifetime sent to the client, it
does not inpact any of the tinme calcul ations nade by the server.



The renewal (T1) and rebinding (T2) times given to the client will be
based on the lease tine actually sent to the client and may further
be limted by the v6-nmax-client-renewal -tinme and

v6- max-client-rebinding-time attributes.

v6-max-client-rebinding-time rangetime(30s-2y)

SFecifies the maxi mum client rebinding tine (T2) that the server is
allowed to send to the client. If the rebinding time is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i mnpact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the
v6-max-client-preferred-lifetime as T2 nust be |less than or equal to
the preferred lifetime.

v6-max-client-renewal -time rangetime(30s-2y)

SFecifies the maxi mum client renewal tine (T1l) that the server is
allowed to send to the client. If the renewal tine is greater than
this value, the client is sent this value

This attribute linmts the time sent to the client, it does not i npact
any of the lease tine calcul ations nade by the server.

The actual value sent to the client may be further limted by the

v6- max- cl i ent-rebinding-time or v6-max-client-preferred-lifetine as
Tl nust be |less than or equal to T2 (and the preferred lifetine).

v6-max-client-valid-lifetime rangetime(60s-2y)

SFecifies the maximumclient valid lifetinme that the server is
allowed to send to the client. If the calculated valid lifetine is
greater than this value, the client is sent this val ue.

This attribute limts the valid lifetinme sent to the client, it
does not inpact any of the tine calcul ations nade by the server.

v6-reply-options nlist(obj(0))

Lists the options that should be returned in any

replies to DHCPv6 clients. ) ) ) )

This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)
or the Prefixes on a Link. The Prefixes for the Link are

processed in al phabetic (case blind) order. For each Prefix, the

enbedded and then naned policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

v6-r soo-allowed-options nlist(obj(0))

Li sts the RSOO enabl ed options that server will process, if
provided by a relay and no option is otherw se avail able. See

RFC 6422 for nore details on RSOO (Relay Supplied Options Option).
This attribute has special handling during the policy hierarchy
rocessi ng when checking the Prefix policies (enbedded or naned)

or the Prefixes on a Link. The Prefixes for the Link are
processed in al phabetic (case blind) order. For each Prefix, the
enbedded and then naned policy are checked. Only Prefixes to which
the client has access (based on selection tags, etc.) are checked.

valid-lifetime time default = 2w

Assigns the default and maximumvalid lifetinme for |eases to
DHCPv6 client interfaces. Expressed in seconds and relative
to the tine the server sent the packet, this attribute sets
the length of tine that an address remains valid. \Wen this
period of time expires, the address becones invalid and
unusable. The valid lifetime nust be greater than or equa
to the preferred lifetine.

Note: For A TA's, the min-valid-lifetime is used as the
default, if configured

view-id int

Desi gnates the optional view associated with zones used for DNS
update that overrides the view-id configuration in forward



(reverse) DNS Update configuration object.

server

server - Configures and controls the server objects

Synopsis

The server keyword is optional. You can enter all commands starting
with just the server type (<server>).

server <server> disable <attribute>
server <server> enable <attribute>

server <server> get <attribute>

server <server> start
server <server> stop
server <server> rel oad

server <server> getHealth
server <server> getStats

server <server> set Debug < category-Iist>=<val ue>
server <server> unset Debug
server <server> get Debug

server <server> serverLogs show
server <server> serverlLogs nl ogs=<nl ogs> | ogsi ze=<I ogsi ze>

Description

The server command is used to send general control nessages and
3uer|es to the servers in the cluster. <server> may be ccm cdns
hcp, dns, snnp, or tftp.

Not all servers support all commands.
The stop conmand stops the specified server.
The start command starts the specified server.

The rel oad conmand rel oads the specified server, possibly with new
configuration informtion.

ThF get Heal th command gets the specified server's current health
val ue

The getStats command gets the specified server's current statistics.

The set Debug command sets the debugging |evel. The debugging
information is witten to the server's log file

The unset Debug command turns off debuggi ng out put.

The serverLogs show conmand di spl ays the nunmber of log files and
t he maxi num si ze for each file.

The serverLogs conmmand al l ows setting the two server Ioggin?
paraneters, nlogs and |ogsize. Either or both may be specified in
the command, and changes occur only to the one(s) specified. Wen
setting |ogsize, the value may be suffixed with Kor Mto signify
units of thousands or millions. Note that in order for these
changes to take effect you nust save the changes and restart the
server agent.

server dhcp serverLogs nl ogs=6 | ogsi ze=500K
server dns serverlLogs | ogsize=5M

The features that can be enabl ed or disabled are
start - on-reboot
For any server, controls whether this server is started by
the Network Registrar server agent. Disabling this feature



for a server is useful for clusters that want to provide a
single protocol service. By default both the DNS and DHCP
services are enabl ed

The properties that can be read with the get command are:
ver si on ) . )
The version string for this server.

Examples

nrcnmd> server DNS stop

nrcnd> server DNS start

nrcnmd> server DHCP get Heal th

nrcnd> server DNS di sabl e start-on-reboot

See Also
ccm(nremd), cdns(nremd), dhep(nremd), dns(nremd), snmp(nremd), tftp(nremd), nremd documentation
session

session - Configures nrcnd program sessi on paraneters

Synopsis

session set <attribute>=<val ue> [-save]
session get <attribute>

sessi on enable <attribute> [-save]
session disable <attribute> [-save]
session unset <attribute> [-save]
sessi on show

session cache <refresh | clear>
session |istNetlnterfaces
session |istProcesses

session log [<fil enane>]

session |istbrief set <class>| <command> [<format>]
session |istbrief unset <class>| <command>
session listbrief show [<class>| <command>| al | ]

Description

The session conmand |ets you view and set session paraneters,
such as the session visibility and the default output

format of your nrcnd program session. If -save is specified
when changi ng a paraneter that can be saved, and you are
connected to a cluster that supports this feature, the setting
is saved in your user preferences. Future nrcnd sessions to
that cluster will use the saved settings

The listNetlnterfaces command returns a |ist of the network
interfaces that are present on the machi ne running )
Net wor k Registrar. Both |Pv4 and I Pv6 interfaces are included

The |istProcesses command returns a |ist of the Network
Regi strar processes_runn|n9 on the cluster, provided
statistics history is enabled.

The | og command cl oses the currently open log file, if
and oPens a new log file to which subsequent output is wr
if afilenane is specified.

The session listbrief commands are used to nmanage the user's
custom definitions of formats for subsequent |istbrief
operations for that object class or nrcnd command. The defaul t
formats, and details on the format specifications, can be found
in the conf/nrcnd-1listbrief-defaults.conf file. System w de
definitions can be added to the conf/nrcnd-1istbrief-custom conf



file. The user's definitions are saved across Ssessi ons.

session |istbrief show
Di spl ays the user's custom zed definitions.

session |isthbrief show <cl ass>| <conmand>
Di spl ays the definition for the object class or command
(whet her user or system defined).

session listbrief show al
Di spl ays all definitions.

session listhrief set <class>| <command>
Resets the display format to the default for the class
or conmand.

Features

adm n-edit-node (regional only)
The edit node currently in effect when editing adnmins at a
regional cluster. The valid values are 'staged and 'synchronous
(or "sync'). The value 'default' will use the val ue configured
at the CCM server. This feature only appears in Network Registrar
7.1 and | ater rel eases.

cache
The CLI caches many configuration objects that it reads. If
mul tipl e users are maki ng changes si nultaneously, one CL
i nstance may have cached an out-of -date version of an object.
The cache refresh command causes the CLI to clear its |ocal cache
of all unnodified objects, forcing the CLI to re-read objects
from the configurati on database. The cache clear comuand forces
the CLI to clear all cached data, whether or not unsaved changes
have been made

cl uster
The nanme of the current cluster. This is a read-only property.

current-vpn (or current-nanmespace)
The nanme of the current VPN presently in effect. This is a
read/ wite propert¥. This is the VPN used in conmmands which
need a VPN (e.g., lease, report, export) and no VPN is
explicitly specified when the command is issued. The reserved
vpn-name "global" is the VPN which contains all of the IP
addresses not in any explicitly naned VPN, and is the default
current-vpn for the session.

Note: If the session is interactive, the nrcrmd> pronpt
is changed to nrcnd FVPhh<vpn-nane>]> except when the
current-vpn is globa

def aul t - f or mat
The default-format is an enunerated string that can have
the followi ng settings. |If not set, it is interpreted as
script. Defaults to user for interactive sessions.

user - Show objects in user-friendly form one property
per line.

script - Show objects in script friendly form one object
per line.

dhcp-edit-node (fornmerly scope-edit-node)
The edit node currently in effect when editing DHCP scopes and
reservations. The valid values are 'staged' and 'synchronous
(or "sync'). The value 'default' will use the val ue configured
at the CCM server.

dns-edit-nbde (fornerly zone-edit-nnd&%
The edit node currently in effect en editing DNS zones. The
valid values are 'staged' and 'synchronous’ (or 'sync'). The val ue
"default' will use the value configured at the CCM server.

error
The error detail for the |ast request to the CCM server that )
failed. This report is often used to get nore detail ed information
about why a nrcnd command failed to conpl ete successfully.



Note: The error detail may not reflect the final result of the
nrcnd command because some commands result in nmultiple requests
to CCM one or nore of which may have failed and the error detail
reports only on the |ast failed operation (which nay not be the

| ast operation).

groups : . :
Displays the |ist of groups associated with the current user
rol es _ ) )
Di splays the list of roles associated with the current user
out put - usi n
Specifies the program used to display nrcmd output. Normally
output is witten to directly to the screen. However, if this
conmmand is used to specify a program that programis run with

it
the output in a tenﬁprary file and can be used to display the
output. Typically this would be used to specify the nore

(or less) program This setting may be saved for future
sessions (if -save is specifeid when changed).

show- unset
Control s whether unset properties are included when show ng
objects. If unset, the default-format determ nes whet her these
properties are included (user includes them script does not).
Thi s Froperty can be enabled (to include unset properties),
di sabl ed (to exclude unset properties), or unset (to use the
default-format setting). This setting may be saved for future
sessions (if -save is specified when changed).

t enant
Cets to sets the tenant for the current session. Al subsequent
operations are done under that tenant.

user - name o
The nanme of the current user. This is a read-only property.

versi on _ ) ) )
Retrieves the version associated with the Network Registrar
cl uster.

visibility

The session visibility setting. The default level is 5 which is
the normal operating node. Visibility [evel 3 can be set to view
"expert' |evel properties. These additional, reserved properties
shoul d be nodified with caution. Incorrect settings for these
properties can result in network outages. The default settings
are the best choice in virtually all cases and should not be
changed, except to address a specific network issue. Changes
shoul'd not be attenpted w thout assistance fromthe G sco TAC
Thi s settiaﬂ may be saved for future sessions (if -save is

speci fi ed en changed).

Examples
Status

See Also

snmp

snnp - Configures and controls the SNMP server

Synopsis

snnp di sable <attribute>
snnp enabl e <attri bute>



snnp get <attribute>
snnp set <attribute>=<value> [<attribute>=<val ue> ...]
snnp unset <attribute>
snnp [ show]
Description

The snnp conmand configures the Network Registrar SNWMP server.
The SNMP server makes sone Network Registrar statistics

avail able to SNWP clients, and generates SNWP traps based on
the status of the other Network Registrar servers.

Examples

Status

See Also
server

Attributes

cache-ttl time default = 60s

Controls how | ong CNR data can be cached by the SNWP server as it
responds to SNWP GETS.

community string default = public

SNWP requests nust present a matching community-string in order to
be processed by the SNMP server.

log-settings flags(default=1, no-success-messages=2, incoming- packet-detail=3, outgoing- packet-detail=5, scp-
detail=6, snmp-detail=7) default = default

Configures |og nessages. The server |logs nore or fewer nessages
dependi ng on this paraneter.

server -active bool default = true

If "true’', the server will run when it is started. If 'false', the
server will not run when it is started.

snmp-port rangeint(1-65535) default = 4444
The port to listen on for incom ng SNMP queri es.

trap-sour ce-addr ipaddr

An optional address to use as the sender address in outgoing SNWP
trap packets.

trap-sour ce-ip6addr ess ip6addr

An optional |IPv6 address to use as the sender address in outgoing
SNWP trap packets.

snmp-interface

snnp-interface - Configures the SNWP server's network interfaces



Synopsis
snnp-interface <name> create [<attribute>=<val ue>] [<attribute>=<val ue> ...]
snnp-interface <nanme> del ete
snnp-interface |ist
snnp-interface |istnanes
snnp-interface listbrief
snnp-i nterface <name> show
snnp-interface <nane> set <attribute>=<val ue> [<attri bute>=<value> ...]
snnp-interface <name> get <attri bute>
snnp-interface <name> unset <attribute>

snnp-interface <name> enable <attribute>
snnp-interface <name> di sable <attribute>
Description

The snnp-interface command configures network interfaces for use

by the NetworkRegistrar SNVP server. |If there are no defined interfaces, the
server discovers and uses all available interfaces on the

system When this list is present, the server only uses

avail able interfaces, if any, that match this |ist.

Examples

nrcmd> snnp-interface exanpl el create
nrcnd> snnp-interface exanpl el set address=192. 168. 0. 58
nrcmd> snnp-interface exanplel set ip6address=2001: 4f8:ffff:0:8125: ef 1b: bdcb: 4b4e

Status

See Also

Attributes

addr ess subnet

The | P address and subnet mask of an interface that the SNMP server
shoul d use.

ip6addr ess prefix

The | Pv6 address and prefix length of an interface that the SNW
server shoul d use.

name string required,unique

Speci fies the user-assigned nane of the SNMP server interface.
snmp-port rangeint(1-65535) default = 4444

The port to listen on for incom ng SNMP queri es.

subnet

subnet - Describes a contiguous range of |P address space
in the address-space npde



Synopsis

subnet [ <vpn-name>/] <address/ mask> create
subnet [ <vpn-nanme>/]<address/ mask> del et e
subnet i st

subnet |i st nanes

subnet |istbrief

subnet <address> show

subnet <address> get <attribute>

subnet <address> set <attribute>=<val ue> [<attri bute>=<val ue> ..
subnet <address> unset <attribute>

Description

A subnet is a correctly aligned, power-of-2 sized sequence of |P
addresses. In the address space nodel, subnets are |eaf nodes
whi | e address-bl ocks are root, internal or |eaf nodes of a tree
descri bing the address space.

Examples

nrcmd> subnet 192.168.0.0 create
nrcnmd> subnet 192. 168.0.64 set prinmary-subnet=192.168.0.0
nrcnmd> subnet 192. 168. 0. 64 show pri mary- subnet

Status

See Also
address-block

Attributes

addr ess subnet required,immutable

Sets the subnet address for this subnet. Stored as a network
address and a nmask determ ning how | arge the range is.

description string
Provi des a description of this subnet.
dns-host-bytes rangeint(1-4)

Determi nes the correct in-addr.arpa nanme to create, when
creating reverse zones from a subnet. Based on this value
and the subnet size, either a new reverse zone is created,

or delegation records are put into the parent reverse zone.

If unset, the server synthesizes an appropriate val ue based on
the subnet size. This value parallels the dns-host-bytes
attribute in the Scope cl ass.

failoverpair oid

For DHCP all ocati on, assigns a subnet to a CCMrail over Pair
or to a single CCMJ uster object.

forwar d-zone-name dname
Nanes the forward zone associated with this subnet.

interface oid



Assigns a subnet to a router interface.

owner oid

Identifies the owner of this object, referenced by AOD. Use the
owner field to group simlarly owned objects and to limt access
to objects by their owner

If this attribute is unset, the object is assuned to have the
same owner as its parent

parent oid
Identifies the parent address block for this subnet.
primary-subnet subnet

Identifies the primary subnet number for this subnet. Use
this attribute when nultiple |ogical IP subnets are present
on the sane physical network.

region oid

Associ ates an object with a region. The object is referenced by
AOD. Use the region field to group sinilarly |ocated objects
to limt access to objects by their region

If this attribute is unset, the object is assumed to have the
same region as its parent.

r ever se-zone-name dname
Nanmes the reverse zone associated with this subnet.
scope-list nlist(obj(0)) transient
Provides the list of scope objects associated with this subnet.
subnet-state flags(available=0, ric-allocated=1, dhcp-allocated=2, reclaiming=3) default = available
Shows the current state of this subnet.
tenant-id short default = 0, immutable
Identifies the tenant owner of this object.
type nameref (0)

Identifies the type of this subnet. This attribute contains the
nane of a CCMVAddr SpaceType object that contains nore information
about the type.

If this attribute is unset, the object is assuned to have the
sane type as its parent

vpn-id int default = O, immutable

Specifies the VPN that contains the subnet address for this
subnet .

sync-from-dns

sync-fromdns - Synchroni zes CCM from DNS

Synopsis

sync-from dns



Description

The sync-from dns command rebuil ds CCM nmanagenent dat abases from

the DNS server. Live server RR data may have the potential, over tine,
to go out of synchronization with the managed host data, particularly
if live RRs are managed both IocaIIK and regionally. The sync-from dns
conmand can be used to perform synchroni zation of DNS data from the
DNS server(s) to the CCM nmanagenent database(s).

It is only available when NRCMD is at visibility 3.

Examples
Status

See Also
session

tenant

tenant - Configures a tenant

Synopsis

tenant <tag> create <tenant-id> [<attribute>=<val ue>]

tenant <tag> del ete

tenant |ist

tenant |i st nanes

tenant |istbrief

tenant <tag> show

tenant <tag> set <attribute>=<val ue> [<attribute>=<val ue> ...]
tenant <tag> get <attribute>

tenant <tag> unset <attri bute>

tenant <tag> enable <attri bute>
tenant <tag> disable <attribute>

Description

The tenant conmmand configures objects representing a tenant. Tenants
may be used to segnent data stored on both regional and | ocal
clusters. They are intended for nmanaged services providers, givVving
them a central managenent point for their customer configurations
and network data, or cloud service providers, where nany snall
customer configurations nmay be consolidated on a set of

i nfrastructure servers. Any given local cluster nay be associ ated
with one or nore tenants, but within a local cluster, the address
pool s and domai n nanes assigned to a given tenant nust be

non- over | appi ng.

WARNI NG Deleting a tenant also deletes all of the tenant's
configuration objects.

Examples

Status



See Also

Attributes

description string
Provi des additional descriptive information for this tenant.
name string
Provi des a descriptive nanme for this tenant.
tag tag required,unique
Speci fies the unique tag for this tenant.
tenant-id rangeshort(1-65535) required,unique,immutable

Specifies the unique identifier for this tenant.

tftp
tftp - Configures and controls the TFTP server
Synopsis
tftp disable <attribute>
tftp enable <attribute>
tftp get <attribute>
tftp set <attribute>=<val ue> [<attribute>=<val ue> ...]
tftp unset <attribute>
tftp show
tftp getStats
tftp serverLogs show
tftp serverLogs nl ogs=<nl ogs> | ogsi ze=<I ogsi ze>
Description
The tftp command | ets you configure the TFTP server in the cluster.
The serverlLogs show command di spl ays the nunber of log files and the
maxi mum si ze for each file.
The serverLogs command al | ows you to set the two server |ogging
paraneters, nl ogs and | ogsize. You can set one paraneter or both
Changes occur only to the one or ones specified. Wen setting
Ip?s!ze, you can add the suffix K or M S|%n|fy units of thousands or
mllions. Note that in order for these changes to take effect you nust
save the changes and restart the server Agent.
tftp serverLogs nl ogs=6 | ogsize=500K
tftp serverLogs | ogsize=5M
The getStats conmmand di spl ays the requested TFTP server statistics.
Examples

nrcnd> tftp enabl e docsi s-access
nrcmd> tftp set file-cache-directory="CacheDir"
nrcmd> tftp rel oad



Status

See Also
server (nrcmd)

Attributes

active-directory-domain string

Specifies the nane of an Active Directory Domain the TFTP server
Wil use to provide dynami c configuration file support.

default-device string

Speci fies the name of the default disk device the TFTP server wil|
use when none is specified in the pathnane contained in the TFTP
request. This property is specifically to be used on NT to
specify a default drive letter.

file-cache bool default = disabled

Speci fi es whether the TFTP server should performfile caching on
files located in the file-cache-directory.

file-cache-directory string

Specifies a path to a cache directory the TFTP server will use to
find the files to put into cache. Upon start up the TFTP server
will load all the files located in this directory into cache

file-cache-max-memory-size rangeint(0-2147483647) default = 32000

Speci fies the maxi mum nunber of bytes available to the server
for file-caching.

home-directory string

Specifies a path to a hone directory the TFTP server will use to
resol ve TFTP requests. |f use-hone-directory-as-root is disabled
the hone directory is used in conjunction with the paths specified
in the search-list to resolve TFTP requests

Initial -packet-timeout time default = 5s

Specifies the initial length of time, in seconds, the TFTP server
wll wait after sending a response to a client before declaring
that response timed-out and sending a retransmission to the client.
Note: This attribute is ignored if initial-packet-timeout-nms has
been confi gured.

initial -packet-timeout-ms int

Specifies the initial length of time, in mlliseconds, the TFTP
server wWill wait after sending a response to a client before
declaring that response tined-out and sending a retransm ssion
to the client.

Note: If this attribute is configured, the initial-packet-tineout
attribute is ignored.

log-level rangeint(0-4) default = 3

Specifies the level of verbosity the TFTP server will enploy when
writing | og nessages to the TFTP server log file. Each Integer



value from O through 4 enables the following |og |evels: None,
Error, Warning, Information and Activity.

log-settings flags(verbose=1, no-success-messages=2) default = verbose

Enabl es the TFTP server to allow control over additional details
about the events listed in the IOP-settings. These details can
hel p anal yze a problem but can also cause the log files
to fill uP qui c IY if left enabled for a long period of tinme.
When log files fill up quickly, they also turn over frequently
So you night |ose inportant information
BK default, the TFTP server's |logging is verbose
The possible flags are:
1 verbose
Causes all the logging in the server to be active.
A success nessage Is printed to the |log for
each successful transfer.
2 no-success-nessages
Causes the single line nessage that is normally | ogged
for every successful read fromor wite to the TFTP server
to not appear. It affects logging only for successfu
file reads from the TFTP server.

max-inbound-file-size string default = 1024k

Specifies the maximum file size limt that the TFTP server will
enforce for a file witten to the TFTP server. Default units is in
kil obytes. Use k, mor g to indicate kilobytes, megabytes or

gi gabyt es.

min-socket-buffer-size rangeint(1-2147483647) default = 65536

Speci fies the m ni num socket buffer size the TFTP server will use
for the well known port on which it is listening for TFTP requests

packet-trace-level rangeint(0-4) default = 0

Specifies the |evel of verbosity the TFTP server will enpl oy when
writing nmessages to the server trace file. Each integer value
from 1 through 4 enables increasing |levels of tracing. Setting
packet trace level to O disables tracing.

port-number rangeint(1-65535) default = 69

Speci fies the UDP port nunber the TFTP server will use to listen
for TFTP requests.

read-access bool default = enabled

Speci fies how the TFTP server should respond to file read requests
from TFTP clients. If this feature is disabled, the TFTP server
will refuse file read requests.

sear ch-list string

Specifies a comma separated |ist of paths the TFTP server will use
to resol ve TFTP requests. |If use-honme-directory-as-root is

enabl ed, the paths in the search |ist are ignored and the hone
directory is used to resolve all TFTP requests.

session-timeout time default = 20s

Speci fies the maxi mum | ength of time, in seconds, the TFTP server
wll wait after transmitting the initial response before giving up
retrying on that response. |If no response is received fromthe
client within this timeout period, the TFTP session is termni nated.

use-home-directory-as-root bool default = disabled

Speci fies whether or not the TFTP server will treat pathnanes
contained within TFTP requests as if the paths were rooted at the
speci fied honme directory. If this feature is enabled, the TFTP



server will attenpt to resolve both absolute and relative
pat hnanmes to paths | ocated beneath the specified home directory.

write-access bool default = disabled

Speci fies how the TFTP server should respond to file wite requests
from TFTP clients. |If this feature is disabled, the TFTP server
will refuse file wite requests.

write-allow-file-create bool default = disabled

Specifies whether to allow file creates on a PUT. |If false and
write-access equals true, the file nust exist on the server for the
PUT to succeed. If true and wite-access is true, then the file
does not need to exist on the server first and will be created on
ahPU]]':I max- i nbound-file-size will apply a limt to the size of

the file.

tftp-interface

tftp-interface - Configures the network interfaces of the TFTP

server
Synopsis
tftp-interface <nane> create [<attribute>=<val ue>]
tftp-interface <name> del ete
tftp-interface |i st
tftp-interface |istnanes
tftp-interface l|istbrief
tftp-interface <nanme> show
tftp-interface <nane> set <attribute>=<val ue> [<attri bute>=<val ue> ..
tftp-interface <name> get <attribute>
tftp-interface <nane> unset <attribute>
tftp-interface <name> enable <attribute>
tftp-interface <nane> disable <attribute>
Description

The tftp-interface command configures network interfaces for use
by the Network Registrar TFTP server. The TFTP interface |ogically
reEresents the hardware interface (for exanple, an Ethernet or
Token Ring network interface card) that the TFTP server uses.

The TFTP server uses the configured address

information to determ ne which interface to use to send and
recei ve packets.

If there are no defined interfaces, the server discovers

and uses all available interfaces on the system Wen this |ist
is present, the server only uses the available interfaces, if
any, that match this |ist.

Examples
Status
See Also

Attributes



addr ess subnet

The | P address and subnet mask of an interface that the TFTP server
shoul d use.

ip6addr ess prefix

Specifies the I Pv6 address and prefix |length of one or nore
interfaces that the TFTP server should use

name string required,unique

Speci fies the user-assigned nane of the TFTP server interface.
trap-recipient

trap-recipient - Configures destinations for SNMP trap nessages

Synopsis

trap-recipi ent <nane> create
trap-recipi ent <nane> del ete
trap-reci pi ent <name> enabl e <attribute>
trap-reci pient <name> di sable <attribute>
trap-recipi ent <nane> set <attribute>=<val ue> [<attri bute>=<value> ...]
trap-reci pi ent <name> unset <attribute>
trap-reci pi ent <nane> get <attribute>
trap-recipi ent <name> [ show]
trap-recipient |ist

trap-recipient |istnanes

trap-recipient |istbrief

Description

The trap-recipient command configures nmanagenment stations

to which the Network Registrar SNVP server sends trap nessages.
The traps to be generated are set on the DNS and DHCP server
traps-enabl ed attri bute.

Examples

nrcnd> trap-reci pi ent exanpl e-reci pi ent createtrap-recipi ent exanpl e-recipient set ip-
addr =192. 168. 0. 34
nrcnd> trap-recipient exanple-recipient set ip6address=2001:4f8:ffff:0:8125: ef 1b: bdch: 4b4e

Status

See Also
dhcp, dns, addr-trap

Attributes

agent-addr ipaddr

An | P address to use as the source agent-address in traps sent to
this recipient.

community string



The SNMP community string of this trap recipient

ip-addr ipaddr
Specifies the IP address of this trap recipient.
Ip6addr ess ip6addr

Specifies the IPv6 address of this trap recipient.
port-number int default = 162

The optional |P port nunber of this trap recipient
tenant-id short default = O, immutable

Identifies the tenant owner of this object.

v6-port-number int default = 162

The optional |Pv6 port nunmber of this trap recipient.
update-policy

updat e- policy - Configures DNS update policies.

Synopsis

updat e- pol i cy <nane> create
updat e- pol i cy <name> del ete
update-policy |ist

updat e- policy |istnanes

update-policy listbrief

updat e- pol i cy <nane> show

updat e- pol i cy<nane> get <attri bute>
updat e- pol i cy <nane> unset <attri bute>

update- pol i cy <name> rules add "<val ue>" [<index>]
updat e- pol i cy <nane> rul es renove <index>

Description

The updat e-policy command |ets ¥ou configure DNS update-policies.
The nobst significant Froperty of an update policy Is an ordered
list of rules. The rules are used to restrict or pernit updates to
DNS nanes. Wien adding a new rule, enclose the conplete string

in quotation marks. Use the backslash (\) to allow square

brackets ([ ]) in the rule.

Note: If an update ACL has been configured on the zone
any update-policy configuration is ignored.

Examples
nrcnmd> updat e-policy test create

nrcnd> update-policy test rules add "grant any w | dcard exanpl e* SRV
nrcnd> update-policy test rules add "deny 1.1.1.1 wildcard \[a-z\]* A"

Status

See Also



Attributes

name string required,unique
Speci fies the name of the Update Policy.
rules nlist(obj(0))

Lists rules that nake up the update policy. Each rule has the
fol | owi ng syntax:

action: Can be grant or denY
grant - wll ow an update if the rest of the rule
mat ches.
deny - will deny an update if the rest of the rule
mat ches.
acl-list: Alist of one or nore ip addresses, network addresses,

keys and/or named acl references. Note keY nanes nmust be
prefixed with "key " (i.e. "key key.exanple"
keyword: Can be nanme, subdomain or wi | dcard.
nane - used to specify a specific RR
subdomain - used to specify a subdomain nane.
Wil dcard - used to specify a nane with wldcard
characters
val ue: The nane, sudomain or wildcard val ue associated with the
speC|f|ed keyword. Note that all values specified are
relative to the zone in which they are appli ed.
Therefore it is not necessary to add the zone nanme to
the end of the val ue.
The supported W | dcard characters are:
match zero or nore characters. For exanple,
the pattern dhcp-* matches all strings with the
dth prefix including the string dhcp-.
match a single character. For exanple, the
pattern zone?.com matches zonel. com zone2.com
etc but does not match zone.com
[...] WII match any characters |isted within the
brackets. For exanple, you can provide a range
such as 0-9 or a-z. If the pattern al so includes
the - character, nmake it the first character in
the list (i.e. dth[ a-z]*)
rr-types: A comma delimted Iist of RR types for this rule. Each RR
type can al so be negated using the exclamation point
(1.e. TA 'TXT) You can also specify all types the an
asterisk (*).

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

vpn
vpn - Defines a logical VPN within which other DHCP objects
may be confi gured
Not e: The namespace conmand is a synonym for conpatibility
with earlier versions of Network Registrar.

Synopsis

vpn <nane> create <id-value> [<attribute>=<val ue> ...]
vpn <nane> del ete
vpn |i st

vpn | i stnanes
vpn |istbrief
vpn <nanme> show

vpn <nane> get <attri bute>
vpn <nane> set <attribute>=<val ue> [<attri bute>=<val ue> ...]
vpn <nane> unset <attribute>



Description

The vpn conmands mani pul ate VPN objects in the DHCP server
configuration. Each VPN nust have a unique ID val ue

O her objects are associated with (or placed into) a VPN by

VPN i d.

Note: The reserved nanmes "global" and "all" cannot be used

as VPN nanes. These reserved nanes are used by other conmands that
take vpn nanes as argunents

In contrast to nost other CLI confi?uration obj ects, you can
change the name of a VPN. The ID of the VPN, however, cannot

be changed. Both the name and ID of the VPN nust be unique
upon creation.

Examples

nrcnmd> vpn red show

nrcmd> vpn red set vpn-id=23: 456

Status
See Also

Attributes

addr -blocks-default-selection-tags nlist(obj(0))

Specifies the default selection tag (or list of tags) that wll
be associated with inconming subnet-allocation requests in this
gpP tPat do not contain any subnet nane data. No

efaul t.

addr -blocks-use-client-affinity bool

Det ermi nes whet her the DHCP server attenpts to allocate
subnets to clients using address-blocks that the clients
have already used. Default is true (enable).

If you disable this attribute, the server then supplies
subnets from any block that is suitable, based on other
selection data in the clients' nessages.

addr -blocks-use-lan-segments bool

Control s whet her DHCP subnet-allocation uses the
| an- segnment attribute when configured on address- bl ocks.

addr -block s-use-selection-tags bool

Control s whether the server conmpares the subnet nane data in
i ncom ng subnet-allocation requests with each address-bl ock's
sel ection tags. A block will only be considered if the

two match. No default.

description string
Describes the VPN that this object represents.
id int required,unique,immutable

The VPN's unique id. This is a 32 bit value that is associ ated



with every VPN-qualified |IP address, subnet or address bl ock.
It is different than and unrelated to the standard 7-byte VPN-ID

name string required,unique

The VPN s name within the CNR nanagenent system | ndependent from
but could be the sane as the vrf-nane.

tenant-id short default = O, immutable
Identifies the tenant owner of this object.

tenant-private-network bool default = false

Indicates that this VPN represents the tenant non-routable (RFC1918)
addresses on a local cluster. This attribute aPpI|es only to regiona
CCM clusters, and will be ignored if set on a |local cluster.

vpn-id vpnid

The vpn-id in RFC 2685 format (i.e, 7 octets),

using a syntax simlar to that used by I0S to enter the
sane information. The syntax is 3 hex octets, a col on,
and 4 hex octets. For exanple 010203: 04050607 woul d

be the way to enter the foll owing hex octets:

01: 02: 03: 04: 05: 06: 07 into this property.

vrf-name string

The VPN s VRF nane.

z0one

zone - configures a DNS zone

Synopsis

zone <nane> create primary file=<hostfile>
[ protected | unprotected]
[<attribute>=<val ue>. ..]

zone <nane> create primary <nane server> <person>
[t enpl at e=<t enpl at e- nanme>]
[<attribut e>=<val ue>...]

zone <nane> create secondary <address> [<attri bute>=<val ue>...]

zone <name> create from <src_vi ew _nhame> [-omnit RRs]

zone <nane> del ete

zone |i st

zone |i st nanes

zone listbrief

zone <nane> set <attribute>=<val ue> [<attribute>=<value> ...]

zone <nanme> get <attri bute>

zone <nanme> unset <attri bute>

zone <nane> di sable <attri bute>

zone <nane> enabl e <attri bute>

zone <nane> show

zone <nane> addHost <host nane> <address> [<alias> ...]
zone <nane> renoveHost <host nane>

zone <nanme> showHost <host nanme>

zone <nane> |i stHosts

zone <nanme> addRR [-sync] <name> [<ttl>] [<class>] <type> <data>
zone <nane> addDNSRR <nane> [<ttl|>] <type> <data>
zone <nane> renpbveRR <nane> [<type> [ <data>]]
zone <nane> rendVvVeDNSRR <nanme> [<type>] [<data>]
zone <nane> findRR [-nanePrefix <nanmePrefix>]
[-rrTypes <rrTypeList>] [-protected | -unprotected]
zone <nane> |istRR [-protected | -unprotected | -all]

zone <nane> < protect-nane| unprot ect - nane > <nane>



zone <nane> forceXfer secondary _
zone <secondary-zone-nane> pronote-to-primary

zone <nane> scavenge

zone <nane> get ScavengeStart Ti nme

zone <nane> appl yTenpl at e <t enpl at e- nane>
zone <nane> get st at us

zone <nane> getUtilization

zone <name> ha-sync-all-rrs

Description

The zone conmand |lets you create and edit DNS zones

The nane of the zone may be an |Pv4 subnet (<address>/<length>),

| Pv6 prefix (<address>/<length>), prefix nane (the prefix

address is used), or view qualified DNS name (<view nane>/ <DNS nane>
or sinple DNS nane.

zone <nane> create from <src_vi ew_name> [-onit RRs]
This conmand copies a zone from one DNS View to another, including
all its associated RRs unless the -onitRRs option is specified

zone <nane> addHost <host nane> <address> [<alias> ...]

zone <nanme> renoveHost <host nane>

zone <nanme> showHost <host nane>

zone <nanme> |i st Hosts
The addHost command adds a host with a given name, address
and optional aliases to the zone.

The renpbveHost command renpves a host from the zone.
The showHost conmmand shows the specified host in the zone.
The |istHosts command |ists the hosts in the zone

zone <nanme> addRR [-sync] <name> [<ttl>] [<class>] <type> <data>

zone <nane> addDNSRR <nane> [<ttl|>] <type> <data>

zone <nane> renpbveRR <nanme> [<type> [ <data>]]

zone <nane> renbveDNSRR <nane> [ <type>] [ <dat a>]

zone <nane> findRR [-namePrefix <nanePrefix>]

[-rrTypes <rrTypeList>] [-protected | -unprotected]

zone <nane> |istRR [-protected | -unprotected | -all]
The addRR command adds a protected resource record to a zone.
The argunents to addRR are in the same format as BIND files.
AnlﬁtgenFt to add a protected record to an unprotected nane
Wi ail.

The renoveRR conmand renmoves all specified protected resource
records. Resource records may be specified by name, by nane
and type, or by nane, type, and data (the data is specified in
Bl ND-style format.)

The addDNSRR command adds an unprotected resource record. The
name, type, and data nust be specified. An attenpt to add an
unprotected record to a protected name will fail

The renoveDNSRR conmand renoves all specified unprotected
resource records. Resource records na% be specified by nane,
by name+type, or nane+tyPe+data. The changes take effect

i medi ately; no serverreload is necessary. |If the DNS server
is not running, the command will fail

The findRR conmand di splays the resource records matching a
nanme prefix, a list of resource record types, and whet her
protected or not (or either).

The listRR command |ists the resource records in the zone.

RRs can be filtered using option -Brotected/-unprotected/-alI.
D?faHIt behaviour is to [ist down both protected and unprotected RRs
of the zone.



zone <name> protect - nane| unpr ot ect - nane> <nane>
The protect-nane/ unprot ect -nane comand sets the protection
status of the resource records for the nanme. Protected nanes
cannot be updated using DNS update requests.

zone <nane> forceXfer secondary
The forceXfer command forces a full zone transfer of a
secondary zone, regardless of the zone serial nunber, to
synchroni ze DNS data store. If a normal zone transfer
already in progress, the forcexfer conmand is schedul ed
i medi ately after the normal zone transfer finishes. An

option for primary zones has not been inplenented yet.

zone <nanme> scavenge

zone <nane> get ScavengeStart Ti me
The scavenge conmmand schedul es zone scavengi ng i nmedi ately
for the given zone regardl ess of the scavenging interval

The get ScavengeStartTi me command returns the date and tine
of the next check for stale records, when records m ght
be scavenged.

zone <secondary-zone-nane> pronote-to-primary
The pronote-to-primry command can be used to pronpte a
secondary zone to a primary zone (for example, if the primary
DNS server has had a hardware failure).

zone <nane> appl yTenpl at e <t enpl at e- nane>
The appl yTenpl ate comrand applies the specified zone tenpl ate
to the zone. All properties except view-id (based on bel ow
condition) configured on the zone tenplate are applied to the
zone.

Condition: If zone is in 'Default’' DNS Views then only view-id set
on tenplate would be used

zone <nane> get st at us
The getstatus conmand can be used to get the status of the
speci fied zone. This command is valid only for primry and
reverse zones.

zone <name> getUilization
The getUtilization command can be used to get the count
of total nunmber of A and AAAA record for the specified zones.
zone <nane> ha-sync-all-rrs
The ha-sync-all-rrs command can be used to manual |y schedul e
HA zone synchroni zation for the zone, or to raise Its priority,
if the zone is alread% in the sync-pending state. This command
e

can only be used on t HA mai n server, en the server is
operating in the normal HA state.

Examples

nrcnd> zone exanple.com create prinmary fil e=host. | ocal
nrcnd> zone exanpl e.com create primary ns ns-server

Status

See Also
Zone-template

Attributes

defttl rangetime(0-68y5w3h14m7s) default = 24h

Controls the default TTL value used for resource records in this
zone that do not specify a TTL.



description string
Descri bes this zone.

dist-map abjref(0)

Identifies the zone distribution map associated with the

specified zone. The zone distribution map describes which
rlnaLy and secondary DNS servers shoul d provi de DNS service
or this zone.

expir e rangetime(1s-68y5w3h14m7s) default = 1w

Sets the nunber of seconds that a secondary server can continue
provi ding zone data w thout confirmng that the data remains current.
The expire interval nust be greater than the refresh interval

minttl rangetime(0-68y5w3h14m7s) default = 10m

Specifies the TTL value that Caching DNS servers shoul d use for
cachi ng negative responses.

nameser ver s nlist(obj(0)) required
Lists the naneservers for this zone
notify bool default = true

Enabl es notification of other authoritative servers when this
zone changes.

notify-set nlist(obj(0))

Lists additional servers to notify of changes to this zone. Al

servers listed in NS records for the zone, with the exception of
the server described by the "ns" property of the zone (the name
field of the SOA record?, recei ve notifications.

Servers listed in "notify-list" are also notified

ns dname required

Di spl ays the fully-qualified domain nanme of the primary name server
;or tR!s zone. This host is the original, or primary source, of data
or this zone.

nsttl dnsttl

Di splays the ttl value applied to the NS resource records of
t he zone.

origin dname required,immutable

Di splays the fully-qualified name of the zone root, also
known as the domai n nane.

owner objref(0)

Nanmes the owner of this zone. Use the owner field to group
simlarly owed zones and to |limt admnistrative access.

per son dname required

Di spl ays a donmai n nane specif%in? the mail box of the person
responsi ble for this zone. The first |abel is a user or nai
alias, the rest of the |labels are a nmail destination. A nailbox
of hostmaster @est.com woul d be represented as hostnmaster.test.com

r efr esh rangetime(1s-68y5w3h14m7s) default = 3h



Sets the nunmber of seconds that a secondary server waits before
polling for zone changes and refreshing its zone data.

region objref (0)

Associ at es a_region with the specified object. Use
the region field to group simlarly |ocated zones and
to limt administrative access.

restrict-query-acl amelist default = any

Specifies the zone access control |ist (ACL) used to restrict

the queries that the DNS server for this zone accepts. This |ist
can contain host IPs, network addresses, TSIG keys, and (gl obal)
ACLs. Only queries fromclients defined in the ACL are accepted.

restrict-xfer bool default = false

Limts sending zone transfers to a specific set of hosts. If

you restrict zone transfers, use the restrict-xfer-acl attribute
to specify the access control |ist that defines which servers
can perform zone transfers.

restrict-xfer-acl amelist default = none

Identifies the access control |ist designating who can receive
zone transfers fromthis zone

retry rangetime(1s-68y5w3h14m7s) default = 60m

Sets the nunber of seconds that a secondary server waits before

it retries polling for changes to zone data or it retries a zone
transfer that has encountered errors. The retry interval must be
|l ess than (expire - refresh).

rpz bool default = false

Specifies if the zone RR |list contains DNS Firewal
RPZ rul e dat a.

scvg-enabled bool default = false

Enabl es dynami c resource-record scaven?ing for the zone. This
attribute renoves stale records when clients are

configured to perform DNS updates but do not delete their
entries when they're no |onger valid. If the DHCP server is used
to performupdates, it will also delete records when client

| eases expire. Scavengi ng should not be enabled on these zones.

serial int required

Di spl ays an admninistratively specified serial nunber. The seria
nunber val ue nust always increase; therefore, this serial nunber

is

only applied to the zone if it is greater than the actual (dynami c)

serial nunber.

soatt| dnsttl

Di splays the tinme-to-live (ttl) value applied to the SOA
resource record of the zone

tenant-id short default = O, immutable
Identifies the tenant owner of this object.
update-acl amelist default = none

Specifies the access control list for DNS updates to the zone,
given as an address match el ement |ist. The access control |ist



is not applied to adnministrative edits nmanaged through the CCM server.
update-policy-list nlist(obj(0))

Lists the DNS update policies used to authorize or deny DNS
upda}es. This attribute is ignored if the update-acl attribute
is also set.

view-id int default = O

Specifies the view identifier for this zone.

zone-dist
zone-di st - Configures zone distributions
Synopsis
zone-di st <nanme> create <primary-cluster> [<attribute>=<val ue> ...]

zone-di st <nane> del et e
zone-di st |ist
zone-di st |istnanes
zone-di st listbrief
zone-di st <nanme> show

zone-di st <name> get <attribute>
zone-di st <nane> set <attribute>=<val ue> [<attri bute>=<val ue> ...]
zone-di st <nane> unset <attribute>

zone-di st <nanme> addSecondary <secondary-cl uster>
[ <mast er - server-i pkeys>]

zone-di st <name> renpveSecondary <secondary-cl uster>
[ <mast er - server -i pkeys>]

zone-di st <nane> |i st Secondari es

zone-di st <nane> addCachi ngServer <cachi ng-cl uster>

[ <nmast er - servers>]
zone-di st <name> renpveCachi ngServer <cachi ng-cl uster>
zone-di st <nanme> |i st Cachi ngServers

zone-di st <name> sync < update | conplete | exact >
[no-rrs] [primary-only]

Description

The zone-dist conmmand lets you define and nmanage zone distribution
confi gurati ons.

On local clusters, the zone-dist sync conmand synchroni zes staged
edits to the DNS server and synchronizes prinmary zones to
secondari es. Regardl ess of the nbde selected, the exact |ist of
aut horitative zones (primary and secondary) is synchronized wth
the DNS server.

On the regional cluster, the zone-dist sync command synchroni zes
Frinary zones from the regional configuration to the prinmary
ocal cluster, and synchronizes prinmary zones to secondari es.
Primary zones on the local cluster are replaced in Update or
Conpl ete node. | n Exact nobde, extra primary zones found on the

| ocal cluster are del eted.

Secondary servers use the same synchronization |logic at both
|l ocal and regional clusters. In Update nbde, synchronization
ensures only that correspondi ng secondary zones exist on the
server. In Conplete nbde, any existing zones are updated to
use the master servers |list specified by the distribution map.
In Exact node, any zones not matching the distribution map
are del et ed.

Use the [no-rrs] and [primary-only] flags to skip portions
of the synchronization logic. Wile using these flags m ght
i nprove the performance of the command, use them only when



you are certain there are no changes pending. For exanple,
if primary zones are current with the DNS server, you can
use the [no-rrs] flag to synchroni ze your secondary zones

On |local clusters, RRs are al ways synchronized to the | ocal DNS server
i f changes are pending, and thus the [no-rrs] flag is ignored

Caching server commands help in configuring CDNS server. |t provides
propagation of view |ist and creation of exception to the CDNS server.

Examples
Status

See Also
cluster

Attributes

ixfr enumint(enable=1, disable=2, use-server-settings=3) default = use-server-settings

Confi gures secondary zones to enable increnental transfer
requests. Wien set, this attribute overrides the dns server
| obal ixfr-enable value. Using the server global val ue
not setting this val ue per-zone) enables you to easily globally
turn incremental transfers on or off or to set a set a general
policy for your zones and specific exceptions to the server
gl obal val ue.
1 enable
Permits incremental transfers for this zone.
2 disable
Prohibits incremental transfers for this zone.
3 use-server-settings
Uses the server settings. Unset the value set on
secondary zones
If you set increnental transfers, then this zone acts
differently than zones inheriting the server global val ue
If you unset increnental transfers, Network Registrar uses the
server global ixfr value (and the operation of the GUJ
specifically depends on this, since it has no way of setting
this per-zone feature).

master -server s nlist(obj(0))

Lists the master-servers to set when creating secondary

zone on secondary server.

Validation: Alist of one or nore ip addresses with an opti onal
key nane (format [-])

name string default = Default, required,unique

Nanmes this zone distribution nmap

notify enumint(enable=1, disable=2, use-server-settings=3, use-primary-zone-settings=4) default = use-server-
settings

Configures secondary zones to notify other authoritative servers when
there are zone changes.
1 enable
Al lows notification of other authoritative servers when
this zone changes. Overrides the global notify val ue
for this zone.
2 disable
Di sallows notification of other authoritative servers
when this zone changes. Overrides the global notify val ue
for this zone.



3 use-server-settings
Uses the server setting. Unset the value set on secondary
zones.

4 use-prinmary-zone-settings ) )
Uses the value set at the primary zone to configure the
secondary zone

notify-set nlist(obj(0))

Provi des an optional |ist of servers to notify when a secondary
zone changes. Use with the notify attribute to configure
secondary zones. All servers listed in NS records for the zone,
with the exception of the server described by the NS property
of the zone (the mmanme field of the SOA record) receive
notifications. Servers listed in the notify-set attribute are
al so notified.

primary oid(0)

Identifies the cluster or HA DNS pair serving the primary zones
associated with this zone distribution map.

restrict-query enumint(use-map-settings=1, use-server-settings=2, use-primary-zone-settings=3) default = use-
primary-zone-settings

Determ nes how to restrict zone queries

1 use-naﬁ-settings
Uses the restrict-query-acl attribute to configure
secondary zones.

2 use-server-settings
Uses the server settings. Unset the value on secondary
zones.

3 use-primary-zone-settings
Uses the primary zone value to configure secondary zones.

restrict-query-acl amelist

Specifies the secondarﬁ zone access control list (ACL) used to
restrict the queries that the DNS server will accept, if
restrict-query is set to use-map-settings. This |ist

can contain host |Ps, network addresses, TSIG keys, and (gl obal)
ACLs. Only queries fromclients defined in the ACL are accept ed.

restrict-xfer enumint(enable=1, disable=2, use-server-settings=3, use-primary-zone-settings=4) default = use-
primary-zone-settings

Det erm nes what settings to use to restrict zone transfers.

1 enable
Limts zone transfers to a specific set of hosts.
If you limt zone transfer, you nust then use the
restrict-xfer-acl attribute to list the servers
all owed to perform zone transfers.

2 disable
Pl aces no restrictions on zone transfers.

3 use-server-settings
Use the server settings and unsets the value on
secondary zones. )

4 use-prinary-zone-settings
Cbelgures a secondary zone with the primary zone
val ue.

restrict-xfer-acl amelist

Identifies the access control Iist desu%nating who can receive
zone transfers on the secondary zone, en restrict-xfer
is set to enable.

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

use-gss-tsig bool default = false



Speci fies the secondary zone setting when gss-tsig should be used
to request zone transfers from the master.

zone-template

zone-tenplate - Configures a zone tenpl ate

Synopsis
zone-tenplate |ist
zone-tenpl ate |istnanes
zone-tenplate |istbrief
zone-tenpl ate <nane> create [<attribute>=<val ue> ...]
zone-tenpl ate <name> del ete
zone-tenpl ate <name> set <attribute>=<val ue> [<attri bute>=<val ue> ...
zone-tenpl ate <nane> get <attribute>
zone-tenpl ate <name> unset <attri bute>
zone-tenpl ate <name> di sable <attri bute>
zone-tenpl ate <name> enabl e <attri bute>
zone-tenpl ate <nane> show

zone-tenpl ate <nane> create cl one=<cl one- nane>
zone-tenpl ate <name> apply-to [all | <[viewl/]zonel>[,...]
Description

The zone-tenplate command |l ets you configure tenplates to use
when creating zones.

Examples
Status

See Also
zone

Attributes

defttl rangetime(0-68y5w3h14m7s) default = 24h

Controls the default TTL value used for resource records in a
zone that do not specify a TTL.

dist-map oid

Associ ates a zone distribution map with a zone. The map
describes the primary and secondary DNS servers that provide
DNS service for this zone

expir e rangetime(1s-68y5w3h14m7s) default = 1w

Sets the nunber of seconds that a secondary server can continue
provi ding zone data w thout confirm ng that the data renmains
currenti The expire interval nust be greater than the refresh

i nterval .

minttl rangetime(0-68y5w3h14m7s) default = 10m



Specifies the TTL value that Caching DNS servers shoul d use for
cachi ng negative responses.

name string required,unique

Nanmes this zone tenpl ate.
nameser ver s nlist(obj(0))

Li sts the nameservers for a zone

notify bool

Enabl es notification of other authoritative servers when this
zone changes.

notify-set nlist(obj(0))

Lists additional servers to notify of changes to a zone. Al
servers listed in NS records for the zone, with the exception of
the server described by the "ns" property of the zone (the mane
field of the SOA record? recelve notifications.

Servers listed in "notify-list" are also notified

ns string

Specifies the fully-qualified domain name (FQDN) of the
primary nane server for the zone. This host is the original
or primary source of data for this zone.

Not e: Network Registrar treats the value set here as a string
rather than a dnsnane to enabl e encoding relative or absol ute
nanmes in this attribute.

nsttl dnsttl

Controls the ttl value applied to the zone NS resource records.

owner objref(0)

Identifies the owner of this zone. Use the owner field to group
simlarly owed zones and to |limt admnistrative access.

person string

Speci fies the mumil box for the hostnaster ﬁperson) i n domai n name
form The first label is a user or mail alias, the rest of the
| abels are a mail destination. A nmilbox of hostnaster@pest com
woul d be represented as:

host master.test. com
Note: Network Registrar treats the value set here as a string
rather than a dnsnanme to enabl e encoding relative or absol ute
nanes in this attribute.

r efr esh rangetime(1s-68y5w3h14m7s) default = 3h

Sets the interval at which a secondary server contacts its
mast er server for changes to zone data. The interval is
defined in the server SOA record and is also known as the
secondary refresh tine.

region objref (0)

The regi on associated with this object. This region field is used
group simlarly |ocated zones and can be
use to limt admnistrative access.

restrict-query-acl amelist

Speci fies the zone access control list (ACL) used to restrict



the queries that the DNS server for this zone accepts. This |ist
can contain host IPs, network addresses, TSIG keys, and (gl obal)
ACLs. Only queries fromclients defined in the ACL are accepted.

restrict-xfer bool

Restricts sending zone transfers to a specific set of hosts. If you
restrict zone transfers, you need to use the restrict-xfer-acl
proPerty to specify the access control list of who is allowed to
perform zone transfers.

restrict-xfer -acl amelist

Identifies the access control |ist designating who can receive
zone transfers fromthis zone

retry rangetime(1s-68y5w3h14m7s) default = 60m

Sets the anmount of time that a secondary server waits before

it retries polling for changes to zone data or it retries a zone
transfer that has encountered errors. The retry interval must be
| ess than the expire and refresh intervals. A good value is

bet ween one-third and one-tenth of the refresh tine.

scvg-enabled bool

Enabl es dynam c resource-record scaven%ing for the zone. Use
this feature to renove stale records that arise when clients are
configured to perform DNS updates, but do not delete their
entries when they are no longer valid. If the DHCP server
perfornms updates, it also delete records when client |eases

expi re. Scavengi ng should not be enabled on these zones.

serial int

Sets the starting serial number of the zone. A DNS server uses
a serial nunber to indicate database changes. Increments to this
nunber trigger zone transfers to a secondary server.

soatt| dnsttl

Controls the ttl value applied to a zone SCOA resource record

tenant-id short default = O, immutable

Identifies the tenant owner of this object.

update-acl amelist

Speci fies the access control list for DNS updates to a zone,
defined as an address match elenment |ist. The access control

list is not applied to dynam c updates com ng fromthe Us. Updates
fromthem Us are always allowed as |ong as the zone attribute
dynam c is enabl ed. The access control list is not applied

to admi nistrative edits nmanaged through the CCM server.

update-policy-list nlist(obj(0))

An ordered |ist of DNS update policies that can be used to authorize
or any DNS updates. This attribute will be ignored if update-acl
is also set.

view-id int

Specifies the view identifier for this zone.
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Using the nrcmd Program in Scripts

You can use the nrcmd command to interactively configure and control a Cisco Network Registrar cluster, or you can use it as a
programming interface for another program or script.

Connecting to Network Registrar

When you use the nrcmd command ,you connect to a Network Registrar cluster to read and write configuration data, read state
data, and perform control operations.

A Network Registrar cluster consists of:

e The data manager, the MCD server, which controls access to persistent datastores that contain configuration and state
information for the DNS, DHCP, and TFTP servers.

e The server agent, AIC Server Agent, which starts and stops the protocol servers, and provides a standard control
interface to them.

e The DNS, DHCP, and TFTP protocol servers.

Performing Authentication

When you log in to a cluster you are authenticated with a name and a password. The authentication protocol uses one-way
hashes so that a password does not travel across the wire. In interactive mode, the nrcmd command prompts for a valid
username and password. You can also provide the username or password on the command line, in the environment, or in the
Windows Registry. (On Solaris, the Windows Registry is emulated by files in the product configuration directories.)

Because you may not want to embed the administrator password in a command script, the environment variables and registry
entries provide alternate locations with different visibility levels. The environment variables AIC_CLUSTER, AIC_NAME, and
AIC_PASSWORD specify the cluster, administrator name and administrator password values, respectively. These are similar to
the same registry keys in the directory HKEY_CURRENT_USER\Software\American Internet\Network Registrar\2.0.

Choosing Scripting Techniques

Because nrcmd does a significant amount of processing at connect time, it is more efficient to perform multiple commands in a
single session rather than to initiate a distinct connection and login for each command. The simplest way to have a single nrcmd
session perform multiple commands is to create a batch file with one command per line and to redirect standard input from that
file. A more complicated approach, but one that provides more control over the command sequence, is to run nrcmd from a
controlling program and have that program send commands and read their status and output.

Using nrcmd Batch Files

The simplest way to automatically perform multiple configuration commands is to create a batch file of nrcmd commands and
have them executed sequentially. For example, to create a scope and add reservations to it, you can enter these commands and
store them in the file scope.txt. Lines beginning with the pound character (#) are comment lines:

# This set of commands creates a scope and adds four reservations

scope demol create 24.10.2.0 255.255.255.0



scope demol addReservation 24.10.2.1 1,6,0a:23:45:67:89:01
scope demol addReservation 24.10.2.2 1,6,0c:23:45:67:89:02
scope demol addReservation 24.10.2.3 1,6,0c:23:45:67:89:03
scope demol addReservation 24.10.2.4 1,6,0a:23:45:67:89:04

Note: End the last command line with a newline character, or the command will not be executed.

You can then run a single nrcmd session to execute all of these commands.

% nrcmd -b < scope.txt

The advantage to using batch files is that you can execute multiple configuration commands while only incurring the connection
cost once. However, if a command fails (such as the initial scope creation in the previous example), the batch file continues
even though subsequent commands are now useless.

You can use the assert function of the session command to perform simple logic checks. This command allows a nrcmd batch
script to assert that a given condition is true. If the condition is true, the command has no effect; if false, the batch file is
terminated at that point. For example, before executing the set of scope commands in the scope.txt file in the previous example,
you might want to ensure that the cluster is locked.

# Quit if cluster cannot be locked

session assert locked
Command Syntax

When you execute nrcmd commands that contain equal-signs, you must put them within quotation marks. For example, to use a
single command to create a client-class name, enter:

nrcmd -C cluster -N name -P password "client MAC create client-class-name= name "
Adding Program Control

A more sophisticated method for automatically configuring and controlling Network Registrar is to have a program or script start
a nrcmd session and communicate with the session through standard input and output.

To control nrcmd from another program, you need to start nrcmd from the controlling program and redirect standard input and
output from nrcmd to file handles in the controlling program. The controlling program can then write commands to the input file
handle and read results from the output file handle.

When running in batch mode, nrcmd reads a line of input at a time and prints a new line after the prompt. This provides an
easily parsed sequence of lines in response to any command where:

e The syntax is status-line result-lines prompt-line

e The status-line has the format [0-9]{3} .*.

e There may be zero or more result-lines of any format.
e The prompt-line is nrcmd> .

The exact details of starting up nrcmd as a child process, and writing to and reading from its standard input and output, are
specific to the programming language you use to implement the controlling program.
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Status Returns

Network Registrar Error Codes

Import and Export File Formats

Status Returns

The nrcmd program returns status information on the first line of information written to the standard output stream. If there is
more data, nrcmd displays this information on additional lines.

The first line consists of a numeric status that is followed by a human-readable error status.
The status codes are all three-digit integer decimal numbers. The range 100 through 599 is grouped as in Table 4-1.

Table 4-1. Status Codes

Value Description

100-199 Normal return

200-299 Informational (warning)
300-499 Error

500-599 Fatal Error

For anything other than an error, Network Registrar assumes that the requested operation was completed; however, some
warning messages signal a condition that must be corrected. Unless a fatal error occurs, the command line interface will keep
running in interactive mode. Fatal errors imply that something serious happened and that you must restart the Network Registrar
command line processor.

Network Registrar Error Codes

Table 4-2 lists and describes the Network Registrar error codes.

Table 4-2. Error Codes

Number |[Description




100

OK

101 OK, with warnings

102 Lease already reserved to this client

103 Lease not reserved

104 Lease deleted along with reservation

105 Lease created along with reservation

106 Assertion failed

107 VPNID currently in use by at least one scope
108 Ok, with duplicate objects updated

109 Ok - resource status is ...

204 Assigned host is not contained in pool zone
300 Unexpected error

301 No server found

302 Not found

303 Read only property

304 No policy found

305 Too many

306

Unknown command




307 Unknown keyword

308 Unknown parameter

309 Too many arguments

310 Too few arguments

311 No response to lease request
312 Unexpected response from server
313 No match

314 Duplicate object

315 Import failure

316 Invalid

317 Open failed

318 No MAC address found

319 No lease found

320 Generic error

321 Invalid name

322 Feature not supported

323 Read error

324 Invalid IP address list




325 Invalid type

326 ODBC database access error

327 IP address not contained within pool subnet

328 Identical MX resource record already exists

329 Identical TXT resource record already exists

330 Address is not contained in pool

331 Host is already assigned to an address

332 Address is already assigned to a host

333 No unassigned IP address found in pool

334 Address has not been assigned to a host

335 Static address pools are not enabled, create a pool to enable
336 Range overlaps another pool

337 Host has multiple IP address assignments

338 Address has multiple host assignments, must supply <name> argument
339 Expected unsigned 16-bit preference value

340 ODBC 3.x or higher required

350 Generic DHCP error

351 Cannot resolve partner name to an IP address




352 No failover object for specified partner
353 Still communicating with partner

354 Server is already in partner-down state
355 Can't set partner-down while in recover
356 Not allowed in read-only mode

357 Not a secondary

358 Not a primary

359 No zone matched

360 Forcexfer for this zone is already scheduled
361 Lease is not reserved

362 Scope unknown in server

363 Invalid IP address in server

364 Invalid MAC address in server

365 Failure creating MAC address in server
366 Unknown object in server

367 Command not supported by server

368 Bad length in server

369 Inconsistent scope in server




370 updateSMS not configured in server

371 Server out of memory

372 SMS interface .dll did not load correctly
373 updateSMS already processing in server
374 Invalid word array

375 updateSMS invalid argument

376 Lease is reserved to a different client

377 Client already reserved a different lease
378 Field name or number not found

379 Suboption name or number already exists
380 Suboption name or number not found

381 Invalid character "-' in vendor-option name
382 Data not found for vendor-option

383 Field name or number already exists

384 counted-array can only be used with array types
385 Read-only attribute cannot be modified
386 Required attribute cannot be unset

387 Invalid vpn-id




388 Invalid IP address syntax

389 Invalid vpn name

390 Invalid IP address value

391 Invalid vpn specification

392 Cannot remove session's current vpn
393 Duplicate property

394 Invalid vpn-id specification

395 Lease has no scope pointer -- internal error
396 Invalid vpn-id specification

397 Expression too long

398 Insufficient memory

399 Invalid DNS Views

401 Login failure

402 Permission denied

403 Couldn't lock database

404 Login required

405 Invalid license key

406 A lock is required for this operation




407 Unable to release lock

408 Unable to obtain lock

409 Couldn't lock static address pool

501 Connection failure

502 Server failure

503 Cluster version failure

504 Wrong license key type, local cluster key type needed
504 Wrong license key type, regional key type needed
505 Connected to wrong cluster type

506 Duplicate option id

507 Duplicate option name

508 Duplicate vendor-option-enterprise-id

509 Duplicate vendor-option-string

510 Version mismatch

511 No version found

512 Incomplete object

513 Incomplete attribute

514 Incomplete NLIST




|515 Invalid repeat count

Import and Export File Formats

This section describes the import leases and export leases file format.
The syntax is:
field1|field2|field3|...

The fields are listed next. If, in the import file, you chose not to supply the information for an optional field, you need to use
delimiters (| ) so that the number of fields is still 12. For example, type xyz|abc|[123:

MAC address type (required)

MAC address length (required)

IP address in dotted decimal format, a.b.c.d (required)
Start of lease time (GMT) (optional)

Lease expiration time (GMT) (optional)
Allowable extension time (GMT) (optional)
Last transaction time (GMT) (optional)

IP address of the DHCP server (optional)
Host name (without domain) (optional)
width=19 border=0>Domain name (optional)
Client ID (optional)

VPN (optional)

Note: For all the time fields, you can use either the number of seconds since 1970, or day, month, date, time, year format (Mon
Apr 13 16:35:48 1998).

All contents are Copyright © 1992--2015 Cisco Systems, Inc. All rights reserved.
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AT_AMELST (amelist)

A list of DNS Address Match elements. For example: '10.10.0.0/16, lab-acl'. The usage follows BIND conventions. See
the BIND 9 documentation for acl and address match_element.

AT _ARRAY (array)

A sequence of strings. This attribute type is deprecated in favor of the more general AT_NLIST type for lists of all
other types.

AT_ATTRTYPE (attrtype)

A CNR attribute type, stored as an integer.

AT _BITARRAY (bitarray)

A bit-array, stored asan AT_BLOB of afixed size.

AT_BLOB (blob)

A sequence of unsigned octets. For example: '02:00:0a:00'.

AT _BOOL (bool)

An 8-hit boolean value with only 0 and 1 as the legal values.

AT _BYTE (byte)

An unsigned 8 bit integer value.

AT_CALCBIT (calchit)

A specialized type used to in representing certain DHCP options, such as option-81, the ‘client-fgdn' option.
AT_CALCFLAG (calcflag)

A value whose type is defined by the byte value that precedes it. Example: dhcp-v4 option-122, suboption-3. The extra-
value field contains a map between the flag-byte and the AT _xxx type to use for parse/unparse.

AT_CIS(cig)

A string that has case-insensitive comparison properties.

AT_CLEARTEXT (clrtxt)

A string attribute that contains the clear text of sensitive information, such as a password.
AT_CONTAINERG (container6)

A sequence of octects representing a DHCPv6 option that has encapsulated options.
AT_DATE (date)

A 32-hit integer value representing a point in time to 1 second resolution. Format is 'Month Date hh:mm:ss Y ear'. For
example: 'Jun 05 00:00:00 1980'.

AT _DICT (dict)

Deprecated

AT_DNSNAME (dname)

A fully qualified DNS name, encoded in DNS wire format with counted labels.
AT_DNSTTL (dnsttl)

A asigned integer with the semantics of a DNS ttl; only -1 is allowed as a negative number, with the special meaning
‘use the zone default'.

AT_ENUMBYTE (enumbyt)

An 8-bit integer with a fixed set of valid values that have an associated string name.
AT _ENUMINT (enumint)

A 32-bit integer with a fixed set of valid values that have an associated string name.
AT _ENUMSHORT (enumshort)

A 16-bit integer with a fixed set of valid values that have an associated string name.
AT_ENUMSTR (enumstr)

A string with a fixed set of valid values.



AT_ESTRING (estr)

Deprecated.

AT_EXPR (expr)

An embedded expression with LISP-style syntax. For example: '(concat prefix var suffix)'. This expression is evaluated
based on the context to produce a typed value.

AT _FILESIZE (filesz)

An unsigned 64-bit integer representing the byte size.

AT _FILTER (filter)

Deprecated.

AT _FLAGSINT (flags)

A 32-bit integer with distinguished names associated with each bit position.

AT_GENADDR (genaddr)

Deprecated.

AT _IFNAME (ifname)

Deprecated.

AT _INT (int)

An unsigned 32-bit integer.

AT _INT200 (int100)

An unsigned 32-bit integer number of 1/100's value. Thisis used for storing percentages in integer form.

AT _INT64 (int64)

An unsigned 64-bit integer.

AT_INT8 (decimal-byte)

A one-octet value with the same semantics as AT_INT.

AT _INTI (inti)

An unsigned 32-bit integer in Intel byte order.

AT _1P6 (ip6)

A 17-octet sequence representing an IPv6 address or prefix. It consists of 16 octets of address followed by an octet of
255, or 16 octets of prefix (with bits beyond the prefix-length being 0) followed by an octet of the prefix-length (O-
128).

AT_IP6ADDR (ip6addr)

A 128-hit IPv6 address.

AT _IP6NET (ip6net)

A 17-octet sequence representing an IPv6 address or address with prefix-length. It consists of 16 octets of address
followed by an octet of 255 (for address) or the prefix-length (0-128).

AT_IPADDR (ipaddr)

A 32-bit IPv4 address.

AT _IPKEY (ipkey)

An IP address that can be associated with a port number and/or a required TSIG key name.

The canonical textual values are:

<address>
<address>:<port>

<address>:<port>-<key>
<address>-<key>

AT _IPNET (net)

An IPv4 address and a count of the bits that comprise the network number.
AT_IPPAIR (ippair)

A pair of 1Pv4 addresses, stored in 8 octets.



AT_KEY (key)

A sequence of bytes holding a shared-secret key that has a base-64 string representation.
AT _LISTREF (listref)

Deprecated.

AT_MACADDR (macaddr)

A MAC address, most frequently a 6 byte ethernet address with type 1, but more generally an arbitrary 1 byte typeid, a
1 byte length and then 'length’ address bytes.For example: '1,6,aa:bb:cc.dd:ee:ff".

AT _MASK (mask)

An AT_IPADDR that isin the form of an |P address mask (its binary sequence matches 1* 0*).
AT_MESSAGE (dhcpmsg)

A DHCP message type.

AT_MSDATE (msdate)

A 64-bit value that represents a specific point in time to millisecond resolution.
AT_MSG6 (msg6)

A sequence of octects representing a DHCPv6 message in wire format.
AT_MSTIME (mstime)

A 64-bit integer value that represents a span of time to millisecond resolution.
AT_MULTI (multi)

A type that may contain data of multiple data types.

AT_NAMEREF (nameref)

A string that refers to another object by name.

AT_NDICT (ndict)

Deprecated.

AT _NLIST (nlist)

A list of elements of some other type. Thisisthe preferred type for storing lists.
AT_NODE (dhcpnode)

Deprecated.

AT_NOLEN (no length)

A DHCP option code with no length or value. For example: PAD or END.

AT _NSTRING (nstr)

A string that is stored as a counted sequence, and is not necessarily null-terminated.
AT_OBJ (obj)

A CNR object of any schema class.

AT_OBJREF (objref)

A reference to a specific class of object by OID. It issimilar to an AT_OID, but adds the additional expectation that the
referenced object has the specified class and does exist in the database.
AT_OID (oid)

An 8-byte object id. The AT_OID type differs from the AT_OBJREF in that it does not imply that the OID can be
resolved to any specific type of object.

AT_OPTION (option)

A sequence of octects representing a DHCPv4 option value in wire format.
AT_OPTIONG (option6)

A sequence of octects representing a DHCPv6 option value in wire format.
AT_OPTIONID4 (optionid4)

A DHCPv4 option number, stored as a four-octet integer.

AT_OPTIONIDG6 (optionid6)

A DHCPv6 option number, stored as a four-octet integer.

AT_OVERLOAD (overld)

A type representing the DHCP option-overload option as a single octet.




AT_PACK (pack)

An AT_BL OB that has some kind of structure associated with it.

AT_PAD (dhcppad)

The DHCP PAD option, a single zero octet.

AT_PCV (pcv)

A 32 bit product compatibility version number. The components of this number are (from high to low): major: 8 bits,
minor: 8 bits, revision: 16 bits.

AT_PERCENT (percent)

An integer bounded to the range 0-100, with a normal ascii output form that ends with a'%'. The valueis stored as a
single byte.

AT_PREFIX (prefix)

A 17-byte sequence representing an 1Pv6 prefix. It consists of 16 bytes of prefix (with bits beyond the prefix-length
being 0) followed by 1-byte of prefix-length (0-128). Thisislike AT_SUBNET for |Pv6.

AT_PRIORITY (priority)

A positive number where the precedence order is 1-n, followed by 0.

AT_RANGE (range)

A 64-hit value containing a pair of 32-bit integers defining a range of integer values. This differs from the bounded
integer and bounded time types.

AT_RANGEBYTE (rangebyte)

An AT_BYTE value that is restricted to a range of valid values.

AT_RANGEINT (rangeint)

An AT_INT value that is restricted to a range of valid values.

AT_RANGESHORT (rangeshort)

An AT_SHORT value that is restricted to a range of valid values.

AT_RANGETIME (rangetime)

An AT_TIME value that has an associated range of valid values.

AT_RDNSNAME (rdname)

A relative DNS name, encoded in DNS wire format with counted |abels.

AT_REQUEST (dhcpreq)

A DHCP REQUESTED_OPTIONS option, which the DHCP client uses to request option data by option number.
AT_RETCODE (retcode)

A status code or return code.

AT_ROF_FQDN (rel or full fqdn)

A relative or fully qualified dns name.

AT_RR (rr pack)

DNS RR encoded in DNS wire format.

AT_RULE (rule)

A rule string, used in a DNS update-policy.

AT_SBYTE (sbyte)

A signed 8 bit integer value.

AT_SECRET (secret)

An OID object reference to a Secret object that stores the actual secret.

AT_SET (set)

Deprecated.

AT_SHORT (short)

An unsigned 16-bit integer.

AT_SHORTPAIR (shortpair)

A 32-bit value holding a pair of 16-bit unsigned integers that are restricted to a range of valid values.
AT_SHRTI (shorti)




An unsigned 16 bit integer in Intel byte order.

AT_SINT (sint)

A signed 32-bit integer.

AT_SINT64 (sint64)

A signed 64-bit integer.

AT_SINT8 (s-decimal-byte)

A one-octet value with the same semantics as AT_SHORT.

AT_SINTI (sinti)

A signed 32-bit integer in Intel byte order.

AT_SSHORT (sshort)

A signed 16-bit integer.

AT_SSHRTI (sshorti)

A signed 16 bit integer in Intel byte order.

AT_STIME (stime)

A signed version of the AT_TIME type that allows negative time spans. The main use of this typeis for time-zone
offsets that may be positive or negative.

AT_STRING (string)

A null-terminated sequence of ASCII bytes.

AT_STRUCT (struct)

Deprecated.

AT_SUBNET (subnet)

An IPv4 address and a count of the bits that comprise the network number. The address component will have its host
bits set to 0. A similar type, AT_IPNET does not assume or require the host bits to be 0.

AT_TAG (tag)

A case-insensitive, restricted character set string.

AT_TEXPR (texpr)

A typed expression; its structure and representation is the same as an AT_EXPR but the extravalue of the attribute
contains the expected type of the value produced by evaluating this expression.

AT _TIME (time)

An unsigned integer number of seconds. It differs from the AT_DATE typein that it encodes a span or duration of time
rather than an exact point in time. Format is ' HH:MM:SS.

AT_TLV (tlv)

A generic type-length-value tuple, in which the 'type' and 'length’ are each one octet long.

AT _TLV2 (tlv2)

A generic type-length-value tuple, in which the 'type' and 'length’ are each two octets long.

AT_TLVA4 (tlv4)

A generic type-length-value tuple, in which the 'type' and 'length’ are each four octets long.

AT _TYPECNT (type-cnt)

This is a special -purpose type used in configuring DHCP options used by PXE clients. It holds a repeating pattern of
tuples, each consisting of a two-octet type, a length byte, and 'length’ bytes of data.

AT_VENDOR_CLASS (vendor-class)

An AT_BL OB representing a DHCP vendor-class option. An enterprise ID is followed by opague data. (If DHCPv4,
the enterprise ID is followed by an EID length.)

AT_VENDOR_NOLEN (vendor-nolen)

An AT_BL OB representing a DHCP vendor-class option. An enterprise ID is followed by tuples of vendor-specific
data. The enterprise ID is never followed by an ID-length.

AT_VENDOR_OPTS (vendor-opts)

An AT_BL OB representing DHCP vendor-specific options data. An enterprise-id that is followed by TLV's of vendor-
specific data. If DHCPv4, the enterprise ID is followed by an EID length.



AT_VERSION (version)

A two-component 32 bit number, with 16 bits of major version and 16 bits of minor version.
AT_VPNID (vpnid)

A 7-byte standard VPN 1D, as defined in RFC 2685.

AT_ZEROSIZE (zero-size)

A sequence of bytes representing certain DHCP options that have an option code and a length, where the length is
aways zero.
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