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Overview of System Messages
Use this document together with the tools and utilities that are available on Cisco.com on this page:
http://www.cisco.com/c/en/us/support/index.html
m Cisco Technical Assistance Center (TAC): https://mycase.cloudapps.cisco.com/case
m  Bug Search Tool link: https://bst.cloudapps.cisco.com/bugsearch

Note: When contacting TAC, please have available the nonzipped, plain-text (.txt) output of the show logging and show
tech-support commands, as well as any pertinent troubleshooting logs.

System messages can be grouped into these categories:

m  System Event Messages—Describe the system and error messages that are generated for events related to the Cisco
platform, and its hardware and software components.

m  DOCSIS Event Messages—Describe the error messages for events as required by the DOCSIS specifications.
= Video/QAM Event Messages—Describe the error messages for events as required by the Video specifications.
System error messages begin with a percent sign (%) and are structured as follows:

SFACILITY-SUBFACILITY-SEVERITY-MNEMONIC: Message-text

System error messages contain the following components:
m  FACILITY is a code indicating the platform or other component that is generating the message.

m  SEVERITY is a number that reflects the significance of the error message. All error messages have a Cisco severity
number that ranges from 0 to 7. DOCSIS-related events also contain a DOCSIS severity level that ranges from 129
to 136. The lower the number, the more serious the situation. This table describes the possible severity levels and
their meanings.

Cisco
Level | DOCSIS @ Class Description
The system has become unusable and requires immediate attention. This
0 129 Emergency . .
problem might also be affecting other parts of the network.
1 130 Alert Some type of system or connection failure has occurred and requires immediate
attention.
An error rr hat r ires immedi ntion \Y[e] m or
2 131 Critical error occurred that requires ediate attention to avoid system o

connection failure.
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Cisco

Level A DOCSIS @ Class Description
An error condition occurred that requires attention to resolve. Failure to address

3 132 Error this problem will result in some type of system or connection failure in the near
future.
A condition occurred that indicates attention is needed in near future to avoid

4 133 Warning potential problems. Failure to address this problem could result in some type of
system or connection failure later on.

5 134 Notice A sit.u:i\tion occur_red that is norm_al but is significant enough that system
administrators might want to notice.

6 135 Informational An ir.1f<.>rmation message that might or might not be significant to the system
administrators.

7 136 Debug Messages that appear only while debugging is turned on.

= MNEMONIC is a string that uniquely identifies the error message. Error messages are usually organized and referred
to by their mnemonic value.

m The Message-text is a string that provides details about the particular error. This string can include specifics about
cable interface, IP or MAC addresses, and other information. In this document, the specific information is presented
by variable fields that are indicated by square brackets ([ 1). A decimal number, for example, is represented as [dec].
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DEVICE =ALIAS =6 ..ottt b e sttt h e bbbttt b e b e s b e sb et et e st e st ebesbe st e ntenseneeneas 132
DEVICE_TEST MESSAUES .....uocvieiieiieiieiieieeie et ettt ettt et essessestesteeseeseessessessessessessesssessessessessessessessessens 134
DV IO E T EST =2 ittt sttt ettt et et e st e et e st e st et e et e e st e teeseesse st e eseensesteeseenseaseeseensesseessessesseensensesseensansens 135
DEV I CE T EST =3ttt sttt h e bbbt h e bt e bt st et e et e st e bt st b et et e st e st eb e e b e st et e e eneenea 139
DEVICE _TEST =4ttt et ettt ettt et et e e te et e beebeeab e beeaeessaabeeaseabesbeessentesteessenbestsensebesssenseeis 140
DEV I E T E ST =D ettt ettt ettt ettt et e be st e e ab e besbeeab e beeaeeasaebeeaseabesbeessenbesbeeseenbestsensebesssenseeis 140
DEV I CE _TEST 6.ttt ettt ettt ettt sttt et e b e st e e teesbe s beesa e besaeeaa e beebeensesbeeseensesteeseensesteensentesseensenss 141
DEV_LOG_SUP MESSAUES ....oeeueeeeeieteeeeeeeeeteeeee ettt ettt e et et eaeeese et e eteeeaeeteeesseesseaseeseeeseenveesseseennens 141
DEV _LOG _SUP =3ttt b e sttt b e b b st et e et e bt e b e s b e s b et et e st e st ebesbe s b e ntenseneeneas 141
DEV_LOG MESSAUES......cuioiieiieiieiieiieieieste sttt ettt et et este st essessestesseesseseessessessessessessesseessessessensessessessansens 141
DEV _LOG =3 ettt h b bttt h bbbt R e a e bt b e b et e et s e e bt e b e et et e te e et eneas 141
DEV _LOG =S LOTH =4 ..ottt ettt ettt e s e e st e s ba e e tbeeabeeabeebeeabeebeebaesbaestsestseesseeabeenbeenbeenseessaesranas 142
DETM MESSAUES ...ttt ettt e e e ete e et e eteeetae e e e eaeeeaeeeaeeeaeeeseeeseesaeeereeeneeenes 142
D TIM = S L O T H =2 ettt ettt et ettt et e e be et e be e te e b e ebeetseabesbeeseebasbeessenbesbeessanbesseensestesseensesteeteensantens 142
D TIM =S L O H =3ttt ettt ettt ettt e ettt e b e e be et e be e be et e beebe e st e beeasensaabeeasesbesbeessenbesteessenbesasensebesssenseseas 143
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DHCP_SNOOP MESSAUES ....oviiieiieiieiieiesieete ettt ettt este st stestestestasseeseessessessessessessesseessessessessassessessessens 144
DHOCP _SINOOP =2 ...ttt h e sttt b e bt b et et et e st e bt e bt s b e sb et et e st e bt ebesbesbentenseneeneas 144
DHECP_SNOOP =3 ...ttt sttt ettt st sttt a e bt e bt st e s b e e st e st e bt sbeeb et et e st e st ebesbesbensenseneeneas 146
DHOP _SINOOP =4 ...ttt sttt st sttt et e st e e st e tesee e st e st sseensesseeseessesseessensesseensensesseensesennsensenses 149
DHOP _SINOOP =5 ...ttt ettt ettt st et e st e et e st e e se e tesaees s e sesseenseseeseesseseeessansesseensensesseessensenssensenses 150
DHECP_SINOOP =6 ..ottt ettt ettt e et s te st esaesae e eseeseesessessesseseeseesessessensenseneenessessensansenseneasens 151

DIAGCLIENT MESSATES ... vttt ettt e et e ete e eraeeseeeseeneeeteeeseenseessessenseesseseeneens 153
DIA G CLIENT =2 1ttt ettt ettt et et e st e e e b e sbeeaa e beeteesbesbestaessesbeeseessesteeseenbesbeessentesbeessesesseensestessnensantens 153
DIAG CLIENT =3 ettt ettt ettt et te et e st e e te et e s beeab e tesbeessasbeebsessasbeessensabeeasaabesbeessensesteeseenbestsensestesssenseses 154
DIAGCLIENT =4 .ottt sttt b e bbbt e e h e bt e b st et e e st e st e bt st e e b et et e st ebeebeabesbesenseneenea 154
)1 AN G O I = N It TR 155

DIAGMGR MESSAUES. ....oo oottt et e e et e et e e ete e et e e aeeeaeeeeteeeseeeeseeereeenseesateereseneeenes 156
DIAGMUGR =2 ..ottt sttt sttt e sttt e e s te e st e se st e e st e se st e ess et e sseessesseseeensenseeseenseseaseenseseeensenseneeennenseas 156
DIAGMEGR =3 ...ttt ettt et e st e e s e st e s e e s et e s e e e st eseesesse st ensesee st eseeseseesensenseseesesseasessenseneenensens 156
DIAGIMGR =4 ...ttt ettt st e e e e s e st et e e b et e e ese e st eseas e st et esaeneeseeseabeste s ensenseseesesseasensenseneenensens 157
DIAGMGR =5 ...ttt ettt s e et e b et et e e beessesbeebe e st e beesae st e beeas e beebeenaenbeebeenbebeeteentenreeneentas 157
DIAGMGR =6 ...ttt sttt sttt s b e s te et s be e ta e besbeess e besteessestesaeess e beeasessesbeereenbesteesbenbeereenaeteeneenras 159

DIAG_PORT_LB MESSAUES .....ocvieuieiieiieiicieeieeieete et itete sttt staeteeseessesessessassessesseesseseessensessessessassens 159
DIAG _PORT LB 2 ettt sttt b e bbb e e e et s e b e s b e s b et et e st e bt e bt et e e b e te b et eneas 159
)] O ] I 0 EC TP 161
DIAG _PORT_LB ...ttt sttt ettt ettt et e st e s st et e st e s aeensesseeseesseseeensensesseensensesseensensennsensenees 164
DIAG _ P ORT LB =5 ettt ettt st e et e st st e s be st et e s e ne e st e s e et e ese s ente st e st eneeseetentenseneenean 164

DIMM MESSAUES ...ttt ettt e e et e et e et e e ete e et e e ete e et e eteeeaeeeeaeeeasseseeeteeeseesaseeseeenreeres 164
DIMM =SLOTH =2 ettt ettt ettt s st e et e s te st e e eseeseese st e st et enseseeseeseese st e ssensenseneesenseasessesenseneenens 164
DIMIM = S L O T H =5 ettt ettt s b s e b st e et e besbe e st e besbe e st e s beessessebeeaseabesbeessenbesteeseenbeeteensebesnsentenrs 165

DOT TX MESSAUES ...ttt eete et ettt et et eteeete et e ettt e et e eseeteeteeeseeeseeteeesseseenseeseeseenseereeseensens 167
DO T K2 ettt b ettt h e bbb ARt Rt ekt bt A e b et et e Rt e bt e b e b e b et en e en e e bt ehe s b et et et e st eneeaeas 167
1 N It 10 TSRO 167
10 It 10 SRR 170
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DO T I XD ittt ettt ettt e et e et e ste s beete et e e be e bt e beebeeasebeebeeabebeebe et eabeeheeabebeeheeabebeeasebeebeesbetenteeneentens 172
DIOT TX 0 ittt ettt et ettt et et e et e et e e be e te e b e beeaseabesteeaseabesbeeseenbeeaeeas e beebseasesbeebsenbesteebeenbeebeensenbeereensentas 174
DPP_DEBUG MESSAQES .....ueeveeeeeeteeeteeeeeee ettt ettt et e et et eeve et e eseeeaeeteeeteeeseenseeseeseenseessenseennens 175
DPP _DEBUG 2.ttt sttt sttt e et ettt st e e bt e be s heete e beebeera e teebeeaa e teereenaenteereenteteas 175
DPVIM IMESSAUES ...ttt ettt et e e et et e e te e et e eaeeeaseeseeeaseeseeetseeseesaseereeeaseenreas 175
DIPVIMI =2 ettt h e bbb A e a e h ekt bAoA et et R e e Rt bt bt et en b e st bt be e b et et et e st eneerea 175
Y 1YL PSP 175
DPVIM =4 ...ttt ettt et e e bt e et e et e s tb e e taeeabeeabeeabe e be e be e beeabeeebaeebbeaaaeeabeeabe e beebeebeebeebaeetaesabeeaaeeabeenns 176
DPVIM =06 ...ttt sttt st ettt et et e st e e st et e st e e st e st e et e e st et e eR e e Rt et e eR e e Rt e teeReen s e te e R e enteteeneenteereensentenreeneenteas 176
DSTATS MESSAUES ...ttt ettt et ete ettt e et et e et e ete e teereeeteeeseetseetseseenteeseessenseeseeseeneens 177
DS T AT S =2 ettt et ettt et et ettt e ete e teete e beebeett e beehe et eabeabeebeabeebeebeabeeteebebeeteebeebeeabebeebeenbeteeteensantens 177
DS T AT S =3 ettt ettt ettt et et e b e s teete e be e te et a et e e heeab e te et e et eteeheebeateeheenbebeeteeatebeetaeteebeentetenreenaantens 177
DT_HELPER MESSAUES......oi ettt ettt et et e e e eae e taeeeaeesaaeeveeeaseenneas 179
I 1 I 179
EDC_USD MESSQAUES ....ceviiiiiiieiietteteteteste ettt ettt et et ettt staeseeseess e s esse s essessesseesseseessessessensessansens 179
EDC _USD =3ttt h b b et h ekt h e E bt R Rt h e b et et en e e n e bt e bt b e st et et et eneenea 179
EEM_ACTION MESSAUES......uei ettt eee et eae et e e e eaeeeae e eeteeeaaeeeseeeneeenseesaeeeereeenneenes 179
EEM_AGCTION =0 .ottt ettt ettt e et ettt et e e be e steesbeesteesasesabeeabeeabeenbeerbeebeebeeassasssasssenssesssesaseesseenseenss 179
EEM _ACTION =T ettt ettt ettt ettt e et e e teett e be e teesbeebeetaeabesbeessesbesbeessanbesseessanbesssessestesseensestesseensantens 179
EEM _ACTION =2 .ottt ettt ettt ettt et e et et e st e e teeab e beete et e ebeetsesbesbeessenbesbeessenbesbeessanbesseessastesseensestessnensantens 179
EEM _ACTION =3 oottt ettt ettt sttt et e st e et e s teeaa et e steesaesbessaesbesbeeseessesbeessenbesseesaentesseessesesseensestessnensansens 180
EEM_AGCTION= ...ttt ettt sttt et e s e et e s teeaa et e e be e b e s besasesbesbeeseessesteessenbesbeesaensesbeessetesseensessessnansasens 180
EEM_ACTION=5 L.ttt b e sttt h bt s bt s b et e s e s e st e bt e b e sb e st et et e st e st ebesbesbensenseneeneas 180
EEM_ACTION=G ..ottt sttt ettt b e sttt h e bt b s b et e b e st e st e bt e b e sbenb e b enteneeseebesbenbentenseneeneas 180
EEM _ACTION =7 ettt ettt e et e e et et e e be e s beesbeestbesabesabeeabeesbeeabeesbeesbeebeeabeesssesssesssesssesaseenseenbeenes 180
ELE_ACLQOS MESSAUES ..ottt eee ettt e e ae e eneeeeaeeenaeeeaeeeseeeteesaneeereseneeenes 181
ELE _ACLQOS 6.ttt ettt ettt sttt et e e be e s teesbeesteasabesabesabeeabeeabeenbeebeeabeeatsesssesabeabbeetbeeabeeabeenbeenes 181
ELE_IMAC MESSAGES. .. .o cuviceeeteeeeeeeeete ettt ete et et e e ea e et e eteete et e eseeeseeneeetseseenseessessenseeseeseeneen 181
ELE_IMAGC =6 ..ottt ettt ettt e st et e b e et e e bt et e e beeaaeabeebeeabasbeebeeabeebeebeeabebeeteenbeebeeaaebeebeenbeteeteensantans 181
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ELE_MISC MESSAUES ....c.eiiiiieiieiieiietteteteete ettt ettt ettt ettt steeseese e st e st esse s esseesesseesseseessensassessensansens 181
ELE_IMISC =06 .ttt s b e sttt b bbbt et a e e bt b e s b et e et e st e bt e bt et et et e e e st ene e 181
ELE_PHY MESSAUES .....eiciieeeieiiee ettt ettt et ettt et et este et e e st e sseesseesaesseenseessanseenseensenseensennnans 181
ELE _PHY =6 ettt b et h bt bt h bt b e e b e et s e bt bbb e s e e eneene 181
ELTIMC IMESSAUES. ... eeeoeeeeeeee ettt ettt et e e et e et e ete e e e e eaeeeaeeeteeeaeeeaeeeseeeseesaeeereeeneeenes 182
e I TSSO 182
ELTIM IMESSAUES. ...ttt ettt et e e et te e et e e e e et e eaeeeaseeseeeteeeseeeaneereeenneenees 186
e I TSRO 186
I Y OO OSSOSO 187
I Y SO 188
ELTIM =0 ettt b ettt b bbbt et h e bt b Aot et Rt h e bt b e e A et en e en e e bt be s b et et et eneenenaea 188
ENERGYWISE MESSATES .....ui ittt ettt st eteeteese e s essesse s essessesseeseessessessessessessansens 188
ENERGYWISE =3 .. ettt sttt b e bbbt a bt b e s b b e et e st e bt eb e st e b et e s enneneas 188
ENERGYWISE =5 ...ttt ettt b et a e et s bbb et et et e bt ebesbe s b e b e e eneenea 189
EOU MESSAQES.....ceeeceeeeeeeee ettt ettt et et e et et eett et e et e ete e teereeeteeeseeteeeteeseenseessessenseeseeseeneen 189
B OU =2 ettt a ettt et en e e Rt Rt e Rt e R e A et en e e Rt Rt e R e e R e b et et en e e st eseeRentensentenneneeneeneas 189
BOU 5 ottt R AR s et 189
BEOU =B ettt b et h ettt R e Rt b e A et et e Rt Rt e R e e be e A et ententeneebenbenbetenteneeneerens 190
B OU = 7 bbbt b £t h bt b Aot et R e bt bt b e Aot en e e n e eaeebe st et et et eneenentea 191
EPLD_AUTO MESSAUES ......ccuietieiietieiieiieieste et ettt este st esaessessassessessasseessessessessessessessesseessessessessessessessessens 192
EPLD _AUTO =2 ettt sttt s b e sttt h e bbb et et e s e st e bt e bt s b e b et et e st e bt ebe st et et et eneeneas 192
EPLD_UPGRADE MESSAQES ...ttt ettt eaaeeeaeeenaeeeneesaeeeereeenneenes 192
EPLD _UPGRADE 2.ttt sttt b ettt s bt b e s bt e e st e st ebesbe e b et e s et eneas 192
EPP IMESSAES ...ttt ettt ettt e et ete et e reeres 193
e RSP TRORRSRN 193
ETH=QOS MESSAUES.......cuvioeieteeeeeeeeeteeete ettt et ete et et e et eeae e e ete e te et e eteeeseeteeeteessenteesseseenseeseeseeneen 193
ETH QOS2 ...ttt sttt ettt e st e be st et et e e e st e ae e b e e b e st et ententeneeReebententeteneeneeneas 193
ETH Q0 S -3 ettt b ettt h et e b et et et e st e Rt b e e b e et et et e Rttt b e eAe b e st en e e st e Reebeebenteteneeneerens 195
ETH QOS2 ..ttt b ettt h e bt b e s b et e et se e bt e b e s e e b en b e st e st ebesb et et et e st eneebea 195
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ETH=QIOS =6 ...ttt ettt et sttt e b e et e bt et e e beeaeeebeebeeabesbeebeenbasteetsenbabeeteenbeabeeasenbesbeessentesteessantens 196
ETH_PORT_SEC MESSAUES ....uveoveeteeeeeeeeeteeeee ettt et eve e ve et e et eae s e eteeseenteesseeseenseeseeseeneens 196
ETH _PORT _SEC =2 ettt ettt ettt ettt e st et e besteeae e besbeesb e besteesaebeessessesteessensesteeseensanteas 196
ETH _PORT _SEC 3.ttt ettt ettt et s b st et e s b e e st e besteesbesbesbeesaenbeebeessestesseensestessnensansens 197
ETH _PORT _SEC 5. ettt sttt ettt et s b s ta et e s beeasebesteesaenbesbeesaebeeseessesteessensesteesnensanseas 199
EUREKA_USD MESSAUTES .....ooviiieeieiieiieiesteeie ettt ettt ettt eteeteese e st essesessessessesssessessessensessessessesseas 201
BEUREKA _USD =3ttt b ettt b e bbb e et e st e bt e bt s b e s b et et e st e bt ebe st e bentenseneeneas 201
EVIMOC MESSAUES ...ttt ettt e e et e et e e e et e e ae e eaeeeeteeeaeeeteeeneeeseesaeeereeeneeenes 201
BV M C =3 ettt et e e bt ettt et e b b e eabe e beebe e bt e bt e abeeahaeataeeabeeabeebe e beebeebeebaeabeearaesaeeeaaeeareeans 201
EVIMOC =4 ...ttt et ettt et e st e et e e be e be e bt et e e beeae e beebeeabebeebeeabaabeeheeabebeeteeabebeeaaebeeteenaebesteeneentans 201
EVIMOC =5 ettt ettt ettt et e s te et ebe e beebe e beebeeae e beebe et e beebe et eabeeteeababeeteeabebeeaeetesteesaebesteeneentans 202
EVIMED MESSAQES. .. ..ottt ettt et e et eaae e te e eaaeeaeeetseeseeeaneeveeeaseenneas 202
e 0 U 202
e 19 P 202
EVIMS MESSAUES ...ttt ettt ettt et et e b e b e e beeteeseese e st e st esse s esseeseeseesseseessensensensessansens 203
BV I L S = bbb Ao h ekt bt Ao b et et Rt h e bt b et et e st en e bt e bt eb e et et et e st eneetea 203
EVIMIS =4 ettt et ettt e st e s e b et e b e e beeebeeabe e bt e ebeeebaeebaeaabeeabeebeebeebeebe e baeabaeetaenaeeeaaeeareeans 203
EVIMIS =0 .ottt ettt ettt et et e st e e tb e et e et e e be e beebe e bt e abaeabaeabaeaabeeabeeabe e beebeebeebaeabaeetaesareetaeeareenns 204
EXAMPLE _TEST MESSAGES .....cuvioeeeeteeeeeteeeteeeee ettt et eeae e eae e te et e et eeaeeteeeteeessenseesseeseenseeseeseeneens 204
EXAMPLE _TEST =5 ettt ettt ettt et et e et e ta e be s beeteebesbeesbebesteesaebesssensesteeseensesteeseensatens 204
EXCEPTIONLOG MESSATES .....cuveeueeteeeteeeeeeteeete ettt e et et eeve et eveeeae et e eteeesseaseeseessenseereenseennens 204
EXCEPTIONLOG=SLOTH 2. ittt sttt sttt sttt st be s teevaebesbaess e tesseessestesbaensestesssentesseessensesseensas 204
EX _SYSLOG MESSAUES ..ottt ettt ettt et e ete et et e eteeeae et e eteeeae et e eseeeseenseereenseennens 204
EX _SYSLOG 0 ettt b e sttt b e bbbt a bbb e b e et st e neebeeb e b et et e e eneas 204
o S A Y 0 C Ft TP 205
E X LS Y SLOG 2 ettt ettt et et e e be e e be e s ha e ehaeeabeeabe e be e be e beeabaeetaeetaeeabeeabeeabeeabeebeebeetaans 205
L S A T L C L TSRS 205
EX _SYSLOG 4 ..ttt ettt et ettt e et R e R e R et et e st e Rt e Re e R e eRe s et et e st eneeteetentenseneeneeneas 205
S T I L€ el TSRS 205
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0 EX _SYSLOG 6 ..ttt ettt b et bttt h bbb e et et b e benbe b et e neene 205
0 EX LS Y SLOG 7 ettt h bt b Aot h e bt bbbttt be e be et et et et neene 206
FIB_CMN_USD MESSAUES.....ceeeeeeeeeeeeeeeeete ettt e et ete e eaeeeaeeenaeeereeeaeeeereeeneeenes 206
O FTB_CMNL_USD 6 ..ottt sttt ettt et e st e s te e s e besse e st e tesseensesseessensesseensansesseensanseeneensenses 206
FIO_FVWD _USD MESSAUES ...t eee ettt e eeae e eaaeeeaeeeneeeteeeneeeereeenneenes 206
©  FTB_FVWD _USD =2 ..ottt ettt sttt s et e b e st et e st e st eseeseese st e se st e st eneeseesensensenseneans 206
©  FTB_FVWD_USD =6 ..ottt sttt ettt e se st e s e s eneeseeseesestesenseneeneesensesensensenenns 206
FTB_MAC_USD MESSAQGES.....ccviceeeeteeeeeeeeeteeete ettt ettt e et et ete et et eaeeeae et e eteeessenseeseeeseeaseereeeseensens 207
0 FTB_IMAC _USD =3 ..ttt sttt s e bt e b st et et en e e st e sesbe st et et e st e st ebenbenbenseneeneene 207
O FUB_IMACL_USD 4 ...ttt sttt h bbbttt b e bt s b st et et et e st b e st et et et ene 207
®  FUB_IMAC _USD =06 ..ttt sttt b e sttt b e bbb et et et e st b e st b et et ene 207
FIO_QUE_USD MESSAUES.....co ettt ettt e et e e eete e eaaeeeaeeeneeeteeeaeeeereeenneenes 207
L T O 10 U I T TSP 207
FIB_XBAR_USD MESSAUES ....cveeeeeeeeeeeeeeeeee ettt eee ettt eaeeeae e e e eeae e eneeeeaeeeneeeeneesnneeereeenneenes 207
©  FTB_XBAR_USD =6 ..ottt ettt st ese e s e st e s e s s e st eseesesse st et e s eneeneesessensesenseneans 207
F32FWD_USD MESSAUTES ....coveeeeeeeeeeteeeeeeeeeteeeee ettt ettt e te et eteeeaeeaeeeteeeseenseeseessenseenseseeneens 208
O FB2FWWD _USD =2ttt ettt ettt ettt s e s s e b et et n e Rt e Rt R e R et et et e Rt e Reeteeseteteneene e 208
©  FB2FWWD _USD =6 ...ttt ettt sttt b st s bt ettt h e bt st e st et et et neebe et et et et ne e 208
FS2IMAQC MESSAUES ....cuiiiiiiiictieieetteiete ettt ettt ettt et et e sta s e steeseeseesee st essessessesseesesseesseseessensassensessensens 208
O FB2MAC =2 et bttt h bt Ao bt Rt h e bbb et e et ne b b e be b et et neene 208
0 FB2MAC -3 et h e bttt h bt Ao h At R e bt bt b e b et et e st be b e e b et et et neene 208
L 02V N TSRS 209
O FB2MAC =0 ..ttt h bt h bt A b et R e h e bt bbbt h bt b e b et et et eneene 209
F32QUE_USD MESSAQGES ...ttt ettt et et ee et eae s e eteeeseenteeseeseenseeneeseennens 209
LI S 17 @ 0 | U ] I R SRS 209
®  FB2QUE_USD 6 ..ottt sttt a s bt e b e st et et e st e st e bt et e et et et e st e R e ebente s et et ene e 210
F32XBAR_USD MESSATES .....uiiuveeteeeteeeeeeeeete ettt ettt et et ve et et e eae et e eteeseenseeseeseeaseereeseennens 210
©  FB2XBAR_USD =2 .ttt sttt sttt a e a e bt et et n e Rt Rt b et et et et eneereete b e te e neene 210
0 FB2XBAR_USD 6 .ottt sttt b bttt h bbbttt be bbb et et neene 210
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FABRIC-ACCESS MESSATES ......eoueicteeeieteeeteeeee ettt ettt ete e teeeeeteeeae e e eteeess et eesseessenseesseseennens 210
FABRIC-ACCESS =2 ...ttt ettt ettt et et e st et e b e et e ta e be s beeat e besbeesb e besteessebeessensesteessensesteeseensanteas 211
FABRIC-ACCESS =3 ...ttt sttt e et s e s e st e s s e s esseseese et e ase st e senseneeseesensessanseneeneas 212
FABRIC=ACCESS=5 ...ttt ettt ettt e e st e e be e st e st e eaeestesbeeasebesbeesaesbeeteessenbesssensesseensensenes 212

FABRICPATH MESSATES......oovieeeeeeeeteeeeee ettt ettt et e et e eae v et eseeeae e s e eteeese et e eseeseenseeseenseensens 212
FABRICPATH =2 ..ottt sttt b bbbt et e e a e e bt e b e sb e st et et e st e bt ebesbe s b e beneeneeneas 212
AN [ = AN I E RS 213
FABRICPATH =5 ..ottt ettt ettt e et e et et e e be e beesbeesbaeeaaeeabesabeeabeeabeenbaesaestaestaesasesasesasesaseenseenseesanas 214
AN [ = AN I E TSRS 214

FALCON IMESSATES ....ccveeevieeeeteeee ettt ettt et eae ettt e et et e e e ess e teesseeseeeseenseetseseenseesseseenseesseseennen 215
F AL C ON = S L O T H = 2. ettt ettt ettt ettt e et e et e et e s be e te e beebeeabebesbeessebesteessanbesteessebeessenbesbesssensesteesaensanteas 215

FC-REDIRECT MESSAUES .....cviieeeeteeeteeeeeteeete ettt ettt et et ve e e eteeeae e e eteeeseeaseeseeseenseereeseensens 215
F O REDIRECT =2 ettt ettt sttt ettt et st e st et e st e e te e st et e s te et e s besssessesbeessanbesteessenbesteesaenbesseessesseeseensestessnensantens 215
FCOREDIRECT =3 ..ottt ettt ettt et et st e et e st e s te e st e beeteessesbessaesbesbeessasbesteessenbesteesaenbesseessessesseensestessnensantens 221
FOREDIRECT =5 ..ttt b e sttt b e bbb et e e st e st e b e e b e sb et et e st e st ebesbe s b e tenseneeneas 230

FC-TUNNEL MESSQUES .....oectietieiieiieieieieete ettt ettt ettt stesteeteeseesa e s e se s essestesseeseeseessessessessessessens 234
FOTUNNEL =S oottt sttt e s e st et e st e et et e e s e e s s e st e eseensesseeseenseaseeseensesesssensesseensensesseensansens 234
FOTUNNEL =5 ...ttt sttt b bbbt et a e st b e sb e e b et et ese e bt sbe st e s be s enneneenea 236

FOC MESSAUES ...ttt ettt et e ettt e et et e et e ets et e ereeeseeeaeeneeetseseenseeseessenseeseeseennens 236
FOC 2 oottt ettt bbbt b bbb s bbb A b s ARt a bbb a bbbt 236
FCC =5 ottt ettt bbb A bR S e s ARt b bbbt s et s et st et aes 236
O O OSSOSO 237

FODDH MESSAUES ...vveviieieiietietieitettete ettt sttt et et e s et e s e sseeseeseeseessessessessesseesesseesseseessessessensessensens 237
FODDH=SLOTH =3 .. oottt ettt h bbbt et et e st e bt s b e e b e st et et e st e st e b e e b e st et et e st e st ebesbenbeneenseneeneas 237
FODDH=SLOTH =4 ...ttt sttt st st sttt b e bt st e s b et et e st e bt sb e e b et et e st e st ebeebesbentenseneeneas 238
F O D D H =S L O TH =D ittt ettt r e et e et e e be e be e s beesbeeetaeeabeeabeeabeeabeeabeesbaesbaestaestaesasesaresabesabeenteesaesanns 238

FODD MESSAUES ...ttt ettt e e e e et e et e et teeeaeeeteeeaaeeteeeaeeeeaeeeaeeeseeeneeeseesaeeereeeneeeres 238
F O DD =S OTH =3ttt et ettt et e e be et e beete et e abeetsesbesbeeseebesbeestenbesbeesbebeebeeabesbeereenbesteereentateas 238
FODD =SLOTH =4 ..ottt ettt e et e et e et e s be e teebeebeeaaebesbeestebesbeessenbesbeessanbeebeeasesbesseensestesseensantens 238
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LI OB Y I @ = 2 o B OO OSSO PSP PRSP 238
0 DD =S OTH =7 ettt sttt h e st a bt h b At n e bbb b ettt be bbb et et neene 239

FCDOMAIN MESSAUES ...ttt ettt et eta e e ae e et eeeteeeaeeeeteeeseeeseesaeeeereseneeenes 239
O FODOMAINT2 ettt e sttt e te s ee e st e be s st ens e st eseesseseeeseensesseessenseaseessesseessenseseeensansenseessanseeneensenees 239
©  FODOMAIN=S ettt ettt et ettt et e s et e st et e s se e st et e aseesseseeeseensesseessenseaseenseseeassensesteeseensenseessensesneensenses 242
©  FODOMAINTA ..ttt ettt sttt et et e st e se et e st e s ese e s e es e e s e ss et et eneeseeseeseese st et ene e st eseeseesensensensenenneene 244
©  FODOMAIN=D ettt sttt te s te st e s e se e s e e s e e se st e s e s eseeseeseeseesense st e st e st eseesentensenseneeneeneene 245
©  FODOMAINTB ..ottt sttt sttt ettt b e st et et e st e st e se st e st et et e st e st e st sbe e b e teneeneeneeseebestensenseneeneenene 246
©  FODOMAIN =T ettt h e b bt e st h e bt s b e s b e s et e st e bt b e s b e b et et e st e neebe b et e b et et ene et eee 252

FOD MESSAUES ...ttt ettt ettt ettt sttt ese e st e st e s e s e b e ebeeseesseseessessessessesseeseessesseseessensassensessensens 254
8 D=7 e b b ARt Rt h bAoA b et a Rt bt bt b et et et e nteheebe b et et et e e eaeeee 254

O AV =TS Y= T 1= SRS 254
L ] N RSSO 254
LI O N1 T TSRS 257
@ FONS ettt s bbbt b bt b et bbbt b et st b s 258
LI O N T TSR PRSSRRSRR 258

FCOE_MGR MESSAQES ....ooveeteeeeeeeeeeteee ettt ettt ettt ettt e a e et eaeeeae et e eteeae et e eseeseenseereeseennens 258
©  FOOE_MGR =2 ..ttt ettt et a bt s e e b e st et e st e ne e Rt e b e et et et et e Rt e Reebenbete e et ene e 258
0 FOOE_MGR=3 ..ttt b sttt h bbbt e et e h e bt bt b e bttt n e bbb et et neene 260
L O ] V1 1 ST 261
L O ] V1 1 St S TSRS 262
LI S OO ] |V [ e RSSO 263
LI S O | |V [ SRS 264

FCSP-IMGR MESSAQES......ccue ettt et ete et et e et ettt e eaeeteeeae et e eteeese et e eseeseenseereeseennens 264
©  FOSPMGR =2 ..ttt sttt a bt h et n Rt R e b et et et et neeReetente b et et ene e 265
0 FOSPMGR =G ..ttt st sttt s bt b et et e e e st R e Rt R e b et et et et Reebe et e nte e et e st eneene 266
0 FOSPMGR A ..ttt sttt h bt bttt a ekt b e b b e bttt b e b b et et et ne s ene 267
E I LG = IV [ Gl TSSO 267
LI LG = Y [ TS 267
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FOS MESSAUES ...ttt ettt ettt et e e et e et e ete e teeaeeeteeaeeneeeteeseenteeseeseenseereeseeneen 267
F OS2 ettt bbbt a bbb A b A A s AR bbb s bbbt s e bbb 267
F S =3 ittt t bbbt s bbb s bbb b a bbbt a s 268
F S o ettt h et h et e A e n e Rt Re e Rt e he A et en e e Rt Rt e Rt e R e b et et e st enteseebeeheatetenteneeneereas 270
O T G OSSO PRSTRSURRRR 270

FC_MGR IPFC MESSAUES. ... .icuieiieeieiieiieieeteete ettt ettt et st e st st steese st e st essesessessessesseessessessensessessessassens 271
FO_IMGR IPFC =T ettt b e sttt he bbb e et et e st e b e s b e sb et et e st e bt e bt sbe st e tenseneeneas 271
FO_MGR IPFC =2 ettt ettt et et sttt et s et et e s te e st este st e eseessesseessenseeseessenseaseensessesneensessesseensansens 271
FO_MGR IPFC =3 .. ettt ettt sttt e sttt et e et e st e s te e st e st e sseeseenseseeestenseaseessenseaseessessesneensessenseansesens 271
FO_IMGR IPFC =4 ...ttt sttt ettt et st et e st e se et e e s e st et e seeneeseese et e ss et enteneeneesessensessenseneeneas 274
FO_IMGR IPFC =6 ...ttt sttt ettt et st e e e st ese et e e se st e s eneeneeseeseesessensenseseeneesessensessensaneeneas 275

FDIMI MESSAGES. ....oe ottt ettt ettt et e e e et et e e ae e e taeeteeeaseeseeeaseeseeetseeseesaseereesaseenneas 276
DY TSR PRUSRORRRSRN 276
DM =B et bbbtk h et h ettt h ekt h e b e A et e Rt R e Rt bt Ao b en b en e e st e bt nh e b et et eneeneetea 277
FEDMI=4 . h ettt b e bt b £t h bbb et et Rt h e bt b e A et en e e n e en e e besh e et et et eneeneeaea 278
LY TR 279

FEATURE=MGR MESSAQES.......cueeeeeeeeeeeeeeeeete et eee ettt eae e e eaeeeeteeeaeeeeseeeseeenseesnneeereeeneeenes 279
FEATURE=MGR =2 ...ttt ettt ettt ettt sttt e st e e s et e st e e st este st e essensesseeseansesseensessesneensessessnensansens 279
FEATURE =MGR=6 ....cteiiieieieesesese ettt ettt teste e ae e ese st eesestessenseseeseesessessesanseneeneesessensessansansanens 282

FEX IMESSAUES ...ttt ettt ettt e et e e aeeeas e eaeeeaseeaeeetseeseeeaseereeeaneenreas 283
Ko ettt ettt h ettt h ettt eh e et e bt ea e e te bt ea e e teeheeat e beeheea e e beeheeatebeeneenteeteentetenteententens 283
K o ettt ettt ettt a et e teeh e et e heea e e te bt ea e e te ekt eatebeeheea e e beeheentebeeneenteeteentetenteeneentens 284
KD etttk h et bttt h bt b e b e b et ARt ekt b e Aot en e en e en e e besh et et et eneeneebea 284

FIB FCOEFIB MESSAUES......ccui ittt ettt ettt et ettt steeseesa e st essesse s essessesseesseseessensessessessansens 285
FIB FOOEFIB=5 ...ttt ettt ettt ettt ettt et e st e et e et e et e st e eseensesteeseensesseeseensesseessessesseensensesseensansens 285

FIB IMESSAUES ...ttt ettt e e et e e et e e te e e e e e e e eaeeeteeeaeeeaeeeaeeeneeenteereeeneeenes 285
Y I I = TSP SRPTRSN 285
L R I I =t TSROSO 285
FIB =S L OTH =2ttt ettt b et e bt et e st e bt e b e e b e et e e e Rt e Rt e Rt b e et et en e e st e st e Rt st e beneenteneeneereas 286
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LI 1 R O = 2 OSSOSO 286
0 FIB=SLOTH =ttt b e s b e sttt h e e bt sttt et h e bt A b At e et Re b e b et et et et aeene 287
L T Y I I = TSRS 287
FICON MESSAUES ...ttt e et et e et e et e e te e e e eeaeeeaeeeteeeaeeeseeeaeeereeenseenes 287
L (O USRS 287
LI (0 N OSSR 288
LI (0 ]V T RSSO 291
LI (G0 ]V G TSROSO 292
FIPS MESSATES ...ttt ettt et et et e b e s teeseeseese e st e st e s e s esbeeseeseesseseessensassensessansens 293
8 FIP S0 et bttt h bt b Ao b e Rkt b e eh b et et e Rt a e Re b b et et et e neeaeeee 293
LI [ TG OO OO TSROSO PSPPSR 293
FLN_EM MESSAQES. .....ccuee et et e ettt e te e et e e aeeeneeeeteeeaaeeaeeeseeeeseesaeeereseneeenens 293
©  FLIN M2 ettt ettt et e st e e te e et e et e e abe e be e be e be e beeabeeebaeetaeehbeeabeeabeeabeeabeeabeebeeraeraans 293
L N T TSP 294
L N S U R 294
FLN_FCP MESSAQES.... .o cueeeeieeeeeeeteeete ettt ettt ettt et eae et e et e eseeeae et e eteeeseeateeseeseenseeseeseennens 294
LI I T O e G OSSOSO 294
FLN_FVWD_USD MESSAGES......cvieueieteeteeeeeete ettt et ee et eae vt e eaeeese et e eteeessenseeseeeseenseeseenseennens 294
0 FLIN_FWWD _USD =2 ..ttt sttt b e sttt b bt s bt e b et et se e b e st et et et eneene 294
O FLIN_FWWD _USD =6 ..ottt sttt st sttt b e bbb e et et ese e b st e b et e e ene e 294
FLN_LS MESSAQES. ..o ceeeeceeeeeeeeeee ettt eae e et eae e e te e e e e e aeeeaeeeeteeeaeeeeseeeseeeseesaneenreseneeenes 295
L N T T e TS SS 295
FLN_QUE MESSAGES .....ocuvieeeeteeeeeeeeeteeete ettt ettt et e e eae et easete et e eteeeseeaseetseseenseessessenseeseeseeneens 295
LI I T O RSSO 295
FLN_XBAR MESSATES ......cueioeeeeeeeeeeeeee ettt eee et ete et e e e et aeeeaeeeeaeeeaaeeeseeeseeeeseesaneeereeeaneerees 295
0 F LN X B A R - ettt ettt ettt he e a e e be bt e a e e bt eae et e bt ea e et e bt ent e be bt ente bt eneentenees 295
L N (= 7 A o OO RSO TRSRRRS 295
FLOGI MESSAUES.....eiuiiiiiieiietieteeitett ettt sttt ettt et et esba s b e s beeseeseeseessessessassessesseeseesseseessensassensessensens 295
8 FLOGI=T e bt h bt btk h et a e h e bR b e A et et et Rt be b et et et e eneene 296
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FLO G =2 ettt ettt sttt st et e bt et e s e Rt Rt e Rt e Re R e A et et e R e e Rt e R e Re et et ententeneeRenteetesenteneeneeneas 296
1 TSRS 297
FLOGI 4.ttt ettt ettt e st e be et e s beete et e e beeae e te st e eas e teabeessabeebsesbenbeeteenbenbeessentesbeeraensesteernentens 298
FLOGI=D ettt ettt ettt et e st e et et e s beebe et e e beete e te b e e At e teebe e b e beeheeatebeebeebebeettebesteersetenteenaentens 298
FIMD MESSAUES ..ottt ettt ettt ettt e ae et e e st e s teesseeste s e esseessesseensesssanseenseensenseensennsans 299
FI D = 3 ettt h bbb Ao Rt h ekt e bAoA et e Rt e Rt e Rt h e b et et en e en e e bt ebe s b e et et et e st eneebea 299
FPOAM MESSAUES ...ueeuiiieiietietieitettetete ettt ettt et et e s essassesteeseeseeseessessesse s esseesesseessessessensassensessansens 299
N PRSPPI 299
FSCM MESSAUES ...ttt et e e et e et e e te e e e e e aeeeaeeeeteeeaeeeteeeseeeseeeaeeenreeeneeenes 301
F S CM = ettt ae ettt ettt R e Rt R e R e R e A et e At e Rt e Rt et e R e et et e st e st ereeRe et e ntetenteneenenneas 301
FSM UTILS IMESSAGES. .....vioeeeeeeeeeeteeeteete ettt ettt e e eae e et e te e e e eseeesseteeetsessenseessessenseeseeseennens 301
FSIM UTILS =5 ettt ettt et s b e st e e e e e s e e se st et et e e e s e e s e es e e s e st e s ensenseseasensessensanseneenenneas 301
FSPE MESSAUES ..ottt ettt et ettt et ettt et e et e ete e s e et e eteeteenteeseeae et e ereereennen 302
B O P = ettt ettt e te e be et e teete et e bt e at e beabe et eteabeertebeeteeatebeeteeabeteeteebesteeraentesteereentans 302
F O P = bbbttt bt b etk h b bt et e Rt e Rt bt b e Aot en b en e eh e e bt sh e be e et eneenenaea 302
B SPE =4 bt b et h bt b At et h bbb et et n e eh e e bt be st e be e et eneebenaea 304
L o e TP 305
L o e SRR 305
S TSRS 307
FVP IMBSSAUES ...ttt ettt e e e et e et e eete e eaae e eae e et e ereeeaaeereeeareenes 307
Y U 307
Y S 307
FVP =4 ettt bbbttt h bbbt R Rt bt b e Aot en b en e h e be b e et et et eneenenaea 308
FVP =6 ettt bbbt h bbbt et Rt bt Rt b et et en e e n e e bt be b e be e et eneenenaea 309
FWD_STATS_CLIENT MESSAQES .....eveeeeeeteeeeeeete ettt ete e ee et eaeeeaeeeaeeereeeaeeereeenneeenes 310
A Y N I T O R 1= 1 TSRS 310
FVWD ST AT S _CLIENT =3 ettt ettt ettt et te st et e s s e e e e st e sseessessesseensesesssensesseensensenees 310
FWWD _STATS _CLIENT =6..eteieieietestistestete ettt sttt ettt sestessestenae e eseesessessesseneeneesessessessensenseneas 311
FVW_APP MESSAGES ...ttt ettt ettt e e ete e e aaeeaeeetseeteeeaseeveeeaseenneas 311
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0 F N AP P = et ekt h e A bt R bt bbbt e et e h e beebenbe b et et neene 311
O FVV AP =B ettt b et h e h e b bt e a e bt bt et e b e eh e et sheeh e e beeheeae e b eaeententes 311

GARUDA _USD MESSAUES....cuvieeeeeeee ettt eee et ettt etae et eaeeeteeeaeeeseeaneeeeseeereeensseeneeenseeenreeseeanns 312
L C 7N {1 N U D ST 312

GISCM MESSAUES ...ttt e e et e et e et e e te e et e eeteeeraeeeseeenseeseeereeeseeenteeseeenreeseeanes 312
LI C 1 OV ST 312
LI C 1 OV TSRS 312

GLBP IMESSAGES......oiiiiiiiiiiiii s 312
LI G OO 312
LI C I = o OO OO OSSO OO PRSP 313
0 GLBP - et b bt Ao bt a bbb e b et et et he Rt b et et et et aenee 314
L C 1 OSSR 316

G_DNLD IMAGE_DNLD MESSAQES ....oeeeuveerieeeeeeeeeeee ettt e eete e eae e e eeeeeaeeeraeeeseeeneeenseeenreenaeeenns 318
®  G_DNLD IMAGE _DNLD =T .ttt ettt et sttt te e ste e ste e st e sesseesaessesseensestesseensessesssensessesssensessennees 318
©  G_DNLD IMAGE _DNLD =3 ...ttt ettt sttt ettt et e e s eseesestessenseneeseeseesessessenseneeseesessessensens 319
©  G_DNLD IMAGE_DNLD =5 ...ttt ettt ettt et e e seesassestessesenaeneesessessensensenens 319

HSRP_ENGINE MESSAGES ......vi ittt et ettt eae et e eteeeaeeateeseeeseenseereeeseennens 320
©  HSRP_ENGINE=3 ..ottt sttt sttt et et e et eseesesbe st et et e neeneebesbensenteneeneens 320
®  HSRP_ENGINE = ...ttt sttt s b e st e et b e bt s b e st e b et et e bt e b e st e b et e e eneene 324
. HSRP_ENGINE=D ..ottt s b e b sttt b e bt sb e st et et et be e b e sbe b et et eneene 327
LI o T = AN TN TSP 328

IDEHSD IMESSAUES ...ttt ettt e et e e aeeeae e eeteeeaaeeaeeeseeeteesnneereeeneeenens 329
©  IDEHSD =T ettt ettt ettt a et R R e A e A et e nt e Rt e Rt eR e Re et et et et eneeReetensententeneeneene 329
©  IDEHSD =2 ..ttt ettt R e Rt R e Ae R et e a e Rt e Rt eR e Re et et et et eReeReetente s et eneeneans 329
®  IDEHSD =3 ettt et a e Rt b e A e A et e Rt Rt e Rt eRe R et et et et e Rt teebente s et e st eneene 330
©  IDEHSD =5 ..ttt R bt A et et e n e Rt Rt Reebente e et et e Rt eReebente e et e st ene e 331
©  IDEHSD =6 ...ttt b et a e h e bt A bt et h e bt ekt h e b et et et bt be b e b et et et eneene 331
0 DEHSD =7 bt h bt A bt R e bbbt e b et he b b e b et et et neene 331

1o WY O [Ty T=Te [T RS T 332
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IFTMC-SLOTH=T oo
[FTMC-SLOTH=2..ocoeeieeereceereeeeenennes
[FTMC-SLOTH=3...oieeeeereeerenas

ILC SERVICE MANAGER Messages............
ILC SERVICE MANAGER-6 ......cccccccvniinriirinnns

ILC SERVICE MANAGER-SLOTH-2.......c.c.......
ILC_HELPER MeSSages........ccocoevevvevveeueennnn.
ILC_HELPER=2 .ovveeeeeeeeee e
ILC_HELPER-3 ...t
ILC_HELPER=4 ..o
ILC_HELPER=6 ..o,
ILC_HELPER=7 ..ot
IMAGE_DNLD Messages........ccocevveecvveenenne.
IMAGE_DNLD-SLOTH=2 ...ccvvvrveeeeeereceenenn
IMAGE_DNLD-SLOTH=4 ..ot
IMAGE_DNLD-SLOTH-=-5 ..ot
IMAGE_UPGRADE Messages..........ccueun....
IMAGE_UPGRADE-SLOTH=2 ..ccveeveeerecieeeenen,
IMAGE_UPGRADE-SLOTH=4 ....ccevveieeirennen
INSTALLER Messages .......ccoovevevvevienieenennne.
INSTALLER =T oot
INSTALLER=3..coieeeeeeeee e
INSTALLER=5.c.ooieeeeeeeeeeeere e

INTERFACE-VLAN Messages.........ccooueun...
INTERFACE-VLAN-=5....cccoteetreeeceeeeecveenn
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INTERFACE _VLAN MESSQAUES .....ceeiieiieiiieeieeieeteeetetete ettt steeteesaessesessessessessesseessessessessessessessensens 346
INTERFACE _VLAN-=2 ..ottt ettt sttt b e bt st e st e et e st e b e b e sb e b et et e st ebesbesbeste s enteneas 346
INTERFACE_VLAN-=Z ...ttt sttt sttt b e st b et e et e st e bt e b et et et et ebeebesbente s enteneas 347
INTERFACE_VLAN-=D Lottt ettt et et e st e s st et et e e seesse s st ese e sesseensessesseensansesssensenseensensenees 347

[OA MESSAUTES ..ottt ettt e et e e e teeeaee e teeeaeeeteeeaaeeaeeeaeeeeteeeaeeeteeereeereeeteereeenreerees 350
JOA D ettt bbbt b A b A A b A bbb A bbbt bt s et et aes 350

IPACL MESSAUES. ... ueeeieeieeeeeeteeeee et ettt et et eae e te et e et eese et e eseeteerseeseeeseeaseetseseenseeseessenseesseseennen 350
IPACL =0 .ttt ettt a et et et et e e st R e e R e e R e R et et e Rt e Rt e Rt e Reebe et et en s e st eseeReeteetesenseneeneeneas 350
[P A C L =T ettt ettt ettt et s b et e et e s teebe et e be et e et e ebeea e e teabeeat e teebe et ebeeheent e beeteeabebeeraenbeateersetesreereentens 351
IPACL =2 ettt b b b e Rt h bt b h et et et h e bt e h e b e b et en b ea e eh e benb e e b et et eneeneerea 351
[P A L =3 et bbbt h et h e Aot R bt bt b A et e Rt e Rt Rt bt ke b et en e e st e bt ebe et e te s eneenenreas 351
A O SRR 351
A O SRR 351
A e TSRS 352

[PCONF IMESSAGES ...ttt ettt ettt e et e e e eae et e et e eseeeseeaeeeteeseenseessessenseeseeseennens 352
[P ONF = T ettt ettt ettt e st e st e st e e e se e s e e s e e s e e R et et et e Rt e Rt e s e R e et e s ensenteneeReeseeteeenteneeneaneas 352
PO ONF =2ttt ettt et ettt et e s beete et e s beebe e st e e beess e te st e eas e teebeensaabeebeenbesbeeteentebeeseenteereensentenreenaenteas 352
PO ONF =3 ettt ettt et s b e et et e s teebe et e s beetsesteebeese e te et e eas e beebeesaeabeebeertebeebaeatebeeaaentesbeersetesteenaenteas 352
IPCONF =4 ..ttt b s bbbt h e bt e b s b e b et et e st e bt e b e e b e st e b en s e st e bt ebe e b e st et et e st eneebea 353
[PCONF =6 ...ttt ettt sttt sttt e st st et e st e e st et e st e estesseaseessenseaseesse s easeansesesseensenseeseenseseaseensesseensensessennsansens 353

IPFC MESSAUES ...ttt ettt e et e e te e et e eteeeaeeeaeeeaeeeteeeaeeeseeeseeeseesateeteeeneeenes 354
TSSOSO 354
o O RPN 354
o O TSRS 354
1 L O G T OO T RSO RRSRUORRRSRRN 355

IPFIB IMESSAUES. ....oi ittt ettt ettt e e et e e te e et e eaeeeaseeteeeaseeseeetsseseesaseereseaseenneas 355
IPFIB=SLOTH =2 ..ttt b e sttt h bt b s b et e e e s e st e st e b e s b e st et en e e st e bt ebesbe st e tenseneeneas 355
1 S R I 1 I = S T TSSO 356
R O I = SRRSO 357
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IPSEC IMESSATES. ....oveeeieeeeeeeeete ettt ettt eae ettt e et et e et e eseeteeraeeseeeseeaseetseseenseessessenseeseeseennen 363
P S B C =2 ettt ettt et et ettt e e be bt e beebe e e beebe et e beabeebaateeteebabeeteebeteeasebeeteesaeteeteeneentans 363
P S E =3 ettt et ettt et e e be bt e teebeehe e be bt et eteabeebebeabeebeateeheebebeeheebebeeasebeeteestetesteeneentans 364
[PSEC =4 ...ttt ettt sttt ettt et e beeaa e teebe et e teebe et e beehe et e beeheebebeeteebesteeraetesteereentens 365
P S E C = ittt ettt et eebe et e teete et e beete e te et e et e beebe et ebeehe et e beebeeabebeetaebesteersentesteeneentens 365
IPSEC =6 ..ttt h bt h bt b E b et h e bt bt b et e b et e n e bt ebe b e et et et eneeneereas 368
P S E C =7 e bbbt et h ekt h e At et et Rt bt e bt b et et en b en e e bt ebeebe et et et eneeneeieas 368

IPS_SB_MGR MESSAUES ...ttt ettt e e et e eaaeeeaeeenaeeeteeeneeeereeenneenes 369
[PS _SB _MGR SO TH =2 ettt ettt ettt ste e st e et e e be e be e be e be e beesbeestaestbestbesabesabesabeenbeensaestaessaesteesssenas 369
IPS_SB_MGR=SLOTH =3 .ottt ettt ettt e st e st e et et e e be e st e beebeeabesteessenbasbeeseenbesteeasenbesseensastensis 370
IPS_SB_MGR=SLOTH 6. ..ottt ettt st ettt este st e ete e be e beeat e beebeebasteeseenbesbesteenbesseessentesseensasenss 371

IPS IMIBSSATES ...ttt ettt ettt et et e et e et e ete et e et e eae et e et e ettt et e teete et e ereereennens 371
P S = ettt et e te e be et e be et e et e beete e teabe et eteabe et ebeeheert e beeteeabenteeteenbesteeraentesteereentans 371
P S = B et b bbb e Rt h bt b e Aot et Rt Rt e bt e bt b et et e st en e e bt ebe s b e be e et eneenentea 371
IPS =4 e h bbb Aot h bbb Aot e e Rt h e bt b e b e b et en e en e e bt e beshenbete e e st eneebea 377
P S D ettt ettt e b e te e e e e et ae et e ebeebeebeebeebeeabeebaeabaeahaeeabeebeebeebeebe e beetaeataesaeenaeeeareeans 378
P S =B ettt ettt e be e bt et e e e e e e haeebeeabe e be e beebeebeeabaebaeataeahaeeabeebeebeebeebeebeebaeataesaeenaaeearenans 386
P S =7 ettt bbbt A bbb A b A b A A A b et bRt a b a bt s bbbt 387

[SAPT IMESSATES ..ottt ettt ettt e ettt e et et e et e eae e te et e eteeseeaseetseseenteesseseenseeneeseennen 388
Y A ol N @ I = 2 O B RSOOSR 388
LS A P = S L O T H = T ottt ettt et e st e e e b e s teeta e beebeeaa e beebaeasesbeeseesbesbeeteenbesbeesaenteebeeaaeteereenbeteereentanteas 389
LS AP = SO T H =2 ettt h bbbt h bt bt st b et a bt bt b et et e st e he e bt be st e te e et eneas 390
YA B I @ I = 2 SO OO SR SR SORRTSPSPRRPRUPRRRR 390
[SAPI=SLOTH =4 ..ottt e e et e et e e be e be e beesteeebeesaaesabeeabeeabeeabeeabeebaestaestaestsesasesasesareenbeenseetanns 391
LS AP = S L O TH =D ittt et b e et e et e e be e be e te e e baeshaeetbeeabeeabeebe e beebeebeeataesabesabeeabesabeeareebeeraans 392
[ SAPI=SLOTH =6 ....oeteeecte ettt ettt et e ettt e st e s te et e beets e besteeteebesbeese e beetseasabeesseasesbeessensesbeeseentestsessesbesseensansas 392
LS A P = S L O T =7 ettt ettt ettt e et et e et et e e be e bt e be e beete e beeteeaa et e ebe et e ebeebeeabeeteeteeabeateeaeenbeateententas 393

ISNS IMESSATES ...ttt ettt ettt ettt e e ete et e et e eaeeeaeeateeteeseeateeseeseenseereeseensens 394
[ SN S =2 ettt et et et e e be et e et e beeta e beabe e At e beabe et ebeeteert e beeteeabebeeteebesteeraentesteereentens 394
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VR IMESSAUTES ...ttt et ettt et e et e et e et e e aeeebeesaaeeaseessssenseesaseenbeaasseenseesaseenseassseenseas 394
IV R =2 e h bt h e e h e bkt b e E et et R e Rt e bt bt b et et en e en e e bt e be s b e ebe e et e st enenbea 394
I R = B et bt bbb ARt h e bt e b E et e At R e Rt bt b e b et et en e en e eb e e benb et et et eneeneebea 401
IVR =4 ettt ettt ettt e ae et et et e et e b e e Rt et e Rt e Rt et e Rt en e e teeReen e e teeReententeeneentenreenaententeeneensens 416
L TSP TROTPTRRN 420
LY RSN SRTSRN 426
I R = 7 ettt ettt ettt et a e et e teea e et e heea e e te Rt ea e et e eaeeate At eee et enteeReente st ententeeteeneeteeteententeas 428
L2FMOC MESSAUES ...ttt ettt ettt et ettt e et e ettt e et e eaeeeae et e eteeseenseeseeseenseereeseeneens 429
L2FMO =SLOTH =0 ettt ettt ettt st ettt e st st e st e st e s ene e st e st es e st e ssensenseneeneesessensensenseneeneas 429
L2FMO mSLOTH =2 ettt b ettt ettt bt s e bt b e st e s b et et e st e bt eb e e b et et e st e st ebe et e st e s te s et eneas 429
L2FMO =SLOTH =5 ettt sttt h e bt st e s b et et e st e bt sb e e b et et e st e st ebesbesbentenseneeneas 429
I Y (@Y O I = ST 430
(024 oV Y =TS Sr= T 1= SRS 430
L2 M 0 ettt ettt et et e ke e st et e Rt e a e et e Rt et et e eRe et e teeRe et enteereente st ententeereenteseereeneensens 431
Y RS 431
L2 T ettt ettt et h e h e ettt h et e At eh e et ekt eh e et e bt ea e et e ehe et e beehe et e ebeeheenteabeeatentenneenteneas 433
L 2FIMIm ettt et ettt h e ettt h et e At ea e et e ekt eh e et e bt ea e et e ehe et e teehe et e bt ehe e teebeeneentenneententas 435
L2 oD bbbt h et h et a bbb e A et et Rt bt bt b et et en e en e e bt e be st et et et eneenenten 436
L2FM =0 ettt bt bttt h et b e A et Rt ekt e bt b et et e Rt eh e e bt e be st et et enteneebenten 437
L2MOAST MESSAUTES ...ttt e et e e eete e et e e teeete e eaeeeaeeeteeeaeeeaeeeseeeseesneeenreeeneeenes 437
L2M O A ST = SLOTH =0 ettt ettt ettt et e e s e et et e st e et e s sesseesse st eessessesseessansesseessansesseessessesneensessesseensensens 437
L2M O A ST mSLOTH =2 ettt ettt et e s te st e e e e st e sees e s s e st e s ens e st eseesense st e senseseeseasessensessansenseneas 438
L2M O AST =SLOTH =3 ..ttt ettt sttt et e te s te s s et ese e s e et e stess e s enseseese et easensensenseneeseasensessenseneanens 438
L2MOAST mSLOTH =6 ..ottt sttt sttt s e b e st e s b e te st e st esessease st enseneeneeseasessessenseneeneas 439
L2PT IMESSAUES ...ttt ettt ettt e e e ettt e e ae e e aaeeaeeeaseebeeeaseeseeetsseseeeaseereeeaseeneas 440
L 2P T = 2 ettt h et heeh e et bt ea e et e bt ea e et e eh e et e beeheea e e beeheente bt ententeebeeatetesaeeatentens 440
[ I OO OO OSSPSR POTTPPRPTRSRURRPRRIN 440
2l I SRR 440
(G \V Y TSI Y= T [= S SR 440
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LC—QOS MESSATES ....cuveeeveeeeeteeeeeeeeete ettt ettt et ete et et e e e ete et e ete e te et e eseeeaeeteeetsessenteeseeseenseereeseennens
(IO R O 1O 1 T OO OO OO RRSEUPRTRSRN

LC_CFG MESSAUES ...ttt ettt ettt ettt et et eae et e et e eteeeae et e eteeseenseeseeseenseerseseennens
(IO O ol O IO 1 I = 2RSSR

LC_MNT_MGR MESSQUES ....oviiieiieiieiieiesieeieete ettt ettt ettt ste et ese e s et ese s esseesesseesseseessessessessessessens

LC_MNT_MGR=SLOTH=2 ....oiiiiie e

LC_PORT_CHANNEL MESSAUES .....eeieeeeeeeeeeeee ettt eae e aeeeneeenaeeeveeeneeenes

LC_PORT_CHANNEL =T L

LC_PORT_CHANNEL =3 ..ottt ettt ettt

LC_PORT_CHANNEL =SLOTH =0 .ttt ettt et
LC_PORT_CHANNEL -SLOTH =3 ..ottt

LC_RDL MESSAUES .....ceiceeeeeeeeteeee ettt ettt ettt ettt et ete et e et e eteeeaeetteeteese et e eseeseeaseereeseennens
IO {3 I TP SRUPTRSN

LC_RDL=0 ..

LED_IMGR MESSQAUES ....ceviiitiiieiietieiieieteste ettt ettt et et sse st e s teeseeseesaessessessessessessesseesseseessensessessessansens
LED _MGR=SLOTH =3 .ottt b e sttt b e bbb e st e et e st e besbe s b et et e st e st ebesbenbeneenseneeneas

LIBBASE_SVC MESSAUES......ei oottt eee ettt e e eae et eeeteeeaeeeeaeeeneeeereeeaneeereeeneeenes
LIBBASE _SVC =2 ettt ettt ettt e et e e e te e s te e s bt e s ab e e abeeabeeabeeabe e beebeeabeeabe e bt e ehbeatbeetbeeabeeabeenbeenes

LIBBASE _SVC =3 ..ttt
LIBBASE _SVC 4 ...ttt ettt ettt
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0 LIBBASE _SVC 5.ttt h et bttt h bbb e et et b e b b et et et neene 450
®  LIBBASE _SVEC =6 ..ttt sttt et h et b ettt h bbbt et et b e b e bt e e et neene 452
0 LIBBASE _ SV 7 ettt ettt sttt ettt r ettt a e et e en e et e A e e n e e te et e ent e tenreenteteeneentenren 452

LIBBOOTVAR MESSAUES ...ttt eee ettt e e e e eeteeenaeeeaeeeneeeeneesaneeereeenneenes 453
L 1T O 1O B Y 2 G T TSRS 453
®  LIBBOOTVAR-=B....octetireteietete sttt st ettt e seste st e s eneeseeseesesseas et enseseeseeseesesse s ensenseseeseasessensenseneenens 453

LIBDC DI MESSAQGES.....cvicuvieeeeeteeeeeeeete ettt ete et et e et eeae et e eaeeseenseeseeeseeneeetseseenseesseseenseeseeseennen 454
LI IR 1= 10T I TSROSO 454

LIBIFMGR IMESSAGES .....ocvveeeeteeeeeteeeteete ettt ettt ettt et eae et e et e eaeeae e e e eteeseenseeseeseenreereeseennens 454
0 LIBIFMGR =D .ttt h b h bttt h e bt b A b ettt b e b e b et et et neene 454

LIBOSEC MESSAUES.....eeuiiiiiitietieiietteiete ettt ettt ettt et et et e s e steeseeseesaessessesse s esseesesseesseseessensessensessensens 454
0 LIBOSC =2ttt h b Ao b et Rt h e bbb et e et h b b e be b et et eneene 454

LIBSDWRAP MESSAUES ..ottt ee ettt e et eeeae e eaeeeeaeeeneeeteeeaeeeereeeneeenes 455
L I Y A e TSR 455

LIBSYSMGR MESSAES. ......ocuictieiieeieeeeeeeteetee ettt ettt et te et ete st et e et e eteeteeaeeasessessesesteaseaseeaeas 455
©  LIBSYSMGR=2 ...ttt sttt ettt ettt ettt et R R e R e R et et e Rt e Rt Rt e R e eAe s et et e Rt eneetenteteteneeneens 455
LI I |2 0 01 1Y/ L 1 e SRS 456
©  LIBSYSMGR=A ...ttt sttt a bt h e h et et et R e Rt b e b et et et et e Rt bentete e et ene e 459
0 LIBSYSMGR =5 ...ttt ettt bt bt h bbb bttt be bbb et et neene 459
®  LIBSYSMGR =6 ...ttt sttt h e h bt a bbb b e et n bbbt et et neene 459
O LIBSYSMGIR =7 ettt ettt sttt sttt et et e te sttt R e e n s et e Rt et e R e e Rt ente et e ententeereenteneeneentenren 460

LICIMGR IMESSAGES ...ttt ettt ettt e e te e et e e aeeeaeeeeteeeaeeeaeeeseeeseesaneeereseneeenes 460
L I 1 T O TSSO 460
LI IR (1Y 1 OSSR 461
LI I (1Y 1 SRS 462
LI IR (1Y 1 TSROSO 467
0 LICMGIR 4 .ttt h e h e ARt e Rt Rt ekt beeAe b et et e st Rt e Reebente s et et eneeneeee 470
0 LICMGIR =0 ..ttt h et h e bttt h ke b e b b e b et n bt h e bt et et et ne b nee 471

(Y Y TS ST= o 1= SRS 472
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LM 2 ettt ettt e et a e et e teea e et e Rt ea e et e Rt en e e te Rt enteteeReentenseeReenee st ententenseenteseereentensens 472
Y RSP TRSTRN 473
LM = ettt ettt ettt h ettt h et te bt et e bt ea e e te bt e At e ke eheeatebeeheea e e beeheente bt eneenteeteeateteeteeaeentens 474
1R T OO TSROSO 475
LIT IMIESSAUES ...ttt ettt et ettt et e et e e e abeeabeeeasseseesaseesseessssenseessseenseassseenseas 485
I I G T OO TP SRSV PSPEIPPRPRRRRURPRRIN 485
LLDP IMESSATES ....eeiiieiieiiecitete ettt ettt ettt et et e et esaeesteeseesseenseessasseesseeseenseenseessa st enseensenseensenneans 485
D TSRO 485
L D P = Bttt h bttt h et h bt b e b et e e e R bt ekt b e ket en b en e bt be b et et et eneenenren 485
D TR 486
D TSP 487
M2FIB MESSAUES ..ttt ettt ettt e et e e et e e ae e e ateeteeeaseeteeetsseseesaseereeeaneeneas 487
IM2FIB=SLOTH =0 .ottt ettt ettt st e et e st e se st e s b e st e e e s e e st eseebesbessensenteneeseesessessaseneeneeneas 487
M2FIB=SLOTH =2 ..ottt sttt b e sttt e e bt b e bt st et e e st e st e bt s b e sb et et e st e bt ebeebesbeseneeneeneas 487
M2FIB=SLOTH =6 ..ccueotirtiiteieteee ettt s b e sttt h e b s b st et et e st e st b e st e st et enten e e bt st e sbe st enseneenensea 488
M2RIB MESSAUES ...ttt ettt e e et e et e ete e et e e aeeeaeeeteeeaeeeaeeeseeeseesateereeeneeenes 488
A2 1 R USROS 489
IM2RIB =2 ..ottt ettt sttt e sttt s te et e st e st et et e e n e et e R e e Rt et e eReen e et e eRe e teeReeReentenReeneenteateeneenteaneennents 489
D21 e TSR 490
IM2RIB =6 .ttt ettt s h ettt a et e bt e a e et e e bt eh e et e bt ea e et e e he et e At eh e et e bt ehe et e ebeeatentenheeatentas 490
IMOAST MESSAQES ...ttt ettt et e et e et e e et e et e ete et e et e eseeeaeetseeteeseeaseeseeseenseeseeseensens 490
I A S T =2 ettt ettt sttt et se bt st e s b e e A et e st e Rt e Rt e Rt A e A et et e Rt e Rt e Rt e b e et et en e enteneeReebeetensenteneeneeneas 490
IMICAST =4 ..ttt et a e bt b s b s et e st he e bt e bt s b e b et et e st e bt e bt e b e b e b en b e st e st e bt e b e et et et enteneene 491
VI A ST =5 ettt sttt h e bbb e Ao st h e bt e bt h e b et et Rt h e bt b e A b et et h e ebe e b e et et et e st eneerea 491
MOECTEST MESSAUES ...ttt ee et e e e ete e et e e ete e e e e e aeeeaeeeeteeeaeeeeseeeseeeeseesaeeeereeeneeenens 491
AL T O I Y I SRR SRPTRSN 491
MOECTEST =5 ettt ettt e e st ese st e st e e e seese e s e esess e s enae st ese et e eseasensenseneeseeseaseseensensenennens 492
IMOECTEST =6 ..ottt ettt sttt ettt et e st e st e s e st e beste s eaesaeseesees e st e s esseneese et e st easensenseneesensessensenseneenennens 492
IMOIM MESSAUES ...ttt ettt ettt ettt et e b e b e b e e teeteessese e st essesseseebeeseeaeessessessensesseasessasseas 492
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IMICIMI=2 ettt e h st b ettt b s bt s b s b et e e st h e bt e b e b et et e Rt Rt e bt e bt b e A e b e Rt en e e bt e benhenbe e et eneeneebea 492
MM =5 ettt et et e st et et e s teeaa e be e bt e et et e eseesbe et e eseesbeebeeaaen s e Rt e At e teebeententeereententeereentesreentenrs 493
IMICIMI=B ettt ettt et et e e et e e e te e s tbe e abesabe s et e eabeeabeesbeebaesbaesssesabesabesabeeabeesbeenbeebaesteesssesssesasesaseesseensenns 493
METROPOLIS_USD MESSAUES ....ueeeveeeeeeeteeeeeeee ettt e et eaeeeeaeeeaaeeeveeeneeeeseesaeeeereeenneenens 493
METROPOLIS_USD 3.ttt te sttt et te st e tesbe s e e tess e e st esesseensessesseessesesseessesseensensessenssensensens 493
MEDM MESSAUES ...ttt ettt e e e ete et e e te e eta e e aeeeaeeeeaeeeaeeeseeeaseeseeeaseeereeenreenens 493
1D 494
IMEKA IMESSATES ...ttt ettt ettt e e e e te e aa e e eteeeaaeeteeeaseeeseeeaseeseeetsseseesaseereeeaseenneas 495
K A = 2 ettt ettt ettt e et e e te e be et e et e et e e e b e e aReeeateeateeate et e e A be e be et ee R eeaRaeeReeente e teenteeate e teeteenraenreeereeenreanes 495
I A = B ettt b et b et a st h e e bbb E Rt R Rt ekt bt ke b et e Rt R e e bt h e b e A et en b en e eh e ebenbe et e tenteneeneebea 497
VKA =2t b ettt h s bt s b s b et e st bt e bt e bt s b et et et e Rt e bt e bt b e b et en b en e e bt e b e e b e nbe s et eneeneebea 498
K A =D ettt ettt et e e e te e e be e be e teeebbeebbeeabeeabeeabeeabe e be e be e beeabaeebaeehaeeabeeabeeabeebe e be e baebaeetaeearesaaeeareeans 499
IMIKKA =B ..ttt ettt ettt et et e et e e be e be e be e baesbaeetaeeabeeabeeabeeabeeabeenbe e baesbaeesaeeaseeabeeabeeabeeabeeabeenbeebaesbaesaeesaeesareeans 499
MODULE MESSAUES ...oveevvieeeeteeeeeeeeee ettt et ete ettt e e e ea e e e eaeeteereeeseeeseeteeetseseenseessessenseeseeseeneens 501
IMODULE =2ttt et ettt et e et e st e et e e beete e beeteeabeabesbseabasbeebeeasasbeebeenbesbeessenbeabeeasasbesbeessesesteensantens 501
IMODULE =3ttt et ettt ettt e st e et e s be e bt e beebeeaseabesbeeasasbeebeensasbeetseabesbeessanbeebeessenbesteensetesteensantens 505
MODULE ...ttt ettt e st e e st e e ta et e s beesa e be st e esae st e ebeessesteeseenbebeesaentebeessensesseessensesreensantens 505
IMODULE =5 ...ttt ettt et st e b e st e te et e s teeaa e besbaeasesbeebeessestesbeenbebeeseenbebeessensesseessensesteensantens 506
IMTIODULE 6.ttt sttt st b e sttt b e bbb et e e s e bt et e b e st e b ententes e ebeebesbe st enseneeneeneas 507
MONITOR MESSAQES. ..o ceeeeeeeeeeeeeee et e et e e et e et e eeteeea e e st e eaeeeeteeeneeeeseeerseeeseeseesereseneeeres 507
MONITOR =S ettt et e s e et e st e et e e b e ebeebeesbeesbeesssesssessseesseaaseeabeeabeenbeebeebeebaessaeesaesasesaseenbeenns 507
IMONITOR =S .ttt ettt et sttt et e s te e st et e et e e st e seeseesse s e sseensestesseenseseeseenseseessensesseensensessennsansens 508
MPLSFWD IMESSAQGES .....eveveeteeee ettt ettt et e et et et e e e eteeeaeeteeetseeseenteesseseenseereeseennens 509
IMIPLSFWVD =3ttt ettt et ettt et et e st e e bt et e e be e bt e beeteeaeebeebseasesbeebeensasbeeseenbebeessenbeabeessessesseensesesteensantens 509
MPLS_OAM MESSAUES......ceeeeeeeeeeteeeteeeeeet ettt et ete ettt et e ete e te et e eseeeaeetseeteeeseeateeseeeseenseersenseennens 509
IMPLS _OAM =5 ettt ettt et et e st e et e s te e st et e s teesb e bestaesbesbeebeestesteeseenbesbeesaenteebeesaetesbeententeereententeas 509
MPLS_TE MESSAGES ...ttt ettt ettt ettt et e et eteeeae et e etseseeateeseeseenseereeseennens 510
IMIPLS _TE =5 ettt b e bt b et et b e bt s bt e b et e s e st et e e b e st e s en s entes e e bt e b e st et et eneeneeneas 510
IMTIM IMIESSAUES ...ttt ettt ettt et e et e aeesteesaesseenseessanseesseessesseenseessanseenseessenseensenssans 512
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IMITIM=SLOTH =0 .ottt et b e s te e e e e e s e ese st e s s et e s eseeseesease st ensensenseseeseeseasensansaneeneaneas 512
IMTIM=SLOTH =T oottt sttt e st a e ettt ese s te s s e seseeseeseeseseessenseneeseesesseasensenseneeneeseasensasansenensens 512
IMTIM=SLOTH =2 .ttt sttt ettt be st e st et e st e st e st et e st e s e st ene e st ebeseease s enteneeneebesbeseenseneeneenens 512
IMTIM=SLOTH =4 ..ottt et e b st e st e e e st e st e b e et e st et e st e st e st eb e sbe s entenseneeneebeasessenseneenennens 515
IMTIM=SLOTH =5 ettt a et b e sttt b e bt e b e st et et e st e st e bt sb e b et e st eseebe st e abentenseneenenneas 516
IMTIM=SLOTH =6 ..ottt ettt b e sttt b e b s b st e et e st e bt e b e st e b et e st e st ebe st e abe st enseneenenbens 517
Y IS DY (oY1 T=Te [T TSR 518
AT S D=2 ettt st e et e et s st et e s te s et e st e s te e st e st et e e st ea s e aR e e Rt et e eRe e Rt e teeR e e Rt e be et e ententeeseentenreenaentenreeneenseas 518
IMITS MESSAUES. ....ceeeeeeeeeee ettt ettt et et e et e et e e st et e e e ete et e esaeeseeseenseeteeseenseessessenseeseeseeneen 518
IMITS =4 oottt bbbt s bbb s bbb bbbttt s bbb 518
MVDXN MESSAUES ...ttt e et e e ettt e e te e et e e eae e et e eeaeeeaseeeaeeeteeeseeeaseereeenneenes 519
IMIVDXIN =0 ettt ettt et e e s bt eh e e b e e bt e st et e e bt e a e e beeheeaeeabeeaeemte bt eeeaneebeentensesaeensenteseeeneanten 519
IMIVD XN = T ettt ettt ettt sttt ettt ea et e s bt ea e et e e bt e st et e ea e ea e e b e ebeemeeabesaeemtebeeseenee bt entensesaeentenseseeentansens 519
IMIVDXIN =2 .ttt sttt et h bbb s 4 e e st e st e bt e bt s b et et e n e e st e bt e bt e b e e b e b en s e st ebeebe e b e sbe b et eneeneebea 519
IMIVD XN =3 ettt ettt b e at et bt eh e et e e bt e h e et e e bt e a b e ke eb e e abenb e sheembe bt ebeembe b e eat et e sbeeabebesbeentenben 519
IMIVDXIN =4 .ttt ettt st ettt e st e st e et e st e s te e st e st e st e ese e s e aseesse s e sseasseseseeensenseeseensenseaseensesseensensessennsansens 519
IMIVDXIN =5 ettt sttt st ettt e et e s te e st et e s te e s e esse s e es e e seaseess et e aseansesesseensenseaseensenseaseensesseessensessennsansens 520
IMIVDXIN =0 ..ottt ettt ettt et e e e s et e et et e st e e st e e e e st emeenseaseemse s e saeemsesseeeeensenseeseenseseeneensesaeensenseseeensansens 520
IMVRP IMESSAUES.......oiiiiiiiicii e 520
IMIVRP =0 ettt ettt et e et e e bt et e bt e st et e eb e e at e s e eheeat e beseeemtenbeeheemeebeeaeeneeseeenteteseeententens 520
VIV R P = T ettt ettt ettt e e a e et e st e ea e et e s bt ea e et e ebeeat e b e e aeeateebeeheeneeebesaeenteebeeatenteeneententas 520
IMIVRP =2 .ttt bt bbbttt e bt e bt e b e s b et et e st e bt e bt st e b et et en e en e eb e ebesbe et et et e st eneebea 520
IMVRP =3 etttk b st b et e st e bt s bt e b4 e e et e st e bt e b e e b et e s e st e he e bt e b e sk e b en b e st en e ebe s b e et et et e st eneerea 520
T RSP RS 521
T TR 522
T TP 522
T TR 522
NAXOS_USD MESSATES.....uecveeeeeeteeeteeeeeeteete ettt ete et et e et eeteeteeteeese et e eseeeaeeteeeseeeseeaseeseenseenseeseenseeneens 522
NAXOS _USD =2 ..ttt sttt et b e sttt et e st e bt st e s b et e s e st e st e s e e b e st e ss et enteneeneebessenseseneeneeneas 522
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NAXOS _USD =3 .ttt s b e sttt e h e bbb et et e s e st e st e b e sb e b et en e e st e bt ebe st e betenseneeneas 522
NCPMGR MESSAUES......ciiiiciietieiietieieieste ettt ettt et e st te st e ssestesseeseeseessessessessessesseeseesseseessensessessessessens 523
INCPIMGR =6 ...ttt ettt h s bbbt e et e bt e bt st e s b et et e st e st e bt e b e sb e s ententeneebeebesbenbetenseneeneas 523
NFM IMESSATES ...ttt ettt eae e et e e et e e teeeta e e aeeeaeeeteeeaeeeseeeseseseesaeeereeeneeenes 523
N YR S TROTPTRSRN 523
I A TSP 524
N A TR 525
I AV OO SORSUSRRPR 526
INFIMI =6 ettt ettt s h e e at e et e bt e a e et e sh e eat e besheem e e bt eaeem e e bt eat e eeebeeat e teeheentenbeeheentenbeententas 526
NV = 7 ettt ettt a e bt h e s b b e e Rt s e bt h b A et e Rt Rt bt bt b e A et en e eh e ebeebe st et et enteneebenten 527
NFP IMESSAUES ...ttt ettt ettt ettt e e ae et e estesseenseessanseesseessesseenseessenseenseessenseensenssans 527
N Y I =P SRPTRSN 527
NP mSLOTH =5 .ttt b ettt h bttt et b e bt e bt st et e e st e st e bt sb e b et et en e esesbeeb e st e s e s eneenea 528
NLPTOZ2 MESSAUES . ....uvi ettt ettt e et eaeeete e et e e teeeaeeeaeeeseeeeaeeeaeeeeseeeteeeseesaseeereeeaneeres 528
N 0 USROS 529
NP C IMESSAGES. ....cueiceeeeeeeee et e ete ettt et e eete et e et e e ts et e et e esseteeseeeseeseenseetseseenseesseseenseeseeseennens 529
N O Y @ I = 2 TSRO PSRRI 529
NP C=SLOTH =4 .ottt sttt ettt et et eae s tesae e e st e st e s e ebeste s b e st ente st es e st e asesenseneeneebessestensenseneeneas 529
NP C=SLOTH =5 ettt sttt b s bt st s b et e st e bt e bt e bt st et e e st e st e bt sb e s b et et e st ebeebesbe st eteneeneeneas 529
NPV IMESSATES ..ottt ettt ettt et et e e st e s st esseeseesseenseeseanseesseessesseenseessanseenseessenseensennsans 530
NPV =2 ettt sttt sttt s bt et e teer e et et e et e et e bt e Rt et e Rt e Rt et e Rt e Rt e bt eReentenbeeReententeeseenteereenaentenreeneentens 530
N PV = 3 ettt bt b e et h bt bbb R Rt h ekt h e E b et R e Rt h e e h e b et e b e st en e eb e he e b et et et eneeneenea 530
NPV 4 ettt et ettt ea et e s et e et et et e ea e et e he e et et e Rt e a e et e eae et eteeae et eteeReente st ententeeseententeneeentensens 533
N TSRS 534
NPV =6 ettt ettt a et e st eae et e et e eh e et e bt e a e et e bt oAt e ke eh e et e bt eheea e e beeheenee bt eateteeaeeateteseeententeas 535
N P = 7 ettt ettt a et e et e a et e bt eh e et e bt e et et e eh e e At e teeheeat e bt eheea e e beeheente bt eateteateenteatesteeneentens 538
NTP MESSAUES ...ttt ettt ettt e bt et e e st e st e e s seeseesseesseessesseenseessenseenseensenseensennsans 538
N T P = ettt h e bbb R st h Rkt h e A et et e Rt e R e e bt h e b e b et e Rt en e e bt ehe s b e be e et eneeneebea 538
I I TSRS 538
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NI R 539
I L et TSRS 539
NVP MESSAGES ...ttt ettt ettt et e e et e e te e e aaeeaeeeaseeteeeaseeseeatseeseesaseereeesseenneas 540
IR U 540
NV P = S L O T H =2 ettt rt e st e et e s teeta e besteesa e tesbsessesbeeseessasteeseenbesseeseenbesbeessentesbeessetesteensantens 540
OBFL MESSUES .....ciiiiticiietietteite ettt ettt ettt ettt et et e besseeseessestesaessessessasseeseeseeseesaessessessesensessennas 540
(O] I OO OO OSSOSO PRSPPI 540
OC_USD MESSQUES ..ottt ettt e e et e et e et et e eeaeeeaeeeseeeneeeeseeereeenseeeneeeseeenreeseeanes 540
(O L U] I LTSS 540
ORI_FWWD MESSAUES ...ttt ettt et ete s eaeeeteeae e e e etseteeneeete et e enseesseseeneeereenees 541
ORI_FWWD =2 ettt ettt ettt et e sttt ebe s beebe e beebeeas e beetseabesbeebeeabeebeetsestesbeeasebeabeeasesteeseenbanseeseensenes 541
ORI_FWD =6 ..ottt ettt ettt e st e et e b e s teebe et e e beess et e ebeeabesbeebeenbesbeebsentesbeeasebeabeeasesseereenbenbeeseensenns 541
ORI_MAC MESSQUES ...ttt ettt ettt ettt a ettt teeaeess e s e b e saebeeteeseessessessessessessessesseenas 541
ORI_MAGC =2 ettt ettt e st e e bt et e st e e be e besbeeasestesbe e st e steebeenteateeeeenbeebeeas e teabeenbesteereententeereentenns 541
ORI_LMAGC 6 ..ttt sttt a bbbt s bbbt st et e st e st e bt e bt sb e b et et e st e st eb e e b e st e nbe b e st eneenis 541
ORI_XBAR_USD MESSAUES ......oeieieiiiictieteetteiteteetete ettt ettt esa e s sassestessaeseesaessessesessessesseenas 541
ORI_LXBAR _USD =2 ...ttt ettt b e bttt et b e b b et et et e st eb e e bestenbe s e e ens 541
ORI_UXBAR _USD 4 ...ttt ettt sttt ettt et et e st et e s s e s st et e sseessenseeseensenseeseessesseansensesseensensensenssensenns 542
ORI_XBAR _USD =6 ...ttt sttt st e s st e s s et et e st eneeseesessessensenseneesensessensensensenen 542
OTM MESSATES ....veveeeeeeeeeeteeeee ettt ettt et e et et e te et e et e ets e s e eseeessenseeaeeesseseeneeeseeseenseesseseeneeereenees 542
OTM =2 ettt et e et et et e e be et e s beebe et e s beebeeabesbeetsesbeebeeasebeebeeabebeebeessenbeeasenbeateeasenbeeteenbenbesteennenes 542
(O 11V, R SRRSO 542
OTM D ettt s b e et e b e s be e as e te s be et e teebeeasebeessesseabeess e besbeessenbeebsent e beeaeesbeabeessenteereestenbesteeneenes 543
OTIMB ettt b ettt ae e bttt b et et e st e h e bt e b e e b et et en e e h e eh e e bt sh et et et e Rt e bt e b e b et et et neereets 543
PATCH-INSTALLER MESSAQES......coieieiiiieieeiieteetteteiete sttt steeseeseesseaessessassessesseessessessessessessessensens 544
PATCH=INSTALLER =2 ..ottt ettt ettt et e st e e st e tesee e st essesseessanseeseessessesneensessesseensensens 544
PATCH -INSTALLER =3 ettt sttt et b st b ettt h e bbbt et et ebeebeebenaeneneeneas 544
PATCH=INSTALLER =6 ...ttt sttt sttt seste s b e te e e e eseeseasesseseneeneeseesensessansenseneas 545
PESTAT MESSAQTES ...ttt ettt e ettt e et et e et e ete e te et e eseeeaeeaseeteessenseessessenseeseeseeneen 546
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P S T AT = 3 ettt h bbb ARt h Rt bt E b et et Rt bt bt b e A et en e en e e bt e be s b e nbente e eneeneebeas 546
PHY _USD MESSAUES. ....ctioiieiieiieiietietieieteste ettt ettt ettt sse st e steesaeseeseessessessessessessesseesseseessensessessessensens 546
PHY _USD =SLOTH =4 ...ttt sttt b e b sttt b e b e s b e s b et et e st e st ebe st e s bentenseneeneas 546
o DY Y [T Y=o =TS ST 546
PIXIM =2 ettt e ettt st e e s te e Rt e et e e r e et e Rt e Rt e te Rt e Rt et e aRe et e teeR e e Rt e beeR e e senteeseentenreententenreeneentens 546
L SRR 546
LY TP 547
P M = 7 ettt ettt h e ettt h et et e eh e et e At eh e et e bt ea e et e ehe et e teehe et e beshe et e ebeeneentenbeententas 547
PLATFORM MESSATES .....vioueeteeeteeteeeteeeteett ettt ettt et e e e eae e eae e ve et e eseeeseeteeetseseenseeseeseenseeseeseensens 547
PLATFORM=0 ..ttt sttt b e sttt b e bt s b e b et et e s e st e bt e b e sb e s et enteseebeebesbenbeseneeneeneas 547
PLATFORM =T <ttt b e sttt ekt b e s bt et et eh e bt e bt st e b et e st e st e b e sb et et en e e st e bt ebeabenbeseneeneeneas 559
PLATFORM=2 ...ttt ettt et e sttt te s ae e te st e e st et e s e e aseesse st e estenseeseess et e eseenseseeeseensesseeseensensesssensenseenseses 562
PLATFORM=3 .ottt ettt ettt h s bt bttt a e bt b e e bt st e b e s e st e st besb e b et e st eneebenb e et e st ensenneneeneas 612
PLATFORM-=Z ...ttt sttt ettt sttt ettt e s e e be st e s e e ese e s e eseebe st e s eseeseeseesesse s ensenseneeseeseasensenseneenensens 618
PLATFORM-=D L.ttt b et s et e s b et e e e e e st et e e s e st e et e s eneeseeseebesee s ensenseseesensessensenseneenensens 621
PLATFORM=6 ...ttt sttt sttt a st s be st e e e e e st e st e b e sbe st enae st eseeseebe st et eneeneeseesesbeasenseneeneenensens 627
PLATFORM =7 ettt ettt ettt ettt b e st s b et e e e st e st e b e e b e st et e e e s e e s e e be et e st e seneenteneebesbessenseneeneenensens 628
PLBIM MESSAUES ...ttt ettt ettt et e st et e et e s aeesbeesaesseenseessasseesseessesseenseessenseenseessenseensennsans 628
PLBM =2, et bbb Rt h ekt h e Ao b et h e bt e h e b et et en b en e ebeebe b e be b et e st eneebea 628
Y TSP 630
PLBIM 4.ttt ettt sttt e sttt e b e Rt et e E e Rt et e R e e Rt en s e Rt eR e et e Rt et e teeR e et e teeReententeeneentenneennentes 631
YL T TSSO 632
PLOG_SUP MESSAQES .....oeoueeteeeeeeteeeteeete ettt et ete et et e et eeae e eta e teeeeeseeeseetseeteeeseenseessessenseesseseeneens 633
PLOGL_SUP =4 ...ttt sttt ettt st e st e st et e s e e st e s e ese st e as et e s eseeseeseasessessensenseneeseasessensansenseneaneas 633
PLOG MESSAQES ...ttt ettt ettt et et eae et et eeat e eae et e ete e teeaseeseeeseeaseetseseenseeseeseenseeseeseensens 633
PLOG 4.ttt sttt sttt s et s s 633
PLTFM_CONFIG MESSAUES .....ocvieiieiieiieieeieeieeteett ettt ettt ettt eteese e e aesse s assessesseesaessessessessessessensens 634
PLTEM_CONFIG =T ettt sttt b s b sttt e e st e b s b e sb et et e st e st ebesbesbestenseneeneas 634
PLTEM_CONFIG=2 ...ttt ettt ettt et e sttt e st e s et e s te s s e essesseessessesseessensesseessansesseensessesssensessesssensensens 634
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PLTEM_CONFIG =3 ..ottt ettt ettt et e a e s ese et e e se st e ssenaeneeseeseese st e senseneeneeseesensessensaneeneas 634
PLTEM_CONFIG =4 ...ttt ettt ettt et e se et e e se st e saesaenaeseeseeseas e s enseneeneasessessessansensenens 635
PLTEM_CONFIG =5 ..ottt ettt sttt b et e s e e e e e st e beebe st et enteneeneesessesbeseenseneeneas 636
PLTEM_CONFIG =6 ..ottt ettt sbe st e s e eneeseebesbesse s enteneeneesessessessenseneeneas 636
PLTEM _CONFIG =7 ettt ettt b e b sttt s e bt e b e sb et et e st e st ebesbeebentenseneeneas 637
PLUGIN MESSAUES......cuiiiiiieiietieiietieieieste sttt ettt et ettt e st e ssestessaeseeseessessessessassessesseessessessensessessessansens 637
PLUGIN =2 .ttt sttt bbbt s b4 e e st e st e bt e bt s b e b et et e st e bt e b e e b e st e s ententeseebe et e sbensenseneeneenea 637
PLUGIN =3 .ottt sttt sttt et et e st e et e st e e st esse st e eseesseaseesse s e sseensessesseensenseaseensenseaseensesseensensessennsansens 638
PIMON MESSATES ...ttt ettt e et et e ettt e e e ete e te et e eteeseeneeesseseenseessessenseeseeseeneens 639
PIMON =2 ettt ettt e st et e e e ese e s e st e st et e s e e st e s e eseebe et et e st ene e Rt e Rt e R e R et et eneenteseeRenteatesenneneeneeneas 639
PIMION =3 ..ottt ettt ettt et et et e e e st e s e e s e e b et e s enee st eseeseesease e e s e e st e s e e b e eEe s e st enteneeneeteatentenseneeneeneas 639
PIMION =4 ettt st et et et e s e st s bt e b et e e e n e e st e bt e b e et et et en e e st e st e b e st e s enteneeneebesb e et e teneeneeneeneas 640
PIMION =5 ettt ettt ettt et e s e bt st e e b et et e ne e st e bt e b e et et e e e st e st e s e ek e eE et en e entene e bt eheabeteneeneeneereas 640
PIMION =6 ..ottt b e sttt h e bt st s b4 e et e st e bt e b e s b e b et e st e bt e bt e b e sb e b en e en e eseebe s b et et et eneenenben 640
POAP MESSAUES ..ottt ettt sttt et et e s essa s s e s teeseeseeseessessessessessesseeseesseseessessessensessansens 640
P O AP = ettt bttt sttt et e Rt et e bt eRe et e teaRe e teteeneenteereententenreeneenteas 640
POAP =S et h b bt E e a e h ekt h e h bt a Rt h e bt b b e b en b en e bt be b e e b et et et eneere 642
PONG MESSAUES. ....ceeeeeeeeeeeeeeeeeeee et ettt ete et et e et et e et e eae e teereeeseeeseenseetseseenteessessenseeseeseeneen 642
PONG =2 .ttt ettt st et et et et e st e s e et e et et e s e e st e Rt eR e e R e e A et en e e Rt e R e e Rt e R e Re et et en e e st eseeRenteatesenseneeneeneas 642
PONG =3 ettt ettt et et et se et e st e s b e e A e s e e Rt e Rt e Rt e b e e A et et e Rt e Rt e Rt e Re b et et e st e Rt eneeRenbeeteteneeneeneereas 642
PONG =2 .ttt ettt ettt se et s b e st e st e s e st e st e bt e b e et e b et e Rt e Rt e Rt e R e e b e ek et en e e Rt eneeReebeeteteneeneeneeneas 643
PONG =5 .ttt et b e bt s b s b e s 4 e e st e bt e bt e b e b et et et Rt e bt b e b e ket n b e st bt e be e b e ebe b et e st enenbeas 643
PONG =6 ...ttt h ettt et b e s bt b s b et e e st e bt e bt e bt s b et et et e st e bt e bt e b e ket e st en e ebeebeebenbe b et e st eneeaeas 643
PON G =7 ettt ettt st et st et et e s st et e s te e st et e et e e st en s e Rt e Rt et e Rt e Rt et e eR e e teteeReente st eReenteteententeereensentenreeneenteas 643
PORT =PROFILE MESSAUES ....ccuveeeeeeeeeeeeeeeeeee et eee ettt eae et eae e eeae e eaaeeeaeeenaeeeteesneeeereeenneenes 644
PORT =PROFILE =2 ... ettt ettt sttt sttt e sttt e st e e s te s s e ste st e eseessesseessensesseessansesseessessesseensessessnensensens 644
PORT =PROFILE =3 ...ttt sttt sttt ettt e e s e e sestesa e se s eseesesseasensensenseneeseasensessensaneenens 644
PORT=PROFILE =4 ...ttt ettt sttt b e st sa et et e seesesee s s et et eneeneesessesbensenseneaneas 646
PORT=PROFILE =6 ...ttt ettt sttt ettt s te st et e e st e sesbesb e tenteneeneesessensensenseneeneas 646
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PORT-=-SECURITY MESSQUES ......oeieieriiieitieieeieettettettete ettt st ete st e s eaessessessessesseesseseessessessessessensens 647
PORT =SECURITY =2 .. ettt sttt b b st e sttt e st b e e b e st e b et et e st ebesbeebeste s eneeneas 647
PORT =SECURITY =3 ettt sttt h e bbb e st e e st e b e b e st et et e st e st ebesbesbentenseneeneas 648
PORT =SECURITY =4 ... oottt sttt ettt et e et e e st e s st e st e s seeseensesseessesesseensassesseensensenseensesseensensenees 651
PORT =SECURITY =Bttt sttt sttt sttt st e et estestesseessessesseensesseessessesseensansesseensensesssensesenssensesses 651
PORT =SECURITY =7 ettt ettt ettt ettt et et e e te et e s beste e st e beeaseateebeeasenbesbeesbantesteensenbesasensesbesnsenseseis 652

PREFPATH MESSAUES ...ttt ee ettt e e et e e eeae e eaaeeeaeeeteeeneeeaaeeereeenneenes 652
e o AN I e PR 652
o B AN I o RSN 652
PREFP AT H =3 ettt sttt b e bbb et e st e bt bt e b e st e b et e n e e st bt se e b et et e st e bt eb e e b et et et eneenea 653
PREFPATH =4 ..ottt sttt e sttt et et e et e e s be e sbeesseessaeesteenseesbeesteeteesbeesseesssessseanseensennsennsanns 654
PREFPATH =6 ...ttt ettt ettt ettt e et e et e et e et e beebe e beesbeestaesabesabesabeeabeeabeesbaetaasbaestsasssesssesaseenseenseensanns 654

PRIVATE_VLAN MESSAUES ..ottt eee et eae e eaeeeaeeeaeeeeaeeeaaeseseeesesenseesnneeereseneeenes 655
PRIVATE _VLAN = 2.ttt ettt e st e st e st e et e et e et e e te e teesteesbeesseesssesssessteesteenteesteastaebeasseesssesssessaesaseenseenseanes 655
o LY I =Y I I TSRS 656
PRIVATE _VLAN- D ettt sttt e st e st et e e te e st e e s teesaaesseesatesateeateenteesseesteesseesseesssesnsesnseentennsenssanns 656

PROC_MGR MESSAUES......ccue ettt ettt ettt et e ete e te et e eseeeaeeteeeteeeseeaseeseeseenseeseenseensens 657
PROC _MGR SO TH =2 oottt sttt et e et et e st e e te et e s be s s e tesbeess e besteesbesbesseessebesseessesteessensesteessensenseas 657
PROC_MGR=SLOTH =3 .ttt sttt st b ettt b st b e st et e e st e bt sb et et e e et e st sbeebesteseneeneas 660
PROC_MGR=SLOTH =4 ...ttt ettt sttt e st e s st et e s tesseensesseessestesseensessesseensessesssensenseensensenses 660
PROC_MGR =SLOTH =0 ..cttcieietieietertistete sttt e ste et e e ste e e testessaestesseessessesseessessesseessassesssessessesssensessesssensensens 660

PROFILER MESSAUES.......cuvioueeteeeeeeeeeeeeeee ettt ettt e e et ete e te et e eteeeaeeneeeteeseenseesseeseenseeseeseeneens 660
PROFILER =0 ..ttt ettt et ettt et e et et e b e e teeaaeebeeteeabesbeebeeasasbeeteenbabeessanbesbeessassesseessestesteensantens 660
PROFILER =T .ottt ettt ettt ettt ettt et e b e e be e te e basteeasesbeebeess e beetsessabeeaseabesbeessensesbeeseentestsensesbesssensaseas 661
PROFILER =2 .ottt ettt ettt ettt sttt e bt et e st e e aaesbesbeessasbesteessesbeeseensesteersensesteeseensesbeensessesseensenss 661
PROFILER =3 ..ottt ettt ettt ettt ettt sttt e et et e st e e aeeabesteesaesbesteessesbeebeeasesbeebaensesteereensesbeessensesseeneensas 661
PROFILER =4 ...ttt s b ettt b e b e b et e et b e e bt e bt st e b et e st e st ebe st e s be st enseneenensea 662
PROFILER =D ..ttt ettt ettt st e st et e et e e be e beesbaestsesabesabeeabeeabeeabeenbeesbaasteesssasssesasesaseeaseensenns 662
PROFILER =B ...ttt ettt ettt s e st e st st e b e eabe e be e baesbaestbesabesabesabeeabeesbeenbeebeebeenssasssesssesssessseensenas 662
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PROFILER =7 ..ottt ettt ettt sttt e e e st e st e be st e s et eseeseese et e ese st e s ensenseseeseesessensenseneenenneas 662
PSSHELPER MESSAUES......cue ittt ettt eeae e ete e te e e eteeeaeeaeeeteeessenseessessenseeseeseennens 662
PSSHELPER =2 ...ttt ettt s e se st e s b et e e e s e e st e se et e st e s et et e st e neeteetentetenseneenean 662
PSSHELPER =G .ttt sttt a bttt e st et n st b e st e b et et e st e Rt be et e s teteneeneeneas 663
PSSHELPER =7 ettt ettt s et b e st et et n e bt et et e et e st e Rt e teetenteteneeneeneas 663
PSS IMESSAUES ...ttt ettt ettt b e b et e teere st e st et et e b e ebeeteeaeeneeseesaensenbeaseeranaeas 663
P S S =0t h bt bt ARt h bt h e b e Ao b et e Rt h e e bt ke b et et en e en e e bt e benbenbe e et eneenenbea 663
1 T TR 664
I TR 665
PSS 4ttt A bbbt bbb bbb bbb b st b st n s 666
P S S D ettt a bbb AR bR bbb bR A bbbt b s bbbt st b st et 666
PTPLC MESSAUES ..ottt ettt et e ettt e e et et ete et e et e eseeaeeateetsessenteeseeseeaseeseeseennens 667
I I T USROS URSTRSRSRRR 667
PTP MESSAUES. ... ittt ettt et et e st e et e e st e s seenseesee s e esseessesseenseessenseenseensenseensennsans 667
P P oD e h bbb et h et e h e bAoAt et e Rt e Rt bt b e b e A et en e en e e bt e benbe st et et eneeneebeas 667
P T P B et h et b et h bt b b et et e Rt h e e bt b e nh et en b en e eh e ebenh et et et eneeneebea 668
PULSE IMESSAUES......eee ettt ettt te e et e e ae e e ae e eeteeeaeeeeseeeseeeteesneeeereeeneeenes 669
PULSE =0 .ottt et e st e e st e e st et e st e e st et e e bt e st et e eR e e Rt e teeReen s e te e R e ente s e eneentenreententenreeneenteas 669
PULSE =T ettt e st et et e st e st et e e Re st et ene e st e R e e R e e b et e s e ne e Rt e R e e Rt eAe s e st e st eneeReeteesentenneneeneeneas 670
PULSE =2 ..ottt ettt ettt et e ae et e st et e e b e te st e st e st e R e e R e e be et et e ne e Rt e R e e R e et e s en s e st eneeReeteetentenseneeneeneas 670
PUL SE =3ttt sttt s e bt et e e b et et e Rt e Rt e Rt e R e A et et e Rt e Rt e Rt e b e e A et en e e st e Rt ebenEeatenteneeneenenrens 671
PULSE =4 ...ttt ettt sttt et st e b e st e s b et e e e st e st e bt e b e st et et e st e st e s e ek e st et ententeneebeneeebenteneeneenenrens 671
PULSE =5 ...ttt h bt bt s b bt e st h e bt e bt s b et et et e st e bt e b e b e ke s en e e st eb e be e b e e be b et eneeneebe s 671
PULSE =6 ...ttt st b ettt h e bt b e 4 et e st e bt e b e e b s 4 e s e st e st e bt e bt sb e b et en e en e e bt eb e et et et eneeneeaea 671
PUL S E =7 ettt ettt ettt ettt e sttt bRt et e R e e Rt et e Rt eReen s e aReeR e et e eRe et e teeR e et e nteeReententeeneentenneententes 671
QD MESSAQES ...ttt ettt e ettt e e e e e ae e et e e te e e e e te e et e eete e ea e e te e et e eeteeeteete e et e ereeenteeaeeanes 672
QD=3 et b s bbb A b A A A b s bbb s b bbb s bt b et n st b 672
QOS MESSAES ...ttt ettt ettt et e et te et e et e et s et e eateeas et e et e ete et e eateete et e et e ere et et e ereeneas 672
QO S =2 ettt a et h et et n e Rt Rt R e A e A et e Rt e Rt eR e e Rt ee e ket et e Rt e Rt eteebententeneeneereetn 672
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(O 0 T SO OO O SRS PO PSR RSRPRTRI 673
QOS 4 eeeeeeeehee bttt h ettt h bR b e At R Rt bt bt A et et et ne bt nh e bt et et neeaeens 675
L 10 1 T T U 675
Q0 S =7 et h e E bt a e h e bR bt et h Rt ekt h e nh et e n b a e bt b e nh et et e it et nenaeebn 677
QUACK _SMEC MESSAQTES......ve ettt ettt et ee et et eteeeae e eesseeaeeeeesseeteeneeeteeseenseesseseeneeeseeneas 677
QUACK _SIMEC =6 ...ttt sttt s e st s st s s s bbbt a s bbbt n st et s s e st senes 677
R2D2_USD IMESSATES ....uveveeteeeeeeteeete ettt et ete et e et eeae e e eteete et e eseeeseenseetseseenseessessenseeseeseeneens 677
R2D 2 _USD =2ttt ettt ettt et et e st e s te et t e b e et e e b e beebaeabeaheebe e beebeete e beabeera e beebeeaeteebeenaeteereentanteas 678
R2D 2 _USD =3 ettt ettt ettt et et s b e s te et st eat et e s beeat e beebe e st e beehe et e beeateabeeteersenbesteeraenteeteenaeteareenrentes 678
R2D 2 _USD =4ttt h e st b et h bt h e Attt h bt e e b et et n e e bt b be st e te e e st eaeas 678
R I O Y I L G TSRS 678
RADIUS MESSAUES ..ottt ettt e e et e et e e e et e e aeeeae e eeteeeaeeeaeeeseeeteesaeeenreseneeenens 678
RADIUS =2 . ettt ettt ettt sttt s st e st e s te e st et e st e e st e st e et e e st e seaseesse st e aseenseateeeeen s e se e R e enteseeneenteereententenreensenteas 678
RADIUS =3 ..ttt ettt ettt et e et e st et e et e st e s ene e st eseasesE e s et e e e st e Rt ese e b e et et e st e st eneeneeseetenseteneeneeneas 679
RADIUS =4 ..ottt ettt ettt e et e e e st e s be et e beebe e st e bestsesbeabeetsesbesbeesseabasbeessenbesbeessanbeebeeasatesseensestesseensantens 679
RADIUS =5 . ettt ettt ettt e e st e st e e e et e s teeaa et e e teesbebeseaesbe st e easenbeabeereenbeebeeRa e teabeeabeteereententeereentateas 679
RADIUS =6 ...ttt ettt ettt s b et e st e s te e e e besbe e st e beeseesseabeessessesbeessessesteessenbesbeesaenbeeseensessesseensesseeseensantens 680
RDL IMESSAUTES ....ieitiiieiieie ettt ettt ettt et et e et e st e et e e st e st esseesaesseenseesseseenseessesseenseessenseenseessenseensenneans 680
R =2 ettt h bbbt £ Rt Rt bt ekt e b e Aot et e Rt e Rt e bt bt b e b et en e en e eheebe s b e s be e et eneeneebea 680
] I TR 680
R =B ettt ettt ettt ettt et e et e e s be e e te e e tbeeabeeabeeabeeabeeabe e be e beeehaeahteaabeeabeeabeeabeebeebeeabeeebeentsentaeeabeeabeeabeenreans 681
RES_IMGR MESSAQES .....ceveeeeteeeeeeeeeeteeee ettt ettt e et et et e et e eteeeaeeaeeeteeese et eesseseenseeneeseeneen 682
RES _IMGR =T ettt ettt sttt s et e st e st e s e seeseesees e st e s et eneeseeseesees e st e s ensenseneeseesessesenseneenenneas 682
RES_IMGR=2 ..ottt ettt ettt e e et e st et e e se s te s e e e st e s e eseeb e st e s enaeneese e s e et e as e st e st eneeneeseeseneenseneeneeneas 682
RES_IMGIR =3 ..ottt ettt ettt et s te et e st e e be et e st e eaeesbesbeessesbesaeesa e beebeeabesbeebeenbesteereentenbeeaaenteareenaets 683
RES_IMGR =4 ...ttt ettt sttt ae et e st e e aeeabesbeetaesbeebeeaa e beebeeabesbeebeenbesbeebeenbeabeeaeenteareenaenrs 684
RES_IMGR =5 .ttt h et b ettt h bbb et et h e bt bt st et et e n e n e bt nh et et et e st eneeaea 685
R T 1Y/ [C G RSP 685
RIB MESSAUES ...ttt ettt e et e et e e te e et e eteeeaaeeaeeeaeeeteeeaeeeaeeeseseseesaeeeteeeneeenens 685
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1 T P 685
= E OSSP 685
R 686
1 E 686
RIB =4 . ettt h bbbt h bbb Aot e e e Rt Rt e bt b e b et et e st en e bt e be s b et et et eneeneeteas 687
RIB = bbb bR st R bt bt b e Aot e Rt R Rt e bt bt b et et en e e n e ebeebe s b e be e et eneenenbea 688
RIB=6 ..ttt ettt ettt ettt e et e e te e be e be e baeebaeebaeeabeeabeeabeeabe e be e be e beebaeebaeehaeeabeeabeeabe e beebe e beebeeataesaeenaaesabeeans 688
RLIR MESSAUES. ...ttt ettt e e et e et e e te e et e e aeeeaeeeteeeaeeeseeeseeeneesneeereseneeenes 688
R 688
R T 689
RIM IMESSAUES ...ttt ettt ettt ettt e e e e te e aa e e teeeaaeeaeeeaseeseeeaseeeseeetsseseesaseereseaseenneas 689
L TSP 690
RIM =S L O T H =2ttt et ettt e s te et e st e e at et e s beeaaesbesteesbenbeeteessesbeeseesbesbeeseenbesteeseentesbeensentesseensets 690
RIM=SLOTH =4ttt a e bt bt a et h e bt e b e s bt st et e s e st e bt e bt st e b ententen e ebe st e abentenseneenenbea 691
RSCN MESSATES ....eeeiieieiecieete ettt ettt ettt e b e s beebeeseese e st essesse s esseeseeseesseseessensessensessensens 691
RIS N =2 ettt ettt sttt et et et e e st et e te e st et et e e st e te Rt e Rt et e Rt et e bt eRe e st e bt et e enteteeneententeententenreeneenteas 691
R S N =3 ettt bt bttt h e bbb E et h bt ekt h e E b e R h e bt h e b b e s en b en e bt bt nb e et et et e st eneenea 692
RSCN 4 ..ottt st et s e st bbb s et a b s bbbt sttt s et b e 692
RSCIN =6 ..ottt ettt et et e st e et ete s beebe e besbeeteebeebeessebeebeeasebeebeenbaabeebsenbebeeteenbebeeaeebeeteenbebesteeneentens 693
SABRE_APP MESSAUES .....ocueeeeeecteeeeeeeee ettt ettt ettt et ettt e ettt e et e ettt et e re s 693
SABRE _ AP P = SLOTEH =2 ettt ettt ettt s b e e b st e et et e s be e st e beebeea b e beera e beebeeraeteereenbebeereentere e 693
SAC_USD MESSAUES .....ovieieiieiieiieieieste sttt ettt et ettt s s e e besteeseesaestessessessessassesseeseeseesaessessessensensesseenas 693
SAC _USD =2 .t h bt et h b btk A et h bt bt bt et et st bt benbe st et et eneens 693
SAC _USD =3 ettt h bbb Aot h bt h et b et R e h e bt A e bt et et e neebe bt e st et et eneens 694
Y O U 0L TR 695
Y A O U 0L U 695
SAL MESSAUES ..ottt ettt ettt ettt ettt ettt ettt ettt et eete et et e eteenes 696
SAL =5ttt bbbt s bbbt b At b s bbb s b bbbt s et b st n et b 696
SANTAP IMESSATES ...ttt ettt ettt et et ete et e et e ettt e et e ete et e eateeteeseeaseesseseereeeseennes 696
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SANTAP =SLOTH =2ttt ettt h bt st e e b et et et e ae e bt ek e s b et et e st eneesesbesbenbenteneenis 696
SANT AP = SLOTH =4 .ottt et st e st e s e et e beeae e b e ste e st esbesteessessesseessesseasaassesseesaensesseessensenns 702
SANT AP = S L O TH =Dttt ettt e b e e b e et e e be e beesbeesbeestaesbbesbbesabeeabeeabeenbeenbeenbeeseebaesseansanas 704
Y N I S I I I = 2 TR 704
SAN_EXT_TUNER MESSATES ....c.ve ettt ettt ettt eae et ete e e e eseeseeneeereennes 706
SAN_EXT_TUNER-=3 ..ottt ettt et ettt et e e e et e beeaa e beebe e st e beeteeabebeessenbesbeessasbesteessebestsessensenns 706
SCHEDULER MESSAQES.......cvioeeeeeeeeeeeeeeeee ettt e ete ettt ea e eeeeteeaeeneeeteeteenseesseseeneeereennes 706
SCHEDULER =2 ...ttt ettt et ettt ettt e sttt e s beesa e beebe e st e steebaenbesbeeasestesssessesbeabeensestaeraententeessensenns 706
SCHEDULER=G ... ettt ettt et et s e ettt e st e e be et e s teesa e besbe e st e steebeesbesbeersentesbeesseseabeensesteeseentensessnensenns 707
SCHEDULER =4 ..ottt sttt h bbbt e et e st e bt sb e b et et e st e st ebeebe st e st et et eneens 708
SCHEDULER =B ...ttt sttt ettt et ettt et e s be et e s te et e et e s beesaestesbeessesbeesaentesseessesseaseassesesseensensenseeneenes 708
] OV Y [T T= o =TS TSR 708
SCM 2 ettt et e et e e be e bt e bt e ebe e be et eeaaaeehaeeabeebeebeebeebeebeeabeeabaeataeehbeeabeeabeeabeeabeeabeenreebeeraens 708
SCSI=TARGET MESSATES......ecueeeteeeeeeeeeeeee ettt ettt ete et e et eets et e e e e eseeese et e eteeseenseeseeseeneeeseennas 708
S CS TARGET =2 ettt ettt et et ettt et e s te et e beetseabesbeesseabesbeesbebeebseabesbeessensesteeseenbesteessensenns 708
SCSI=TARGET =3 ..ttt ettt et et e et e et e b e s te e st e e beeaseabesbeesseabeebeesbesbesteeasesbeesseasesteesaentesteessensenns 709
SO S =T AR GET =7 ettt ettt st be et e s teeaa e be e beesbesteebeesbesbeeasentesbeess e teabeentesteereenbenteereeneenns 711
SDV MESSAUES ...ttt ettt ettt e ettt e et e ettt e et e eae et e et ettt e et ettt et e eteennas 711
SOV = et h bbbt h bRt h e Aot R e Rt bt bt e e b et et n e bt bbb e b et et eneets 711
Y LY TSRS 711
SDV =4 et ettt et ettt e bt be e be e b e e eteeehaeebeebeebeebe e be e beeabeetaestaeehbeehbesabeeabeeabeeabeenbeebeereens 715
SDV =0 et bttt h bkt h et b st a e eh bt e bt et en bbbt et et st eneeas 716
SDV =7 ettt b A A bRt s b A e b s b bt s et bt s et a et 716
SECURITYD MESSAGES ...ttt ettt ettt et eae st etseae e e e eteeeseeneeeteeseenseesseseeneeereeneas 716
SECURITY D =2ttt ettt ettt et e e st e et et e s teeba et e s beess e teebeesbesteebaenbestsessestesseensesteabeeasesseeraententeesnensenns 717
SECURITY D=3 ettt ettt et e e et e e st e te et e s beebeeabesbeessesteebaessesbeebeeabesbeessenbesbeessesseabeessesseebaenbensesseensenns 719
SECURITYD =5ttt b ettt h bt b e st et e et e bt e bt s b e b et e s e st e st ebeebesbenbenteneeneens 719
SECURITYD =6ttt sttt ettt et et e st e e st e st e e s e s bessaessesbe e st e se st e essesseeseessesseessessesseassessasraessansesseensenes 720
SECURITY D =7 ettt ettt ettt ettt e e bt e e be e te e s beesteeetaesabeeabeeabeeabeeabeeabeenbe e baestaesasestsesasesasesasesaseenbesasennsanns 721
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SENSOR_USD MESSAUES ...ttt ettt ete e ete s e e e e eseeese et eeteeseenaeeseeseeneeereenees 721
SENSOR _USD 2.ttt sttt ettt te s e e e s e se et e s s et et eneeseeseesessessenseneeneesensensensenseneenen 721
SENSOR _USD =3ttt ettt te st e e e seeseese et e e s et e s e st eseeseesesse st enseneeneesensestensenseneenen 721
SENSOR _USD 5.ttt ettt et ettt be st e st et et en e e st es e eb e st e s s et eneeneesenbentenaeneeneens 722

SENSOR MESSAUES ...ttt ettt e ett et e et e ettt e et e ete et e enteeteeseeaseesseseereeeseennas 723
SENSOR =0 1.ttt ettt b ettt a bbbttt e e n e Rt bt bt bt et e n e n e e bt b be st et et neens 723
SENSOR =3 ettt a bt e b e bt a bbbt b et h e bt b e bt et e n e st eb e b e e b et et et eneens 723

SESSION-MGR MESSAUES ...ttt e et e et e e e eeteeeraeeeteeeneeeseeeareeseeanns 723
SESSIONTIMGR =2 ..ottt ettt ettt ettt e et e st e st e teese et e steessessesseessenseeseessesseassenseseeesaensensenssensenns 723
SESSION=IMGR =3 ...ttt ettt st et ese e s e e se st e ss et e s eseeseeseasesse s eneeneeseesensessensenseneenen 723
SESSION=IMGR =4 ...ttt ettt st e e st e s e s e st e st et et eseeseeseasesse s enseneeneesensensensenseneenen 723

SFC IMESSATES ..ttt ettt e ettt ete et e ettt e etteete et e et e eae et e eat e te et e et e ete et et e eteennas 724
] O RSOOSR PSSR 724

SFEM MESSAUES ... iveeeeeeeeeeteeee ettt ettt ettt te et e ettt e et eeat et e et e ete et e et e te et e et e ere et e eaeeeteennas 724
S = et h et b a et h e bRt b Aot R e Rt ekt h e h e b et et e Rt e bt bbb e sttt eneens 724
SFIM =0 et h e h et e h bR bt e bRt R bt bt A e b et et e Rt bt bbb e b et neeneens 724

SFPFPGA_USD MESSAUES......oi ottt ettt e et eaeeeae e eaeeeveeenseeeaeeeraeenaeeeneeeseeenreeseeanes 724
T o 7N U T I L SO RRR 724

SIM IMESSATES ...ttt ettt e e et te et e et e et e et e eneeese et e et e etseseeneeeseeteeneeereeteeneeereeneas 725
SI 2 ettt ettt a e Rt et e R et et et Rt eReeR e Re A et e At e Rt eR e e R e eA et ente e e Rt e st eReetenteteneeneeneenn 725

SKT_USD MESSAGES .....uvevieeeeeeeeeteeeee ettt ettt ettt e eteeae et e ets e s e e e e easeeseenseese et e enseesseseeneeeseenees 726
ST _USD =2 ettt ettt et et st et s e st e Rt b e st et et e st e Rt e Rt A e b e Ae e et e Rt eneetententeteneeneenn 726
SKT _USD =6 .ottt sttt b e b et st e e st e st e s e be st e b e st ene e st e st se et et et enee st eneebesbenaeteneeneenn 726

SKYLINE_APP MESSATES .......eeieieieiecteeteete ettt ettt ettt st est e ssessessesseeseeseessessessessessessessennas 726
SKYLINE _APP =SLOTH =21ttt sttt sttt st b ettt h e b s b st et et e st e st e bestesbe s eneens 726

SLA_RESPONDER MESSAUTES ....ooviieiiiieiieiieiteiieieiete sttt saeeis st esaesessessassessessaeseessessessessessessessensas 727
SLA_RESPONDER=2 ...ttt sttt ettt b bt e st e bt bt e bt e b et eatebeebe st e st et e e ens 727

SLA_SENDER MESSAQES......oooueieeeeeeee ettt ettt eae et e e e ete e enaeeeteeeraeeaeeeneeeseesareeneeanns 727
SLA_SENDER-=3 ...ttt ettt st s et sttt et st et et e st et e ReeR e e teeRe et e seeneenteereeneentenreeneeeens 727
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®  SLA_SENDER-=Z ...ttt ettt h et bt h bbb b et et bt b e bt et e e neene 727

SOTRA_USD MESSAUES .....vieuieiieiieiieiesteeteete ettt ettt ettt ssestesteesaestess e s esessassesseesaeseesaessessessessensessensas 727
®  SOTRALUSD 2 .ttt b ettt h bt bt e b et et e st e st e bt e b e s b e st et et e st e bt ebe et et et et eneene 728
L O 1 2 N 5 e ST 728

SPAN MESSAJES ...ttt 728
© S AN 2 ettt At et et e Rt Rt Re R e eA e s et ene e Rt e Rt eR e Rete e e st et eReesententententeneeneens 728
LY A AL RS TRSTRSR 728
8 S P AN D ettt h ettt R e Rt eh e he Aot e Rt e Rt Rt e beeAe b et et e st e Rt eReebentetent et eneenenee 728
©  SPAN =B .ttt bt h et et et R Rt b b e A et e Rt e Rttt e Rt Aebe s et e Rt e Rt e Reebente s ent et eneenenee 729

SRVNAME_FIPSM MESSAUES ......eeieiiiietictieieeiieiieietet et stesteste e esaesaeaessessassesseesaeseessessessessessessessenss 730
. SRVNAME_FIPSM=5 L. ettt sttt b e sttt h e bt s be st et et et et e b e sbe b et et eneene 730

SRVNAME_RTD_MONITOR MESSQUES ......eeuitiiieiieiiieieeieieieieete sttt ettt ss et ssess e s ssesaeseesensens 730
o SRVNAME_RTD_MONITOR=2...cctieeeeeseetestreete sttt te st e e e e estestesstestessessaensesteessensessesssensessesnsensesseenses 730
®  SRVNAME_RTD_MONITOR =7 .ottt sttt sttt ste st te e st te st esaestesnaessesteeseensessesssensessesssensesseenees 730

STATSCLIENT MESSAQES.....ui oottt ettt et ete et et et e e eeteeeseeaeeeteeeseeaseeseeseereeeseenees 731
LI I IS T R | =1 N SRS 731
0 ST AT S LIENT =3 ittt ettt b e st st et et et e st e b e sb e e b et e s s e st e st eseebesbe st e s enee st eseebesbesanseneeneane 731
©  STATSCLIENT =6 ..ottt sttt sttt ettt st st et e e e st e besae s b et en e e st eseeseebesbe st eneeneeneenesbensensenseneeneane 731

STP IMESSAUES ...ttt ettt ettt ettt e et e b e s beeaeeseesees s essessess e s e seeseeseeseessessensessesenseeseenas 731
8 ST P o ettt bt h e bt R bt bt b e Ao A et Rt ekt b e A e b et et et R e Re bt e b et et e neeaeeee 732
L T I SRRSO 739
L T I TSP 740
LT I = G SRS 741

SV C_CLNT MESSAUES ...ttt ettt ete et et ete et e e e eteeete et e ete et e enseesseteereeereeneas 744
© SV L CLINT =21 ettt ettt et s e st e st et e st e s e e st e s e et e s et e ne e Rt e Rt eReeRe R et et et eneeReeseesetenteneene e 744

SYSMGR MESSAUES ...ttt ettt et e ettt e et e ettt e et e ete et e enteeteeseeaseesseseeneeeseennas 745
®  SYSIMEGR 0.ttt sttt h bt et e e n e Rt ae b e eR e A et e n e e Rt e Rt e Re e b e nAe s e ne et eReeRentenae s et eneeneene 745
®  SYSIMGR 2.ttt b bt et a e h e bt bt h bt a e Rt bt A e b e A et et et bt be b e b et et et eaeene 746
®  SYSIMEGR =3ttt ettt h ettt h bt bt Ao b e Rt bbbt b et et e st et e bt be st et et et eneeaeeee 794
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SYSIMGR ...ttt ettt sttt a et ea e et et e e e st e Rt e R e R e et et en e e Rt e Rt e Rt eR et et et e st e Rt eReetententententeneenn 815
O 1YLl SRS 820
SYSIMGR 6.ttt sttt a et s b et et et a e Rt R e be et et e n e e Rt Rt bt st et et et e Rt e Rt eteebentententeneeneenn 828
SYSIMGR =7 .ttt sttt a et e bttt n bt R e R et et e Rt e Rt Rt Rt st e b et et e Rt Rt eteebentetenteneereetas 832
SYSTEM HEALTH LC MESSAUES.....cviiitieiieiieiieiietieieteste ettt et esa e ssessessestessaeseessesaessessessessesseenas 836
SYSTEM HEALTH LC=2 ettt sttt st sttt et b e sttt e et eseebestenae s 836
SYSTEM HEALTH LG4 oottt sttt sttt et b e st sb et et et eseebeste b nes 837
SYSTEM HEALTH LG8 .iteiiteiee sttt ettt et sttt e e st e eaestesseensessessaensesseessesessesnsansesseensensensennes 839
SYSTEMHEALTH MESSAGES ..ottt ettt eaeeeae e eteeteeneeeseeseeneeeaeennes 839
SYSTEMHEALTH=2 ..ottt ettt se st e s s et et e st esees e et e s se st enseneeneesensensensenseneenen 839
SYSTEMHEALTH = ..ottt ettt a et se st e s b et e e e st esees e et e s se st enseneeseesensentensenseneens 845
SYSTEMHEALTH=5 <.ttt sttt b e st et e bt e st e st sbe et e s be st et eneeseesesaentenseneeneens 855
SYSTEMHEALTH=6 ..ttt st sttt et e e st e st st e et e st et eneeneeneeseseesbensenseneens 858
TACACS MESSAUES......ciiieiieiieiietteitete e sttt ettt te et esteaessessessesteeseessessessessesessesseaseeseessessessensassensensens 861
TACACS =2 ..ttt ettt h e bbb £t a e h e bt bt Attt Re ekt e b e b A et et n e bt b b st et et et eneene 862
IO A O T ST 862
IO A T ST 862
B O O T TSRS 862
BN O O T ¢ SR STPS 863
TBIRD_CMN_USD MESSAUES.....c.uecveeeeeeteeceeeeeeeeeteeeeete et eete et eeae s e et eeseeaeetseeteenseereeeaseneeneeans 863
TBIRD_CMN _USD =6 ..ottt sttt sttt ae st b e b et e e e s e eseebesbe st e s e e eneeneeseseensensensenens 863
TBIRD_FWD_USD MESSAUES.....cueeietieieiitieieeteeteetteite e ste st stesteeseesaeseessesessessessesseeseessessessensassessessens 863
TBIRD_FWD _USD =6 ...ttt ettt sttt sb s bttt eb e b s bt e b et e st e se e b st e s b et e e eneene 863
TBIRD_MAC_USD MESSAQES.....c.ocieiieieiiiicieeitete ettt st steste et essessessessesseeseessessessensasessessens 863
TBIRD_IMAGC _USD =3 ..ottt sttt sttt e sttt ettt et e st e e st e s e st e e se e st e s st eseestesaeessessesseansensesseensensesseensensenns 863
TBIRD_IMAC _USD =4 ...ttt sttt a e bttt b bbbt et et e bt bese e b et et e e 864
TBIRD_IMAC _USD =6 ..ottt sttt ettt sttt te st e st e e e e eseeseesesaessesenseneesensessessensensenens 864
TBIRD_QUE_USD MESSAUES......ceeeeeeeeecteeeee ettt eeete ettt ettt eeve et e e eaeeaeetaeeteenseeneeereeneeneeans 864
TBIRD_QUE_USD =6 ...ttt sttt sttt et e et e s e e b e s be st e s e e enteseebessessensensenens 864
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TBIRD_XBAR_USD MESSAUES .....ooveeeiiteeeeeteeteeete ettt ettt ettt et eve e et ete st eaeeaeene e 864
TBIRD_XBAR _USD =6ttt sttt sh e b sttt s e bt bttt e et e st ebe st e e b et e s eneene 864
TOAP MESSQAUES ...ttt ettt ettt ettt ettt e b e b e s s e ebesteeseesseseess e s essesseeseeseeseessessessensansensensens 864
I ST 864
TLPORT IMESSAUES ....cveeeeeeeeeeeeee ettt ettt e e et e e e ete e et e e teeeteeeeteeeteeeseeesseenseeeseeenseeenseenreeeneeans 865
I ST 865
I L 1 TSP 865
TLPORT =4 ..ottt ettt e e et e st e st e se et et et e s e e st ese e s e s et e e e st e s e es e e b e s te st enseneeneebentensenteneeneenens 866
TLPORT =6 ettt sttt sttt et b e st et et et e n e e st e bt et e b et e e e nees e eb e et e st et ene e st eseebeste s enteneeneenenee 866
TPC IMESSAUES ...ttt ettt ettt ettt e st et e b e s e eb e s teeseesseseess e st essesseebeeseeseestessessensansensensens 867
Bl R O O B I 2 o OO USSP SOSRS U USPSRRPRRRO 867
TTYD MESSAUES ...ttt ettt sttt e et e bt et e e seesseenseestesseenseessessaenseensenseenseensenneenes 867
I 4 0 ST 868
B 4 5 LG T OO SO U P OSSOSO TIPSR 868
I 20 R TSRS 868
TUNNEL MESSQUES....ceeeieeeeeteeee ettt ettt et e e e te e etaeeeteeeateeeseeeaaeeeteeenseeeseeenneans 868
TUNNEL =2 ettt ettt et ettt et e st e st e e a e et e saeentenseeaeentenseeaeent e seeneensesseeneensesseeneensensesneensenes 868
TUNINEL =G ettt h et b e et et s bt e a e et e sheeat et e s bt estem e e ebeen e e eeebeemtesbesbeentesbeseeentebesaeeneenes 869
TUNNEL =4 .ttt b s bbbt e e bt e bt e b e s b et et et e bt ekt eb e s e et et e st eseebe st e b et e e eneenenee 870
TUNNEL =5 ..ttt bt sttt et e st e bt e bt e b b et et et e bt eb e b e st e s e st e st eb e e bt st et et e e eneenenee 870
TUNNE L = 7 ettt et et e et e st e e s e be s et e st e sees e e s s e st e eseenseseeessenseaseestenseaseesseseaneensessenseansens 871
TUSCANY _APP MESSAUES ...ttt et e et eeeeeta e et e eeteeeteeeeteeeaseeeseeeneeeeseeenseeeseeenneans 871
TUSCANY _APP =SLOTH =2 ettt sttt e e st te e s e este st e sseestesteessensesseessansesseensestesseensessenseans 871
UZRIB IMESSAUES. ...ttt et e e ettt e et e e te e et e eeaeeeaaeeeseeeteeeseesaseereeenneeres 871
L0 e E RS TRS 871
L0 D = EC OO 872
UZRIB =5 ettt ettt s a et b e e a et e bt e a e e bt eh e ea e et e eheea e et e e ae et e bt eat e beeheeat e beeheenteteeneenteneas 872
UZRIB =6 ...ttt h et b ettt h e bt bttt n bt bt b e b et e Rt R e bt bt sh e b et e n e e n e e bt b e e be st et eneeneenea 873
UC_MGR CMMUGC MESSAUES ....ocvveuierieieieeieeieettetteteie sttt stestesseeseessessessessassessesseessessessessessessessessens 873
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UC_MGR CMMUGC 2.ttt sttt ettt sttt ettt s s et et e s e esessessessensensesaeseasessessensenseseasensessensenseneas 873
UC_MGR CMMUGC-3G.....c ettt sttt te sttt e s s et et e s e esesseasessensenaeseeseasessessenseneeseasensessensenseneas 874
UC_MGR CMMUGC 5.ttt ettt sttt st e sttt e st tesae st et et e s e eseese st entenseneeneeseesestensensenean 874
UFDIM MESSAUES ...ttt ettt ettt et e e et e e ete e et e e ae e e aseeeteeeaseeaeestsseseesaseeseeeaseenneas 875
U DM = 2 ettt ettt ettt h e s a et e bt e a e et e s bt e a e e beeh e ea e e bt eheea e et e e he et e eheeaeeteebeeat e beeheentebeeneentenees 875
UFDIM =5 et h et b ettt h e bt e b b et et e st e bt h e e b e b et e Rt R e Rt bt b e b e et en e e bt e bt e be st et et eneerea 876
USBHSD MESSAUES.....c.iiiiiiiieiieiietieietete sttt ettt ettt ettt e b e s testeeseesee st essesse s essesseeseesseseessessessensessansens 876
L0 N I L TSRS 876
USBHSD =2 .ttt b ettt h bttt h bbbt a e h e bt bt b et et e st e bt b bt et et eneene 876
USBHSD =3 .ttt ettt ettt e st e s e e se st et e s e st e Rt e Rt e R e et e A et e Rt e Rt e Rt eReeR et et ene e Rt eseetenteteneeneeneas 878
USBHSD =5 ettt ettt ae st st e st et e Rt Rt R et e A et e Rt e Rt e R e et e s et et e st e Rt eseetenteteneeneeneas 878
USBHSD =6 ..ottt ettt sttt ettt e be sttt e e st b e e b et e et et e n e e Rt e be et e b et et e st e Rt ebeebenteteneeneeneas 878
US BHS D =7 ettt ettt b e sttt he bttt R e Rt e b et e A et e Rt e Rt Rt et e ehe b et ene e Rt ebeetenteteneeneeneas 879
USDBA MESSAUES ...cveeuiiiiiieiietieitettetete sttt sttt et et et essassesseeseesseseessessessessassessssseesseseessessessensessansens 879
US D BA =2 ettt ettt b ettt h bt h e Ao At R e Rt ekt e bAoA et e Rt e Rt bt sh e b et en e e st e bt eheebe st et et eneeaea 879
L0 I3 7 N TSR 879
VAJRA_USD MESSAQES. ...ttt ettt eee et e et e e ete e eaeeeaeeeteeeteeeseeenteeeseeeseeeseeeeeenseeenreans 880
WAURA _USD =6 ...ttt ettt st e st s et e e se e st et e e s e estesteeseensesseeseenseaseessensesseensessesseensensens 880
VAL_USD MESSAUES ...ttt ettt ettt e et et et e et eeae e e etseeaeeneeeteeaeeneeeteenseeneeeseenneeneeans 880
Ry I O 1 I T TSRS 880
VDC_IMGR MESSAQES ..ottt ettt ettt ettt ettt e et e eaeeaeeteeeteenteeneeeseeneereenns 880
VDT _IMGIR =2 ..ttt ettt sttt st b et s b et e e st e st e bt e b e st e e e n e e st es e e bt st e s et ene e st eReebe et et et e st eneene 880
VDO _IMGR =3 .ttt b ettt h bbb et et e st e he e bt b e st et et e st e bt e b e s b et et et en e e bbb et et et eneene 881
VDO _IMGR =4 ..ttt ettt h bbbt e e st e bbbt st e e et a e eb e b b et et e st en e bt b b et et st eneene 882
VDO _IMGR =5 ettt ettt ettt e et e s st e st e be e st e st e sbeesee st e seeensenteaseen s e teeseententeententenreeneentens 882
VEC MESSAUES ...ttt ettt e ettt eeete e et e e e e eteeeteeeaeeeteeeseeenteeeseeenseenreeeneeenseeeneeans 884
BT LG IO I = TSSO 884
BT O IO I = RSP SSR 884
RV O IO B I = OSSPSR 884
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VEDB_MGR MESSQUES .....eeeiieiieiieietesieeteett ettt ettt sttt ettt a e s e saesseebeeseeseessessessessensansessensens 887
VEDB _IMGR =2 ...ttt sttt be bt bt e e h ekt b et et et n e bbb b et et n e bt b b et et et neene 887
VEDB _IMGR =6 ...ttt ettt b e bttt b e bt bt et et a e bbb b et et n bbb e b et et eneene 888

VES IMESSAUES ...ttt e e e e et e e e te e et e e aeeeteeeteeeteeeseeeateeseeeneeenreeeneeenreeerneans 888
VES =SLOTH = ..ottt ettt ettt et e te et e st e e s teestense e st ess e seaseessesseeseensensesseensenseeseensesseensenseseeensensens 888
BT IO I I = S RSP SRS 888

VI C MESSAUES ...ttt ettt ettt e e te et e ete et e et e e st e e e eateetseseeneeeseenseereeeteenseeneeeaeeneeereenns 889
BT L O SRS 889
RV O TSROSO 890

VIPER_CMN_USD MESSAUES .....ccviotiiietieiieiieiietieteteste st ste sttt este st aessessessesteeseessessessessessesassessessens 890
VIPER_CMNL_USD =6 ..ottt ettt stttk eb e st sttt b e s bbb e s et e st e bt sbe b et e s eneene 890

VIPER_ICB_USD MESSAUES.....c.ociiiiiiiieiieiieiieiieitetete ettt ettt se s essessesteeseeseessessessessesassessensens 890
VIPER _ICB _USD =2 ...ttt sttt b ettt et b e eb e bt e et e st besb e b et e e 890
VIPER_ICB_USD =6 ...ttt sttt b bbbttt be bbbt 890

VIPER_MAC _USD MESSATES ....ccuveveeteeeeeeteeeeeeeeeeeeee et ete et ettt eteeeae e e eteeaeeneeetsenseeneeeaseneeneenns 890
VIPER_IMAGC _USD =4 ...ttt ettt ettt s e te st et et e st eseeseeseste s enteneeseesensensensenens 891
VIPER_IMAGC _USD =6 ..oeetieieieieeteesttstt ettt sttt ettt e e e s esestessenae s esaeseeseesessessensenanseesensensensenens 891

VIPER_XBAR_USD MESSAQTES.......icteeteeeeecteeeteeeeeeeee ettt ettt ettt eae et eteeseeneeeaeeaeeneenns 891
VIPER_XBAR _USD =6 ...ttt sttt ettt be st st et et e st e st e beebesae s e e eneesessessentensenens 891

VIP_FWD MESSAUES.... .ottt ettt sttt ettt e st esteesse s st esseessessaenseensesseenseensenseenns 891
VIP _FWWD =6 ...ttt b e bttt h e bt e b ettt h bbbt et et en bbb e b et et ne e 891

VIP_ILK IMESSAGES ...ttt ettt et et e e et e e ae e et e eete e eteeeteeenseeseeeneeeseeeneeenreeeneeans 891
YL | G TP STRUTRRN 891

VLAN_MGR MESSAUES ...ttt et e et e e eeaaeeteeeeteeeteeeseeesteeeseeeneeeeseeenesenresenneans 892
VLAN_MGR =2ttt ettt ettt st e st et e e e ne e st e s e e b e st e s eneesees e e s e s te s enseneeneeseeseetesenseneenens 892
VLAN_MGR =G ettt sttt et se et e st et e e e st e st et e eb e s te s eneeseeseesestesenseneeseeseste et enseneeneenens 895
VLAN_MGR Attt sttt e e st e bt et e et e st e e et e st eseebesee s e st eneeneebesbessenseneeneeneene 897
VLAN_MGR =G ettt ettt et st b et e et e st e e et e st eseebeste s et e neeneebestens et et eneene e 898
VLAN_MGR =B ..ttt st sttt a e bbb et et et b e eb e b e se et et e st e bt e b e st et et et e st eneee 899
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VIMIS MESSAUES ...ttt ettt ettt ettt e et eete e e e eaeeetseseeneeeteeaeeaeeeteenseeneeesseneeereenns 901
VIMIES =2 ettt ettt et e et et e ebe et e s teebe e s bebeeheeab e beeas e st e ebeeabeabeeheeabenbeeteeatebeeasenbeateeteenbeeteereentans 901
VIMIES =3 ettt et et e e be et e beebeeabeeteeteeatasbeeteeab e beeaseabeebeeatenbeeteesbenbeebeeabebeeheenbeateeteenbesteereentans 902
VIMIS =5 ettt ettt s b e et et e s be et a e be s te e s e e besheesb e beeRe e s b e beeRaenbeeteeRaenbeebeeRaenbeebeeaaenteeteentesteereentens 902

VMM MESSAGES. ...ttt ettt ettt et ettt e et e e teeetaeeaseeeteeeeteeeteesaseeesaeeaseeseeeaseeereeeareans 902
VMM 2 ettt bbbt e h e bt s bbb et e n e h e bt ke h et et Rt ekt e bt b e Aot et e Rt e bt be st et et et eneeneeee 902

VMTRACKER MESSAUES ..ottt ettt ettt sttt esa et s e s e ssasseeseeseeseessessessessensansessensens 903
VIMTRACKER =2 ettt h e bbbt e e bbbt st et et e st es e e bt s b et et et en e e bt ebe st e be e eneeneene 903
VIMTRAGCKER=3 <ottt ettt e et e e be e s be e e beesbaesabeetbeeabeeabeeabeenbeenbeesaesbsesseesssesasessseeabeenns 903
VIMTRACKER = ...ttt ettt ettt e et e et e te e te bt et e e teeab e beebeeabesbeebeenbabeeteenbesbeessansesteessessesteessantens 903
VIMTRACKER =S ..ottt ettt et e e st e et et e s te e te et e e beeas e besbeeasesteebeesbasbeeteesbebeessensasteessensesteessantens 904

VNI MESSAUES. ...ttt ettt ettt e et st e e b e e st e s s e esseessesseesseessesseessessaeseessesseenseensesseenes 904
TN S 904
YN S 905
VINT=B ettt ettt a e bt e b e s bt et et e h e bt At h et et Rt bt e b e b et et Rt e bt e b e e b et et et eneene b nee 905

VINTAGEC MESSAUES......oouieiieiieiieieieete sttt ettt ettt et et et e teebestesseeseestesaessesessessesseeseessessessessessensassessensens 905
VINT AGC =5 ettt et e st et e s te s st e s teste s st en s e st ese e st e sseessesesseensesseeseens e seeseensesseessenseseeensentens 905

VPC_CONFIG_SYNC MESSAUES ....veeeeeeeeeeeeeeetee ettt ete e ett e e e eteeeeaeeeseeeseeeseeeaeeeseeeaeenseeenreans 905
VPO _CONFIG_SYNGC =2 ..ottt sttt et e st e e s e eseeseste st e sesaeseeseesessessensenseneesensensensans 906
VPO _CONFIG_SYNGC =3 ... oottt ettt e st et e e e s e eseesesae st e sesseseeseesessessesenseneesansensensens 906
VP C _CONFIG_SYNGC =6 ...uiiticteiticteeteiteetete sttt et e st e e e et e s beestesbeesaesbesteessastesbeessestesbsessestesseensensesssensessenseas 906

VP C IMESSATES ...ttt ettt ettt ettt et e e ettt e et e st e ae et e ete e s e eaeeeaeeseeaeeeteenseeneeeseenreereenns 907
NP C m 2 ettt et be et e teehe e te bt ehe et e bt eat e teabeett e teeteert e beeheeab e beeteententeeteententeereentans 907
VP =3 ettt h bt h e bt et a e h e bbb A et et h ekt be Aot et e n e e Rt b e b b et et neeneeae 912
VPG4 ettt bttt h A b bRt h At bt b e Aot h e bt b Aot et n e e bt bt b et et et neeneee 915
NP D ettt et et et e e e tae b eabeebeebeebe e beeabaeabaeehaeehbeeabeeabeeabe e be e beeabaeateeataeeaeeeteesarenans 916
WP G0 ettt ettt et ettt e be e e be e e ba e e b e ehbeeabeebe e beebe e beebeeabaeabaeahbeeabeeabeeabeebeebeeabaetaeataesreeeteesabenans 920

VPIM IMESSQUES ...ttt ettt et e e e e e eae e et e e ae e eteeeseeeteeeeseeeseeeaseeeseeenseeeseeenseenseeenreans 923
RV VU 923
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VP =3 etttk b et bRt bt At bt et a Rt h e b b e A et Rt ekt h e b A et et e Rt bt be b e b et et st eneee 923
YA VPP 924
WPIM =B ...ttt et ettt et e s be e e be e s ba e e ba e e abeeabeeabe e be e be e beebaeabaeahaeehbeehbeeabeeabeeabeebeebaetaeabeesteeetaeeabenans 924
VP mSLOTH =2 ottt sttt ettt st e st e s et e s te e st e s testeestesseaseess et easeessesteeseenseseeseansenseessansesseensensesseensensens 927
VRRP =CFG MESSATES......eouveeeeeeeeeeeeeeeete ettt et et et ete et et e et e e eae e e etseae et e eteeveeneeeteenseeneeersenneeneenns 927
VRRP mCF G =2 .ottt ettt et et e st et e b e s teete e besbeeaeesbeeteeas e beebeeasasteeteenbasbeeseenbeabeessassesbeessesbestaessantens 927
VRRP =CFG=3. ettt ettt ettt e et e e be et e s beebeeatesbeereesbeebeessesbeebeeasasteeteesbasbestsessebeessensesteessensesteeseentens 927
VRRP = CF G5ttt ettt sttt et st et e st e s be e s e besbeesb e beeasessesbeessessesteessenbesteessenbesseessestesteensestessnentans 928
VRRP=ENG MESSAUES ....ovieiieiieiieieiesieete ettt ettt ettt ettt et e s e s e s b e ebeeseeseessessessessensassessensens 929
VRRP ENGI =2 ettt b e bbbt h et e b e st et et e st e bt e b e st e b et e st en e ebe s b e st et et eneeneene 929
VRRP =ENG =3 .ttt h bbbt e e a e bt b e s b et et et e bt e bt e b e st et et e st eb e e bt st e sb et et eneeneene 929
VRRP =ENG =4 ...ttt ettt ettt et e s te e s tbe e tbe e beebe e be e be e ba e baeetaestsesabesabesabeeabeeabeebaesaeataesteestsesasenans 930
VW RRP =ENG =5 ..ttt ettt ettt et e s be e s tae s tbeetbeeabeeabe e be e baesbaeebaesbbestbesabesabeeabeeabeenbaentaesbaesteestsesasenans 931
VRRP =ENG =6 ...ttt ettt ettt ettt et et e et e be s teett e besteeat e besaeessasbeebsensesteeseenbesbeessenbesbeessantesteensastesseensans 931
VSAN MESSAGES ...ttt ettt ettt ettt et eete e e e et e eteeseeneeeteeeeeteeeteenseeneeereenneeneenns 932
VS AN =2 ettt ettt et e et e e te et e teebe e teeteeha et teheeheeatebeeat e beabeeateteeteestenbeeheeabebeereenbesteeteenbesteeraentens 932
VS AN =B ettt ettt et et eete et e be e et e ebe e beeteehe e tebeeheeatebeeaaeateebeeateteeteertebeeheenbebeereenbeateeteentesteereentens 932
VSAN =D ettt sttt h et bt R b bbbt a e h e bt ke bR et et h ekt be Aot et e st eh e he b e b et et st eneeae 932
VST MESSAUES ...ttt ettt ettt ettt et e e et et e beebe et e eseessestessesse s ese e s e eseeseeseeseessessensensasensensens 933
NS 2 ettt ettt ettt Rt n et Rt en e et Rt en e e Rt es e et e eReeRtenteeReen e e teereententeaneentenrenseentens 933
NS =3 ettt h bt h b bt a e h e h e Rt b At a bkt h et et et e a e bt b b et et e e eneenenee 934
VST 5 ottt a st b At A bR bbb A bbbt bbbt st 934
V/SD IMESSATES ...ttt ettt ettt e et eete et e et e e st et e et e ett et e et e te et e eae ettt e enteeteeneereeans 934
NS D = S L O T H =2 ittt ettt et et e et e et e be e te e bt e beebeeae e beeae et e beebeeteateebeebaabeereeateabeeasanbeeteenbebeeteententens 934
N S D = SLOTEH 6.ttt s e s e et e e s te e be et esteeaeesbeabeess e tesbeeaseteebeenbesbeereent e beeaaentesbeeneententeeneentens 935
VSHA MESSAUES ...ttt ettt ettt et eete e eae et e eteete et e eaeeseeteeeteenseeteeeseenseereenns 935
NS H A = Bttt bbb bt b E et a Rt h ekt h e A et et h e bt b Aot et e ne e bt bt b e b et et neeneeae 935
VST N O I = e TSRS 935
VSHD MESSAQES ...ttt ettt e e ettt et e e ete e et e e e e eteeeeeeeteeeteeeteeenteeeseeenneeereeeneeenreeeneeans 936

45



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

BT | 0L TSRS 936
BT 0L TSRS 937
VSHD =4ttt b et h Rt b et et n e Rt R e R e b e A et e Rt e Rt e Rt e be A et et e neeReeReeteeteteneeneeneene 940
RV 1L TSSOSO 942
VSHD =6ttt et h bbbt a e h e bt b Aot h e e bt b A et et e n e eh e be b e b et et neeneeae 948
VS HD =7 et bt h bt b e h et R bt ke h e A et h ekt he A et et e n e eh e bt b et et et st eneeae 948
VTP IMESSAUES ...ttt ettt ettt e e ettt e et e e ete e et e e e e eteeenteeeaeeenteeeseeenteeeseeenneenseeeneeenteeeneeans 949
Y1 TSRS 949
Y1 SRS TRUPRTRIN 949
Y1 P TPSRTRSPTRON 949
RV I e TSRS SURRSPRURRIN 951
VTP o ettt ettt ea et e s heea e be e bt ea e e bt e h e e a e e ke eheea e e ekt eh e et e eheeht e te bt enteteeheententesbeenten 951
VT P oD ettt h e e h bt bAoAt et a e h e bt A b bt oAt e Rt ekt ek e b et e Rt e ne bt eh e bt e e e st eneeae b nee 953
VTP o6 ettt sttt h bt b Aot a Rt bAoA e bRt Rt h e ekt h e b et e Rt e bt e bt ehe bt e e eneeneeae b ee 953
RV I TSP TSOTRSRPRR 954
VWGP IMBSSAUES ...ttt e et e e et e e e e ete e et e e eaeeeteeeteeeteeeseeesseeseeeaeeeseeenesenreeeneeans 954
LAYt ST 954
LAY e TSRS 955
LT O = OSSPSR 956
X2_USD MESSAUES ..ottt ettt et ettt et e e eae et e et e eaeeeteeaeetsete et e eteeeaeeneereenns 956
X2 _USD =2 et h ettt n e a e Rt h et et et et Re Rt et e b et et et e Rt eReeRentente s et e st ene e 956
X2 _USD =5 ettt h b bt Ao bRt bbbt e et n e bt bbb e b et et neeae 957
XBAR _CLIENT MESSAUES.....ccuietieiieiieiieieiteeteett ettt ettt ettt ste st et sa e et esessessesseeseeseessessessensassensensens 958
KBAR _CLIENT =2 ettt ettt sttt sttt et s st s s e et e te st e e st e sesseessasseeseens e seeseenseseeensensesseensensensesssensenns 958
XBAR L CLIENT =3 ettt h bttt b et et et b e bt e b e st et et e st eb e e b e e b e st et e e e e eneene 959
XBAR _CLIENT =SLOTH =2 ettt ettt te sttt st e s te s et eseeseesessessesensensesensessensensensenens 959
XBAR _CLIENT =SLOTH =3 ..ottt sttt ettt ste s b e s te s e e e seeseesessessensenseneesensessensensensenens 960
XBAR_DRIVER_USD MESSAUES ......ui ittt ettt ettt ettt eae v eaeeaeeeveeseeneeeaeeneeneeans 960
XBAR_DRIVER _USD =2 ...ttt sttt st et e et e s st e sb et et e e eneeneesenaenes 960
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o XBAR_DRIVER _USD =3 ...ttt sttt st b e sttt et b e s b st e st et et ene e bt sbeebentens 961
o XBAR_DRIVER _USD =5 ..ottt b e sttt b s b st sb et et neebesbesbenaens 961
0 XBAR_DRIVER_USD =6 ..c.utiiiiitrieieste sttt ettt ste et estestees e testeestesesseestessesseensessesssensessesseensessesseensessenneen 961

KXBAR MESSAQES. ... ettt ettt et e e e e et e e e e ete e et e eeaeeeteeeteeeteeeteeesseenseeeaeeeereeeneeenreeeneeans 962
O XBA R Z ettt et et e ettt b e e e e taeataeeabeehbeebeebeebe e beebeeabaebaeataeehbeeaaeebeeabeeabeeabeenbeereenreans 962
L = 7 o S SRS 964
L = 7 o SRR 964
L (= 7 o o OO RSOSSN 964

XCVR_USD MESSATES....c.viciitietieiieiieieieste ettt ettt et steaeaessessestesseeseessessessesessesseesseseessessessensassensensens 969
©  XCVR_USD =06 ..ttt st sttt b e sh e bttt he e bt e b st et et et e bt e b e et e st et et et neene 969

XCOVR MESSAGTES ....ocvveuienieieciieteete ettt steeteete bt ese e st esaesbe s e esesseeseessessessessessessesseeseeseessessessensansensensens 969
L OV L L T PSRRI 969

KXIMLIMA IMESSAUES. ...ttt e et e e et e e e e eteeeaee e aeeeseeeeseeeseeeseeesseenseeeseeenseeenesenseeeneeans 969
©  XIMLIMA =2 ettt ettt e et e e e bt e be e bt e s te e e baeebaeeabeeabeeabeeabe e bt e beebeeabaebaeabaeehbeeabeeabeeabeeabeeabeebeetaenraans 970
L AV, SR RS 970
L AV, A USRS 970

XIMLSA IMESSATES ...ttt ettt ettt ettt et e et e ete e te e e eaeeete et e eseeeaeeseerseeteenseeseeeseenneersenns 971
0 XML S A = ettt he ettt R Rt Rt b e A et et e Rt e Rt e Rt e he R et et e Rt et eReebententententeneeneene 971
0 XML S A - D et h e bt et h bt bAoAt a e h e bbb et et e st ae bt bt et et et neeaeene 971
0 XIMILS A =Bt h e bt a e h e bt bAoAt a ekt h e b e b et et e Rt e ne bt be st et et et neeaeeee 972

B4 AV Y LT Y= o =S PSR 972
O B2 ettt e bbbttt e bt et aeateeehbeehbeeabeebeebe e beebeebeebaeateeahaeehbeeabeebeeabeeabeenbeenteereens 972
L AV SR 974
L 1V SR 974

ZONE MESSAUES ...ttt ettt ettt et e ettt ete et e ettt e etteeaeeae et e eaeeteeateeteeteeateereeteeaeeeteennas 975
©  ZONE =2 o ettt h ettt R Rt h e b e A e A et e n e e Rt e Rt A e R e Ae s e st et eReerenbenbe e et eneeneene 975
®  ZONE =3 ettt h ettt a Rt Rt bt eA et et e n e e Rt e Rt Re b e Ae e e n e et eReebententententeneeneene 994
®  ZONE=2 <ot h e bt a Rt h bAoA b e e a e Rt bt bt b et et et et R e be b e b et et e eaeene 996
@ ZONE=D .ottt bbbt b bbb bbbt bbb bbb st a bt aebans 1001
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L © 1N TR RSTTTTTTRTRR 1001

_DNLD NAT_DNLD MESSQUES......ocoueieteeeeeeeteeeee et ettt eae v e ereeeaeeeseeeseeereeereesareenneas 1004
©  _DINLD NAT_DNLD =2 ...ttt a et a et et sesesesesesesasesesssesesssesessnesssessenssssenen 1004
®  _DINLD NAT_DNLD =5 ...ttt sttt et ettt s e s s sesesenese e e et e et e e e nenes 1005

_KLM KLM_VIP_CPU MESSAUES ....oeoveeveeeeeeteeeeeeeeeteeete ettt ettt eeveeeveeraeesseseerseeseeveersesaeennens 1005
O _KLM KLM_VIP_CPU=B...ocuiiiiiiiiieiiieieieieieeie ettt ettt ettt ettt ettt bbb s s nesesesenenenenes 1005

_SERVER CRDCFG_SERVER MESSAES ......c.ccuieuieiieiieieiesieeieete ettt st sa e ssessesse s enas 1005
¢ _SERVER CRDCFG_SERVER=2 ..ottt 1005
¢ _SERVER CRDCFG_SERVER=3 .....ooitotteiriririsirisisisisisie ettt ettt s s s st s s s nses 1005
¢ _SERVER CRDCFG_SERVER=SLOTH=2....coiiiriririeieieieieieie ettt s s esesesees 1006
Obtaining Documentation and Submitting a Service REQUEST ......cccoceeciiiceeiiceeeeee e 1007

Messages and Recovery Procedures

This chapter lists the system messages by facility. Within each facility, the messages are listed by severity levels 0 to
7: 0is the highest severity level, and 7 is the lowest severity level. Each message is followed by an explanation and a
recommended action.

1 Messages

This section contains the 1 messages.

1-2

Error Message 1-2-DB UNLOCK FAILED: Failed to unlock the database for session:[chars]
Explanation Session-Manager failed to unlock the database for session: [chars]
Recommended Action No action is required.

1-3

Error Message 1-3-ALLOC FAILED: Failed in File:[chars] Line:[dec] for type [dec] size
[dec]

Explanation SDM process could not allocate heap memory in File:[chars], at line:[dec], for memory-
type:[dec] of Size:[dec]
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Recommended Action No action is required.

1-5

Error Message 1-5-FBAC DISABLED: FBAC Disabled
Explanation FBAC Service Disabled
Recommended Action No action is required.

Error Message 1-5-FBAC ENABLED: FBAC Enabled
Explanation FBAC Service nabled

Recommended Action No action is required.

AAA Messages

This section contains the AAA messages.

AAA-1

Error Message AAA-1-AAA SESSION LIMIT REJECT: aaa request rejected as maximum aaa ses-
sions are in progress

Explanation Aaa request rejected as the limit for maximum concurrent aaa sessions is reached

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

AAA-2

Error Message AAA-2-AAA NVRAM UPGRADE FAILURE: upgrading of accounting log failed.
[chars]

Explanation Upgrading of accounting log failed.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message AAA-2-AAA PROGRAM EXIT: aaa daemon exiting: [chars]
Explanation Aaa daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

AAA-3
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Error Message AAA-3-AAA ERR MSG: [chars]
Explanation AAA Error Message
Recommended Action *NONE
Error Message AAA-3-AAA NVRAMFAILURE: nvram failure
Explanation Nvram can not be read/written to. Hence accounting log can not be stored there

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

AAA-6
Error Message AAA-6-AAA ACCOUNTING MESSAGE: [chars]

Explanation Accounting Message

Recommended Action No action is required.

AAA-7
Error Message AAA-7-AAA DBG MSG: [chars]
Explanation AAA Debug Message

Recommended Action No action is required.

AAM Messages

This section contains the AAM messages.

AAM-2

Error Message AAM-2-ELS FC2 GL SINDEX LOOKUP FAILED: Failed to lookup global port index
for interface [[chars]]

Explanation Failed to lookup global port index for interface [chars]
Recommended Action No action is required.
AAM-3

Error Message AAM-3-ALLOC_FAILED: Failed in File:[chars] Line:[dec] for type [dec] size
[dec]
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Explanation AAM process could not allocate heap memory in File:[chars], at line:[dec], for memory-
type:[dec] of Size:[dec]

Recommended Action No action is required.
Error Message AAM-3-ASSERTION FAILED: Failed in File:[chars] Line: [dec]
Explanation AAM Process assertion failed in File:[chars], at line:[dec]

Recommended Action No action is required.

ACLLOG Messages

This section contains the ACLLOG messages.

ACLLOG-4

Error Message ACLLOG-4-ACLLOG MAXFLOW REACHED: [chars]
Explanation Max flow reached in current interval: [chars]
Recommended Action No action is required.

Error Message ACLLOG-4-ACLLOG THRESHOLD: [chars]
Explanation Threshold Reached for Flow: [chars]

Recommended Action No action is required.

ACLLOG-6

Error Message ACLLOG-6-ACLLOG FLOW INTERVAL: [chars]
Explanation Flow info in current alert interval: [chars]
Recommended Action No action is required.

Error Message ACLLOG-6-ACLLOG NEW FLOW: [chars]
Explanation New Acllog Flow: [chars]

Recommended Action No action is required.

ACLMGR Messages

This section contains the ACLMGR messages.

ACLMGR-2
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Error Message ACLMGR-2-ACLMGR NO ERRDISABLED: [chars] event on interface [chars] ([hex])
allowed to succeed in spite of access-list failure

Explanation Although an access-list operation failed during a port event, the port event still finished success-
fully because errdisable is disallowed

Recommended Action No action is required.

Error Message ACLMGR-2-ACLMGR NO ERRDISABLED: [chars] event on interface [chars] ([hex])
allowed to succeed in spite of access-list failure

Explanation Although an access-list operation failed during a port event, the port event still finished success-
fully because errdisable is disallowed

Recommended Action No action is required.
Error Message ACLMGR-2-EXITING: Exit reason: [chars]

Explanation The ACLMGR service process has exited due to [char]. The process has probably been restarted
automatically.

Recommended Action No action is required.
Error Message ACILMGR-2-EXITING: Exit reason: [chars]

Explanation The ACLMGR service process has exited due to [char]. The process has probably been restarted
automatically.

Recommended Action No action is required.

Error Message ACLMGR-2-INITFAIL: ACLMGR Service Init failed: [chars]
Explanation ACLMGR Service initialization failed. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message ACILMGR-2-INITFAIL: ACLMGR Service Init failed: [chars]
Explanation ACLMGR Service initialization failed. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message ACLMGR-2-MALLOC ERROR: Size [dec] bytes
Explanation The ACLMGR service could not allocate memory.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
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Error Message ACLMGR-2-MALLOC ERROR: Size [dec] bytes
Explanation The ACLMGR service could not allocate memory.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message ACLMGR-2-PSS ERROR: [chars]: PSS ret. val=[dec]
Explanation The ACLMGR service encountered error while operating on a persistent storage database.
Recommended Action No action is required.

Error Message ACLMGR-2-PSS ERROR: [chars]: PSS ret. val=[dec]
Explanation The ACLMGR service encountered error while operating on a persistent storage database.

Recommended Action No action is required.

ACLMGR-3

Error Message ACLMGR-3-ACLMGR ACL OWNER MISMATCH: The ACL [chars] deleted was in use by
[chars]. Please check show running-config for more information.

Explanation ACL that was in use by another feature was deleted
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR ACL OWNER MISMATCH: The ACL [chars] deleted was in use by
[chars]. Please check show running-config for more information.

Explanation ACL that was in use by another feature was deleted
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR COMMIT FAIL: Commit failed: [chars]
Explanation The PPF commit failed
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR COMMIT FAIL: Commit failed: [chars]
Explanation The PPF commit failed
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR DB LOCK MSG: ACL database message, reason: [chars], session
O0x%1lx, type: [chars]
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Explanation ACL PPF database lock acquire/release related message.
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR DB LOCK MSG: ACL database message, reason: [chars], session
0x%11lx, type: [chars]

Explanation ACL PPF database lock acquire/release related message.
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR GSYNC ERROR: Error occured during global sync of ACL
runtime database to standby, reason: [chars] , [chars]

Explanation ACL snapshot to send the copy of runtime database to standby failed
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR GSYNC ERROR: Error occured during global sync of ACL
runtime database to standby, reason: [chars] , [chars]

Explanation ACL snapshot to send the copy of runtime database to standby failed
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR PPF ERROR: PPF error: [chars]
Explanation The PPF generated error
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR PPF ERROR: PPF error: [chars]
Explanation The PPF generated error
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR PSS CORRUPTED: [chars] PSS found corrupted

Explanation The ACLMGR service has detected corruption in one of its persistent information database. The
database would be recreated.

Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR PSS CORRUPTED: [chars] PSS found corrupted

Explanation The ACLMGR service has detected corruption in one of its persistent information database. The
database would be recreated.
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Recommended Action No action is required.

Error Message ACLMGR—3—ACLMGR_STAT_CONSOLIDATION_FAILURE: ACL statistic parsing or con-
solidation failed

Explanation A statistic update failed during the parsing or consolidation step; statistics may have been lost
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR STAT CONSOLIDATION FAILURE: ACL statistic parsing or con-
solidation failed

Explanation A statistic update failed during the parsing or consolidation step; statistics may have been lost
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR_VACL REDIRECTION DISABLED REMOVAL: VACL redirection to in-
terface [chars] (lhex]) disabled: the port has been removed

Explanation A VACL redirection to the port has been deactivated because the port has been removed
Recommended Action No action is required.

Error Message ACLMGR—3—ACLMGRfVACLiREDIRECTIONiDISABLEDiREMOVAL: VACL redirection to in-
terface [chars] (l[hex]) disabled: the port has been removed

Explanation A VACL redirection to the port has been deactivated because the port has been removed
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR VERIFY FAIL: Verify failed: [chars]
Explanation The PPF Verify failed
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR VERIFY FAIL: Verify failed: [chars]
Explanation The PPF Verify failed
Recommended Action No action is required.
Error Message ACLMGR-3-MTSERROR: [chars]

Explanation ACLMGR Service encountered an MTS error. [chars] specifies the context where the error oc-
cured.

Recommended Action No action is required.

Error Message ACLMGR-3-MTSERROR: [chars]
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Explanation ACLMGR Service encountered an MTS error. [chars] specifies the context where the error oc-
cured.

Recommended Action No action is required.

ACLMGR-+4

Error Message ACLMGR-4-ACLMGR PPF WARNING: PPF warning: [chars]
Explanation The PPF generated warning
Recommended Action No action is required.

Error Message ACLMGR-4-ACLMGR PPF WARNING: PPF warning: [chars]
Explanation The PPF generated warning
Recommended Action No action is required.

Error Message ACLMGR-4-ACLMGR_VACL REDIRECTION DISABLED PCM: VACL redirection to inter-
face [chars] ([hex]) disabled: the port became a portchannel member

Explanation A VACL redirection to the port has been temporarily deactivated because it is now a member in
a port channel

Recommended Action No action is required.

Error Message ACLMGR—4—ACLMGR_VACL_REDIRECTION_DISABLED_PCM: VACL redirection to inter-
face [chars] ([hex]) disabled: the port became a portchannel member

Explanation A VACL redirection to the port has been temporarily deactivated because it is now a member in
a port channel

Recommended Action No action is required.
Error Message ACLMGR-4-PSS VERSION MISMATCH: PSS [dec] Code [dec]

Explanation There was a version mismatch between the ACLMGR service and one of its persistent storage
databases. The persistent information has been translated to the new format.

Recommended Action No action is required.
Error Message ACLMGR-4-PSS VERSION MISMATCH: PSS [dec] Code [dec]

Explanation There was a version mismatch between the ACLMGR service and one of its persistent storage
databases. The persistent information has been translated to the new format.

Recommended Action No action is required.
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ACLMGR-6

Error Message ACLMGR-6-ACLMGR PPF NOTIF: PPF notification: [chars]
Explanation The PPF generated notification
Recommended Action No action is required.

Error Message ACLMGR-6-ACLMGR PPF NOTIF: PPF notification: [chars]
Explanation The PPF generated notification
Recommended Action No action is required.

Error Message ACLMGR-6-BECAME ACTIVE: Became ACTIVE from standby mode

Explanation The ACLMGR service on the standby supervisor became active and it is ready to serve client re-
quests.

Recommended Action No action is required.
Error Message ACLMGR-6-BECAME ACTIVE: Became ACTIVE from standby mode

Explanation The ACLMGR service on the standby supervisor became active and it is ready to serve client re-
quests.

Recommended Action No action is required.

Error Message ACLMGR-6-BECAME STDBY: Became STANDBY from active mode
Explanation The ACLMGR service became standby from active mode.
Recommended Action No action is required.

Error Message ACLMGR-6-BECAME STDBY: Became STANDBY from active mode
Explanation The ACLMGR service became standby from active mode.
Recommended Action No action is required.

Error Message ACLMGR-6-FAILED TO SEND HEARTBEAT: Failed to send heartbeat to system man-
ager: Reason=[chars]

Explanation The ACLMGR service was unable to send heartbeat to the system manger
Recommended Action No action is required.

Error Message ACLMGR-6-FAILED TO SEND HEARTBEAT: Failed to send heartbeat to system man-
ager: Reason=[chars]
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Explanation The ACLMGR service was unable to send heartbeat to the system manger
Recommended Action No action is required.

Error Message ACLMGR-6-SERVICE UP: Initialized [chars]

Explanation The ACLMGR service is up and ready The service was initialized in [char] mode.
Recommended Action No action is required.

Error Message ACLMGR-6-SERVICE UP: Initialized [chars]

Explanation The ACLMGR service is up and ready The service was initialized in [char] mode.
Recommended Action No action is required.

Error Message ACLMGR-6-SRVEXIT: ACLMGR Service shutting down gracefully
Explanation ACLMGR Service is shutting down gracefully. This is an informational message.
Recommended Action No action is required.

Error Message ACLMGR-6-SRVEXIT: ACLMGR Service shutting down gracefully
Explanation ACLMGR Service is shutting down gracefully. This is an informational message.
Recommended Action No action is required.

Error Message ACLMGR-6-SWITCHOVER: Switching Over to other Sup.

Explanation The ACLMGR service has successfully switched over to the standby supervisor card.
Recommended Action No action is required.

Error Message ACLMGR-6-SWITCHOVER: Switching Over to other Sup.

Explanation The ACLMGR service has successfully switched over to the standby supervisor card.

Recommended Action No action is required.

ACLQOS Messages

This section contains the ACLQOS messages.

ACLQOS-SLOT#-2

Error Message ACLQOS-SLOT#-2-ACLQOS FAILED: ACLQOS failure: [chars]

Explanation ACLQOS operation failed in the aclqos client

58



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Recommended Action No action is required.

Error Message ACLQOS—SLOT#—Z—ACLQOS_INBAND_INTERFACE_FAILURE: Inband interface 1if lookup
failed ([chars])

Explanation Inband interface lif lookup failed
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-2-ACLQOS MALLOC FAILED: Memory allocation failed. [chars]
Explanation Memory allocation failed. This is a critical failure
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-2-ACLQOS OOTR: Tcam resource exhausted: [chars]
Explanation Tcam resources to program acls exhausted
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-2-ACLQOS PLCY FRAG: [chars]
Explanation Plcy with fragments present
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-2-ACLQOS POLICER: Policer resource exhausted: [chars]
Explanation Policer resources to program qos policy exhausted
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-2-PPF FAILED: Database failure: [chars]
Explanation Database operation failed in the aclqos client

Recommended Action No action is required.

ACLQOS-SLOT#-3

Error Message ACLQOS-SLOT#-3-ACLQOS CC INVALID: Invalid Congestion Control parameters:
[chars]

Explanation Invalid Congestion Control parameters
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-3-ACLQOS MCM ERROR: MCM Message Inconsistent. Please collect

MCM and ACLMgr Tech Support for all VDCs
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Explanation MCM Message Inconsistent
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-3-ACLQOS PAUSE INVALID: Invalid Pause parameters: [chars]
Explanation Invalid Pause parameters
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-3-ACLQOS QUEUING ERROR: ACL/QoS queuing error: [chars]
Explanation Internal error in ACL/QoS queuing config

Recommended Action No action is required.

ACLQOS-SLOT#-4

Error Message ACLQOS-SLOT#-4-ACLQOS ATOMIC ERR: [chars]
Explanation Tcam will be overused, please turn off atomic update
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS BC OVER THRESHOLD: Bank Chaining enabled: Inst
[dec]'s usage has reached its threshold

Explanation Tcam is almost full
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-4-ACLQOS FC WARNING: Found stale FCoE entry in instance [dec].
VSAN: [dec], SID: [hex], DID: [hex], SI:[dec], SI MASK:[dec], RW VSAN: [dec],
RW VSAN FLAG: [dec], RW SID: [hex], RW SID FLAG: [dec], RW DID: [hex]. RW DID FLAG:

[dec] Cleaning it up.

Explanation Found stale FCoE entry in instance [dec]. VSAN: [dec], SID: 0x[hex], DID: Ox[hex], Sl:[dec],
SI_MASK:[dec], RW_VSAN:[dec], RW_VSAN_FLAG: [dec], RW_SID: Ox[hex], RW_SID_FLAG:[dec], RW_DID:
Ox[hex]. RW_DID_FLAG: [dec] Cleaning it up.

Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS MATCH ALL MERGE UPDATE: Warning (match all merging):
[chars]

Explanation Warning(match_all merging)

Recommended Action No action is required.
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Error Message ACLQOS-SLOT#-4-ACLQOS OVER THRESHOLD: Inst [dec] Tcam [dec] Bank [dec]'s
usage has reached its threshold

Explanation Tcam is almost full
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS QUEUING COS2Q INVALID: ACL/QoS invalid queuing policy
because of cos map change: [chars] queue [chars], interface [chars]

Explanation Attemped to configure an invalid queuing policy
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS QUEUING DSCP2Q INVALID: ACL/QoS invalid queuing pol-
icy because of dscp map change: [chars] queue [chars], interface [chars]

Explanation Attemped to configure an invalid queuing policy
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS QUEUING INVALID: ACL/QoS invalid queuing policy:
[chars]

Explanation Attemped to configure an invalid queuing policy
Recommended Action No action is required.
Error Message ACLQOS-SLOT#-4-ACLQOS QUEUING VOQ BUF CHECK: VOQ Buff no-empty: [chars]
Explanation VOQ Failed to drain the buffer in 1 sec
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS SPL TCAM THRESHOLD: Tcam Pool [dec]'s usage is
[chars] the [dec] percent threshold now

Explanation Tcam's usage has crossed the threshold
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS UNDER THRESHOLD: Tcam [dec] Bank [dec]'s usage is be-
low the threshold now

Explanation Tcam's usage is below the threshold
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-4-ACLQOS WARNING: ACLQOS Warning: [chars]
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Explanation ACLQOS Warnings

Recommended Action No action is required.

ACLQOS-SLOT#-5

Error Message ACLQOS—SLOT#—5—ACLQOS_DISRUPTIVE_IPV6_UPDATE: Disruptive update of IPv6
compression entries

Explanation Disruptive IPv6 compression entries update
Recommended Action No action is required.

Error Message ACLQOS-SLOT#-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy update done for
[chars]

Explanation Non atomic ACL/QoS policy update was done

Recommended Action No action is required.

ACL Messages

This section contains the ACL messages.

ACL-2

Error Message ACL-2-ACL HA FAILURE: Failed to do high availability operation: [chars].
Explanation Failed to do high availability operation. [chars] is the reason.
Recommended Action No action is required.

Error Message ACL-2-ACL INIT FAILED: Initialization failed for ACL: [chars], reason:
[hex].

Explanation Initialization failed for ACL due to [chars], reason: [hex].

Recommended Action No action is required.
Error Message ACL-2-ACL LINECARD STATUS: Status from linecard: [dec], for module:
[chars] (ID: [dec]), status : [dec], error id: [hex], catastrophic: [chars], restart

count: [dec].

Explanation Status from linecard: [dec], for module: [chars](ID: [dec]), status : [dec], error_id: [hex], cata-
strophic: [chars], restart count: [dec].

Recommended Action No action is required.
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Error Message ACL-2-ACL MTS FAILURE: Failed to do MTS operation: [chars].
Explanation Failed to do MTS operation. [chars] is the reason.
Recommended Action No action is required.
Error Message ACL-2-ACL MTS Q FULL: MTS queue for SAP [dec] is full
Explanation MTS queue for SAP [dec] is full
Recommended Action No action is required.

Error Message ACL-2-ACL MTS REGISTRATION FAILED: MTS options setting to [hex] failed for
opCode: [dec].

Explanation MTS options setting to [hex] failed for opCode: [dec].
Recommended Action No action is required.

Error Message ACL-2-ACL PENDING MSG ARR FULL: ACL Upgrade Pending Messages Array is Full
with [dec] messages. Failing the MTS message with Opc: [dec], RR _TOKEN: [hex]

Explanation ACL Upgrade Pending Messages Array is Full with [dec] messages. Failing the MTS message with
Opc: [dec], RR_TOKEN: [hex]

Recommended Action No action is required.

Error Message ACL-2-ACL PSS FAILURE: Failed to do PSS operation: [chars], reason: [hex].
Explanation Failed to do PSS operation [chars]. [hex] is the reason.
Recommended Action No action is required.

Error Message ACL-2-ACL PSS VER FAIL: PSS file [chars] has version [dec].[dec].[dec], ex-
pected version [dec].[dec].[dec].

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service, [dec].[dec].[dec] its
current version number and [dec].[dec].[dec] the expected version.

Recommended Action No action is required.

Error Message ACL-2-ACL RUNTIME FAILURE: [chars] [dec], Error: [hex]
Explanation ACL runtime failure is reported as [chars] [dec], reason: [hex].
Recommended Action No action is required.

Error Message ACL-2-ACL TCAM FAILURE: Failed to do TCAM operation: [chars].

Explanation Failed to do TCAM operation. [chars] is the reason.
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Recommended Action No action is required.

ACL-3
Error Message ACL-3-ACL MTS Q LEAK: Possible MTS buffer leak for SAP [dec]
Explanation Possible MTS buffer leak for SAP [dec]

Recommended Action No action is required.

ACL-4

Error Message ACL-4-ACL MTS Q HIGH: MTS queue for SAP [dec] is close to full
Explanation MTS queue for SAP [dec] is close to full
Recommended Action No action is required.

Error Message ACL-4-ACL WARNING: [chars] [dec]
Explanation ACL warning messages is reported as [chars] [dec].

Recommended Action No action is required.

ACL-5

Error Message ACL-5-ACL ADJ SHARING STATUS: Successfully completed [chars] on Generation
2 linecards.

Explanation Successfully completed the command [chars] on Generation 2 linecards.

Recommended Action No action is required.

ACL-6

Error Message ACL-6-ACL DIAG EVENT STATUS: [chars] [hex].
Explanation ACL system health management event status is reported as [chars] [hex].
Recommended Action No action is required.

Error Message ACL-6-ACL_E PORT EVENT STATUS: [chars] [chars].
Explanation ACL xEport event status is reported as [chars] [chars].

Recommended Action No action is required.
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Error Message ACL-6-ACL FCC EVENT STATUS: [chars] [chars].
Explanation ACL FCC event status is reported as [chars] [chars].
Recommended Action No action is required.

Error Message ACL-6-ACL LINECARD EVENT STATUS: [chars] [hex].
Explanation ACL linecard event status is reported as [chars] [dec].
Recommended Action No action is required.

Error Message ACL-6-ACL MCAST EVENT STATUS: [chars] [chars].
Explanation ACL multicast event status is reported as [chars] [chars].
Recommended Action No action is required.

Error Message ACL-6-ACL NX PORT EVENT STATUS: [chars] [chars].
Explanation ACL Nx Port event status is reported as [chars] [chars].
Recommended Action No action is required.

Error Message ACL-6-ACL PORT MODE EVENT STATUS: [chars] [chars].
Explanation ACL portmode event status is reported as [chars] [chars].
Recommended Action No action is required.

Error Message ACL-6-ACL RUNTIME STATUS: [chars] [dec]

Explanation ACL runtime status is reported as [chars] [dec].
Recommended Action No action is required.

Error Message ACL-6-ACL SPAN DEST CONFIG_STATUS: [chars] [chars].
Explanation ACL SPAN destination config event status is reported as [chars] [chars].
Recommended Action No action is required.

Error Message ACL-6-ACL SPAN SRC CONFIG STATUS: [chars] [chars].
Explanation ACL SPAN source config event status is reported as [chars] [chars].
Recommended Action No action is required.

Error Message ACL-6-ACL STATUS: ACL Status: [chars].

65



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

Explanation ACL status is reported as [chars].
Recommended Action No action is required.

Error Message ACL-6-ACL UPDATE SSRAM QOS EVENT STATUS: [chars] [chars].
Explanation ACL update SSRAM for QoS event status is reported as [chars] [chars].

Recommended Action No action is required.

ADBM Messages

This section contains the ADBM messages.

ADBM-3

Error Message ADBM-3-ADBM MTSERROR: Send MTS to node [dec] sap [dec]
Explanation Fail to send MTS message

Recommended Action Internal error: please collect 'show tech' and contact TAC

ADBM-5

Error Message ADBM-5-LDAP CONNECT: Connect [chars] to LDAP [chars] server [chars]
Explanation Able to connect (bind) to LDAP server.
Recommended Action No action is required.

Error Message ADBM-5-LDAP DISCONNECT: Disconnect to LDAP [chars] server [chars]
Explanation Loss connection (so do unbind) to LDAP server

Recommended Action If not config remove, then check the state of LDAP server.

AGNI-DPP Messages

This section contains the AGNI-DPP messages.

AGNI-DPP-2

Error Message AGNI-DPP-2-AGNI DPP PRINT 2HEX: [chars] [hex] [hex]
Explanation No action is required.

Recommended Action

66



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

Error Message AGNI-DPP-2-AGNI DPP PRINT HEX: [chars]
Explanation No action is required.
Recommended Action

Error Message AGNI-DPP-2-AGNI DPP PRINT INT: [chars]
Explanation No action is required.
Recommended Action

Error Message AGNI-DPP-2-AGNI DPP PRINT STR: [chars]
Explanation No action is required.
Recommended Action

Error Message AGNI-DPP-2-AGNI DPP PRINT: [chars]
Explanation No action is required.

Recommended Action

AGNI-DPP-6
Error Message AGNI-DPP-6-AGNI DPP DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

AGNIL2F Messages

This section contains the AGNIL2F messages.

AGNIL2F-6

Error Message AGNIL2F-6-AGNIL2F DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

ALDRIN Messages

This section contains the ALDRIN messages.

ALDRIN-6
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Error Message ALDRIN-6-ALDRIN DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

ALI LC Messages

This section contains the ALI_LC messages.

ALI_LC-2

Error Message ALI LC-2-INIT FAIL: [chars]
Explanation Initialization failed
Recommended Action No action is required.

Error Message ALI_LC—Z—INTERNAL_PORT_FAILURE: Internal port [dec] reinit failed due to
[chars]

Explanation An Internal port number [dec] on the board has failed due to reason [chars]. The corresponding
ethernet port may become unusable

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message ALI LC-2-INTERNAL PORT REINIT: Internal port [dec] has been reinitialized
due to [chars]

Explanation An Internal port number [dec] on the board was reinitialized due to reason [chars]. The corre-
sponding ethernet port may experience some packet drops

Recommended Action No action is required.
Error Message ALI LC-2-MTS FAILURE: [chars]
Explanation MTS send/receive failed

Recommended Action No action is required.

AMM Messages

This section contains the AMM messages.
AMM-SLOT#-0

Error Message AMM-SLOT#-0-CLI INIT FAILED: CLI library initialization failed!
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Explanation AMM failed to initialize CLI infrastructure\'s backend library. This is a fatal error.
Recommended Action No action is required.
Error Message AMM-SLOT#-0-TIMER INIT FAILED: Timer subsystem initialization failed!
Explanation AMM failed to initialize timer library. This is a fatal error.

Recommended Action No action is required.

AMM-SLOT#-2

Error Message AMM-SLOT#-2-AMM MEM ALLOC: Memory allocation failed. [chars]
Explanation No action is required.
Recommended Action

Error Message AMM-SLOT#-2-AMM RECOVERY ERROR: Error in Recovery: [chars]
Explanation AMM failed to recover after a re-start. This is a fatal error.

Recommended Action No action is required.

AMM-SLOT#-6

Error Message AMM-SLOT#-6-INITIALIZED: Internal state created [chars]
Explanation AMM has created its internal state stateless/stateful [chars].

Recommended Action No action is required.

APP EMULATOR Messages
This section contains the APP EMULATOR messages.

APP EMULATOR-SLOT#-5

Error Message APP EMULATOR—SLOT#—5—LOG_ERR_EMULATOR_DPP_DEAD: VSAN :[dec] VT pWWN
: [chars] DPP died

Explanation The DPP associated with the Virtual Target has crashed
Recommended Action No action is required.

Error Message APP EMULATOR—SLOT#—5—LOGiERRiEMULATORi\/TiACTiFAILED: VSAN :[dec] VT pWWN
:[chars] VT Activate failed

Explanation The activate step for a Virtual Target has failed
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Recommended Action No action is required.

Error Message APP EMULATOR—SLOT#—5—LOG_ERR_EMULATOR_VT_CREATE_FAIL: VSAN :[dec] VT pWWN
:[chars] VT and NPort creation FAILED !!!

Explanation The Virtual Target and nport creation failed

Recommended Action No action is required.

Error Message APP EMULATOR-SLOT#-5-LOG_ERR _EMULATOR VT DESTROYED: VSAN :[dec] Virtual
Target : [chars] Deleted

Explanation The Virtual Target in the associated VSAN is being destroyed

Recommended Action No action is required.

Error Message APP EMULATOR—SLOT#—5—LOGiERRfEMULATORﬁVTi\/SANiDOWN: VSAN :[dec] VT pWWN
: [chars] VSAN down

Explanation The VSAN where the Virtual Target is configured is down

Recommended Action No action is required.

ARBITER Messages

This section contains the ARBITER messages.
ARBITER-2

Error Message ARBITER-2-CATASTROPHIC FAILURE: Arbiter Catastrophic interrupt:[chars]
Explanation Arbiter trigerred Catastrophic error interrupt
Recommended Action Please contact your support representative

Error Message ARBITER-2-MBIST FAIL: Arbiter MBIST failed:[chars]
Explanation Arbiter failed built in self test

Recommended Action Please contact your support representative

ASHBURTON_USD Messages
This section contains the ASHBURTON_USD messages.

ASHBURTON_USD-2

Error Message ASHBURTON USD-2-ASHBURTON SYSLOG CRIT: [chars] :[dec], I[chars]
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Explanation Ashburton instance not ok to use

Recommended Action Collect more information about Ashburton Reloading the module will recover.

ASHBURTON_USD-3

Error Message ASHBURTON USD-3-ASHBURTON MSGl: [chars]
Explanation ASHBURTON log message

Recommended Action No action is required.

ASSOC_MGR Messages
This section contains the ASSOC_MGR messages.

ASSOC_MGR-0

Error Message ASSOC_MGR-0-EMERGENCY MSG: [chars]
Explanation Association Manager Emergency Message

Recommended Action Please file the bug for Association Manager Component thro' CDETS

ASSOC_MGR-1

Error Message ASSOC MGR-1-ALERT MSG: [chars]
Explanation Association Manager Alert Message

Recommended Action Association Manager Internal Operation Alert

ASSOC_MGR-2

Error Message ASSOC MGR-2-COMMUNICATION ERROR : [chars]
Explanation Association Manager Communication error message with other components
Recommended Action No action is required.
Error Message ASSOC_MGR-2-CRITICAL MSG: [chars]
Explanation Association Manager Critical Message
Recommended Action No action is required.

Error Message ASSOC MGR-2-CRITICAL UPDATE SDB ERR : [chars]
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Explanation Association Manager has incurred update sdb error
Recommended Action No action is required.

Error Message ASSOC MGR-2-HARDWARE LIMIT : [chars]
Explanation Association Manager has reached max hardware limit
Recommended Action No action is required.

Error Message ASSOC MGR-2-MALLOC FAILED : [chars]
Explanation Association Manager has malloc failure
Recommended Action No action is required.

Error Message ASSOC MGR-2-RCVD NULL PAYLOAD : [chars]
Explanation Association Manager has received NULL payload
Recommended Action No action is required.

Error Message ASSOC MGR-2-SDB _CLOSE FAILED : [chars]
Explanation Association Manager sdb close failed
Recommended Action No action is required.

Error Message ASSOC MGR-2-SDB _CREATE FAILED : [chars]
Explanation Association Manager sdb creation failed
Recommended Action No action is required.

Error Message ASSOC MGR-2-SDB DESTROY FAILED : [chars]
Explanation Association Manager sdb destroy failed
Recommended Action No action is required.

Error Message ASSOC MGR-2-SENT NULL PAYLOAD : [chars]
Explanation Association Manager is sending NULL payload

Recommended Action No action is required.

ASSOC_MGR-3

Error Message ASSOC MGR-3-CBL FAILURE: [chars]
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Explanation Association Manager CBL failure
Recommended Action No action is required.

Error Message ASSOC MGR-3-ERROR MSG: [chars]

Explanation Association Manager Error Message
Recommended Action No action is required.

Error Message ASSOC MGR-3-LOGICAL BRINGUP FAIL : [chars]
Explanation Association Manager Logical bringup failed
Recommended Action No action is required.

Error Message ASSOC MGR-3-LOGICAL CLNP FAIL : [chars]
Explanation Association Manager Logical cleanup failed
Recommended Action No action is required.

Error Message ASSOC MGR-3-PROGRAMMING FAIL : [chars]
Explanation Association Manager programming failed
Recommended Action No action is required.

Error Message ASSOC MGR-3-SEND NOTIFICATION ERR: [chars]
Explanation Association Manager send notification failed

Recommended Action No action is required.

ASSOC_MGR-4

Error Message ASSOC MGR-4-NOTIF FAIL WARN : [chars]
Explanation Association Manager notification failed Message
Recommended Action No action is required.

Error Message ASSOC MGR-4-PROGRAMMING FAIL WARN : [chars]
Explanation Association Manager cbl programming failed warning Message
Recommended Action No action is required.

Error Message ASSOC MGR-4-WARN MSG: [chars]
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Explanation Association Manager Warning Message

Recommended Action No action is required.

ASSOC_MGR-5

Error Message ASSOC MGR-5-MAPPING CREATED: [chars]
Explanation Association Manager FCOE VLAN to VSAN mapping created
Recommended Action No action is required.

Error Message ASSOC MGR-5-MAPPING REMOVED : [chars]
Explanation Association Manager FCOE VLAN to VSAN mapping removed
Recommended Action No action is required.

Error Message ASSOC MGR-5-MAPPING RESTORED : [chars]
Explanation Association Manager FCOE VLAN to VSAN mapping restored
Recommended Action No action is required.

Error Message ASSOC MGR-5-NOTIF MSG: [chars]
Explanation Association Manager Notification Message

Recommended Action No action is required.

ASSOC_MGR-6

Error Message ASSOC MGR-6-ASSOC_ACTIVATED: Association Activated for vlan id:[dec] <-->
vsan 1id: [dec]

Explanation Association Activated
Recommended Action No action is required.

Error Message ASSOC MGR-6-ASSOC CREATED: Association Created for vlan id:[dec] <--> vsan
id: [dec]

Explanation Association Created
Recommended Action No action is required.

Error Message ASSOC MGR-6-ASSOC DEACTIVATED: Association Deactivated for vlan id: [dec]
<--> vsan 1id: [dec]
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Explanation Association Deactivated
Recommended Action No action is required.

Error Message ASSOC_MGR-6-ASSOC DELETED: Association Deleted for vlan id: [dec] <--> vsan
id: [dec]

Explanation Association Deleted
Recommended Action No action is required.

Error Message ASSOC MGR-6-ASSOC_MGR STATEFULL RESTART: Association Manager Statefull Re-
start

Explanation Association Manager Stateful Restart
Recommended Action No action is required.

Error Message ASSOC MGR-6-ASSOC _MGR STATELESS RESTART: Association Manager Stateless Re-
start

Explanation Association Manager Stateless Restart
Recommended Action No action is required.

Error Message ASSOC MGR-6-ASSOC OPER STATUS CHG: Association status for vlan id: [dec] <-
-> vsan 1id: [dec] changed from [chars] to [chars]

Explanation Association Operational State Change
Recommended Action No action is required.

Error Message ASSOC MGR-6-INFO MSG: [chars]
Explanation ASSOC Manager Informational Message

Recommended Action No action is required.

ASSOC_MGR-7

Error Message ASSOC_MGR-7-DEBUG MSG: [chars]
Explanation Association Manager Debug Message

Recommended Action No action is required.

ATLANTIS_APP Messages
This section contains the ATLANTIS_APP messages.
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ATLANTIS_APP-SLOT#-2

Error Message ATLANTIS_APP—SLOT#—2—ATLANTIS_APP_EXITED: Atlantis driver application ex-
ited (syserr = [dec], errno = [dec])

Explanation Atlantis driver application exited

Recommended Action No action is required.

AZUMA Messages

This section contains the AZUMA messages.

AZUMA-2

Error Message AZUMA-2-DPFPGA HW PROG FAIL: DPFPGA [dec] hardware initialization failed -
[chars]

Explanation DPFPGA hardware initialization failure

Recommended Action If hardware configure fails, please do the parallel epld upgrade again.

AZUMA-6

Error Message AZUMA-6-DPFPGA DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

BET Messages

This section contains the BET messages.

BET-6
Error Message BET-6-BET DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

BIOS_DAEMON Messages
This section contains the BIOS_ DAEMON messages.

BIOS_DAEMON-2

76



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

Error Message BIOS DAEMON-2-BIOS DAEMON FLASH WARNING: Flash chip not supported by run-
ning image. Skipping bios upgrade.

Explanation BIOS CHIP NOT SUPPORTED
Recommended Action No action is required.

Error Message BIOS DAEMON-2-BIOS DAEMON PRI BOOT FAIL: System booted from Alternate BIOS
Flash

Explanation Boot from Alternate
Recommended Action SYSLOGDOC_NOACTION

Error Message BIOS DAEMON-2-BIOS DAEMON SUP ERROR: BIOS Sector ([dec]) is write protected
Explanation BIOS WRITE PROTECTED

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

BIOS_DAEMON-5

Error Message BIOS DAEMON-5-BIOS DAEMON PRI BOOT: System booted from Primary BIOS Flash
Explanation Boot from Primary

Recommended Action SYSLOGDOC_NOACTION

BIOS_DAEMON-SLOT#-2

Error Message BIOS DAEMON-SLOT#-2-BIOS DAEMON LC ERROR: BIOS Sector ([dec]) is write pro-
tected

Explanation BIOS WRITE PROTECTED

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message BIOS DAEMON-SLOT#-2-BIOS DAEMON LC PRI BOOT FAIL: System booted from Alter-
nate BIOS Flash

Explanation Boot from Alternate

Recommended Action SYSLOGDOC_NOACTION

BIOS_DAEMON-SLOT#-5
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Error Message BIOS DAEMON-SLOT#-5-BIOS DAEMON LC PRI BOOT: System booted from Primary
BIOS Flash

Explanation Boot from Primary

Recommended Action SYSLOGDOC_NOACTION

BOOTVAR Messages
This section contains the BOOTVAR messages.

BOOTVAR-1

Error Message BOOTVAR—l—AUTOCOPY_VERIFY_SEND_FAILED: Unable to ask standby to verify file
[chars], error = [hex]

Explanation Upon copied the image to standby, failed to send message to ask standby to verify integrity.

Recommended Action Turn auto-copy off and back on.

BOOTVAR-2

Error Message BOOTVAR-2-ALLOC_MEMORY: Memory allocation failed
Explanation The service failed to allocate memory.
Recommended Action Check if the system is low on memory, if so reset the switch.

Error Message BOOTVAR-2-AUTOCOPY FAILED STANDBY FULL: Autocopy failed due to not enough
disk space on standby. Please, copy the boot images manually to standby bootflash

Explanation There is not enough disk space on the standby for the file to be copied.
Recommended Action Clear space on the standby disk.

Error Message BOOTVAR-2-AUTOCOPY STANDBY MOUNT FAILED: Autocopy failed to access standby
file system via NFS mount. Please, copy the boot images manually to standby bootflash.

Explanation Standby NFS mount is not accessible.
Recommended Action Manually copy files to standby.

Error Message BOOTVAR-2-AUTOSYNC FAILED: Image autosync failed. Reason: [chars] ([hex])
Explanation Image synchronization failed.

Recommended Action Check that there is enough space on the flash, as well as system high availability sta-
tus.
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Error Message BOOTVAR-2-CONFIG _ERROR: Failed to update boot configuration
Explanation An error has occurred during the update of the boot configuration files

Recommended Action Check that there is enough space on the flash, show boot to check the configured
image names, show loader internal configuration to compare them with the current bootloader configura-
tion, if they are not coherent do write erase and retry to save the configuration.

Error Message BOOTVAR-2-F4 LC ARB LINK SET FAIL: ERROR!!! Failed to change Standby Super-
visor arbiter link for F4 linecard in slot : [dec]. Please run 'migrate clean' once mi-
gration process gets completed, but before replacing Supervisor-2 (N77-SUP2E) in
standby slot.

Explanation Failed to change Standby Supervisor arbiter link for F4 linecard

Recommended Action Please run 'migrate clean' before replacing Supervisor-2 (N77-SUP2E) in standby slot

Error Message BOOTVAR-2-IMAGE NOT COMPATIBLE: Warning: image [chars] is not compatible
with the current platform in SUP [dec]

Explanation The input image name is not compatible with the current platform.
Recommended Action Make sure a right image is specified before reboot.

Error Message BOOTVAR-2-MIGRATION CONFIG CLEAN ERROR: Please run 'migrate clean' command
from active Supervisor before replacing the standby Supervisor.

Explanation Supervisor migration config clean failed.

Recommended Action Please run 'migrate clean' command from active Supervisor before replacing the
standby Supervisor. Otherwise standby supervisor will also come up in migration path.

Error Message BOOTVAR-2-SUP3 MIGRATION COMPLETE: Migration process is complete now. Su-
pervisor-2 (N77-SUP2E) in standby slot can now be replaced with Supervisor-3 (N77-
SUP3E) .

Explanation Supervisor migration config is complete.

Recommended Action Please remove Supervisor-2 (N77-SUP2E) from standby slot and insert new Supervi-
sor-3 (N77-SUP3E)

Error Message BOOTVAR-2-SUP3 MIGRATION CONFIG ERROR: Setting boot parameters failed for
Supervisor-3 (N77-SUP3E). Please set boot variables manually using 'boot kickstart '
and 'boot system ' and save configs before replacing Standby Supervisor-2 (N77-SUP2E)

Explanation Supervisor migration config failed.

Recommended Action Please manually set the boot parameters and then issue ‘copy running-config startup-
config vdc-all' and remove Supervisor-2 (N77-SUP2E) from standby slot and insert Supervisor-3 (N77-SUP3E)
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Error Message BOOTVAR-2-SUP3 MIGRATION CONFIG STARTED: Setting boot parameters for super-
visor migration process, it might take some time. Please do not replace Supervisor-2
(N77-SUP2E) in standby slot with Supervisor-3 (N77-SUP3E) and set any config parameters
until migration is complete.

Explanation Supervisor migration config under progress
Recommended Action Do not set any config parameters

Error Message BOOTVAR-2-SUP3 MIGRATION IMAGE DOES NOT EXIST: [chars] image doesn't exist
on bootflash of the active Supervisor-3. Please clear some space in bootflash, copy the
Supervior-3 images manually, set the boot variables and save configs before replacing
Standby Supervisor-2

Explanation Migration image does not exist on bootflash of Supervisor-3 (N77-SUP3E).

Recommended Action Please clear space in bootflash and copy the images manually, set the boot parame-
ters and issue 'copy running-config startup-config vdc-all'. Once done, remove Supervisor-2 (N77-SUP2E)
from standby slot and insert Supervisor-3 (N77-SUP3E).

Error Message BOOTVAR-2-SUP MIGRATION CONFIG COMPLETE: Migration process is complete now.
Supervisor-3 (DS-X97-SF1-K9) in standby slot can now be replaced with Supervisor-4 (DS-
X97-SF4-K9) .

Explanation Supervisor migration config is complete.

Recommended Action Please remove Supervisor-3 (DS-X97-SF1-K9) from Standbyslot and insert new Super-
visor-4 (DS-X97-SF4-K9)
Error Message BOOTVAR-2-SUP MIGRATION CONFIG ERROR: Setting boot parameters for supervi-
sor migration process returned error. Please set the boot variables manually using
'boot kickstart ' and 'boot system ' and save configs before replacing Standby Supervi-
sor-3 (DS-X97-SF1-K9)

Explanation Supervisor migration config failed.

Recommended Action Please manually set the boot parameters and then issue 'copy running-config startup-
config' and remove Supervisor-3 (DS-X97-SF1-K9) from Standbyslot and insert Supervisor-4 (DS-X97-SF4-K9)

Error Message BOOTVAR-2-SUP MIGRATION CONFIG STARTED: Setting boot parameters for super-
visor migration process. It might take some time. Please do not set any config parame-
ters during this time or do not replace standby.

Explanation Supervisor migration config under progress

Recommended Action Do not set any config parameters
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Error Message BOOTVAR-2-SUP MIGRATION IMAGE DOES NOT EXIST: [chars] image doesn't exist
on bootflash of the supervisor. Please clear some space in bootflash, copy the Super-
vior-4 images manually, set the boot variables and save configs before replacing

Standby Supervisor-3 (DS-X97-SF1-K9)

Explanation One of the possible reasons is no enough disk space. Please clear the disk space. recome-
mended action: Please copy the images manually, set the boot parameters and issue 'copy running-config
startup-config'. Remove Supervisor-3 (DS-X97-SF1-K9)from Standbyslot and insert Supervisor-4 (DS-X97-SF4-
K9) Once 'copy r s' is successful, remove Supervisor-3 (DS-X97-SF1-K9) and replace with Supervisor-4 (DS-X97-
SF4-K9)

Recommended Action

BOOTVAR-3

Error Message BOOTVAR-3-INIT FAILED: Initialization failed: Component [chars]
Explanation The service failed to start The failure occurs during initialization of the component [chars].

Recommended Action Run show processes command to check the status of the other processes, look for
the specified component that failed to intialize.

Error Message BOOTVAR-3-LOAD VERIFY LIB FAILED: Fetching library [chars] failed, rea-
son=[chars]

Explanation Failed to load bootvar specified verification library.
Recommended Action No action is required.
Error Message BOOTVAR-3-MODULE LOCK FAIL: Unable to get module lock, please don't reload
Explanation Unable to acquire modlock to prevent user to reload during auto-sync.
Recommended Action No action is required.

Error Message BOOTVAR-3-NEIGHBOR REJECT AUTOCOPY: auto-copy failed - not supported by
neighbor supervisor.

Explanation Auto copy failed because standby supervisor does not support this feature.
Recommended Action No action is required.

Error Message BOOTVAR-3-VERIFY FAILED: Image [chars] for bootvar [chars] verification
failed, reason=[chars]

Explanation (Warning) The verificiation process for this image set has failed.

Recommended Action Check reason to determine actions.
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BOOTVAR-5

Error Message BOOTVAR-5-AUTOCOPY FAILED: Autocopy of file [chars] to standby failed.
[chars] (Error-id: [hex])

Explanation The auto-copy feature failed to copy the image to standby.
Recommended Action Check error id for specified reason.

Error Message BOOTVAR-5-AUTOCOPY SUCCEED: auto-copy of file [chars] to standby supervisor
succeed

Explanation Auto copy of the file succeed, image integrity verified by standby.
Recommended Action No action is required.

Error Message BOOTVAR-5-AUTOSYNC DONE: Image autosync done
Explanation The image synchronization done successfully.
Recommended Action No action is required.

Error Message BOOTVAR-5-AUTOSYNC REBOOT: Rebooting standby after successful autosync
Explanation Image autosync has been successful, resetting the standby supervisor to load the new image.
Recommended Action Check that the standby sup reloads correctly.

Error Message BOOTVAR-5-AUTOSYNC START: Starting image autosync. Please wait until com-
pletion...

Explanation The standby-sup has requested the sync of the current image.
Recommended Action No action is required.

Error Message BOOTVAR-5-IMAGE NOTEXISTS: Warning: image [chars] doesn't exist on supldec]
Explanation The input image name doesn't exist on the specified supervisor.

Recommended Action Check whether the input image name you entered exists and make sure that you
have the image on the flash before reboot.

Error Message BOOTVAR-5-NEIGHBOR UPDATE AUTOCOPY: auto-copy supported by neighbor super-
visor, starting...

Explanation Info log reporting standby's support of auto-copy. Auto-copy is being started.

Recommended Action No action is required.
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BOOTVAR-6

Error Message BOOTVAR-6-ALREADY IN SYNC: Image already in sync
Explanation No need to update the image on the standby-sup.
Recommended Action No action is required.

Error Message BOOTVAR-6-AUTOCOPY DID NOT START: Autocopy of file [chars] to standby did
not start. [chars] (Error-id: [hex])

Explanation Autocopy of the file did not start as the remote copy location does not exist
Recommended Action No action is required.

Error Message BOOTVAR-6-CONFIG UPDATED: Boot configuration updated
Explanation The boot-loader configuration files have been successfully updated.
Recommended Action No action is required.

Error Message BOOTVAR-6-STARTING: Boot configuration initialized
Explanation The service has successfully started.

Recommended Action No action is required.

CALLHOME Messages
This section contains the CALLHOME messages.

CALLHOME-2

Error Message CALLHOME-2-EVENT: [chars]
Explanation Callhome event [chars] occurred.

Recommended Action If you have configured your email address to receive callhome notifications, please
check your email for more details about this callhome event. If callhome was not enabled, please execute CLI
commands relevant to the callhome event to get more information about the error

Error Message CALLHOME-2-PROGRAM EXIT: callhome process ending: [chars]
Explanation Callhome process is exiting with reason [chars].

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

CALLHOME-3
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Error Message CALLHOME-3-CALLHOME CFS MERGE OPERATION FAILED: [chars]

Explanation [chars1]

Recommended Action Please check the reason for the failure of the cfs operation and rectify the problem
Error Message CALLHOME-3-CALLHOME CFS OPERATION FAILED: [chars] : [chars]

Explanation [chars1] [chars2]

Recommended Action Please check the reason for the failure of the cfs operation and rectify the problem
Error Message CALLHOME-3-CALLHOME MAX ALERT MSG: [chars]

Explanation [chars]

Recommended Action Please check the reason for the generation of the callhome messages and rectify the
problem

Error Message CALLHOME-3-EVENT PROCESS ERROR: error in processing callhome event [chars]
reason: [chars]

Explanation Error in processing callhome event [chars] reason:[chars]

Recommended Action Please check your callhome configuration for proper configuration. Please check
SMTP server address, email addresses for destination profiles and enable status of callhome. Use show call-
home commands for displaying configuration.

Error Message CALLHOME-3-MESSAGE SIZE EXCEED: message size for callhome alert:[chars] ex-
ceeds maximum limit for destination profile:[chars]

Explanation Message size for callhome alert:[chars] exceeds maximum limit for destination profile:[chars]

Recommended Action Please check the maximum message size for the destination profile under question.
Increase it if possible to match the maximum limit allowed by your email destinations.

CALLHOME-6

Error Message CALLHOME-6-NONCRIT EVENT: [chars]
Explanation Non-critical Callhome event [chars] occurred.

Recommended Action If you have configured your email address to receive callhome notifications, please
check your email for more details about this callhome event. If callhome was not enabled, please execute CLI
commands relevant to the callhome event to get more information about the error
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CARDCLIENT Messages
This section contains the CARDCLIENT messages.

CARDCLIENT-2

Error Message CARDCLIENT-2-CARDCL CRIT: [chars]
Explanation CardClient Critical Message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message CARDCLIENT-2-ONL: [chars]
Explanation Online Message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message CARDCLIENT-2-REG: [chars]
Explanation CardClient Console Message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message CARDCLIENT-2-SSE: [chars]
Explanation CardClient Console Message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

CARDCLIENT-3

Error Message CARDCLIENT-3-CARDCL ERR: [chars]
Explanation CardClient Error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message CARDCLIENT-3-CARDCL INFO: [chars]

Explanation CardClient Flow Message
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

CARDCLIENT-SLOT#-2

Error Message CARDCLIENT-SLOT#-2-ERR: [chars]
Explanation CardClient Remote Syslog msg

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message CARDCLIENT-SLOT#-2-IMG ERR: [chars]
Explanation CardClient Remote Syslog msg

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

CDP Messages

This section contains the CDP messages.

CDP-2
Error Message CDP-2-INITFAIL: CDP Daemon Initialization failed: [chars]
Explanation CDP Daemon Initialization failed. [chars] explains the reason for the failure.

Recommended Action No action is required.

CDP-3
Error Message CDP-3-ALLOCFAIL: Heap Memory allocation failed: [chars]

Explanation CDP Daemon is out of dynamic memory. [chars] specifies the context where the failure oc-
curred.

Recommended Action No action is required.
Error Message CDP-3-GENERROR: [chars]

Explanation CDP Daemon encountered a general error, one that does not fall in any of the above categories.
[chars] describes the error and its context.

Recommended Action No action is required.
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Error Message CDP-3-MCASTBINDFAIL: Failed to bind for CDP multicast address on interface
[hex] - [chars]

Explanation An attempt to register for packets destined to the CDP multicast address failed. [dec] identifies
the interface [char] identifies the reason.

Recommended Action No action is required.

Error Message CDP-3-MTSERROR: [chars]
Explanation CDP Daemon encountered an MTS error. [chars] specifies the context where the error occurred.
Recommended Action No action is required.

Error Message CDP-3-PKTRECVFAIL: Failed to receive packet - [chars]
Explanation Failed to receive packet. [char] identifies the reason.
Recommended Action No action is required.

Error Message CDP-3-PKTSENDFAIL: Failed to send packet, interface [hex] - [chars]
Explanation Failed to send packet. [dec] identifies the interface [char] identifies the reason.
Recommended Action No action is required.

Error Message CDP-3-PSSERROR: [chars]
Explanation CDP Daemon encountered a PSS error. [chars] specifies the context where the failure occurred.
Recommended Action No action is required.

Error Message CDP-3-SOCKBINDFAIL: Failed to bind to raw socket, interface [hex] - [chars]
Explanation Failed to bind to raw socket. [dec] identifies the interface [char] identifies the reason.
Recommended Action No action is required.

Error Message CDP-3-SOCKOPENFAIL: Failed to open socket for receiving raw 802 2 packets -
[chars]

Explanation An attempt to open a socket for receiving raw 802_2 packets failed. [char] identifies the reason.

Recommended Action No action is required.

CDhP-+4

Error Message CDP-4-DUPLEX MISMATCH: Duplex mismatch discovered on [chars], with [chars]
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Explanation Duplex mismatch discovered from the received cdp packet This is a warning message.
Recommended Action No action is required.

Error Message CDP-4-NATIVE VLAN MISMATCH: Native VLAN mismatch discovered on
[chars] ([dec]), with [chars] ([dec])

Explanation Native VLAN mismatch discovered This is a warning message.

Recommended Action No action is required.

CDP-5

Error Message CDP-5-DISABLED: CDP is disabled
Explanation CDP is disabled on the device.
Recommended Action No action is required.

Error Message CDP-5-ENABLED: CDP is enabled
Explanation CDP is enabled on the device.
Recommended Action No action is required.

Error Message CDP-5-NEIGHBOR ADDED: Device [chars] discovered of type [chars] with port
[chars] on incoming port [chars] with ip addr [chars] and mgmt ip [chars]

Explanation Discovered a neighbor device. This is an informational message.
Recommended Action No action is required.

Error Message CDP-5-NEIGHBOR REMOVED: CDP Neighbor [chars] on port [chars] has been re-
moved

Explanation Deleted a neighbor device. This is an informational message.

Recommended Action No action is required.

CDP-6

Error Message CDP-6-CDPDUP: CDP Daemon Up.
Explanation CDP Daemon was created successfully and is up and running. This is an informational message.
Recommended Action No action is required.

Error Message CDP-6-CDPEXIT: CDP Daemon shutting down gracefully.
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Explanation CDP Daemon is shutting down gracefully. This is an informational message.
Recommended Action No action is required.
Error Message CDP-6-PORTDISABLE: CDP disabled on port [chars]

Explanation CDP was disabled on a given port. [chars] is the interface-ID string that identifies the port. This is
an informational message.

Recommended Action No action is required.
Error Message CDP-6-PORTDOWN: A CDP enabled port [chars] went down.

Explanation A CDP enabled port became un-operational. [chars] is the interface-ID string that identifies the
port. This is an informational message.

Recommended Action No action is required.
Error Message CDP-6-PORTENABLE: CDP enabled on port [chars]

Explanation CDP was enabled on a given port. [chars] is the interface-ID string that identifies the port. This is
an informational message.

Recommended Action No action is required.
Error Message CDP-6-PORTUP: A CDP enabled port [chars] came up.

Explanation A CDP enabled port became operational. [chars] is the interface-ID string that identifies the
port. This is an informational message.

Recommended Action No action is required.

CERT_ENROLL Messages
This section contains the CERT_ENROLL messages.

CERT_ENROLL-2

Error Message CERT ENROLL-2-CERT_EN PROGRAM EXIT: cert enroll daemon exiting: [chars]
Explanation Cert_enroll daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

CERT_ENROLL-3

Error Message CERT ENROLL-3-CERT_EN ERROR MESSAGE: [chars]
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Explanation CERT_ENROLL Error Message
Recommended Action No action is required.

Error Message CERT ENROLL-3-CERT EN FIPS MODE INIT ERROR: Could not initialize FIPS mode
[chars]

Explanation FIPS mode initialization error
Recommended Action No action is required.

Error Message CERT_ENROLL—3—CERT_EN_IMPORT_TRUSTPOOL_ERROR: Trustpool import from URL
[chars] failed

Explanation Trustpool download
Recommended Action No action is required.

Error Message CERT ENROLL-3-CERT EN TRUSTPOOL INIT ERROR: Trustpool initialization error
[dec]

Explanation Trustpool initialization
Recommended Action No action is required.

Error Message CERT ENROLL-3-CERT_EN TRUSTPOOL TIMER ERROR: Trustpool timer error
[chars]

Explanation Trustpool download timer

Recommended Action No action is required.

CERT_ENROLL-6

Error Message CERT ENROLL-6-CERT_EN IMPORT TRUSTPOOL: Successfully imported trustpool
from URL : [chars]

Explanation Trustpool download
Recommended Action No action is required.

Error Message CERT ENROLL-6-CERT EN MESSAGE: [chars]
Explanation CERT_ENROLL Message

Recommended Action No action is required.

20



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

CFGD Messages

This section contains the CFGD messages.

CFGD-SLOT#-2

Error Message CFGD-SLOT#-2-7: ERROR: Component ([chars]) caused critical error please re-
boot SSM

Explanation Component caused critical error

Recommended Action Restart the linecard

CFS Messages

This section contains the CFS messages.

CFS-2

Error Message CFS-2-CFS REJECT LOCK: Remote switch with address(es) [chars] rejected the
lock for [chars]. Reason: [chars].

Explanation This message is logged when a remote switch rejects the lock.

Recommended Action 1) On the switch that has rejected the lock, please check the status of the application
specified. 2) On each switch in the fabric, please check whether the application is holding the lock. On the
lock-holding switch, please clear the lock.

TAC Details This syslog is caused when a switch is holding and another switch (not knowing about this) tries
to take the lock. The switch where the lock is being held needs to release the lock. Please use 'show cfs inter-
nal session-history' on both switches to work out which switch could be holding the lock, or check manually
on each switch. Once the lock-holding switch is found, the lock should be cleared. This is done by application-
specific commands. There is no workaround or other fix.

Error Message CFS-2-CFS REJECT: [chars]. Source switch: WWN [chars], IP address [chars].
Reason: [chars]

Explanation Message from the remote switch specified has been rejected. The reason for the rejection is
given.

Recommended Action Please login to the switch with the address(es) specified and check the status of CFS.
If the reason given is that the CFS protocol version not supported, please ensure that both the local and re-
mote switches are running the same version of NXOS. If the reason given is that the packet received is inva-
lid, please check the device corresponding to the source address. If this is a NxOS switch, please check collect
the information requested and contact TAC. On the other hand, if the remote device is not a switch or is un-
traceable, please take appropriate action to secure the network.
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Required Info Collect 'show tech-support detail' on the local and remote switches.

TAC Details At present, this syslog is caused in two situations: 1. When the CFS protocol version is different
in the peers. Running the same (or compatible) version of NXOS on the peers will avoid this issue. There is no
workaround or other fix. 2. When a malfunctioning remote switch (or other malicious device) is sending inva-
lid CFS packets. If this is due to a malfunctioning NxOS switch, the issue will need to be investigated. If this is
due to another device on the network, that device will need to be shut down or prevented from sending such

disruptive traffic.

Error Message CFS-2-CFS REJ LOCK INFO: Remote switch with address(es) [chars] rejected
the lock for [chars] giving reason '[chars]'. Lock holding switch has address (es)

[chars].
Explanation This message is logged when a remote switch rejects the lock.

Recommended Action On the lock-holding switch, please check the status of the application and clear the
lock. This is done by application-specific commands.

TAC Details This syslog is caused when a switch is holding and another switch (not knowing about this) tries
to take the lock. The switch where the lock is being held needs to release the lock. The lock should be
cleared. This is done by application-specific commands. There is no workaround or other fix.

Error Message CFS-2-PEER _LIMIT: The number of peers, [dec], is more than the CFS sup-
ported configuration limit of [dec]. Please reduce the number of peers to within the

limit.
Explanation The number of peers has crossed the supported configuration limit as a result of CFS discovery.

Recommended Action Please reduce the number of peers to within the limit by disabling CFS from switches
in the fabric.

TAC Details This syslog is caused when the number of CFS peers is more than the supported limit. This can
happen when two fabrics merge. CFS needs to be de-configured on some of the peers until the total is less
than or equal to the limit. There is no workaround or other fix. # End of cfs_syslog_def.msg

CFS-3

Error Message CFS-3-APP MERGE FAILED: Merge failed for [chars] between local switch WWN
[chars], remote switch WWN [chars]. Please check 'show cfs merge status name [chars]'

for more information.
Explanation The CFS service has detected a merge failure.

Recommended Action 1) If CFS over FC is being used, please check the following on both local and remote
switches: a) Connectivity between the local and remote switches using 'fcping'. b) The status of the merge for
the application using the command 'show cfs merge status name '. c) The status of the application using

92



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

application-specific commands. d) The status of CFS peering for the application using the command 'show cfs
peers name '. e) If the above steps do not yield a solution, please collect the information requested and con-
tact TAC. 2) If CFS over IP is being used, please check the following on both local and remote switches: a)
Connectivity between the local and remote switches using 'ping'. b) The status of the merge for the applica-
tion using the command 'show cfs merge status name '. c) The status of the application using application-
specific commands. d) The status of CFS peering for the application using the command 'show cfs peers name
'. e) If the above steps do not yield a solution, please collect the information requested and contact TAC. 3) If
CFS over Ethernet is being used, please collect the information requested and contact TAC.

Required Info Collect 'show tech-support detail' on the local and remote switches.

Error Message CFS-3-MERGE FAILED: Merge failed for [chars] between local switch WWN
[chars], IP [chars], and remote switch WWN [chars], IP [chars].

Explanation The CFS service has detected a merge failure.

Recommended Action 1) If CFS over FC is being used, please check the following on both local and remote
switches: a) Connectivity between the local and remote switches using 'fcping'. b) The status of the merge for
the application using the command 'show cfs merge status name '. c) The status of the application using ap-
plication-specific commands. d) The status of CFS peering for the application using the command 'show cfs
peers name '. e) If the above steps do not yield a solution, please collect the information requested and con-
tact TAC. 2) If CFS over IP is being used, please check the following on both local and remote switches: a)
Connectivity between the local and remote switches using 'ping'. b) The status of the merge for the applica-
tion using the command 'show cfs merge status name '. c) The status of the application using application-
specific commands. d) The status of CFS peering for the application using the command 'show cfs peers name
'. e) If the above steps do not yield a solution, please collect the information requested and contact TAC. 3) If
CFS over Ethernet is being used, please collect the information requested and contact TAC.

Required Info Collect 'show tech-support detail' on the local and remote switches.

CFS-6
Error Message CFS-6-SRVCREATED: The CFS service is running.
Explanation The CFS service was created successfully and is up and running.

Recommended Action No action is required.

CLIS Messages

This section contains the CLIS messages.

CLIS-6

Error Message CLIS-6-CLIS SYSLOG CMD REMOVED: Command has been deleted from the configu-
ration due to config change : [chars]
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Explanation Command removal due to configuration change
Recommended Action Please verify the cmd has been removed
Required Info *None*

TAC Details Use show tech clis to see the more details about clis configuration

CLK_ MGR Messages

This section contains the CLK_MGR messages.

CLK_MGR-2
Error Message CLK MGR-2-CLK MGR FC2 CRIT: CLK MGR critical error: [chars]
Explanation CLK_MGR fc2 clock synchronization critical error

Recommended Action No action is required.

CLK_MGR-5

Error Message CLK MGR-5-CLK MGR CLI CONFIG: CLK MGR clock is synchronized by [chars] from
VDC [dec]

Explanation CLK_MGR clock is synchronized by [chars] from VDC

Recommended Action No action is required.

CLK_MGR-6

Error Message CLK MGR-6-CLK MGR FSM TIMEOUT: CLK MGR FSM timeout occurred while in
'[chars]' state

Explanation CLK_MGR FSM timeout happened which is not usual. One of the reasons could be that it has not
received response with timestamp information from PTPLC process running on line card in timely manner.

Recommended Action If you see this message only once, you can ignore. However, if you see this message
periodically, you need to check if the line card is properly collecting and sending timestamp information to
clock manager or not. Please collect show tech-support clock_manager and (if using PTP) show tech-support
ptp output, call your Cisco technical support representative and provide the representative with the gathered
information.

Required Info 1. show tech-support clock_manager 2. show tech-support ptp (if PTP is used)
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TAC Details Please analyze show tech-support clock_manager to decide if it is expected or not. If it is not
expected and root cause cannot be determined, please report this to Engineering. You should use Topic to
searcg for a similar DDTS.

Error Message CLK MGR-6-CLK MGR_TSTAMP CHKS DISABLED: CLK MGR timestamp checks disabled:
[chars]

Explanation CLK_MGR timestamp checks disabled
Recommended Action No action is required.

Error Message CLK MGR-6-CLK MGR TSTAMP CHKS ENABLED: CLK MGR timestamp checks enabled
Explanation CLK_MGR timestamp checks enabled

Recommended Action No action is required.

CLOUD Messages

This section contains the CLOUD messages.

CLOUD-2

Error Message CLOUD-2-PROGRAM EXIT: cloud-discovery process ending: [chars]
Explanation Cloud-discovery process is exiting with reason [chars].

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

CLOUD-3

Error Message CLOUD-3-CLOUD CFS MERGE OPERATION FAILED: [chars]

Explanation [chars1]

Recommended Action Please check the reason for the failure of the cfs operation and rectify the problem
Error Message CLOUD-3-CLOUD CFS OPERATION FAILED: [chars] : [chars]

Explanation [charsl] [chars2]

Recommended Action Please check the reason for the failure of the cfs operation and rectify the problem
Error Message CLOUD-3-CLOUD FEATURE MANAGER ERROR: [chars] : [chars]

Explanation [charsl] [chars2]

Recommended Action Please check the reason for error using feature manager and rectify the problem
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Error Message CLOUD-3-CLOUD PSS OPERATION FAILED: [chars] : [chars]
Explanation [chars1] [chars2]

Recommended Action Please check the reason for the failure of the pss operation and rectify the problem

CLOUD-6

Error Message CLOUD-6-CLOUD DISCOVERY DONE: discovery over
Explanation Cloud-discovery started
Recommended Action Check cloud membership

Error Message CLOUD-6-CLOUD DISCOVERY STARTED: [chars] discovery started
Explanation Cloud-discovery started

Recommended Action Check cloud-discovery status after sometime

CLP_FWD Messages

This section contains the CLP_FWD messages.

CLP_FWD-6
Error Message CLP FWD-6-CLF DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

CLP_L3 Messages

This section contains the CLP_L3 messages.

CLP _L3-6
Error Message CLP L3-6-CLP L3 DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

CLP_MAC Messages

This section contains the CLP_MAC messages.
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CLP_MAC-2
Error Message CLP MAC-2-CLM ERR MSG: [chars]

Explanation Error message

Recommended Action No action is required.

CLP_MAC-7
Error Message CLP MAC-7-CLM DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

CLP_XBAR Messages

This section contains the CLP_XBAR messages.

CLP_XBAR-2

Error Message CLP XBAR-2-FR CRC: [chars]
Explanation Clipper received packets with CRC error from fabric

Recommended Action No action is required.

CLP_XBAR-6

Error Message CLP XBAR-6-CLX DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

CLUSTER_TEST_APP Messages
This section contains the CLUSTER_TEST_APP messages.

CLUSTER_TEST APP-5

Error Message CLUSTER TEST APP-5-CLUSTER TEST APP DISABLED: CLUSTER TEST APP Disabled
Explanation CLUSTER_TEST_APP Service Disabled

Recommended Action No action is required.
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Error Message CLUSTER TEST APP-5-CLUSTER TEST APP ENABLED: CLUSTER TEST APP Enabled
Explanation CLUSTER_TEST_APP Service nabled
Recommended Action No action is required.

Error Message CLUSTER TEST APP-5-CLUSTER TEST APP TEST STARTED: Traffic test started
Explanation CLUSTER_TEST_APP Test started
Recommended Action No action is required.

Error Message CLUSTER TEST APP-5-CLUSTER TEST APP TEST STOPPED: Traffic test stopped
Explanation CLUSTER_TEST_APP Test stopped

Recommended Action No action is required.

CLUSTER Messages

This section contains the CLUSTER messages.

CLUSTER-2

Error Message CLUSTER-2-CLUSTER_ADD FAIL: Cluster [chars] (0x%11lx) creation failed
Explanation Cluster Creation Failed
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER CAP ADD FAIL: Failed to add cluster capability [dec]
Explanation Cluster capability addition failed
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER CAP DEL FAIL: Failed to delete cluster capability [dec]
Explanation Cluster capability deletion failed
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER CONF MGR FAIL: Configuration manager failed to handle
message [chars] of type ([dec]), with status=[hex]

Explanation Cluster Config Manager failed

Recommended Action No action is required.
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Error Message CLUSTER-2-CLUSTER DB SYNC FAIL CLIENT: Database synchronization failed by
client [chars] (id = [dec]), on node 0x%1llx , in cluster [chars] (id = 0x%1llx), for da-
taset [dec] ; reason=[chars]

Explanation Cluster database synchronization failed

Recommended Action No action is required.
Error Message CLUSTER—2—CLUSTER_DB_SYNC_FAIL_MANAGER: Database synchronization failed by
[chars] (id = [dec]), manager on node 0x%1lx, in cluster [chars] (id = 0x%1llx), for da-
taset [dec] ; reason=[chars] from server node 0x%1llx

Explanation Cluster database synchronization failed

Recommended Action No action is required.
Error Message CLUSTER-2-CLUSTER DB SYNC FAIL SERVER: Database synchronization failed by
server [chars] (id = [dec]), on server node 0x%1lx, in cluster [chars] (id = 0x%11x),
for dataset [dec] ; reason=[chars] from client node 0x%11lx

Explanation Cluster database synchronization failed

Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER DB SYNC FAIL: Database synchronization failed by I[chars]
(id = [dec]), in cluster [chars] (id = 0x%1lx), dataset [dec]; reason=[chars]

Explanation Cluster database synchronization failed
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER LEADER ANNOUNCE: Node 0x%1lx is the new Master of cluster
[chars] (0x%1lx) of [dec] nodes

Explanation Leader announcement of cluster
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER LEAVE REQ FAIL: Node failed to send LEAVE request to
cluster [chars] (0x%11x)

Explanation Failed to send Leave Request
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER LEAVE RESP FAIL: Bad response to LEAVE request for clus-
ter [chars] (0x%11lx)

Explanation Received Bad Leave response
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Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER LOCAL NODE EXIT: Local node 0x%1llx has left the cluster
[chars] (0x%1lx) Reason: [chars]

Explanation Node is not part of cluster
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER QUORUM GAIN: Cluster [chars] (0x%11lx) now has quorum with
[dec] nodes

Explanation Cluster has quorum
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER QUORUM LOSS: Cluster [chars] (0x%1llx) has lost quorum;
number of nodes=[dec]

Explanation Cluster has lost quorum
Recommended Action No action is required.

Error Message CLUSTER-2-CLUSTER RGC TRANSACTION FAIL: Cluster [chars] (0x%11lx) RGC trans-
action application=[dec] dataset=[dec] failed reason=[chars]

Explanation Cluster RGC transaction failed
Recommended Action No action is required.

ErrorMessage CLUSTER—Z—CLUSTERfTRANSPORTiFAIL: Cluster [chars] (0x%1lx) transport failed
to send message from node 0x%$11lx to 0x%11lx error=[dec]

Explanation Cluster transport failed to send message

Recommended Action No action is required.

CLUSTER-5

Error Message CLUSTER-5-CLUSTER ADD: Cluster [chars] (0x%1llx) added
Explanation Cluster Added
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER DISABLED: CLUSTER Disabled

Explanation CLUSTER Service Disabled
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Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER ENABLED: CLUSTER Enabled
Explanation CLUSTER Service Enabled
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER NODE ADD: Node 0x%1lx added to cluster [chars] (0x%11x)
Explanation Node added to cluster
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER NODE JOIN: Node 0x%1lx joined cluster [chars] (0x%11lx)
Explanation Node joined cluster
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER NODE LEAVE EXPLICIT: Remote node 0x%$1llx has left the
cluster [chars] (0x%11lx) voluntarily

Explanation Remote Node Left voluntarily
Recommended Action No action is required.
Error Message CLUSTER-5-CLUSTER NODE LEAVE: Node 0x%1lx not in cluster [chars] (0x%11x)
Explanation Node not in cluster
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER NODE REMOVE: Node 0x%1lx removed from cluster [chars]
(0x%11x)

Explanation Node removed from cluster
Recommended Action No action is required.
Error Message CLUSTER-5-CLUSTER REMOVE: Cluster [chars] (0x%1lx) removed
Explanation Cluster removed
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER RX JOIN REQ: Node 0x%1llx received JOIN request from
node=0x%11x

Explanation Cluster received JOIN request
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Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER RX JOIN RESP: Node 0x%1llx received JOIN response from
node=0x%11x result=[chars]

Explanation Cluster received JOIN response
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER RX PROBE: Node 0x%1lx received PROBE from node=0x%11x
Explanation Cluster received PROBE message
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER STARTED: CLUSTER [chars] (0x%11lx) Started
Explanation CLUSTER Started
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER STOPPED: CLUSTER [chars] (0x%1lx) Stopped
Explanation CLUSTER Stopped
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER TRANSPORT DOWN: Cluster [chars] (0x%1lx) transport down
on node=0x%11x for remote port :[dec], local port :[dec]

Explanation Cluster Transport Connection DOWN
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER TRANSPORT UP: Cluster [chars] (0x%1lx) transport up on
node=0x%11x

Explanation Cluster Transport Connection UP
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER TX JOIN REQ: Node 0x%llx sending JOIN request to
node=0x%11x

Explanation Cluster sending JOIN request
Recommended Action No action is required.

Error Message CLUSTER-5-CLUSTER TX JOIN RESP: Node 0x%1lx sending JOIN response to
node=0x%11x result=[chars]
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Explanation Cluster sending JOIN response

Recommended Action No action is required.

CMOND Messages

This section contains the CMOND messages.

CMOND-2

Error Message CMOND-2-CMOND ALERT MSG: [chars]
Explanation Alert message
Recommended Action No action is required.

Error Message CMOND-2-CMOND ERROR MSG: [chars]
Explanation Error message

Recommended Action No action is required.

CMPPROXY Messages
This section contains the CMPPROXY messages.

CMPPROXY-2

Error Message CMPPROXY-2-LOG _CMP_ IS NOT UP: Connectivity Management processor (on module
[dec]) did not come up

Explanation Connectivity Management processor is not sending heartbeats on this module
Recommended Action No action is required.

Error Message CMPPROXY-2-LOG CMP UP: Connectivity Management processor (on module [dec])
is now UP

Explanation Connectivity Management processor has come up and is exchanging heartbeats with CP on this
SUP slot

Recommended Action No action is required.

Error Message CMPPROXY-2-LOG CMP WENT DOWN: Connectivity Management processor (on module
[dec]) went DOWN

Explanation Connectivity Management processor has either gone down or is not sending heartbeats for a
long time
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Recommended Action No action is required.

CMPPROXY-5

Error Message CMPPROXY-5-LOG_CMP_AAA FAILURE: Authentication failed for a login from CMP
(on module [dec])

Explanation A login attempt has been denied access from Connectivity management processor (CMP) as au-
thentication did not succeed

Recommended Action No action is required.
Error Message CMPPROXY-5-MALLOC FAILURE: Memory allocation failure
Explanation Memory allocation in a call to malloc/calloc has failed.

Recommended Action No action is required.

CMPPROXY-6

Error Message CMPPROXY-6-LOG CMP AAA SUCCESS: Authentication succeeded for a login from
CMP (on module [dec])

Explanation A login attempt has succeeded from Connectivity management processor (CMP) in getting ac-
cess as AAA succeeded

Recommended Action No action is required.

COPP Messages

This section contains the COPP messages.

COPP-1

Error Message COPP-1-COPP_DROP LOG ALERT: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-1-COPP_DROP LOG ALERT: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].

Recommended Action No action is required.
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COPP-2

Error Message COPP-2-COPP_DROP LOG CRIT: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-2-COPP_DROP _LOG CRIT: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-2-COPP_INIT FAIL: CoPP Initialization failed: [chars]
Explanation CoPP Initialization failed. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-2-COPP_INIT FAIL: CoPP Initialization failed: [chars]
Explanation CoPP Initialization failed. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-2-COPP MTS FAIL: Failed to do MTS operation: [chars]
Explanation Failed to do MTS operation. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-2-COPP_MTS FAIL: Failed to do MTS operation: [chars]
Explanation Failed to do MTS operation. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-2-COPP_NO POLICY: Control-plane is unprotected.
Explanation There isn't any policy configured to protect control-plane.
Recommended Action No action is required.

Error Message COPP-2-COPP_NO POLICY: Control-plane is unprotected.

Explanation There isn't any policy configured to protect control-plane.
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Recommended Action No action is required.

Error Message COPP-2-COPP POLICY: Control-Plane is protected with policy [chars].
Explanation There is a policy attached to the control-plane.
Recommended Action No action is required.

Error Message COPP-2-COPP POLICY: Control-Plane is protected with policy [chars].
Explanation There is a policy attached to the control-plane.
Recommended Action No action is required.

Error Message COPP-2-COPP PROFILE DIFF HW: CoPP profile in software is not in sync with
hardware for MPLS rules. Reapply CoPP policy for MPLS rules to take effect. E.g.: no
copp profile ; copp profile

Explanation CoPP profile in software is not in sync with hardware for MPLS rules. Reapply CoPP policy for
MPLS rules to take effect. E.g.: no copp profile ; copp profile

Recommended Action No action is required.

Error Message COPP-2-COPP_PROFILE DIFF HW: CoPP profile in software is not in sync with
hardware for MPLS rules. Reapply CoPP policy for MPLS rules to take effect. E.g.: no
copp profile ; copp profile

Explanation CoPP profile in software is not in sync with hardware for MPLS rules. Reapply CoPP policy for
MPLS rules to take effect. E.g.: no copp profile ; copp profile

Recommended Action No action is required.

Error Message COPP-2-COPP_PROFILE DIFF: CoPP Default Profile may have changed, please
check the diffs using show copp diff profile prior-ver profile

Explanation CoPP Default Profile may have changed, please check the diffs using show copp diff profile
prior-ver profile

Recommended Action No action is required.

Error Message COPP-2-COPP_PROFILE DIFF: CoPP Default Profile may have changed, please
check the diffs using show copp diff profile prior-ver profile

Explanation CoPP Default Profile may have changed, please check the diffs using show copp diff profile

prior-ver profile

Recommended Action No action is required.
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COPP-3

Error Message COPP-3-COPP_ALLOC FAIL: Memory allocation failure: [chars]
Explanation Failed to alloc required memory. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-3-COPP_ALLOC FAIL: Memory allocation failure: [chars]
Explanation Failed to alloc required memory. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message COPP-3-COPP_DROP LOG ERR: CoPP drops exceed threshold in class:
module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].

Recommended Action No action is required.

Error Message COPP-3-COPP DROP LOG ERR: CoPP drops exceed threshold in class:
module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-3-COPP PPF FAIL: Error during PPF operation: [chars]
Explanation Failed to do PPF operation. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-3-COPP PPF FAIL: Error during PPF operation: [chars]
Explanation Failed to do PPF operation. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-3-COPP PSS FAIL: Error during PSS operation: [chars]
Explanation Failed to do PSS operation. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message COPP-3-COPP PSS FAIL: Error during PSS operation: [chars]

Explanation Failed to do PSS operation. [chars] explains the reason for the failure.
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Recommended Action No action is required.

CcOoprP-4

Error Message COPP-4-COPP_DROP LOG WARNING: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-4-COPP_DROP_LOG WARNING: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].

Recommended Action No action is required.

COPP-5

Error Message COPP-5-COPP_DISABLED: COPP Disabled
Explanation COPP Service Disabled
Recommended Action No action is required.

Error Message COPP-5-COPP DISABLED: COPP Disabled
Explanation COPP Service Disabled
Recommended Action No action is required.

Error Message COPP-5-COPP_DROP LOG NOTICE: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-5-COPP_DROP LOG NOTICE: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-5-COPP_ENABLED: COPP Enabled
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Explanation COPP Service nabled
Recommended Action No action is required.

Error Message COPP-5-COPP_ENABLED: COPP Enabled
Explanation COPP Service nabled
Recommended Action No action is required.

Error Message COPP-5-COPP_INIT: COPP initialized
Explanation COPP Service Initialized
Recommended Action No action is required.

Error Message COPP-5-COPP_INIT: COPP initialized
Explanation COPP Service Initialized

Recommended Action No action is required.

COPP-6

Error Message COPP-6-COPP_DROP LOG INFO: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-6-COPP_DROP LOG INFO: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-6-COPP_POLICY ATTACHED: CoPP policy has been attached to control plane
interface.

Explanation CoPP policy has been attached to control plane interface.
Recommended Action No action is required.

Error Message COPP-6-COPP_POLICY ATTACHED: CoPP policy has been attached to control plane
interface.

Explanation CoPP policy has been attached to control plane interface.
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Recommended Action No action is required.

Error Message COPP-6-COPP_POLICY DETACHED: CoPP policy has been detached from control
plane interface.

Explanation CoPP policy has been detached from control plane interface.
Recommended Action No action is required.

Error Message COPP-6-COPP_POLICY DETACHED: CoPP policy has been detached from control
plane interface.

Explanation CoPP policy has been detached from control plane interface.

Recommended Action No action is required.

COPP-7

Error Message COPP-7-COPP_DROP LOG DEBUG: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].
Recommended Action No action is required.

Error Message COPP-7-COPP_DROP_LOG DEBUG: CoPP drops exceed threshold in class: [chars]
for module: [dec], check show policy-map interface control-plane for more info.

Explanation CoPP packet drops in class [chars] for module [dec].

Recommended Action No action is required.

CORE-DMON Messages
This section contains the CORE-DMON messages.

CORE-DMON-2

Error Message CORE-DMON-2-MODULE COREDUMP DONE: kernel coredump completed on module: [dec]
Explanation Kernel coredump finishing on a module
Recommended Action No action is required.

Error Message CORE-DMON-2-MODULE COREDUMP_ STARTED: kernel coredump started on mod-
ule: [dec]

Explanation Kernel coredump starting on a module
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Recommended Action No action is required.

CORE-DMON-3

Error Message CORE-DMON-3-NO SPACE: Failed to save core file [chars]. Try removing exist-
ing core files.

Explanation Not enough space to save new core files

Recommended Action Clear existing core files

CREDITMON Messages
This section contains the CREDITMON messages.

CREDITMON-SLOT#-2

Error Message CREDITMON-SLOT#-2-SYSERR CREDITMON APP EXITED: [chars]
Explanation Credit Monitor application exited
Recommended Action No action is required.

Error Message CREDITMON-SLOT#-2-SYSERR CREDITMON MTS INIT ERR: [chars]
Explanation Credit Monitor error binding to MTS

Recommended Action No action is required.

CREDITMON-SLOT#-4

Error Message CREDITMON-SLOT#-4-SLOWPORT WARNING: [chars]
Explanation Slowport detected

Recommended Action No action is required.

CTSDEV_USD Messages
This section contains the CTSDEV_USD messages.

CTSDEV_USD-3

Error Message CTSDEV_USD-3-CTSDEV_LOG MSG: [chars]
Explanation

Recommended Action No action is required.
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DCEFIB Messages

This section contains the DCEFIB messages.

DCEFIB-SLOT#-0

Error Message DCEFIB-SLOT#-0-CLI INIT FAILED: CLI library initialization failed!
Explanation L2mp unicast fib failed to initialize CLI infrastructure\'s backend library. This is a fatal error.
Recommended Action No action is required.

Error Message DCEFIB-SLOT#-0-TIMER INIT FAILED: Timer subsystem initialization failed!
Explanation L2mp unicast fib failed to initialize timer library. This is a fatal error.

Recommended Action No action is required.

DCEFIB-SLOT#-2

Error Message DCEFIB-SLOT#-2-DCEFIB MEM ALLOC: Memory allocation failed. [chars]

Explanation Please contact the Cisco reseller through which you procured the product for support. If you
have purchased a Cisco support contract please call Cisco TAC for support.

Recommended Action

Error Message DCEFIB-SLOT#-2-DCEFIB RECOVERY ERROR: Error in Recovery: [chars]
Explanation L2mp unicast fib failed to recover after a re-start. This is a fatal error.
Recommended Action No action is required.

Error Message DCEFIB-SLOT#-2-U2FIB ERR: [chars]
Explanation L2mp unicast fib encountered an error:

Recommended Action No action is required.

DCEFIB-SLOT#-6

Error Message DCEFIB-SLOT#-6-INITIALIZED: Internal state created [chars]
Explanation L2mp unicast fib has created its internal state stateless/stateful [chars].
Recommended Action No action is required.

Error Message DCEFIB-SLOT#-6-U2FIB INFO: [chars]
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Explanation L2mp unicast fib notice:
Recommended Action No action is required.

Error Message DCEFIB-SLOT#-6-VDC CREATED: VDC [dec] created
Explanation Request to create VDC [dec] in I2mp unicsat fib was successful.
Recommended Action No action is required.

Error Message DCEFIB-SLOT#-6-VDC REMOVED: VDC [dec] Removed
Explanation L2mp unicast fib has successfully removed VDC [dec] from its databases.

Recommended Action No action is required.

DCX_TEST Messages

This section contains the DCX_TEST messages.

DCX_TEST-6

Error Message DCX TEST-6-MTSBINDFAILED: dcx: ********Failed to bind to MTS
Explanation
Recommended Action No action is required.

Error Message DCX TEST-6-PROCESS INITIALISED: dcx: ********x** Service intialised
Explanation
Recommended Action No action is required.

Error Message DCX_TEST—6—PROCESS_UNINITIALISED: dcx: ***F*Ak*xk*% Proces CANNOT be intial-
ised

Explanation
Recommended Action No action is required.
Error Message DCX TEST-6-SDWRAPBIND FAILED: ***xx***dcx: FAILED to Bind SDWrap
Explanation
Recommended Action No action is required.
Error Message DCX TEST-6-SERVICE SHUTDOWN: dcx: ********Seryvice shutting down

Explanation
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Recommended Action No action is required.
Error Message DCX TEST-6-SYSMGRHANDSHAKEDONE: dcx: ********Sysmgr Handshake Done
Explanation

Recommended Action No action is required.

DEBUGPROXY Messages
This section contains the DEBUGPROXY messages.

DEBUGPROXY-6

Error Message DEBUGPROXY-6-SSM DEBUG PROXY COMMON: SSM debug proxy [chars] [dec]
Explanation General SSM debug proxy information

Recommended Action No action is required.

DEV CTSDEV_USD Messages
This section contains the DEV CTSDEV_USD messages.

DEV CTSDEV_USD-2

Error Message DEV CTSDEV_USD—Z—CTS_AUTHENT_FAILURE: CTS Authentication failure on Port
[chars] (CTS Failure Reason: [chars] [chars])

Explanation Fibre-Channel Authentication failure on Port [chars].(Reason Code [chars] Detail [chars]).

Recommended Action Please check password configurations and ensure appropriate security modes on this
port as well as peer port

Error Message DEV CTSDEViUSD—Z—CTsiFIPSiBYPAssiTESTiFAILED: FIPS bypass test failed for
interface: [chars]

Explanation .
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-2-CTS SAP FAILED: SAP exchange failed on interface [chars].
(Reason: [chars])

Explanation .

Recommended Action No action is required.
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Error Message DEV CTSDEV USD-2-CTS_SAP REKEY FAILED: SAP exchange failed on interface
[chars]. (Reason: [chars])

Explanation .
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-2-DBG INIT FAILED: Debug Infrastructure Initialization for
CTS failed with error( [chars] )

Explanation CTS failed to initialize with Debug Infrastructure. This may render any debugging facitilites of
CTS unusable.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. sh system internal sdwrap errors sap

TAC Details Please analyze errors for CTS and SDWRAP and the logging info to determine the time/events
after which the failures occured. Use Topic Search to identify if this or similar issues are known in the soft-
ware version used. If the root-cause cannot be determined, please report the problem.

Error Message DEV CTSDEV USD-2-FC2 E INIT FAILED: Fibre-Channel Initialization of an
E Port failed ( [chars] )

Explanation CTS Manager has been unable to initialize with the FC-2 E-Port infrastructure.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-2-FC2 F INIT FAILED: Fibre-Channel Initialization of an
F Port failed ( [chars] )

Explanation CTS Manager has been unable to initialize with the FC-2 F-Port infrastructure.
Recommended Action No action is required.

Error Message DEV CTSDEV USD-2-FC2 UNKNOWN FRM RECD CRIT: Received an unexpected/unknown
FC-2 frame on [chars]

Explanation .
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-2-FSMU INIT FAILED: State Machine Infrastructure Initializa-
tion for CTS failed with error ( [chars] )

Explanation CTS failed to initialize with Finite State Machine Infrastructure. This may effect SXP and MACSEC
functionality of CTS.
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Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. sh system internal sdwrap errors sap

TAC Details Please analyze errors for CTS and SDWRAP and the logging info to determine the time/events
after which the failures occured. Use Topic Search to identify if this or similar issues are known in the soft-
ware version used. If the root-cause cannot be determined, please report the problem.

Error Message DEV CTSDEV_USD-2-IPC INIT FAILED: IPC (Inter Process Communication) Ini-
tialization for CTS failed with error ( [chars] )

Explanation CTS failed to initialize with the IPC infrastructure. Due to this failure, the process will be unable
to communicate with the system, rendering CTS functionality unusable.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. show system internal mts event-history errors

TAC Details Please analyze errors for CTS, MTS and the logging info to determine the time/events after
which the failures occured. Use Topic Search to identify if this or similar issues are known in the software ver-
sion used. If the root-cause cannot be determined, please report the problem.

Error Message DEV CTSDEV_USD-2-LICENSE UNAVAILABLE: License:[chars] unavailable, service

exiting
Explanation License of [chars] is unavailable. Service will exit now
Recommended Action SYSLOGDOC_LICENSE_REQUIRED

Error Message DEV CTSDEV USD-2-MEM FAILED: Memory operations for CTS failed in File:
[chars] Line [dec] for size [hex] bytes

Explanation Memory allocation for CTS failed. This may affect CTS functionality on the device.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. sh system internal memory-alerts-log

TAC Details Please analyze mem-stats, errors for CTS in the tech-support and the logging info to determine
the time/events after which the failures occured. Verify if the scale in use is supported in the software
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version. Use Topic Search to identify if this or similar issues are known in the software version used. If the
root-cause cannot be determined, please report the problem.

Error Message DEV CTSDEV_USD-2-POST INIT FAILED: Post-Initialization tasks for CTS failed

with error ( [chars] )
Explanation CTS failed to initialize databases after basic initialization.

Recommended Action Please collect outputs for show tech-support cts, contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEV USD-2-PSS INIT FAILED: PSS Infrastructure Initialization for CTS

failed with error ( [chars] )

Explanation CTS failed to initialize with PSS infrastructure. This may affect CTS functionality.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

5. sh system internal sdwrap errors sap

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEV_USD-2-RBACL_ ENFORCEMENT FAILED: CTS failed to [chars] SGACL en-

forcement on [chars] %1lu

Explanation CTS failed to enable or disable enforcement of RBACLs on specified vrf or vlan.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEV_USD-2-RBACL LC INSERT FAILED: CTS failed to install SGACLs on

inserted module [dec]
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Explanation CTS failed to program RBACLs for a module after a module reload, VDC reload, or after a module
was newly inserted into the chassis or added to the VDC.

Recommended Action Please collect outputs for show tech-support cts, contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEV_USD-2-RBACL TCAM SPACE NOT ENOUGH: Insufficient space left on
TCAM for RBACL programming.

Explanation CTS received indication that there is insufficient space left for any further RBACL programming.

Recommended Action Please verify that the RBACL scale has exceeded the supported limits for the forward-
ing modules in use. If so, remove any un-used RBACLs in order to make space for required ones. Alterna-
tively, please refer to the Trust-sec Configuration Guide for further recommendations.

Error Message DEV CTSDEV_USD—Z—RBACL_UNABLE_PARSE_ACE: CTS failed to update IP SGACL
[chars] due to error in parsing ACE [chars].

Explanation CTS was unable to parse the ACE substrings in the RBACL with un-identified syntax.

Recommended Action Verify if the ACE substring formats for the ISE and CLI installed RBACLs are supported
and correct the syntax if it is unexpected. If the syntax is valid and supported, please collect outputs for show
tech-support cts, contact your Cisco technical support representative and provide the representative with

the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. show tech-support radius 6. show tech-support aaa

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEViUSD—Z—RBACLiUPDATEiFAILEDiTCAMiTHRESH: CTS failed to [chars] IP
SGACL [chars] due to insufficient TCAM space.

Explanation CTS failed to update SGACL policy hardware affecting all SGT,DGT using this policy and received
indication that there is insufficient space left for any further SGACL programming.
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Recommended Action Please verify that the RBACL scale has exceeded the supported limits for the forward-
ing modules in use. If so, remove any un-used RBACLs in order to make space for required ones. Alterna-
tively, please refer to the Trust-sec Configuration Guide for further recommendations.

Error Message DEV CTSDEViUSD—Z—RBACLiUPDATEiFAILED: CTS failed to [chars] IP SGACL
[chars]

Explanation CTS failed to update/delete RBACL in hardware.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-
not be determined, please report the problem.

DEV CTSDEV_USD-3

Error Message DEV CTSDEV USD-3-CTS AUTHZ FAILED: CTS authorization failed on interface:
[chars]

Explanation Authorization failure could occur due to policy data receipt failures, policy ACL receipt failures,
HW update failures, RBACL failures, fallback or policy failures.

Recommended Action No action is required.

Error Message DEV CTSDEV_USD—3—CTS_AUTHZ_POLICY_FAILED: CTS failed to download policy for
peer [chars], sgt [dec]

Explanation CTS Authorization policy download failed
Recommended Action No action is required.

Error Message DEV CTSDEV_USD—3—CTS_AUTHZ_RBACL_FAILED: CTS failed to install RBACL for
peer [chars], sgt [dec]

Explanation CTS installation of RBACL for peer failed
Recommended Action No action is required.

Error Message DEV CTSDEV_USD—3—CTS_ENVIRONMENT_DATA_DOWNLOAD_FAILURE: CTS failed to down-
load environment data from AAA

Explanation CTS Environment data download from AAA failed. CTS errors should indicate the reasons for

failure.
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Recommended Action No action is required.

Error Message DEV CTSDEV USD-3-CTS POLICY ACE DOWNLOAD FAILURE: CTS failed to download
SGACL aces for SGACL [chars]

Explanation CTS received an error response from AAA or was enable to extract a valid response while at-

tempting to download policies.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

5. show tech-support aaa 6. show tech-support radius

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEViUSD—3—CTSiPOLICYiACEiDOWNLOADiPARSEiFAILURE: CTS failed to parse
SGACL aces for SGACL [chars]

Explanation CTS encountered an error while parsing the response,on downloading SGACL policy definitions.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. show tech-support aaa 6. show tech-support radius

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEViUSD—3—CTSiPOLICYiDOWNLOADiDGTiLISTiPARSEiFAILURE: CTS failed to
parse SGACL destination list for SGT=[chars] ([dec]).

Explanation CTS encountered an error while parsing source-destination tag list for the specified security tag.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

5. show tech-support aaa 6. show tech-support radius

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.
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Error Message DEV CTSDEV_USD-3-CTS_POLICY DOWNLOAD SGACL NAME PARSE FAILURE: CTS failed
to parse SGACL name for SGT=[chars] ([dec]).

Explanation CTS encountered an error while parsing the response on downloading SGACL policies for the

specified security tag.

Recommended Action Please collect outputs for show tech-support cts, contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. show tech-support aaa 6. show tech-support radius

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-
not be determined, please report the problem.

Error Message DEV CTSDEV USD-3-CTS SGT POLICY DOWNLOAD FAILURE: CTS failed to download
SGACL for SGT=[chars] ([dec]) .

Explanation CTS received an error response from AAA or was enable to extract a valid response while at-
tempting to download policies for the specified security tag.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile
5. show tech-support aaa 6. show tech-support radius

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-
not be determined, please report the problem.

Error Message DEV CTSDEV_USD-3-DOT1X AUTHC FAILED: DOT1X authentication failed on port:
[chars]

Explanation DOT1X authentication failed on the port.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD—3—RBACL_ENFORCEMENT_FAILED_TCAM_THRESH: CTS failed to
[chars] SGACL enforcement on [chars] %lu due to insufficient TCAM space.

Explanation CTS failed to enable or disable enforcement of RBACLs on specified vrf or vlan and received indi-
cation that there is insufficient space left for any further SGACL programming.

Recommended Action Please verify that the RBACL scale has exceeded the supported limits for the forward-
ing modules in use. If so, disable enforcement, remove any un-used RBACLs in order to make space for re-
quired ones. Alternatively, please refer to the Trust-sec Configuration Guide for further recommendations.
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Error Message DEV CTSDEV_USD—3—RBACL_SGT_DGT_DELETION_FAILED: CTS failed to delete IP
SGACL [chars] for SGT=[chars] ([dec]) DGT=[chars] ([dec]).

Explanation CTS failed to update SGACL in hardware.

Recommended Action Please collect outputs for show tech-support cts, contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-

not be determined, please report the problem.

Error Message DEV CTSDEV USD-3-RBACL SGT DGT UPDATE FAILED TCAM THRESH: CTS failed to up-
date IP SGACL [chars] for SGT=[chars] ([dec]) DGT=[chars] ([dec]) due to insufficient
TCAM space.

Explanation CTS failed to update SGACL in hardware for a specific SGT,DGT combination and received indica-
tion that there is insufficient space left for any further SGACL programming.

Recommended Action Please verify that the RBACL scale has exceeded the supported limits for the forward-
ing modules in use. If so, remove any un-used RBACLs in order to make space for required ones. Alterna-
tively, please refer to the Trust-sec Configuration Guide for further recommendations.

Error Message DEV CTSDEV_USD—3—RBACL_SGT_DGT_UPDATE_FAILED: CTS failed to update IP SGACL
[chars] for SGT=[chars] ([dec]) DGT=[chars] ([dec]) .

Explanation CTS failed to update SGACL in hardware.

Recommended Action Please collect outputs for show tech-support cts , contact your Cisco technical sup-
port representative and provide the representative with the gathered information.

Required Info 1. show tech-support cts 2. show running-config 3. show accounting log 4. show logging logfile

TAC Details Please analyze errors for CTS to determine the time/events after which the failures occured. Use
Topic Search to identify if this or similar issues are known in the software version used. If the root-cause can-
not be determined, please report the problem.

Error Message DEV CTSDEV_USD-3-SXP BIND FAIL: CTS SXP failed to bind to socket [chars]
Explanation Socket bind failed for CTS SXP protocol.
Recommended Action No action is required.

Error Message DEV CTSDEViUSD—3—SXP7CONFIG7MODE7MISMATCH: CTS SXP config mode mis-match
with peer [chars] source [chars] during [chars]
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Explanation The role announced by the peer for this SXP connection does not match with the local connec-
tion configuration. The SXP connection will be restricted from coming up.

Recommended Action Please verify that the connection configuration is consistent on both the peers and
correct any inconsistencies.

Error Message DEV CTSDEViUSD—Z%—SXPiLISTENiFAIL: CTS SXP failed to listen on global
socket.

Explanation Socket Listen failed for CTS SXP protocol.

Recommended Action No action is required.
Error Message DEV CTSDEV_USD-3-SXP UPDATE MSG PARSE: Error occurred while parsing the up-
date message on connection for peer [chars], source [chars], vrf [chars]. Reason:
[chars]

Explanation An error occurred while parsing SXP update message

Recommended Action Enable 'debug cts sxp', 'debug cts errors' and 'debug cts messages' to get the SXP_UP-
DATE payload dump. Raise a case with the peer device to fix the payload content.

DEV CTSDEV_USD-4

Error Message DEV CTSDEV_USD-4-CTS INCOMPAT PC CONFIG: Incompatible CTS configuration de-
tected on members of interface [chars].

Explanation This error may be seen when the device is upgraded to a version that enforces port-channel
compatibility, and incompatible config exists from the lower version.

Recommended Action Please issue relevant CTS commands directly under the interface port-channel mode
in order to have compatible configuration.

Error Message DEV CTSDEV_USD-4-CTS NETFLOW LOGGING UNSUPPORT: Detailed SGACL logging with
Netflow sampling for the same flow is not supported. Please enable one or the other to

avoid unexpected results.

Explanation Detailed SGACL logging and Netflow cannot be simultaneously supported for traffic flows due to
hardware limitations.

Recommended Action Please disable either feature to be able to use the functionality.

Error Message DEV CTSDEV_USD-4-CTS_SXP BINDING EXP DELAY: Expansion of < [chars]/[dec],
[dec]> over SXP may cause some delays, due to shorter prefix length.

Explanation Expanding the specified IP-subnet may take some time, due to the relatively short prefix length.

Recommended Action Please wait for the operation to complete.
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Error Message DEV CTSDEV_USD-4-CTS_SXP BINDING EXP: Binding < [chars]/[dec], [dec]> can-
not be expanded. Expanded [dec] and maximum allowed is [dec].

Explanation Given the current network expansion limit configuration and expanded count, the specified pre-
fix cannot be expanded.

Recommended Action Increase the network expansion limit configured or delete other expanded subnet-sgt
bindings and re-configure required bindings.

Error Message DEV CTSDEV_USD-4-CTS SXP INTF IP CHANGE: Interface IP has changed, this may
cause adverse effect on SXP functionality.

Explanation Interface whose IP has been configured to be used as the SXP node ID has had a change in IP
when SXP is enabled. This might affect SXPV4 loop detection functionality.

Recommended Action Please ensure SXP is in a disabled state prior to making IP configuration changes.

Error Message DEV CTSDEV USD-4-CTS SXP NODE ID CHG: SXP Node ID changed from [hex] to
[hex].

Explanation SXP Node ID has changed.

Recommended Action Ensure that the SXP bindings for the old node ID have been deleted from the binding
databases on all SXP nodes.

Error Message DEV CTSDEV_USD-4-CTS_SXP ROUTER ID CHANGE: Router ID has changed, this may
cause adverse effect on SXP functionality.

Explanation Router ID is used as the SXP node ID when one is not configured. Changes to this, when SXP is
enabled might affect SXPV4 loop detection functionality.

Recommended Action Please ensure SXP is in a disabled state prior to making IP configuration changes.

Error Message DEV CTSDEV_USD-4-SXP CONFIG VER MISMATCH: CTS SXP config version mis-match
with peer [chars] source [chars] during [chars]. [chars]

Explanation SXP peer is running an SXP protocol version different from the locally supported max version.
The SXP protocol version for this connection will now be negotiated.

Recommended Action No action is required.

Error Message DEV CTSDEV_USD-4-SXP CONN_STATE CHG OFF: CTS SXP connection state for peer
[chars] source [chars] changed to off

Explanation SXP connection with peer has transitioned to OFF state and peer details have been cleaned up.

Recommended Action No action is required.
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Error Message DEV CTSDEV USD-4-SXP CONN STATE CHG ON: CTS SXP connection state for peer
[chars] source [chars] changed to on

Explanation .
Recommended Action No action is required.
Error Message DEV CTSDEV_USD-4-SXP INTERNAL FAIL: Internal failure in CTS SXP operations.
Explanation One or more SXP protocol specific operations failed for CTS.
Recommended Action No action is required.

Error Message DEV CTSDEV USD-4-SXP OPEN MSG PARSE : CTS SXP sending error after parsing
open message on connection for peer [chars] source [chars] due to [chars]

Explanation CTS SXP parsed the open message received from peer and detected issues with connection
bringup due to bad message or failure in negotiation.

Recommended Action Please verify that the connection configuration is consistent on both the peers and
correct any inconsistencies.

Error Message DEV CTSDEV USD-4-SXP RX INVALID SGT: CTS SXP received reserved or invalid
sgt [dec] from peer [chars] source [chars]

Explanation CTS received invalid or reserved in update message over SXP from peer.
Recommended Action Locate the configuration on the speaker and modify the SGT.

Error Message DEV CTSDEV_USD-4-SXP RX UNKNOWN MSG TYPE: CTS SXP protocol received unknown
message type [dec] from peer [chars] source [chars]

Explanation CTS received unexpected or unsupported message type from peer over SXP.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD—4—SXP_RX_UNKNOWN_OPC_TYPE: CTS SXP received unknown opcode
type [dec] from peer [chars] source [chars]

Explanation CTS received unexpected opcode in update message over SXP from peer.

Recommended Action No action is required.

DEV CTSDEV_USD-5

Error Message DEV CTSDEV_USD-5-CTS_AUTHZ EXPIRED: CTS authorization timer expired on in-
terface: [chars] for peer [chars], sgt [dec]

Explanation Re-authorization timer for CTS expired
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Recommended Action No action is required.

Error Message DEV CTSDEV_USD—5—CTS_AUTHZ_RBACL_COLLISION: RBACL downloaded from ISE for
SGT=[chars] ([dec]), DGT=[chars] ([dec]) matches RBACL [chars] configured via CLI.

Explanation RBACL downloaded from ISE matches a pre-existing RBACL configured via CLI. The device as-
signs higher priority to CLI configured RBACLs over ISE downloaded ones and will ignore the RBACL from ISE.

Recommended Action Un-configure the CLI configured RBACL and refresh the RBACL in order to download
and use the RBACL from ISE.

Error Message DEV CTSDEV USD-5-CTS AUTHZ SUCCESS: CTS authorization succeeded on inter-
face: [chars] for peer [chars], sgt [dec]

Explanation Authorization succeeded and RBACL was installed successfully.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD—5—CTS_ENVIRONMENT_DATA_RENEWED: Environment data download
for CTS successfull

Explanation CTS renewed environment data
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-5-CTS ENVIRONMENT EXPIRY TIMER: CTS Enviroment data timer
expired

Explanation CTS Environment data wait timer expired
Recommended Action No action is required.
Error Message DEV CTSDEV_USD-5-CTS INIT: CTS Initialization: [chars]
Explanation CTS initialization tasks are in progress.
Recommended Action No action is required.

Error Message DEV CTSDEV USD-5-CTS IP SGT MAP DELETE: IP-SGT binding deleted for [chars]
on [chars] %1lu

Explanation CTS received a deletion for an IP-SGT binding.
Recommended Action No action is required.
Error Message DEV CTSDEV USD-5-CTS_IP SGT MAP UPDATE: [chars] assigned SGT [chars]

Explanation CTS received an update for an IP-SGT binding.
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Recommended Action No action is required.

Error Message DEV CTSDEV_USD—5—SXP_DEFAULT_SRC_IP_RESET: CTS SXP default source IP ad-
dress reset from [chars] to [chars]

Explanation Default source IP configuration has been deleted for SXP protocol.
Recommended Action No action is required.

Error Message DEV CTSDEV USD-5-SXP DEFAULT SRC IP SET: CTS SXP default source IP address
changed from [chars] to [chars]

Explanation Default source IP has been configured for SXP protocol.

Recommended Action No action is required.

DEV CTSDEV_USD-6

Error Message DEV CTSDEV USD-6-CTS COA UPDATE FROM ISE: System upgrade is in progress,
hence ignoring CoA update received from ISE. The environment-data and the SGACL poli-
cies will be refreshed automatically once the upgrade is complete.

Explanation .

Recommended Action No action is required.

Error Message DEV CTSDEV _USD-6-CTS_FIPS BYPASS TEST PASSED: FIPS bypass test passed for
interface: [chars]

Explanation .

Recommended Action No action is required.
Error Message DEV CTSDEV_USD-6-CTS_SAP REKEY MODULE UPGRADE: SAP rekey has been triggered
for interface [chars] but the corresponding module is undergoing upgrade, hence the re-
key could be safely ignored once.

Explanation .

Recommended Action No action is required.

Error Message DEV CTSDEV USD-6-SXP_CONN_ PURGED: CTS SXP connection purged: vrf [dec],
peer: [chars]

Explanation SXP connection with peer has been purged.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-6-SXP DEFAULT PASSWORD RESET: Default password for CTS SXP
protocol has been reset
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Explanation Default password configuration for SXP has been deleted and reset.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-6-SXP DEFAULT PASSWORD SET: Default password has now been
configured for CTS SXP protocol.

Explanation Default encrypted/un-encrypted password has been configured for SXP protocol.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-6-SXP_STATE CHANGE: CTS SXP procotocol is [chars]
Explanation SXP protocol is now in enabled or disabled state.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-6-SXP VRF DEL: CTS SXP connection [chars], [chars]: removed
due to vrf [dec] delete

Explanation SXP connection with peer has been deleted due to deletion of VRF for that connection.

Recommended Action No action is required.

DEV CTSDEV_USD-7

Error Message DEV CTSDEV _USD-7-CTS_PACE: [chars]
Explanation Reporting Task pacing information for specific SGT-DGT pairs.
Recommended Action No action is required.

Error Message DEV CTSDEV USD-7-CTS PPF RBACL ENABLE: [chars]
Explanation Reporting CTS RBACL Enablement Tasks and states.
Recommended Action No action is required.

Error Message DEV CTSDEV USD-7-CTS_PPF SESS STATE: [chars] CTS PPF Session id
[dec] ([hex])

Explanation CTS PPF Session state reports.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-7-CTS_PPF SGT DGT: [chars] CTS rbacl [chars] sgt [dec] dgt
[dec]

Explanation PPF Processing state information for CTS SGACLs.
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Recommended Action No action is required.

Error Message DEV CTSDEV USD-7-CTS PPF: [chars]

Explanation CTS PPF Library Initialization tasks in progress.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-7-CTS_SAL: CTS: [chars]
Explanation CTS interactions with SAL in progress.
Recommended Action No action is required.

Error Message DEV CTSDEV_USD-7-SGT MAP INIT: CTS: [chars]
Explanation CTS database initialization tasks in progress.

Recommended Action No action is required.

DEVICE-ALIAS Messages
This section contains the DEVICE-ALIAS messages.

DEVICE-ALIAS-2

Error Message DEVICE-ALIAS-2-ALLOC_ FAILED: Memory allocation failed for size:[dec]
type: [dec]

Explanation Memory allocation failed for size [dec] type [dec]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-2-INIT FAILED: [chars]
Explanation An error occurred during initialization. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

DEVICE-ALIAS-3

Error Message DEVICE-ALIAS-3-CFS OPER FAILED: [chars]

Explanation An error occurred while performing a CFS operation. [chars] indicates the CFS operation and the
reason for failure.
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
Error Message DEVICE-ALIAS-3-CLEAR FAILED: [chars]
Explanation An error occurred while clearing the session. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-COMMIT FAILED: [chars]
Explanation An error occurred while committing the database. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-COMMIT REJECTED: [chars]

Explanation Commit request received from remote switch is rejected. [chars] indicates the reason for fail-
ure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-LOCK FAILED: [chars]
Explanation An error occurred while acquiring the lock. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-LOCK REJECTED: [chars]
Explanation Lock request received from remote switch is rejected. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-MERGE ACTIVATION FAILED: [chars]
Explanation An error occurred while activating the merged database. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-MERGE ACTIVATION REJECTED: [chars]
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Explanation Merge activation request received from remote switch is rejected. [chars] indicates the reason
for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-MERGE FAILED: [chars]
Explanation An error occurred during merge operation. [chars] indicates the reason for failure.

Recommended Action Compare device-alias configuration with the other switches in the fabric, resolve the
conflicts if any and commit the changes.

Error Message DEVICE-ALIAS-3-MERGE MREQ REJECTED: [chars]
Explanation MREQ received from remote switch is rejected. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-MERGE MRESP REJECTED: [chars]
Explanation MRESP received from remote switch is rejected. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-MERGE VALIDATION FAILED: [chars]
Explanation An error occurred while validating the merged database. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-MERGE VALIDATION REJECTED: [chars]

Explanation Merge validation request received from remote switch is rejected. [chars] indicates the reason
for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-MTS OPER FAILED: [chars]

Explanation An error occurred during MTS operation. [chars] indicates the MTS operation and the reason for
failure.
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
Error Message DEVICE-ALIAS-3-PSS OPER FAILED: [chars]

Explanation An error occurred during PSS operation. [chars] indicates the PSS operation and the reason for
failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-UNLOCK FAILED: [chars]
Explanation An error occurred while releasing the lock. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-UNLOCK REJECTED: [chars]
Explanation Unlock request received from remote switch is rejected. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-VALIDATION FAILED: [chars]
Explanation An error occurred while validating the database. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-3-VALIDATION REJECTED: [chars]

Explanation Validation request received from remote switch is rejected. [chars] indicates the reason for fail-
ure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

DEVICE-ALIAS-6

Error Message DEVICE-ALIAS-6-CLEAR FAILED INFO: [chars]

Explanation An error occurred while clearing the session. [chars] indicates the additional information regard-
ing failure.
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-6-COMMIT FAILED INFO: [chars]

Explanation An error occurred while committing the database. [chars] indicates the additional information

regarding failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-6-IMPORT DEFINITION CONFLICT: Fcalias [chars] could not be im-
ported due to definition conflict

Explanation Fcalias [chars] could not be imported due to definition conflict. Either there is already a device-
alias configuration present with the same definition OR another VSAN specified in the import VSAN range has
an fcalias with the same definition.

Recommended Action Resolve the conflict and issue the import command again.

Error Message DEVICE-ALIAS-6-IMPORT MEMBER TYPE CONFLICT: Fcalias [chars] could not be
imported due to having unsupported member type

Explanation Fcalias [chars] could not be imported due to having unsupported member types. Fcalias can be
imported only if it has Port WWN based members..

Recommended Action Make sure that the fcalias has Port WWN based members and issue the import com-

mand again.

Error Message DEVICE-ALIAS-6-IMPORT NAME CONFLICT: Fcalias [chars] could not be imported

due to name conflict

Explanation Fcalias [chars] could not be imported due to name conflict. Either there is already a device-alias
configuration present with the same name OR another VSAN specified in the import VSAN range has an

fcalias with the same name.
Recommended Action Resolve the conflict and issue the import command again.

Error Message DEVICE-ALIAS-6-IMPORT NUM MEMBERS CONFLICT: Fcalias [chars] could not be
imported due to having unsupported number of members

Explanation Fcalias [chars] could not be imported due to having unsupported number of members. Fcalias
can be imported only if it has exactly one member..

Recommended Action Make sure that the fcalias has exactly one member and issue the import command

again.

Error Message DEVICE-ALIAS-6-LOCK FAILED INFO: [chars]
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Explanation An error occurred while acquiring the lock. [chars] indicates the additional information regard-
ing failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-6-MERGE ACTIVATION FAILED INFO: [chars]

Explanation An error occurred while activating the merged database. [chars] indicates the additional infor-
mation regarding failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-6-MERGE VALIDATION FAILED BUSY: [chars]

Explanation Merged database could not be validated as some of the applications returned busy. [chars] indi-
cates information about the application returned busy. There is no user intervention necessary. The valida-
tion would be automatically retried after some time.

Recommended Action No action is required.
Error Message DEVICE-ALIAS-6-MERGE VALIDATION REJECTED BUSY: [chars]

Explanation Merged database received from the remote switch could not be validated as some of the appli-
cations returned busy. [chars] indicates information about the application returned busy. There is no user
intervention necessary. The validation would be automatically retried after some time.

Recommended Action No action is required.
Error Message DEVICE-ALIAS-6-UNLOCK FAILED INFO: [chars]

Explanation An error occurred while releasing the lock. [chars] indicates the additional information regard-
ing failure.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DEVICE-ALIAS-6-VALIDATION ABORTED: [chars]
Explanation Local validation is aborted. [chars] indicates the reason why validation is aborted.

Recommended Action No action is required.

DEVICE_TEST Messages
This section contains the DEVICE_TEST messages.
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DEVICE_TEST-2

Error Message DEVICE TEST-2-ASIC_REG CHECK FAIL: Module [dec] has failed test [chars]
[dec] times on device [chars] [chars] [dec] [chars] due to error [chars]

Explanation Online diagnostics ASICRegisterCheck test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-COMPACT FLASH FAIL: Module [dec] has failed test [chars]
[dec] times on device Compact Flash due to error [chars]

Explanation Online diagnostics CompactFlash test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-CRYPTO DEVICE FAIL: Module [dec] has failed test [chars]
[dec] times on Crypto device due to error [chars]

Explanation Online diagnostics CryptoDevice test has failed
Recommended Action No action is required.

Error Message DEVICEiTEST—Z—DEVICEiTESTiPWRiMGMTiBUsiMODiFAILURE: Power Management Bus
access failure from Supervisor slot [dec] to Linecard slot [dec]

Explanation Online diagnostics device test detected failure but no action taken
Recommended Action No action is required.

Error Message DEVICE TEST-2-DEVICE TEST PWR MGMT BUS SUP FAILURE: Power Management Bus
access failure on Supervisor slot [dec]

Explanation Online diagnostics device test detected failure but no action taken
Recommended Action No action is required.

Error Message DEVICE TEST-2-DEVICE TEST PWR MGMT BUS SUP SUP FAILURE: Power Management
Bus access failure from Supervisor slot [dec] to Supervisor slot [dec]

Explanation Online diagnostics device test detected failure but no action taken
Recommended Action No action is required.

Error Message DEVICE TEST-2-DEVICE TEST PWR MGMT BUS XBAR FAILURE: Power Management Bus
access failure from Supervisor slot [dec] to Xbar slot [dec]

Explanation Online diagnostics device test detected failure but no action taken

Recommended Action No action is required.

135



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

Error Message DEVICE TEST-2-EOBC_FAIL: Module [dec] has failed test [chars] on EOBC pri-
mary link due to error [chars]

Explanation Online diagnostics EOBC test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-FABRIC FAILURE DETECTED AGGR: Module [dec] has failed test
[chars] [dec] times due to error [chars] [dec] ACTION: power down module

Explanation Online diagnostics device test detected faulty fabric card

Recommended Action No action is required.
Error Message DEVICE TEST-2-FABRIC FAILURE DETECTED: Module [dec] has failed test [chars]
[dec] times due to error [chars] [dec] ACTION: Attempt to recover by reloading module,
power down module after three tries

Explanation Online diagnostics device test detected faulty fabric card

Recommended Action No action is required.

ErrorMessage DEVICE_TEST—Z—FAILURE_DETECTED_NO_ACTION: Module [dec] has failed test
[chars] [dec] times but no action taken due to [chars]

Explanation Online diagnostics device test detected failure but no action taken

Recommended Action No action is required.
Error Message DEVICE TEST-2-FAN MOD FAIL: Module [dec] has failed test [chars] [dec]
times on System Mgmt Bus for chassis [chars] instance [dec] due to error [chars] error
number [hex]

Explanation Online diagnostics SystemMgmtBus test has failed

Recommended Action No action is required.
Error Message DEVICE TEST-2-MALLOC FAILURE: Memory allocation failed

Explanation Device Test process could not allocate memory

Recommended Action No action is required.

Error Message DEVICE TEST-2-MGMT PORT SKIP: Module [dec] has skipped test [chars] on Man-
agement Port due to error [chars]

Explanation Online diagnostics ManagementPort test is skipped

Recommended Action No action is required.
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Error Message DEVICE TEST-2-MODULE FAILURE DETECTED AGGR: Module [dec] has failed test
[chars] [dec] times due to error [chars] ACTION: power down module

Explanation Online diagnostics device test detected module failure

Recommended Action No action is required.
Error Message DEVICE TEST-2-MODULE FAILURE DETECTED: Module [dec] has failed test [chars]
[dec] times due to error [chars] ACTION: Attempt to recover by reloading module, power
down module after three tries

Explanation Online diagnostics device test detected module failure

Recommended Action No action is required.

Error Message DEVICE TEST-2-NVRAM FAIL: Module [dec] has failed test [chars] [dec] times
on device NVRAM due to error [chars]

Explanation Online diagnostics NVRAM test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-OBFL FAIL: Module [dec] has failed test [chars] [dec] times
on device OBFL due to error [chars]

Explanation Online diagnostics OBFL test has failed

Recommended Action No action is required.
Error Message DEVICE TEST-2-POWER SUPPLY FAIL: Module [dec] has failed test [chars] [dec]
times on System Mgmt Bus for chassis [chars] instance [dec] due to error [chars] error
number [hex]

Explanation Online diagnostics SystemMgmtBus test has failed

Recommended Action No action is required.

Error Message DEVICE TEST-2-PRIMARY BOOTROM FAIL: Module [dec] has failed test [chars]
[dec] times on device Primary BootROM due to error [chars]

Explanation Online diagnostics PrimaryBootROM test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-PWR MGMT BUS FAIL: Module [dec] has failed test [chars] [dec]
times on device Power Mgmt Bus on slot [dec] due to error [chars] error number [hex]

Explanation Online diagnostics PwrMgmtBus test has failed

Recommended Action No action is required.
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Error Message DEVICE TEST-2-RTC FAIL: Module [dec] has failed test [chars] [dec] times on
device RealTimeClock due to error [chars]

Explanation Online diagnostics RealTimeClock test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-SECONDARY BOOTROM FAIL: Module [dec] has failed test [chars]
[dec] times on device Secondary BootROM due to error [chars]

Explanation Online diagnostics SecondaryBootROM test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-SPINE CONTROL BUS FAIL: Module [dec] has failed test [chars]
[dec] times on device Spine Control Bus on slot [dec] due to error [chars] error number
[hex]

Explanation Online diagnostics SpineControlBus test has failed
Recommended Action No action is required.

Error Message DEVICE_TEST—Z—STANDBY_LOOPBACK_TEST_FAIL: Module [dec] has failed test
[chars] [dec] times on [chars] [dec] due to error [chars]

Explanation Online diagnostics StandbyFabricLoopback test has failed
Recommended Action No action is required.

Error Message DEVICE_TEST—Z—SUP_FAILURE_DETECTED_NO_ACTION: Module: [dec] Test:[chars]
failed [dec] consecutive times due to faulty supervisor. Error:[chars]. Supervisor
switchover failed due to [hex]

Explanation Times due to faulty supervisor. Error:[chars]. Supervisor switchover failed due to [hex]

Recommended Action No action is required.
Error Message DEVICE TEST-2-SUP_FAILURE DETECTED: Module:[dec] Test:[chars] failed [dec]
consecutive times due to faulty supervisor. Error:[chars]. ACTION: Doing supervisor
switchover

Explanation GOLD test detected a faulty supervisor. Doing Switchover to recover

Recommended Action No action is required.

Error Message DEVICE TEST-2-TWOWIRE PCI FAIL: Module [dec] has failed test [chars] [dec]
times on spine [dec] due to error [chars]

Explanation Online diagnostics PCle xbar tet has failed

138



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Recommended Action No action is required.

Error Message DEVICE TEST-2-TWOWIRE STW FAIL: Module [dec] has failed test [chars] [dec]
times on Status Bus on slot [dec] due to error [chars]

Explanation Online diagnostics Status bus test has failed
Recommended Action No action is required.

Error Message DEVICE TEST-2-USB FAIL: Module [dec] has failed test [chars] [dec] times on
device USB due to error [chars]

Explanation Online diagnostics USB test has failed

Recommended Action No action is required.

DEVICE_TEST-3

Error Message DEVICE TEST-3-ACT2 AUTH FAIL : ACT2 test has failed on module [dec] with
error : [chars]

Explanation ACT2 authentication for the module has failed
Recommended Action No action is required.
Error Message DEVICE TEST-3-ACT2 SPROM READ FAIL : SPROM read failed : [chars]
Explanation ACT2 test for the module has failed. The error is : [chars]
Recommended Action No action is required.

Error Message DEVICE TEST-3-STANDBY TEST GET DIAG VQI FAIL: Standby test get diag vqi
failed due to error [hex]

Explanation Device Test StandbylLoopback Test failed get vqi
Recommended Action No action is required.

Error Message DEVICE TEST-3-STANDBY TEST GET SPINE FAIL: Standby test get spines failed
due to error [hex]

Explanation Device Test StandbyFabricLoopback Test get spine failed
Recommended Action No action is required.

Error Message DEVICE TEST-3-STANDBY TEST INIT FAIL: Init for standby test failed due to
error [hex]

Explanation Device Test StandbyFabricLoopback Test failed init process
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Recommended Action No action is required.

Error Message DEVICE_TEST—3—STANDBY_TEST_MTS_FAIL: Mts Init for standby test failed due
to error [hex]

Explanation Device Test StandbyFabricLoopback Test failed mts init
Recommended Action No action is required.

Error Message DEVICE TEST-3-STANDBY TEST SOCKET FAIL: Standby test socket error [chars]:
[hex]

Explanation Device Test StandbyFabricLoopback Test Socket error

Recommended Action No action is required.

DEVICE_TEST-4

Error Message DEVICE TEST-4-THREAD CREATE FAIL: Thread creation failed
Explanation Device Test process could not create threads
Recommended Action No action is required.

Error Message DEVICE TEST-4-TIMER CREATE FAIL: Timer creation failed
Explanation Device Test process could not create timer
Recommended Action No action is required.

Error Message DEVICE TEST-4-TIMER START FAIL: Timer start failed
Explanation Device Test process could not start timer

Recommended Action No action is required.

DEVICE_TEST-5

Error Message DEVICE TEST-5-LC TEST FAIL: Module-id([dec]): [chars] has failed
Explanation Test on this particular LineCard failed
Recommended Action No action is required.

Error Message DEVICE TEST-5-LC TEST PASS: Module-id([dec]): [chars] has completed suc-
cessfully

Explanation Test on this particular LineCard completed successfully
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Recommended Action No action is required.

Error Message DEVICE TEST-5-NOTICE TEST: Memory allocation failed notice
Explanation Device Test process could not allocate memory
Recommended Action No action is required.

Error Message DEVICE TEST-5-RT PSS OP FAILURE: DiagClient PSS operation failed
Explanation
Recommended Action No action is required.

Error Message DEVICE TEST-5-TEST FAILURE EXCESS: Module-id([dec]): [chars] has failed

more [dec] times
Explanation A test has failed more than configured allowed limit

Recommended Action No action is required.

DEVICE_TEST-6

Error Message DEVICE TEST-6-INFO TEST: Memory allocation failed info
Explanation Device Test process could not allocate memory

Recommended Action No action is required.

DEV_LOG_SUP Messages
This section contains the DEV_LOG_SUP messages.

DEV_LOG_SUP-3
Error Message DEV LOG SUP-3-ERROR: [chars]
Explanation Dev_log_sup encountered an error

Recommended Action No action is required.

DEV_LOG Messages

This section contains the DEV_LOG messages.

DEV_LOG-3

Error Message DEV LOG-3-ERROR: [chars]
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Explanation Dev_log Ic encountered an error

Recommended Action No action is required.

DEV_LOG-SLOT#-4

Error Message DEV LOG-SLOT#-4-DEV_LOG LC ERROR: [chars]
Explanation Dev_log Ic encountered an error

Recommended Action No action is required.

DFTM Messages

This section contains the DFTM messages.

DFTM-SLOT#-2

Error Message DFTM-SLOT#-2-DFTM INTF NOT FOUND: Interface [chars] not found in DFTM data-
base [chars]

Explanation DFTM database doesn't have the interface.
Recommended Action No action is required.

Error Message DFTM—SLOT#—Z—DFTM_INVALID_FTAG_NUM: DFTM received invalid number of FTags
[dec] from M2RIB

Explanation DFTM recvd invalid number of FTags from M2RIB.
Recommended Action No action is required.

Error Message DFTM-SLOT#-2-DFTM INVALID INTF NUM: DFTM has invalid number of interfaces
[dec] in the DB

Explanation DFTM has invalid number of interfaces in the DB.
Recommended Action No action is required.

Error Message DFTM—SLOT#—Z—DFTM_PC_NUM_MEMB_INVALID: DFTM received invalid number of PC
members [dec] from ELTM

Explanation DFTM recvd invalid number of PC members from ELTM.
Recommended Action No action is required.

Error Message DFTM-SLOT#-2-DFTM VLAN NOT FOUND: VLAN [dec] not found in DFTM database
[chars]
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Explanation DFTM database doesn't have the VLAN.

Recommended Action No action is required.

DFTM-SLOT#-3

Error Message DFTM-SLOT#-3-DFTM BDDB PROG FAILED: DFTM failed to program BDDB Entry
Explanation DFTM failed to program BDDB Entry
Recommended Action No action is required.

Error Message DFTM-SLOT#-3-DFTM BDT PROG FAILED: DFTM failed to program BD Table Entry
Explanation DFTM failed to program BD Table Entry
Recommended Action No action is required.

Error Message DFTM—SLOT#—3—DFTM_IFIDX_INVALID_PORT_LAYER: Invalid Port Layer Received for
interface: [chars]

Explanation Invalid Port Layer Received for interface
Recommended Action No action is required.

Error Message DFTM—SLOT#—3—DFTMiIFIDXiINVALIDiPORTiMODE: Invalid Port Mode Received for
interface: [chars]

Explanation Invalid Port Mode Received for interface
Recommended Action No action is required.

Error Message DFTM—SLOT#—3—DFTM_IFIDX_INVALID_PORT_TYPE: Invalid Port Type Received for
interface: [chars]

Explanation Invalid Port Type Received for interface
Recommended Action No action is required.

Error Message DFTM-SLOT#-3-DFTM IFIDX TYPE ERROR: Failed to get type for interface:
[chars]

Explanation Failed to get type for the interface
Recommended Action No action is required.

Error Message DFTM-SLOT#-3-DFTM INVALID ACCESS VLAN: DFTM received change in access vlan
([dec] to [dec]) while [chars] was up in DB

Explanation DFTM received change in access vlan while interface was up in DB
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Recommended Action No action is required.

Error Message DFTM-SLOT#-3-DFTM INVALID PRIM SEC VLAN REQ: DFTM received prim-sec request
for a non-exiting sec vlan [dec] on primary [dec]

Explanation DFTM recvd prim-sec vlan mapping request for a non-existing sec vlan on prim vlan
Recommended Action No action is required.

Error Message DFTM—SLOT#—3—DFTM_L2L3CT_PROG_FAILED: DFTM failed to program L2L3 Con-
sistency Table Entry

Explanation DFTM failed to program L2L3 Consistency Table Entry
Recommended Action No action is required.

Error Message DFTM-SLOT#-3-DFTM MFT PROG FAILED: DFTM failed to program Multicast FTag
Table Entry

Explanation DFTM failed to program Multicast Ftag Table Entry
Recommended Action No action is required.

Error Message DFTM-SLOT#-3-DFTM SDT PROG FAILED: DFTM failed to program SGT DGT Table En-
try

Explanation DFTM failed to program SGT DGT Table Entry
Recommended Action No action is required.

Error Message DFTM-SLOT#-3-DFTM VIT PROG FAILED: DFTM failed to program VLAN Translation
Table Entry for vlan [dec], x1lt vlan [dec] on fe [dec]

Explanation DFTM failed to program VLAN Translation Table

Recommended Action No action is required.

DHCP_SNOOP Messages
This section contains the DHCP_SNOOP messages.

DHCP_SNOOP-2

Error Message DHCP_SNOOP-2-DHCP_SNOOP_ PROGRAM EXIT: [chars]

Explanation DHCP snoop process did an abnormal exit
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Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp show tech-support aclqgos show tech-support sal

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-2-DHCP_ SNOOP Q FULL: [chars]
Explanation DHCP Snoop process Queue receiveing packets from netstack is full[chars]

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp show system internal mts sup sap 361 queue_stats
show system internal mts buffers summary show system internal mts event-history errors

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-2-DHCP SNOOP Q HIGH: [chars]
Explanation DHCP Snoop process Queue receiveing packets from netstack is high[chars]

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp show system internal mts sup sap 361 queue_stats
show system internal mts buffers summary show system internal mts event-history errors

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-2-HWPGMFAILURE: Hardware programming has failed: [chars]
Explanation Hardware programming has failed. [chars] explains the reason for the failure.

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp show tech-support aclqos
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TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.
Error Message DHCP SNOOP-2-INITFAIL: DHCP Daemon Initialization failed: [chars]
Explanation DHCP Daemon Initialization failed. [chars] explains the reason for the failure.

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-2-PSSERROR: [chars]

Explanation DHCP Daemon encountered a PSS error. [chars] specifies the context where the failure oc-
curred.

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-2-REGPARTREE: Unable to register parse tree: [chars]
Explanation Could not register parse tree. [chars] explains the reason for the failure.

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

DHCP_SNOOP-3

Error Message DHCP SNOOP-3-ASSERTION FAILED: [chars]:[dec]
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Explanation DHCP Snoop process has hit an assert condition at file [chars] line number [dec]
Recommended Action No action is required.
Error Message DHCP SNOOP-3-IPV6APIINIT FAILED: [chars]
Explanation DHCP Snoop process failed to do ipv6_api_init [chars]

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-IPV6REGISTER FAILED: [chars]
Explanation DHCP Snoop process failed to do ipv6_register [chars]

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-MTSERROR: [chars]

Explanation DHCP Daemon encountered an MTS error. [chars] specifies the context where the error oc-
curred.

Recommended Action Collect required_info then try unconfigure and reconfigure of feature dhcp and con-
tact TAC with collected required_info if problem occurs. The collected information is used for internal diag-
nosis.

Required Info Output of clis: show tech-support dhcp

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-PKTDROP: Packet dropped. Reason - [chars]

Explanation Dropping the packet. [char] identifies the reason.
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Recommended Action Collect required_info and contact TAC with collected required_info The collected in-
formation is used for internal diagnosis.
Required Info Output of clis: show tech-support dhcp show tech-support pktmgr

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-PKTRECVFAIL: Failed to receive packet - [chars]
Explanation Failed to receive packet. [char] identifies the reason.

Recommended Action Collect required_info and contact TAC with collected required_info The collected in-

formation is used for internal diagnosis.
Required Info Output of clis: show tech-support dhcp show tech-support pktmgr

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-PKTSENDFAIL: Failed to send packet, - [chars]
Explanation Failed to send packet. [char] identifies the reason.

Recommended Action Collect required_info and contact TAC with collected required_info The collected in-
formation is used for internal diagnosis.

Required Info Output of clis: show tech-support dhcp show tech-support pktmgr

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-SETSOCKOPTFAIL: Failed to set socket option - [chars]
Explanation Failed to set socket option [char] identifies the reason.

Recommended Action Collect required_info and contact TAC with collected required_info The collected in-
formation is used for internal diagnosis.

Required Info Output of clis: show tech-support dhcp show tech-support sockets

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-SOCKBINDFAIL: Failed to bind to raw socket - [chars]

Explanation Failed to bind to socket. [char] identifies the reason.

148



Cisco Nexus 7000 Series NX-OS System Messages
System Messages Description

Recommended Action Collect required_info and contact TAC with collected required_info The collected in-

formation is used for internal diagnosis.
Required Info Output of clis: show tech-support dhcp show tech-support sockets

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

Error Message DHCP SNOOP-3-SOCKOPENFAIL: Failed to open socket for receiving DHCP packets

- [chars]
Explanation An attempt to open a socket for receiving DHCP packets failed. [char] identifies the reason.

Recommended Action Collect required_info and contact TAC with collected required_info The collected in-
formation is used for internal diagnosis.

Required Info Output of clis: show tech-support dhcp show tech-support sockets

TAC Details The collected information is used for internal diagnosis. Raise a DDTS and attach all the needed
information to the DDTS.

DHCP_SNOOP-4

Error Message DHCP SNOOP-4-ACL DENY: [dec] Invalid ARP messages ([chars]) on [chars],
vlan [dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] Invalid ARPs (arp-type [chars]) on interface [chars], vlan [dec]. ([sender-mac
[chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day [chars]])

Recommended Action No action is required.

Error Message DHCP SNOOP-4-DHCP SNOOPING DENY: [dec] Invalid ARP messages ([chars]) on
[chars], vlan [dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] Invalid ARPs (arp-type [chars]) on interface [chars], vlan [dec]. ([sender-mac
[chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day [chars]])

Recommended Action No action is required.

Error Message DHCP SNOOP-4-ERROR DISABLED: Interface [chars] has moved to error disabled
state due to excessive rate [dec] of ingress ARP packets

Explanation Interface [chars] has moved to error disabled state due to excessive rate [dec] of ingress ARP

packets

Recommended Action No action is required.
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Error Message DHCP SNOOP-4-INVALID ARP: [dec] Invalid ARP messages ([chars]) on [chars],
vlan [dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] Invalid ARPs (arp-type [chars]) on interface [chars], vlan [dec]. ([sender-mac
[chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day [chars]])

Recommended Action No action is required.

Error Message DHCP SNOOP-4-SMARTRELAYMAXIPADDR: Smart relay is supported only on first
[dec] IP addresses of the interface [chars].

Explanation There are more than SMARTRELAYMAXIPADDR addresses configured on the interface. [dec] is
the number of IP addresses with which smart relay supported [chars] identifies the interface. This is an infor-
mational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP-4-SMARTRELAYMAXIMT: Smart relay MAX limit [dec] reached. All
subsequent DHCP packets will be relayed with primary address of inbound interface as
relay agent address.

Explanation Smart relay MAX limit reached. [dec] is the number of smart relay bindings This is an informa-
tional message.

Recommended Action No action is required.

Error Message DHCP SNOOP-4-SUBNETBCASTRELAYMAXIPADDR: subnet-broadcast relay is supported
only on first [dec] IP addresses of the interface [chars].

Explanation There are more than SUBNETBCASTRELAYMAXIPADDR addresses configured on the interface.
[dec] is the number of IP addresses with which subnet-broadcast relay supported [chars] identifies the inter-
face. This is an informational message.

Recommended Action No action is required.

DHCP_SNOOP-5

Error Message DHCP SNOOP-5-ACL_ PERMIT: [dec] ARP messages ([chars]) on [chars], vlan
[dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] ARPs(arp-type [chars]) on interface [chars], vlan [dec]. ([sender-mac
[chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day [chars]])

Recommended Action No action is required.

Error Message DHCP SNOOP-5-DHCPHOSTADD: A new Host is [chars] connected to interface
[chars] in VLAN [dec] and is allocated IP address [chars] for [dec] secs.
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Explanation A Host identified by [chars] has been added. [chars] identifies the interface. [dec] identifies the
VLAN. [chars] identifies IP address. [dec] identifies the lease time in secs. This is an informational message.

Recommended Action No action is required.

Error Message DHCP SNOOP-5-DHCPLEASEEXPIRE: Lease expired for host [chars] having IP ad-
dress [chars] connected to interface [chars] in VLAN [dec] for lease [dec] secs.

Explanation The lease for host identified by [chars] with IP address [chars] connected to interface [chars] in
VLAN [dec] with lease [dec] has expired.

Recommended Action No action is required.

Error Message DHCP SNOOP-5-DHCP SNOOPING PERMIT: [dec] ARP messages ([chars]) on [chars],
vlan [dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] ARPs(arp-type [chars]) on interface [chars], vlan [dec]. ([sender-mac
[chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day [chars]])

Recommended Action No action is required.
Error Message DHCP SNOOP-5-VLANDISABLE: DHCP Snooping disabled on vlan [dec]

Explanation DHCP Snooping was disabled on a given vlan. [dec] is the VLAN-ID that identifies the vlan. This is
an informational message.

Recommended Action No action is required.
Error Message DHCP SNOOP-5-VLANENABLE: DHCP Snooping enabled on vlan [dec]

Explanation DHCP Snooping was enabled on a given vlan. [dec] is the VLAN-ID that identifies the vlan. This is
an informational message.

Recommended Action No action is required.

DHCP_SNOOP-6

Error Message DHCP_SNOOP-6-DAIVLANDISABLE: DAI disabled on vlan [dec]

Explanation Dynamic ARP Inspection was disabled on a given vlan. [dec] is the VLAN-ID that identifies the
vlan. This is an informational message.

Recommended Action No action is required.
Error Message DHCP SNOOP-6-DAIVLANENABLE: DAI enabled on vlan [dec]

Explanation Dynamic ARP Inspection was enabled on a given vlan. [dec] is the VLAN-ID that identifies the
vlan. This is an informational message.
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Recommended Action No action is required.

Error Message DHCP SNOOP-6-DHCPBINDSYNC: Binding entry with MAC [chars] interface [chars]
VLAN [dec] IP address [chars] and lease time [dec] secs i1s synced.

Explanation Binding entry identified by [chars] has been synced. [chars] identifies the interface. [dec] identi-
fies the VLAN. [chars] identifies IP address. [dec] identifies the lease time in secs. This is an informational
message.

Recommended Action No action is required.
Error Message DHCP SNOOP-6-DHCPEXIT: DHCP Daemon shutting down gracefully.

Explanation DHCP Daemon is shutting down gracefully. This is an informational message.

Recommended Action No action is required.
Error Message DHCP SNOOP-6-DHCPPERMITTEDARP: ARP frame permitted due to DHCP snooping
binding on interface [chars] vlan [dec] sender mac [chars] sender ip [chars] target mac

[chars] target ip [chars].

Explanation [chars] identifies interface and [dec] identifies the vlan on which ARP packets have been permit-
ted. [chars] identifies sender mac and [chars] identifies the sender ip. [chars] identifies the target mac and
[chars] identifies the target ip.

Recommended Action No action is required.
Error Message DHCP SNOOP-6-DHCPPKTFWD: Gracefully forwarding DHCP packet. Reason: [chars]
Explanation Gracefully forwarding DHCP packet. reason [chars]
Recommended Action No action is required.
Error Message DHCP_ SNOOP-6-DHCPUP: DHCP Daemon Up.
Explanation DHCP Daemon was created successfully and is up and running. This is an informational message.
Recommended Action No action is required.
Error Message DHCP SNOOP-6-INFO: [chars]
Explanation An event during switchover. [chars] explains the reason for the failure.
Recommended Action No action is required.
Error Message DHCP SNOOP-6-INTFDISABLE: IP Src Guard disabled on intf [chars]
Explanation IP Source Guard is disabled on a given interface. [chars] is the intf-ID string that identifies the

interface. This is an informational message.
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Recommended Action No action is required.
Error Message DHCP SNOOP-6-INTFENABLE: IP Src Guard enabled on intf [chars]

Explanation [P Source guard is enabled on a given interface. [chars] is the intf-ID string that identifies the
interface. This is an informational message.

Recommended Action No action is required.

Error Message DHCP SNOOP-6-NONDHCPPKTFWD: Non DHCP packet with src port:[dec] dst
port:[dec] on intf:[chars] vlan:[dec]. Forwarding on [chars]

Explanation Non DHCP packet arrived with UDP src/dst ports [dec], [dec] on interface [chars], vlan [dec].
Forwarding the packet on [chars]

Recommended Action No action is required.
Error Message DHCP SNOOP-6-OPT82INSTFAIL: [chars] [chars]

Explanation Insertion of Option82 suboptions failed. [chars] tells the failure. [chars] explains the reason for
failure. This is an informational message.

Recommended Action No action is required.

DIAGCLIENT Messages
This section contains the DIAGCLIENT messages.

DIAGCLIENT-2

Error Message DIAGCLIENT-2-DIAG BOOTUP COMPLETE: Module Bootup Test has reported
Explanation Bootup Test completed

Recommended Action Nothing to be done if the test reports SUCCESS otherwise copy the error message
exactly as it appears on the console, gather the output of show tech-support, and contact your Cisco tech-
nical support representative with the gathered information

Error Message DIAGCLIENT-2-DIAG HM FAIL: Module Health Monitoring Test has failed consec-
utived times due to error Please use 'show diagnostic result ' to see test results

Explanation A Health Monitoring Test has reported failure

Recommended Action Ensure the line card is firmly in the slot, reseat if necessary, and attempt to run the
test again if the line card is not seated properly in the slot. If the line card was properly seated in the slot,
copy the error message exactly as it appears on the console, gather the output of show tech-support, and
contact your Cisco technical support representative with the gathered information.
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Error Message DIAGCLIENT-2-EEM ACTION HM SHUTDOWN: Test has been disabled as a part of
default EEM action

Explanation Informational Syslog
Recommended Action No action is required.

Error Message DIAGCLIENT-2-PER PORT TEST FAIL: Module Test has failed consecutived times
on Ports due to error Please use 'show diagnostic result ' to see test results

Explanation Per Port Test has failed on the above all ports
Recommended Action No action is required.

Error Message DIAGCLIENT-2-PSS READ FAILURE: Read from PSS failed on Module
Explanation Read operation from PSS store failed
Recommended Action No action is required.

Error Message DIAGCLIENT-2-PSS WRITE FAILURE: Write to PSS failed on Module
Explanation Write operation on PSS store failed

Recommended Action No action is required.

DIAGCLIENT-3

Error Message DIAGCLIENT-3-ONDEMAND FAIL EXCESS: Module Test has failed more than number
of times

Explanation Ondemand test has failed more than configured number of times

Recommended Action Copy the error message exactly as it appears on the console, gather the output of
show tech-support, and contact your Cisco technical support representative with the gathered information

DIAGCLIENT-4

Error Message DIAGCLIENT-4-LC_OFFLINE FOR CURR SLOT: Received LC offline event for the
current slot:[dec]. Ignoring it

Explanation Informational Syslog
Recommended Action No action is required.

Error Message DIAGCLIENT-4-MTS SEND FAILURE: MTS send failed, mts opc: [chars], dest
slot: [dec], dest SAP: [dec], error-id: [hex]
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Explanation MTS send reports failure

Recommended Action No action is required.

DIAGCLIENT-5

Error Message DIAGCLIENT-5-CALLOC FAILURE: Memory allocation failed
Explanation DiagClient process could not allocate memory
Recommended Action No action is required.

Error Message DIAGCLIENT-5-DIAG ONDEMAND TEST FINISH: Module [dec]: Ondemand test [chars]
finished

Explanation Informational Syslog
Recommended Action No action is required.

Error Message DIAGCLIENT-5-DIAG ONDEMAND TEST START: Module [dec]: Ondemand test [chars]
started

Explanation Informational Syslog
Recommended Action No action is required.

Error Message DIAGCLIENT-5-DIAG ONDEMAND TEST STOP: Module [dec]: Ondemand test [chars]
stopped

Explanation Informational Syslog
Recommended Action No action is required.

Error Message DIAGCLIENT-5-DIAG SCHED COMPLETE: Module Test has completed Scheduled Test-
ing

Explanation A scheduled Test was completed
Recommended Action No action is required.
Error Message DIAGCLIENT-5-ONDEMAND FAIL: Module Test has failed in Test Iteration
Explanation The specified test has reported FAILURE in this Iteration
Recommended Action No action is required.

Error Message DIAGCLIENT-5-ONDEMAND SUCCESS: Module Test has completed successfully in
Test Iteration

Explanation The specified test has reported SUCCESS in this Iteration
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Recommended Action No action is required.

DIAGMGR Messages

This section contains the DIAGMGR messages.

DIAGMGR-2

Error Message DIAGMGR-2-GSYNC FAILED: Gsync failed due to fetal error, exiting
Explanation Gsync failed due to fetal error, process state not stable enough to continue
Recommended Action No action is required.

Error Message DIAGMGR-2-MTS SEND FAILURE: MTS send failed, mts opc: [chars], dest slot:
[dec], dest SAP: [dec], error-id: [hex]

Explanation MTS send reports failure
Recommended Action No action is required.

Error Message DIAGMGR-2-PSS DELETE FAILURE: Read from PSS failed on Module
Explanation Read operation from PSS store failed
Recommended Action No action is required.

Error Message DIAGMGR-2-PSS WRITE FAILURE: Write to PSS failed on Module
Explanation Write operation on PSS store failed

Recommended Action No action is required.

DIAGMGR-3

Error Message DIAGMGR-3-DIAG MAJOR DEFECT: Module Test detected a Major Error Please use
'show diagnostic result ' to see test results

Explanation A major error was detected during diagnostic testing

Recommended Action Re-seat the card and retry the test. If the same result occurs after reseating the card
and retrying the test, copy the error message exactly as it appears on the screen and gather the output of
show tech-support and any other relevant information. Contact your technical support representative with
the gathered information.

Error Message DIAGMGR-3-DIAG MINOR DEFECT: Module Test detected a Minor Error Please use
'show diagnostic result ' to see test results
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Explanation A minor error was detected during diagnostic testing

Recommended Action Re-seat the card and retry the test. If the same result occurs after reseating the card
and retrying the test, copy the error message exactly as it appears on the screen and gather the output of
show tech-support and any other relevant information. Contact your technical support representative with
the gathered information

Error Message DIAGMGR-3-GET CURR_SLOT FAIL: Failed to get the current slot for the pro-

cess. Error:[chars]
Explanation The process initialization failed to get the current slot.

Recommended Action This is an informational message stating that a process initialization failure.

DIAGMGR-4

Error Message DIAGMGR-4-CURR_SLOT OFFLINE: Recevied an LC offline event for the current
slot:[dec]. Ignoring it

Explanation The process received an offline event for the slot it is running. Ignoring it.

Recommended Action This is an informational message stating that an unexpected event has been encoun-
tered.

Error Message DIAGMGR-4-DISRPT TST START: Starting Test on Module is Disruptive
Explanation Starting a Disruptive Test can disturb the system's normal functionality
Recommended Action Reset target module

Error Message DIAGMGR-4-FIXED INTRVL CHANGED: The users are not allowed to change moni-
toring interval of Test

Explanation The specified health monitoring test interval is not user-configurable and therefore cannot be
changed

Recommended Action Nothing. The specific health monitoring interval is not user- configurable by design so
nothing can be done to change the interval

DIAGMGR-5

Error Message DIAGMGR-5-BOOTUP CONF: Diagnostic Bootup Level:
Explanation Current Diagnostic BootUp Level being configure or changed
Recommended Action No action is required.

Error Message DIAGMGR-5-CALLOC FAILURE: Memory allocation failure
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Explanation Memory allocation in a call to malloc/calloc has failed
Recommended Action No action is required.

Error Message DIAGMGR-5-CHANGE ALWAYS HM: Health Monitoring test in Module is a must run
and cannot be modified

Explanation The specified health monitoring test must be run and cannot be disabled

Recommended Action Nothing. The specific health monitoring test cannot be disabled by design. The sys-
tem is working properly.

Error Message DIAGMGR-5-HM START: Health monitoring test for Module
Explanation Health Monitoring Test started
Recommended Action No action is required.

Error Message DIAGMGR-5-HM STOP: Disabling health monitoring test for Module

Explanation Health Monitoring Test has been stopped It can be enabled through the diagnostic monitor.....
command

Recommended Action No action is required.

Error Message DIAGMGR-5-INTRVL INCORRECT: Monitoring Interval is less than minimum of
[dec] seconds required for Module test

Explanation Health Monitoring cannot be enabled for the specified test because the interval for the test has
been incorrectly set

Recommended Action The system is working properly and no user action is required. If you want to specify a
smaller testing interval, the error message text provides the lowest possible configurable interval for the
specified monitoring interval

Error Message DIAGMGR-5-MODULE MISSING: Diagnostic command issued on non-existing Module
Explanation A line card could not be located in a slot where a diagnostic action was requested

Recommended Action Ensure the targeted line card is properly seated in the specified slot. If the line card is
properly seated, ensure the correct slot was indicated in the command-line interface. If the line card is well-
seated and the correct slot was specified, copy the error message exactly as it appears on the screen as well
as the output of show tech-support and paste the output into a separate file. Contact your technical support
representative with the gathered information

Error Message DIAGMGR-5-NONHM AS HM: The Test cannot be used as health monitoring test

Explanation Non-HM test cannot be scheduled to run as a Health Monitoring test
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Recommended Action No action is required.

DIAGMGR-6

Error Message DIAGMGR-6-BOOTUP DIAG OK: Module : Passed Online Diagnostics
Explanation The diagnostic tests did not detect any error on the card.
Recommended Action This is an informational message stating that the line card passed the diagnostic tests.
Error Message DIAGMGR-6-BOOTUP TEST STARTED: Module : Running [chars] Diagnostics
Explanation Starting bootup testing for above module

Recommended Action No action is required.

DIAG_PORT_LB Messages
This section contains the DIAG_PORT_LB messages.

DIAG _PORT LB-2

Error Message DIAG PORT LB-2-FABRIC FAILURE DETECTED AGGR: Module: [dec] Test: [chars]
failed [dec] consecutive times due to faulty fabric [dec]. Error:[chars]. ACTION: power
down fabric

Explanation GOLD test detected a faulty fabric card

Recommended Action No action is required.
Error Message DIAG PORT LB-2-FABRIC FAILURE DETECTED: Module:[dec] Test:[chars] failed
[dec] consecutive times due to faulty fabric [dec]. Error:[chars]. ACTION: Attempt re-
covery by reloading fabric, power down fabric after three tries

Explanation GOLD test detected a faulty fabric card

Recommended Action No action is required.

Error Message DIAG PORT LB-2-FAILURE DETECTED NO ACTION: Module: [dec] Test:[chars] failed
[dec] consecutive times. No action taken due to [chars]

Explanation GOLD test failed but no action possible
Recommended Action No action is required.
Error Message DIAG PORT LB-2-FIPS RANDOM ERROR: Random Number Generation Failure

Explanation Random Number genration failed in FIPS module
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Recommended Action No action is required.
Error Message DIAG PORT LB-2-INT PORT LOOPBACK TEST FAIL: Module:[dec] Test:IntPortLoop-
back failed [dec] consecutive times. Faulty module: [chars] affected ports:[chars] Er-
ror: [chars]

Explanation Internal PortLoopback test failed on the module consecutively

Recommended Action No action is required.

Error Message DIAG PORT LB-2-LCM RESP SEND FAILURE: LC Inserted request response send to
Module Manager failed . Error:[chars]

Explanation Failed to send the response for LC insertion to Module Manager.
Recommended Action No action is required.

Error Message DIAG PORT LB-2-LIF GET ERROR: [chars] ([dec]) [chars] Error:[chars]
Explanation Port Loopback test process failed to get Diagnostic LIF id
Recommended Action No action is required.

Error Message DIAG PORT LB-2-MALLOC FAILURE: [chars] ([dec]) Memory allocation failed.
Explanation Port Loopback test process could not allocate memory
Recommended Action No action is required.

Error Message DIAG PORT LB-2-PORTLOOPBACK TEST FAIL: Module:[dec] Test:PortLoopback
failed [dec] consecutive times. Faulty module: [chars] [chars] Error:[chars]

Explanation PortLoopback test failed on the module consecutively

Recommended Action No action is required.
Error Message DIAG PORT LB-2-PORT FAILURE DETECTED: Module:[dec] Test:[chars] failed
[dec] consecutive times due to faulty port(s):[chars] Error:[chars]. ACTION: Error dis-
abling ports

Explanation GOLD test detected faulty ports. Error disabling failed ports

Recommended Action No action is required.
Error Message DIAG PORT LB-2-PROC_INIT FAILURE: [chars] ([dec]) [chars] Error:[chars]

Explanation Port Loopback test process failed in process initialization

Recommended Action No action is required.
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Error Message DIAG_PORT_LB—Z—REWRITE_ENGINE_LOOPBACK_TEST_FAIL: Module: [dec] Test:Re-
writeEngine Loopback failed [dec] consecutive times. Faulty module: [chars] [chars] Er-
ror: [chars]
Explanation Rewrite Engine Loopback test failed on the module consecutively

Recommended Action No action is required.

Error Message DIAG_PORT_LB—Z—SNAKE_TEST_LOOPBACK_TEST_FAIL: Module: [dec] Test:SnakelLoop-
back failed [dec] consecutive times. Faulty module: [chars] [chars] Error:[chars]

Explanation Snake test failed on the module consecutively

Recommended Action No action is required.
Error Message DIAG PORT LB-2-SUP FAILURE DETECTED NO ACTION: Module: [dec] Test:[chars]
failed [dec] consecutive times due to faulty supervisor. Error:[chars]. Supervisor
switchover failed due to [hex]

Explanation Times due to faulty supervisor. Error:[chars]. Supervisor switchover failed due to [hex]

Recommended Action No action is required.
Error Message DIAG_PORT LB-2-SUP FAILURE DETECTED: Module: [dec] Test:[chars] failed [dec]
consecutive times due to faulty supervisor. Error:[chars]. ACTION: Doing supervisor
switchover

Explanation GOLD test detected a faulty supervisor. Doing Switchover to recover

Recommended Action No action is required.

DIAG_PORT_LB-3

Error Message DIAG PORT LB-3-DIAG FWD PATH SETUP FAILURE: [chars]. Module:[dec] Er-
ror: [chars].

Explanation Forwarding path setup for port loopback tests failed
Recommended Action No action is required.
Error Message DIAG PORT LB-3-DIAG PKT SEND FAILURE: [chars] ([dec]) [chars]. Error:[chars]
Explanation Port Loopback test process failed to send loopback packets.
Recommended Action No action is required.
Error Message DIAG PORT LB-3-FSM LIB ERROR: [chars] ([dec]) [chars]. Error:[chars]

Explanation Port Loopback test process failed in MTS API.
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Recommended Action No action is required.

Error Message DIAG PORT LB-3-GET DIAG BD FAIL: [chars] ([dec]) Failed to get the BD for
Diag VLAN: [dec]. Error:[chars].

Explanation Failed to get the BD corresponding to the Diag VLAN
Recommended Action No action is required.

Error Message DIAG_PORT_LB—3—IFINDEX_LIB_FAILURE: [chars] ([dec]) [chars] [chars]:[hex]
[chars] [chars]

Explanation Port Loopback test process failed in if_index library API
Recommended Action No action is required.

Error Message DIAG PORT LB-3-INVALID TEST REQUEST: [chars] ([dec]) [chars]: [dec]
Explanation Port Loopback test process failed to get test request info.

Recommended Action No action is required.

Error Message DIAG PORT LB-3-INVALID TEST RUN: [chars] ([dec]) [chars]:[dec]
Explanation Port Loopback test process failed to get the current test run information
Recommended Action No action is required.

Error Message DIAG PORT LB-3-PDB LIB API ERROR: Failed to [chars]. Error:[dec].
Explanation The port loopback test was not able to get chassis info
Recommended Action No action is required.

Error Message DIAG PORT LB-3-PIXM LIB ERROR: [chars] ([dec]) Failed to convert
[chars]: [hex] to [chars]. Error:[chars]

Explanation Port Loopback test process failed to convert port ifindex <-> port index.
Recommended Action No action is required.
Error Message DIAG PORT LB-3-PORT CLIENT LIB ERROR: [chars] ([dec]) [chars]. Error:[chars]
Explanation Port Loopback test process failed in Port Client API.
Recommended Action No action is required.
Error Message DIAG PORT LB-3-RESULT ADD FAILURE: [chars] ([dec]) [chars]: [dec]

Explanation Port Loopback test process failed to add the port test result
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Recommended Action No action is required.
Error Message DIAG PORT LB-3-RESULT SEND FAILURE: [chars] ([dec]) [chars]
Explanation Port Loopback test process failed to send the test results
Recommended Action No action is required.
Error Message DIAG PORT LB-3-RW ENGINE LOOPBACK TEST SPINE PATH FAIL: Module: [dec]
Test:RewritekEngine Loopback Spine path:[dec] failed [dec] consecutive times. Er-
ror: [chars]
Explanation Rewrite Engine Loopback test failed on the spine path consecutively
Recommended Action No action is required.
Error Message DIAG PORT LB-3-SOCKET ERROR: [chars] ([dec]) [chars] Error:[chars]
Explanation Port Loopback test process failed in socket operations
Recommended Action No action is required.
Error Message DIAG PORT LB-3-STATS LIB ERROR: [chars] ([dec]) [chars]:[dec]
Explanation Port Loopback test process failed in stats infra lib API.

Recommended Action No action is required.

Error Message DIAG PORT LB-3-TEST RES SEND FAIL: Failed to send [chars] test results back
to Diagnostics Infrastucture. Error:[chars].

Explanation The port loopback test was not able to send the test results
Recommended Action No action is required.

Error Message DIAG PORT LB-3-TIMER LIB ERROR: [chars] ([dec]) [chars]
Explanation Port Loopback test process timer handling failure.
Recommended Action No action is required.

Error Message DIAG PORT LB-3-VLAN ERROR: [chars] ([dec]) [chars] Error:[chars]
Explanation Port Loopback test process failed to get Diagnostic VLAN info
Recommended Action No action is required.

Error Message DIAG PORT LB-3-VQI GET FAIL: Failed to get the Diag VQi from XBM. Er-
ror: [chars]
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Explanation Rewrite Engine Loopback test failed to get the Diag VQi from XBAR Mgr

Recommended Action No action is required.
Error Message DIAG PORT LB-3-XBM CFG REQ FAIL: Failed to configure the XBAR mask while
running the RewriteEngineLoopback test. Error:[chars]. Module: [dec] could have gone of-

fline

Explanation Rewrite Engine Loopback test failed to set the XBAR mask while running the test. The target
module could have gone offline

Recommended Action No action is required.

DIAG_PORT LB-4

Error Message DIAG PORT LB-4-MTS LIB ERROR: [chars] ([dec]) [chars]. Warning: [chars]
Explanation Port Loopback test process failed in MTS API.
Recommended Action No action is required.

Error Message DIAG PORT LB-4-PORT CFG REQ SEND: [chars] ([dec]) Failed to send request to
configure port ifindex:[dec] for port loopback test

Explanation Failed to configure/restore the port to do/cleanup port loopback testing

Recommended Action No action is required.

DIAG_PORT_LB-5

Error Message DIAG PORT LB-5-DIAG PORT LB DISABLED: DIAG PORT LB Disabled
Explanation DIAG_PORT_LB Service Disabled
Recommended Action No action is required.

Error Message DIAG PORT LB-5-DIAG PORT LB ENABLED: DIAG PORT LB Enabled
Explanation DIAG_PORT_LB Service nabled

Recommended Action No action is required.

DMM Messages

This section contains the DMM messages.

DMM-SLOT#-2
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Error Message DMM-SLOT#-2-DMM LOG: [chars]
Explanation Temp main log

Recommended Action No action is required.

DMM-SLOT#-5

Error Message DMM-SLOT#-5-LOG_ERR DMM NEW NPORT SRVR ZONE: Job Id:%Ld VSAN :[dec] New N-
Port FCID :[hex] Server FCID:[hex] are in the same zone. ALERT!!

Explanation A New N-Port has come up which is zoned in the same zone as the Server
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_ERR DMM NEW NPORT STG ZONE: Job Id:%Ld VSAN :[dec] New N-
Port FCID :[hex] Storage FCID:[hex] are in the same zone. ALERT!!

Explanation A New N-Port has come up which is zoned in the same zone as the Storage
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG ERR DMM SRVR RSCN: Job Id:%Ld Server N-Port pWWN:O0x%Lx
[chars]

Explanation An RSCN event was received for the Server associated with a Job
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_ERR DMM STG RSCN: Job Id:%Ld N-Port pWWN:0x%Lx Stor-
age: [chars] [chars]

Explanation An RSCN event was received for the Storage associated with a Job
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG EV DMM JOB COMPLETE: Job Id:%Ld NumSession: [dec]
Explanation Event indicating the completion of a Data Migration Job
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_EV_DMM JOB ERROR LOST SSM PEER CONNECTION: Job Id:3%Ld Num-
Session: [dec]

Explanation Event indicating the Suspension of Data Migration Job due to loss in ip connectivity to peer ssm
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_EV DMM JOB ERROR: Job Id:%$Ld NumSession: [dec]
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Explanation Event indicating the Suspension of Data Migration Job
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG _EV DMM JOB FINISH: Job Id:%Ld NumSession: [dec]
Explanation Event indicating Finish-request for a Method-2 Data Migration Job
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG EV DMM JOB START: Job Id:%Ld NumSession: [dec]
Explanation Event indicating the start of a Data Migration Job
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_EV DMM JOB_STOP: Job Id:%Ld NumSession: [dec]
Explanation Event indicating that the Data Migration Job was stopped by Administrator
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_EV DMM JOB TCP CONNECTION DOWN: Job Id:%Ld lost connection
to peer [chars]. Job may be RESET

Explanation Eventindicating IP Connectivity loss to peer SSM. Affected Job maybe be RESET
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_EV DMM JOB_VERIFY COMPLETE: Job Id:%$Ld NumSession: [dec]
Explanation Event indicating the completion of a Data Migration Job Verification
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG EV DMM JOB VERIFY ERROR: Job Id:%Ld NumSession: [dec]
Explanation Event indicating the Suspension of Data Migration Job Verification due to an error
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_EV _DMM JOB VERIFY START: Job Id:%Ld NumSession: [dec]
Explanation Event indicating the start of a Data Migration Job Verification
Recommended Action No action is required.

Error Message DMM-SLOT#-5-LOG_EV _DMM JOB VERIFY STOP: Job Id:%Ld NumSession:[dec]

Explanation Event indicating the Suspension of Data Migration Job Verification by the user
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Recommended Action No action is required.

DOT1X Messages

This section contains the DOT1X messages.

DOT1X-2

Error Message DOT1X-2-DOT1X INIT: Dotlx unable to start
Explanation The system failed to create the Dotlx process

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DOT1X-2-DOT1X INIT: Dotlx unable to start
Explanation The system failed to create the Dotlx process

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

DOT1X-3

Error Message DOT1X-3-AUTH SUCCESS: Authorization successfull Dotlx authentication on in-

terface [chars]
Explanation Dotlx successfull authentication

Recommended Action No action is required.

Error Message DOT1X-3-AUTH SUCCESS: Authorization successfull Dotlx authentication on in-

terface [chars]
Explanation Dotlx successfull authentication
Recommended Action No action is required.

Error Message DOT1X-3-DOT1X ENABLE STATIC MAC FOUND: Static mac found on an interface
[chars], dotlx enable failed in ethpm pre-cfg

Explanation Dotlx is not supported on an interface which is configured with static mac entries
Recommended Action Remove the static mac entry on the interface

Error Message DOT1X-3-DOT1X ENABLE STATIC MAC FOUND: Static mac found on an interface
[chars], dotlx enable failed in ethpm pre-cfg

Explanation Dotlx is not supported on an interface which is configured with static mac entries
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Recommended Action Remove the static mac entry on the interface

Error Message DOT1X-3-ERR SPANDST: Dotlx can not be enabled on [chars]. It is configured
as a SPAN Dest port.

Explanation Dotlx and SPAN Dest ports are mutually exclusive features.

Recommended Action Disable SPAN destination port configuration first before reconfiguring Dot1x on the
port.

Error Message DOT1X-3-ERR SPANDST: Dotlx can not be enabled on [chars]. It is configured
as a SPAN Dest port.

Explanation Dotlx and SPAN Dest ports are mutually exclusive features.

Recommended Action Disable SPAN destination port configuration first before reconfiguring Dot1x on the
port.

Error Message DOT1X-3-INVALID INPUT: Dotlx Interface parameter is Invalid on interface
[chars].

Explanation The Dotlx interface parameter is out of the specified range or is invalid.
Recommended Action Refer to the CLI help documentation to determine the valid 802.1x parameters.

Error Message DOT1X-3-INVALID INPUT: Dotlx Interface parameter is Invalid on interface
[chars].

Explanation The Dotlx interface parameter is out of the specified range or is invalid.
Recommended Action Refer to the CLI help documentation to determine the valid 802.1x parameters.

Error Message DOT1X-3-MEM UNAVAIL: Memory was not available to perform the 802.1X action.
Explanation Insufficient system memory is available to perform the Dotlx Authentication.

Recommended Action Reduce other system activity to ease memory demands. If conditions warrant, up-
grade to a larger memory configuration.

Error Message DOT1X-3-MEM UNAVAIL: Memory was not available to perform the 802.1X action.
Explanation Insufficient system memory is available to perform the Dotlx Authentication.

Recommended Action Reduce other system activity to ease memory demands. If conditions warrant, up-
grade to a larger memory configuration.

Error Message DOT1X-3-NOT DOT1X CAPABLE: Dotlx is not supported on [chars] port [chars].

Explanation Dotlx Authentication can only be enabled on physical Ethernet interfaces.

168



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Recommended Action Enable Dotlx Authentication on physical Ethernet interfaces only.
Error Message DOT1X-3-NOT DOT1X CAPABLE: Dotlx is not supported on [chars] port [chars].
Explanation Dotlx Authentication can only be enabled on physical Ethernet interfaces.
Recommended Action Enable Dotlx Authentication on physical Ethernet interfaces only.

Error Message DOT1X-3-SECURE MAC INSERT FAILED: Mac address [chars] could not be secured
on interface [chars]

Explanation The interface specified in the error message could not secured supplicant mac. The port has
been Error disabled.

Recommended Action Mac address could not be added into mac address table. Enter the shutdown fol-
lowed by no shutdown command to restart authentication on the port.

Error Message DOT1X-3-SECURE MAC INSERT FAILED: Mac address [chars] could not be secured
on interface [chars]

Explanation The interface specified in the error message could not secured supplicant mac. The port has
been Error disabled.

Recommended Action Mac address could not be added into mac address table. Enter the shutdown fol-
lowed by no shutdown command to restart authentication on the port.

Error Message DOT1X-3-SECURITY VIOLATION: Security violation New MAC address [chars] is
seen on interface [chars] in [chars] mode

Explanation The port on the interface specified in the error message is configured in single host mode. Any
new host that is detected on the interface is treated as a security violation. The port has been Error disabled.

Recommended Action Ensure that the port is configured to use only one host. Enter the shutdown followed
by no shutdown command to restart the port.

Error Message DOT1X-3-SECURITY VIOLATION: Security violation New MAC address [chars] is
seen on interface [chars] in [chars] mode

Explanation The port on the interface specified in the error message is configured in single host mode. Any
new host that is detected on the interface is treated as a security violation. The port has been Error disabled.

Recommended Action Ensure that the port is configured to use only one host. Enter the shutdown followed
by no shutdown command to restart the port.

Error Message DOT1X-3-SM INIT: Internal error while initializing state machine [chars],
state [chars]: [chars]

Explanation An attempt was made to initialize an invalid state machine.
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Recommended Action Initialize dotlx state machine

Error Message DOT1X-3-SM INIT: Internal error while initializing state machine [chars],
state [chars]: [chars]

Explanation An attempt was made to initialize an invalid state machine.

Recommended Action Initialize dotlx state machine

DOT1X-4

Error Message DOT1X-4-BADEVENT: Event [chars] is invalid for the current state [chars]:
[chars] [chars]

Explanation An attempt was made to post an event to a state machine that is invalid for the current state.
Recommended Action Initialize dot1x state machine

Error Message DOT1X-4-BADEVENT: Event [chars] is invalid for the current state [chars]:
[chars] [chars]

Explanation An attempt was made to post an event to a state machine that is invalid for the current state.
Recommended Action Initialize dotlx state machine

Error Message DOT1X-4-MAB DISABLED ON PCM: Interface [chars] is a member of portchannel,
MAB is not supported on this port

Explanation MAB is not supported on portchannel member port
Recommended Action To enable MAB make sure that port is not member of portchannel

Error Message DOT1X-4-MAB DISABLED ON PCM: Interface [chars] is a member of portchannel,
MAB is not supported on this port

Explanation MAB is not supported on portchannel member port
Recommended Action To enable MAB make sure that port is not member of portchannel

Error Message DOT1X-4-MAB DISABLED: Interface [chars] is in Trunk mode, MAB is not sup-
ported on this port

Explanation MAB is not supported on Trunk port
Recommended Action To enable MAB make sure that port is not in trunk mode

Error Message DOT1X-4-MAB DISABLED: Interface [chars] is in Trunk mode, MAB is not sup-
ported on this port
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Explanation MAB is not supported on Trunk port
Recommended Action To enable MAB make sure that port is not in trunk mode

Error Message DOT1X-4-MULTIHOST ON PCM: Interface [chars] is a member of portchannel,
dotlx host mode will be multi-host and changing it to single-host mode won't be sup-
ported

Explanation Current Port is a member of portchannel, so dotlx host mode has to be in multi-host mode.
Recommended Action To change host mode, ensure that port is not a member of portchannel

Error Message DOT1X-4-MULTIHOST ON PCM: Interface [chars] is a member of portchannel,
dotlx host mode will be multi-host and changing it to single-host mode won't be sup-
ported

Explanation Current Port is a member of portchannel, so dotlx host mode has to be in multi-host mode.
Recommended Action To change host mode, ensure that port is not a member of portchannel

Error Message DOT1X-4-PSEC ON PCM: Interface [chars] i1s a member port or portchannel in-
terface with port security configration

Explanation Dotlx is not supported on member ports or port channel with port security configuration
Recommended Action Remove port security configuration on the member port or port channel interface

Error Message DOT1X-4-PSEC_ON_PCM: Interface [chars] is a member port or portchannel in-
terface with port security configration

Explanation Dotlx is not supported on member ports or port channel with port security configuration
Recommended Action Remove port security configuration on the member port or port channel interface

Error Message DOT1X-4-STOPPED: Event [chars] ignored because the state machine is
stopped: [chars] [chars]

Explanation An attempted was made to post an event to a state machine that has already been stopped.

Recommended Action An internal error has occurred with the state machine. The traceback should indicate
the guilty party.

Error Message DOT1X-4-STOPPED: Event [chars] ignored because the state machine is
stopped: [chars] [chars]

Explanation An attempted was made to post an event to a state machine that has already been stopped.

Recommended Action An internal error has occurred with the state machine. The traceback should indicate
the guilty party.

171



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

Error Message DOT1X-4-TO MULTIHOST: Interface [chars] is in trunk mode, dotlx host mode
will be multi-host and changing it to single-host mode won't be supported

Explanation Current Port is in trunk mode, so dotlx host mode has to be in multi-host mode.
Recommended Action To change host mode, ensure that port is not in trunk mode

Error Message DOT1X-4-TO MULTIHOST: Interface [chars] is in trunk mode, dotlx host mode
will be multi-host and changing it to single-host mode won't be supported

Explanation Current Port is in trunk mode, so dotlx host mode has to be in multi-host mode.

Recommended Action To change host mode, ensure that port is not in trunk mode

DOT1X-5

Error Message DOT1X-5-DOT1X DISABLED: dotlx Disabled
Explanation Dotlx Service Disabled
Recommended Action No action is required.

Error Message DOT1X-5-DOT1X DISABLED: dotlx Disabled
Explanation Dotlx Service Disabled
Recommended Action No action is required.

Error Message DOT1X-5-DOT1X ENABLED: dotlx Enabled
Explanation Dotlx Service Enabled
Recommended Action No action is required.

Error Message DOT1X-5-DOT1X ENABLED: dotlx Enabled
Explanation Dotlx Service Enabled
Recommended Action No action is required.

Error Message DOT1X-5-DOT1X NOTIF: [chars]
Explanation Dotlx Notification
Recommended Action No action is required.

Error Message DOT1X-5-DOT1X NOTIF: [chars]

Explanation Dotlx Notification
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Recommended Action No action is required.

Error Message DOT1X-5-INVALID EAPOL: Invalid EAPOL packet formation for type [dec] packet
body length [dec] interface [chars] MTU [dec]

Explanation 802.1X received invalid EAPOL packet
Recommended Action Verify source of EAPOL packets

Error Message DOT1X-5-INVALID EAPOL: Invalid EAPOL packet formation for type [dec] packet
body length [dec] interface [chars] MTU [dec]

Explanation 802.1X received invalid EAPOL packet
Recommended Action Verify source of EAPOL packets

Error Message DOT1X-5-INVALID MAC: Invalid MAC address(drop, zero, broadcast or multicast
mac address) [chars] is trying to authenticate.

Explanation Authentication using 802.1x is not allowed for zero, broadcast, and multicast source MAC ad-
dresses.

Recommended Action Connect a Dotlx supported Host to the Dotlx enabled port.

Error Message DOT1X-5-INVALID MAC: Invalid MAC address(drop, zero, broadcast or multicast
mac address) [chars] is trying to authenticate.

Explanation Authentication using 802.1x is not allowed for zero, broadcast, and multicast source MAC ad-
dresses.

Recommended Action Connect a Dotlx supported Host to the Dotlx enabled port.

Error Message DOT1X-5-PAC STATUS: PAC provisioning for the server [chars] through the vrf
[chars] [chars]

Explanation PAC provisioning status
Recommended Action No action is required.

Error Message DOT1X-5-PAC_STATUS: PAC provisioning for the server [chars] through the vrf
[chars] [chars]

Explanation PAC provisioning status
Recommended Action No action is required.

Error Message DOT1X-5-SESSION CREATION: Dotlx authentication session initiated in inter-
face [chars] using authentication method [chars]

Explanation Dotlx authentication session has been created after successful authentication of supplicant
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Recommended Action No action is required.

Error Message DOT1X-5-SESSION CREATION: Dotlx authentication session initiated in inter-
face [chars] using authentication method [chars]

Explanation Dotlx authentication session has been created after successful authentication of supplicant

Recommended Action No action is required.
Error Message DOT1X-5-SESSION TERMINATION: Dotlx authentication session in interface
[chars] using authentication method [chars] is terminated because of [chars] and port
moved to [chars] state

Explanation Dotlx authentication session has been terminated

Recommended Action No action is required.

Error Message DOT1X-5-SESSION TERMINATION: Dotlx authentication session in interface
[chars] using authentication method [chars] is terminated because of [chars] and port
moved to [chars] state

Explanation Dotlx authentication session has been terminated

Recommended Action No action is required.

Error Message DOT1X-5-STATUS: Dotlx interface [chars] status changed from [chars] to
[chars]

Explanation Dotlx authenticator has changed its internal state
Recommended Action No action is required.

Error Message DOT1X-5-STATUS: Dotlx interface [chars] status changed from [chars] to
[chars]

Explanation Dotlx authenticator has changed its internal state

Recommended Action No action is required.

DOT1X-6

Error Message DOT1X-6-NOT DOT1X CAPABLE SAT FABRIC: Dotlx is not supported on [chars]
port [chars].

Explanation Dotlx Authentication can only be enabled on physical Ethernet interfaces.

Recommended Action Enable Dotlx Authentication on physical Ethernet interfaces only.
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Error Message DOT1X-6-NOT DOT1X CAPABLE SAT FABRIC: Dotlx is not supported on [chars]
port [chars].

Explanation Dotlx Authentication can only be enabled on physical Ethernet interfaces.

Recommended Action Enable Dotlx Authentication on physical Ethernet interfaces only.

DPP_DEBUG Messages
This section contains the DPP_DEBUG messages.

DPP_DEBUG-2

Error Message DPP DEBUG-2-DPP _CRIT: DPP [ID=[dec]] encountered the following error:
[chars]

Explanation DPP with given ID generated a critical message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

DPVM Messages

This section contains the DPVM messages.

DPVM-2

Error Message DPVM-2-ALLOC FAILED: Memory allocation failed for size:[dec] for [chars]
Explanation Memory allocation failed for size [dec] for [chars]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DPVM-2-DPVM DUPL REJECT: [chars]
Explanation Rejected duplicate pwwn query

Recommended Action Dpvm overwrite-duplicate-pwwn

DPVM-3
Error Message DPVM-3-DB ERR: [chars]
Explanation An error occured during an DPVM database operation. [chars] indicates the reason for the error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
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Error Message DPVM-3-DDAS MODE INVALID: [chars]
Explanation DDAS mode Invalid. [chars]
Recommended Action Flip DDAS mode
Error Message DPVM-3-INIT FAIL: [chars]
Explanation An error happened during DPVM Initialization. [chars] indicates the reason for failure

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DPVM-3-MTS ERR: [chars]
Explanation An error occured in processing of an MTS message. [chars] indicates the error that occured

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message DPVM-3-PSS ERR: [chars]

Explanation An error occured during an DPVM PSS operation. [chars] indicates the PSS operation that
caused the error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

DPVM-+4

Error Message DPVM-4-ACTIVATION FAIL: [chars]
Explanation Activation of DPVM device mappings failed due to [chars]
Recommended Action Correct the error and reactivate database again
Error Message DPVM-4-FEATURE DISABLED: [chars]
Explanation DPVM is unavailable and disabled now

Recommended Action No action is required.

DPVM-6

Error Message DPVM-6-FEATURE ENABLED: [chars]

Explanation DPVM is available and enabled now
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Recommended Action No action is required.
Error Message DPVM-6-INFO: [chars]
Explanation An event happened that affects DPVM. [chars] indicates the event

Recommended Action No action is required.

DSTATS Messages

This section contains the DSTATS messages.

DSTATS-2

Error Message DSTATS-2-PSS INIT FAIL: pss initialization failed due to error: [hex]
Explanation Dstats process pss initialization failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

DSTATS-3

Error Message DSTATS-3-PSS CREATE FAIL: pss create runtime database failed due to error:
[hex]

Explanation Dstats process pss create runtime database failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

Error Message DSTATS-3-PSS DELETE FAIL: pss delete runtime entry key:[hex] failed due to
error: [hex]

Explanation Dstats process pss delete runtime entry key [hex] failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

Error Message DSTATS-3-PSS MAX KEY FAIL: pss set runtime max key failed due to error:
[hex]

Explanation Dstats process pss set runtime max key failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.
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Error Message DSTATS-3-PSS MAX VALUE FAIL: pss set runtime max value failed due to error:
[hex]

Explanation Dstats process pss set runtime max value failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

Error Message DSTATS-3-PSS OPEN FAIL: pss open runtime database failed due to error:
[hex]

Explanation Dstats process pss open runtime database failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

Error Message DSTATS-3-PSS RELOAD FAIL: pss reload runtime database failed due to error:
[hex]

Explanation Dstats process pss reload runtime database failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

Error Message DSTATS-3-PSS SNAPSHOT DEBUG FAIL: pss snapshot runtime debug to uri:[chars]
failed due to error: [hex]

Explanation Dstats process pss snapshot of runtime debug to uri [string] failed due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

Error Message DSTATS-3-PSS SNAPSHOT FAIL: pss snapshot runtime to uri:[chars] failed due
to error: [hex]

Explanation Dstats process pss snapshot of runtime to uri [string] failed due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.

Error Message DSTATS-3-PSS STORE FAIL: pss store runtime entry key:[hex] val:[hex] failed
due to error: [hex]

Explanation Dstats process pss store runtime entry key [hex] value [hex] failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss system error codes for
reason.
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DT_HELPER Messages
This section contains the DT_HELPER messages.

DT_HELPER-2

Error Message DT HELPER-2-MALLOC FAILURE: Memory allocation failed

Explanation GOLD Test Helper process could not allocate memory

Recommended Action No action is required.

EDC_USD Messages

This section contains the EDC_USD messages.

EDC_USD-3
Error Message EDC USD-3-EDC _MSGl: [chars]
Explanation EDC log message

Recommended Action No action is required.

EEM_ACTION Messages
This section contains the EEM_ACTION messages.

EEM_ACTION-0

Error Message EEM ACTION-0-EMERG: [chars]
Explanation Event Manager Action syslog

Recommended Action No action is required.

EEM_ACTION-1

Error Message EEM ACTION-1-ALERT: [chars]
Explanation Event Manager Action syslog

Recommended Action No action is required.

EEM_ACTION-2

Error Message EEM ACTION-2-AVL CREATE FAIL:

[chars] ([dec]) :
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Explanation Event Manager Action syslog

Recommended Action No action is required.
Error Message EEM ACTION-2-CRIT: [chars]

Explanation Event Manager Action syslog

Recommended Action No action is required.

EEM_ACTION-3

Error Message EEM ACTION-3-ERR: [chars]
Explanation Event Manager Action syslog

Recommended Action No action is required.

EEM_ACTION-4

Error Message EEM ACTION-4-WARN: [chars]
Explanation Event Manager Action syslog

Recommended Action No action is required.

EEM_ACTION-5

Error Message EEM ACTION-5-NOTIF: [chars]
Explanation Event Manager Action syslog

Recommended Action No action is required.

EEM_ACTION-6

Error Message EEM ACTION-6-INFORM: [chars]
Explanation Event Manager Action syslog

Recommended Action No action is required.

EEM_ACTION-7

Error Message EEM ACTION-7-DEBUG: [chars]

Explanation Event Manager Action syslog
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Recommended Action No action is required.

ELE_ACLQOS Messages
This section contains the ELE_ACLQOS messages.

ELE_ACLQOS-6
Error Message ELE ACLQOS-6-ELECTRA ACLQOS DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

ELE_MAC Messages

This section contains the ELE_MAC messages.

ELE_MAC-6
Error Message ELE MAC-6-ELECTRA MAC DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

ELE_MISC Messages

This section contains the ELE_MISC messages.

ELE_MISC-6

Error Message ELE MISC-6-ELECTRA MISC DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

ELE_PHY Messages

This section contains the ELE_PHY messages.

ELE_PHY-6
Error Message ELE PHY-6-ELECTRA PHY DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.
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ELTMC Messages

This section contains the ELTMC messages.

ELTMC-2

Error Message ELTMC-2-MAX PORT PER VLAN: Hit max ports per vlan [dec] count [dec]
Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.
Recommended Action No action is required.

Required Info Collect output of show tech-support vlan
TAC Details Currently only 3000 ports are supported per VLAN

Error Message ELTMC—SLOT#—Z—ELTMC_INTERFACE_INTERNAL_ERROR: Internal error:
[chars]:[chars], collect output of show tech-support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.
Recommended Action No action is required.
Required Info No action is required.

TAC Details Collect output of show system internal eltmc hardware resource utilization and show system
internal eltmc hardware resource table

Error Message ELTMC-SLOT#-2-ELTMC_ INTERNAL ERROR: Internal error: [chars], collect output
of show tech-support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.
Recommended Action No action is required.
Required Info No action is required.

TAC Details Wrong interface or interface type.Procure eltmc intf related outputs from LC show system inter-
nal eltmc event-history errors

Error Message ELTMC-SLOT#-2-ELTMC INTF NOT FOUND: Interface [chars] not found in ELTM da-
tabase [chars]

Explanation ELTM database doesn't have the interface.
Recommended Action No action is required.

Required Info Collect output of show tech-support eltm detail vdc-all
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TAC Details Interface not found in the vdc. Collect show iftmc output from the LC

Error Message ELTMC-SLOT#-2-ELTMC_INTF TO LTL: Failed to get LTL for interface [chars]
return status [chars] in vdc [dec]

Explanation ELTM Failed to get LTL for interface. Packets received on this interface might not be handled
correctly by the forwarding engine

Recommended Action No action is required.
Required Info Collect output of show tech-support ethpm and show tech-support pixm
TAC Details LTL might have been deleted by pixm before interfaces are removed

Error Message ELTMC-SLOT#-2-ELTMC_INTF TO SLOT: Failed to get slot for interface [chars]
return status [chars]

Explanation ELTM Failed to get Slot for interface. Port-channels and L2 Learning might be effected
Recommended Action No action is required.

Required Info Collect output of show tech-support sysmgr and show tech-support eltm

TAC Details Shared PSS for the interfaces might not be opened

Error Message ELTMC-SLOT#-2-ELTMC L2 LIF ALLOC FAIL INTF: Failed to allocate L2 LIF en-
tries in forwarding engine for interfac [chars]

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. This will effect Layer 2 and Layer 3
forwarding for the interface

Recommended Action No action is required.
Required Info Collect output of show tech-support sysmgr and show tech-support eltm detail vdc-all
TAC Details LDB allocation failed for the interface

Error Message ELTMC-SLOT#-2-ELTMC L2 LIF ALLOC FAIL VDC: Failed to allocate L2 LIF en-
tries in forwarding engine

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. This will effect Layer 2 and Layer 3
forwarding in this VDC

Recommended Action No action is required.
Required Info Collect output of show tech-support sysmgr and show tech-support eltm detail vdc-all

TAC Details LDB allocation failed for the interface
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Error Message ELTMC—SLOT#—Z—ELTMC_LZ_LIF_REALLOC_FAIL_INTF: Failed to realloc L2 LIF en-
tries in forwarding engine for interface [chars]

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. This will effect Layer 2 and Layer 3
forwarding for the interface. ISSU failed for certain interfaces

Recommended Action No action is required.
Required Info Collect output of show tech-support vdc and show tech-support eltm detail vdc-all
TAC Details During pre-ISSU 4K available space may not have been available in the lower LDB region

Error Message ELTMC-SLOT#-2-ELTMC L3 INGRESS LIF ALLOC_FAIL INTF: Failed to allocate L3
Ingress LIF entries in forwarding engine for interfac [chars]

Explanation ELTM Failed to allocate L3 Ingress LIF entries in forwarding engine. This will effect Layer 3 for-

warding for the interface

Recommended Action No action is required.

Required Info Collect output of show tech-support eltm detail vdc-all

TAC Details Invalid ILM index. Collect output of show system internal eltmc hardware capacity module

Error Message ELTMC-SLOT#-2-ELTMC LDB REALLOC FAIL: Failed to realloc LDB in forwarding
engine for interface [chars] for non-XL linecard

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. ISSU failed for this VDC. Shutdown

the interfaces

Recommended Action No action is required.

Required Info Collect output of show tech-support eltm detail vdc-all

TAC Details LDB allocation failed due to scaling limits reached. check config

Error Message ELTMC-SLOT#-2-ELTMC LTL ISSUE EXT COMP: Critical LTL clean-up issue (either
ETHPM/PIXM) [chars]

Explanation LTL didnt get cleaned-up either bcos of ETHPM not sending DELETE or PIXM issuing a duplicate
LTL

Recommended Action No action is required.
Required Info Collect output of show tech-support pixm and show tech-support ethpm

TAC Details No action is required.
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Error Message ELTMC-SLOT#-2-ELTMC NONXL LDB REALLOC FAIL: Failed to realloc LDB in for-
warding engine for certain interfaces for non-XL linecard

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. ISSU failed for this VDC. Shutdown
the interfaces

Recommended Action No action is required.
Required Info Collect output of show tech-support eltm detail vdc-all
TAC Details LDB allocation failed due to scaling limits reached. check config

Error Message ELTMC—SLOT#—Z—ELTMC_PVLAN_XLT_ADD_FAIL: Failed to apply translation table
add [chars]

Explanation ELTM Failed to apply vlan tranlation table on an interface add
Recommended Action No action is required.
Required Info Collect output of show tech-support eltm detail vdc-all and show tech-support vlan

TAC Details Collect output of show system internal eltmc hardware capacity module <> and check the VLAN
translation program on the interface using show system internal eltmc info interface <>

Error Message ELTMC—SLOT#—Z—ELTMCiPVLANi}(LTiDELiFAIL: Failed to apply translation table
del [chars]

Explanation ELTM Failed to apply vlan tranlation table on an interface del

Recommended Action No action is required.

Required Info Collect output of show tech-support vlan and show tech-support eltm detail
TAC Details Vlan translated on the port being removed from the port-channel is not deleted

Error Message ELTMC-SLOT#-2-ELTMC RSVD VLAN: Failed to get the reserved vlans. Failed
with error [chars]

Explanation ELTM Failed to get the reserved vlan's. This will effect multicast forwarding on SVl interfaces
Recommended Action No action is required.

Required Info Collect output of show tech-support vlan

TAC Details VLAN status not fetched correctly

Error Message ELTMC-SLOT#-2-ELTMC_VDC LIF REALLOC_FAIL: Failed to realloc LDB in forward-
ing engine for vdc [dec]. Reload VDC after config reduction

185



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. ISSU failed for this VDC. Remove the
interfaces and then reload VDC
Recommended Action No action is required.
Required Info Collect output of show tech-support eltm detail vdc-all
TAC Details Check config. Scaling limits might have been reached for the system

Error Message ELTMC—SLOT#—Z—ELTMC_VLAN_INTERNAL_ERROR: Internal error: VLAN
[dec]:[chars], collect output of show tech-support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.
Recommended Action No action is required.
Required Info Collect output of show tech-support vlan

TAC Details Failed to insert VLAN in DB

ELTM Messages

This section contains the ELTM messages.

ELTM-2

Error Message ELTM-2-ELTM INTERNAL ERROR: Internal error: [chars], collect output of show
tech-support eltm detail

Explanation ELTM hit a internal error. Collect show tech-support eltm detail for futher analysis.
Recommended Action No action is required.
TAC Details ELTM hit a internal error. Collect show tech-support eltm detail for futher analysis.

Error Message ELTM-2-ELTM INTF INTERNAL ERROR: Internal interface error: [chars]:[chars],
collect output of show tech-support eltm detail

Explanation ELTM hit a interface internal error. Either interface type is not supported for this operation or
Interface type returned is wrong Collect show tech-support eltm detail for futher analysis.

Recommended Action No action is required.

TAC Details ELTM hit a interface internal error. Either interface type is not supported or Interface type re-
turned is wrong Collect show tech-support eltm detail for futher analysis.

Error Message ELTM-2-ELTM INTF NOT FOUND: Interface [chars] not found in ELTM database
[chars], collect show tech-support eltm detail
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Explanation ELTM database doesn't have the interface. Collect show tech-support eltm detail for futher

analysis.
Recommended Action No action is required.

TAC Details ELTM database doesn't have the interface. Either interface was not created or ELTM didn't cre-
ate it properly Collect show tech-support eltm detail for further analysis.

Error Message ELTM-2-ELTM INTF NOT SUPP: Interface [chars] not supported by ELTM [chars]

Explanation ELTM doesn't support the interface for the specified operation Collect show tech-support eltm

detail for futher analysis.
Recommended Action No action is required.

TAC Details ELTM doesn't support the interface for the specified operation Collect show tech-support eltm

detail for futher analysis.

Error Message ELTM-2-ELTM INTF TO LTL: Failed to get LTL for interface [chars] return

status [chars]

Explanation ELTM Failed to get LTL for interface. Packets received on this interface might not be handled
correctly by the forwarding engine Collect show tech-support eltm detail and pixm, pixmc tech-support for

futher analysis.
Recommended Action No action is required.

TAC Details ELTM Failed to get LTL for interface. Packets received on this interface might not be handled cor-
rectly by the forwarding engine Collect show tech-support eltm detail and pixm, pixmc tech-support for fu-

ther analysis.

ELTM-3

Error Message ELTM-3-ELTM CONSISTENCY ERROR: ELTM consistency check failed for [chars]

Explanation ELTM data consistency check on SUP and line card failed for interface. Collect show tech-sup-

port eltm detail for futher analysis.
Recommended Action No action is required.

TAC Details ELTM data consistency check on SUP and line card failed for interface. Collect show tech-support

eltm detail for futher analysis.

Error Message ELTM-3-ELTM OTV_FEATURE FAIL: ELTM failed to haneld feature OTV for

[chars]
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Explanation Error in ELTM while handling feature OTV request from OIM Collect show tech-support eltm
detail, OTV and OIM tech-support for futher analysis.
Recommended Action No action is required.

TAC Details ELTM encountered an error while handling feature OTV request from OIM Collect show tech-
support eltm detail, OTV and OIM tech-support for futher analysis.

ELTM-5

Error Message ELTM-5-ELTM EXT COMP ERR: [chars] component error [chars]

Explanation Recently applied Multicast config on the interface was unsuccessful, so reverting to the old
state (before config) Collect show tech-support eltm detail for futher analysis.

Recommended Action No action is required.

TAC Details Recently applied Multicast config on the interface was unsuccessful in ELTM So reverting to the
old state (before config) Collect show tech-support eltm detail for futher analysis.

ELTM-6

Error Message ELTM-6-ELTM MTS SEND FAILED: Failed to send MTS message errno $#x opcode
[dec]

Explanation ELTM Failed to send MTS message errno [hex] opcode [dec]
Recommended Action No action is required.
TAC Details ELTM Failed to send MTS message. Collect show tech-support eltm detail for futher analysis.

Error Message ELTM-6-ELTM SVI LIF NOT PRESENT: [chars]:[chars], collect output of show
tech-support eltm/vlan/interface-vlan

Explanation ELTM encountered a mismatch between SVI and vlan-mgr when trying to bringup SVI. Collect
show tech-support eltm detail, vlan, interface-vlan tech-support for further analysis.

Recommended Action No action is required.

TAC Details ELTM encountered a mismatch between SVI and vlan-mgr when trying to bringup SVI. Collect
show tech-support eltm detail, vlan, interface-vlan tech-support for further analysis.

ENERGYWISE Messages
This section contains the ENERGYWISE messages.

ENERGYWISE-3
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Error Message ENERGYWISE-3-MEM UNAVAIL: Memory was not available to perform the ener-
gywise action.

Explanation Insufficient system memory is available to perform the Energywise actions.

Recommended Action Reduce other system activity to ease memory demands. If conditions warrant, up-
grade to a larger memory configuration.

ENERGYWISE-5

Error Message ENERGYWISE-5-ENERGYWISE DISABLED: ENERGYWISE Disabled
Explanation ENERGYWISE Service Disabled
Recommended Action No action is required.

Error Message ENERGYWISE-5-ENERGYWISE ENABLED: ENERGYWISE Enabled
Explanation ENERGYWISE Service nabled

Recommended Action No action is required.

EOU Messages

This section contains the EOU messages.

EOU-2

Error Message EOU-2-PBACL APPLICATION FAILURE: [chars] of host [chars] to/from pbacl
group [chars] failed. Error : [chars]

Explanation Failure of host addition/deletion to/from pbacl group

Recommended Action Please verify the addition/deletion of the host using the cli show object-group. If it
was a delete request that failed, manual deletion of the host from the group is recommended

EOU-5

Error Message EOU-5-L2NAC_DISABLED LIC EXPIRED: NAC Disabled due to License Expiry
Explanation NAC Disabled due to License Expiry
Recommended Action No action is required.

Error Message EOU-5-L2NAC DISABLED: EOU Disabled

Explanation Service EOU Disabled
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Recommended Action No action is required.
Error Message EOU-5-L2NAC_ENABLED: EOU Enabled
Explanation Service EOU enabled

Recommended Action No action is required.

EOU-6
Error Message EOU-6-AAA DOWN: Default Policy ip: [chars]:retained
Explanation Policy retained
Recommended Action No action is required.
Error Message EOU-6-AUTHTYPE: Authtype: ip: [chars] Authtype: [chars]
Explanation Authentication type
Recommended Action No action is required.
Error Message EOU-6-BAD PKT: Bad Packet: ip: [chars] Why: [chars]
Explanation Bad Packet because of reason specified
Recommended Action No action is required.
Error Message EOU-6-CTA: CTA: ip: [chars] status (detected/not detected): [chars]
Explanation CTA detected or not
Recommended Action No action is required.
Error Message EOU-6-IDENTITY MATCH: Identity Match: ip: [chars] Policy: [chars]
Explanation Identity Matched or not
Recommended Action No action is required.

Error Message EOU-6-PBACL APPLICATION STATUS: [chars] of host [chars] to/from pbacl group
[chars] succeeded

Explanation Status of host addition/deletion to pbacl group
Recommended Action No action is required.

Error Message EOU-6-POLICY: Policy on ip: [chars]: [chars]: [chars]
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Explanation Policy applied
Recommended Action No action is required.

Error Message EOU-6-POSTURE: Posture:ip: [chars] Status: [chars], Interface: [chars]
Explanation Posture of host
Recommended Action No action is required.

Error Message EOU-6-SESSION: Session ip: [chars] Action: [chars] , Interface: [chars]
Explanation Session detected
Recommended Action No action is required.

Error Message EOU-6-SOCKET: Service eou on port: [dec]
Explanation Eou using above port
Recommended Action No action is required.

Error Message EOU-6-SQ EAP MSG: Status Query: ip: [chars] status: [chars]
Explanation Status query state
Recommended Action No action is required.

Error Message EOU-6-UNKN EVENT ERR: Unknow Event Err: ip: [chars] Message: [chars]
Explanation Error due to unknown event
Recommended Action No action is required.

Error Message EOU-6-VERSION MISMATCH: Eou version mismatch ip: [chars] and version [dec]
Explanation Eou version mismatch

Recommended Action No action is required.

EOU-7

Error Message EOU-7-EOU DISABLED INTF: eou disabled on interface [chars]
Explanation Eou service disabled on interface

Recommended Action No action is required.

Error Message EOU-7-EOU_ENABLED INTF: eou enabled on interface [chars]
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Explanation Eou service enabled on interface

Recommended Action No action is required.

EPLD_AUTO Messages
This section contains the EPLD_AUTO messages.

EPLD _AUTO-2

Error Message EPLD AUTO-2-AUTO UPGRADE CHECK: Automatic EPLD upgrade check for module
[dec]: [chars]

Explanation Automatic upgrade pre upgrade notice.
Recommended Action SYSLOGDOC_NO_ACTION

Error Message EPLD AUTO-2-AUTO UPGRADE ENDED: Automatic EPLD Upgrade completed for module
[dec]

Explanation Automatic upgrade of module completed.
Recommended Action SYSLOGDOC_NO_ACTION

Error Message EPLD AUTO-2-AUTO UPGRADE STARTED: Automatic EPLD Upgrade started for module
[dec]

Explanation Automatic upgrade of module started.
Recommended Action SYSLOGDOC_NO_ACTION

Error Message EPLD AUTO-2-AUTO UPGRADE STATUS: [chars]
Explanation Automatic upgrade status notice.

Recommended Action SYSLOGDOC_NO_ACTION

EPLD UPGRADE Messages
This section contains the EPLD_UPGRADE messages.

EPLD _UPGRADE-2

Error Message EPLD UPGRADE-2-ACTIVE SINGLE SUP UPGRADE: install all epld does not upgrade
Active Supervisor module [dec].

Explanation Install all epld does not upgrade Active Supervisor in a switch with a single supervisor.

Recommended Action SYSLOGDOC_NO_ACTION
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Error Message EPLD UPGRADE-2-ACTIVE SUP UPGRADE: install all epld does not upgrade Active
Supervisor module [dec]. Please do a switchover and upgrade the EPLDs on module [dec].

Explanation Install all epld did not upgrade Active Supervisor.
Recommended Action SYSLOGDOC_NO_ACTION

Error Message EPLD UPGRADE-2-MAIN PROCESS START: EPLD Upgrade started.
Explanation Automatic upgrade of module started.

Recommended Action SYSLOGDOC_NO_ACTION

EPP Messages

This section contains the EPP messages.

EPP-5

Error Message EPP-5-EPP FAILURE: Interface [chars] EPP Failure
Explanation Trunk protocol failed
Recommended Action 'show epp internal event-history err' will indicate the errors encountered

Error Message EPP-5-EPP LOOPBACK: Interface [chars] is looped back to the same switch
Explanation The interface is looped back to another interface on the same switch

Recommended Action Check the connectivity of this interface and ensure that it is connected to another
switch

Error Message EPP-5-EPP TRUNK PROTOCOL STATUS: epp trunk protocol is [chars] on switch
Explanation Epp trunk protocol enabled/disabled on the switch

Recommended Action No action is required.

ETH-QOS Messages

This section contains the ETH-QOS messages.

ETH-QOS-2

Error Message ETH-QO0S-2-QOSMGR_DCBXP PFC CMP FAIL MSG: [chars] - gos config [chars] not
compatible with the peer

Explanation Port_id [chars] has qos config [chars] which is incompatible with the peer.
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Recommended Action No action is required.

Error Message ETH-QO0S-2-QOSMGR HA FAILURE: Failed to do high availability operation:
[chars].

Explanation Failed to do high availability operation. [chars] is the reason.
Recommended Action No action is required.

Error Message ETH-QOS-2-QOSMGR_INIT FAILED: Initialization failed for QoS Manager:
[chars], reason: [hex].

Explanation Initialization failed for QoS Manager due to [chars], reason: [hex].
Recommended Action No action is required.
Error Message ETH-QO0S-2-QOSMGR_MTS FAILURE: Failed to do MTS operation: [chars].
Explanation Failed to do MTS operation. [chars] is the reason.
Recommended Action No action is required.

Error Message ETH—QOS—2—QOSMGRfMTSiREGISTRATIONiFAILED: MTS options setting to [hex]
failed for opCode: [dec].

Explanation MTS options setting to [hex] failed for opCode: [dec].
Recommended Action No action is required.
Error Message ETH-QO0S-2-QOSMGR NETWORK QOS POLICY CHANGE: Policy [chars] is now active
Explanation [chars] is the new active network-qos policy
Recommended Action No action is required.

Error Message ETH-QO0S-2-QOSMGR PSS FAILURE: Failed to do PSS operation: [chars], reason:
[hex].

Explanation Failed to do PSS operation [chars]. [heX] is the reason.
Recommended Action No action is required.

Error Message ETH-QOS-2-QOSMGR PSS VER FAIL: PSS file [chars] has version
[dec]. [dec].[dec], expected version [dec].[dec].[dec].

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service, [dec].[dec].[dec] its
current version number and [dec].[dec].[dec] the expected version.

Recommended Action No action is required.
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ETH-QOS-3
Error Message ETH-QOS-3-QOSMGR_CONFIG ERROR: Configuration error: [chars].
Explanation Configuration error. [chars] is the reason.

Recommended Action No action is required.

Error Message ETH-QO0S-3-QOSMGR NVDC PFF ERROR: PPF verify/commit failed in vdc [dec] er-
ror: [hex] for global gos command

Explanation For global gos command, PPF verify/commit failed in vdc [dec] with reason [hex].
Recommended Action No action is required.

Error Message ETH-QOS-3-QOSMGR PPF ERROR: PPF library error: [chars].
Explanation PPF library errors. [chars] is the reason.

Recommended Action No action is required.

ETH-QOS-4
Error Message ETH-QO0S-4-QOSMGR LC ERROR MSG: Linecard [dec] returned an error: [chars]
Explanation Linecard [dec] returned an error message which is reported as [chars].
Recommended Action No action is required.
Error Message ETH-QO0S-4-QOSMGR_POLICIES PRESENT ON DELETED VLANS: Some VLANs (id:
[chars]) which are getting deleted now are still having gos service-policy attached.

These policies will be effective only when the VLANs get created again.

Explanation VLAN(s) [chars] is(are) getting deleted now. This is an informationsl message to notify that qos
service-policies are present when the vlan is deleted. If the service-policies are not needed, please detach
them from the vlans

Recommended Action No action is required.

Error Message ETH-QO0S-4-QOSMGR PPF WARNING: PPF library warning: [chars].
Explanation PPF library warning. [chars] is the reason.
Recommended Action No action is required.

Error Message ETH-QO0S-4-QOSMGR WARNING MSG: [chars] [dec]

Explanation QOSMGR warning messages is reported as [chars] [dec].
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Recommended Action No action is required.

ETH-QOS-6

Error Message ETH-QOS-6-QOSMGR DCBXP CMP_ FAIL MSG: [chars] - gos config [chars] not com-
patible with the peer

Explanation Dcbxp warning: Port_id [chars] has gos config [chars] which is incompatible with the peer.
Recommended Action No action is required.

Error Message ETH-QOS-6-QOSMGR STATUS: QOSMGR Status: [chars].
Explanation QOSMGR status is reported as [chars].

Recommended Action No action is required.

ETH PORT_SEC Messages
This section contains the ETH_PORT_SEC messages.

ETH_PORT _SEC-2

Error Message ETH PORT SEC-2-ETH PORT SEC _MISCONFIG: MAC Addresses present exceed the al-
lowed number of MAC addresses on Port [chars]. Fix the inconsistency on this port.

Explanation MAC Addresses present exceed the allowed number of MAC addresses.
Recommended Action No action is required.

Error Message ETH PORT SEC-2-ETH PORT SEC MISCONFIG: MAC Addresses present exceed the al-
lowed number of MAC addresses on Port [chars]. Fix the inconsistency on this port.

Explanation MAC Addresses present exceed the allowed number of MAC addresses.
Recommended Action No action is required.

Error Message ETH PORT SEC-2-ETH PORT SEC REGMAC ADD FAIL: Unable to add regmac [chars]
for since it is already registered for

Explanation Duplicate regmac detected
Recommended Action No action is required.

Error Message ETH PORT SEC-2-ETH PORT SEC _REGMAC ADD FAIL: Unable to add regmac [chars]
for since it is already registered for

Explanation Duplicate regmac detected
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Recommended Action No action is required.

Error Message ETH_PORT_SEC—Z—ETH_PORT_SEC_SECURITY_VIOLATION: Triggered violation [chars]
on Port [chars]

Explanation Violation action triggered on port due to security violation.
Recommended Action No action is required.

Error Message ETH PORT SEC-2-ETH PORT SEC SECURITY VIOLATION: Triggered violation [chars]
on Port [chars]

Explanation Violation action triggered on port due to security violation.

Recommended Action No action is required.

ETH_PORT SEC-3

Error Message ETH PORT SEC-3-ETH PORT SEC CONFIG MAC FAILED: Failed to configure MACs
Explanation Failed to configure MACs
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC CONFIG MAC FAILED: Failed to configure MACs
Explanation Failed to configure MACs
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC INVALID VLAN: Invalid VLAN configuration
Explanation Invalid VLAN configuration
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC INVALID VLAN: Invalid VLAN configuration
Explanation Invalid VLAN configuration
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC PKTSENDFAIL: Failed to send packet, - [chars]
Explanation Failed to send packet. [char] identifies the reason.
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC PKTSENDFAIL: Failed to send packet, - [chars]
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Explanation Failed to send packet. [char] identifies the reason.
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC SECURITY VIOLATION ANOTHER PORT: Host [chars]
bound to Port [chars] in Vlan [dec] 1is trying to access Port [chars] in Vlan [dec]

Explanation Moved the port to violation state due to a mac address seen on one port being seen on another
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC SECURITY VIOLATION ANOTHER PORT: Host [chars]
bound to Port [chars] in Vlan [dec] is trying to access Port [chars] in Vlan [dec]

Explanation Moved the port to violation state due to a mac address seen on one port being seen on another
Recommended Action No action is required.

Error Message ETHiPORTisEC—3—ETH7PORT78EC7$ECURITYi\/IOLATIONiMAXiMACiVLAN: Port [chars]
moved to [chars] state as host [chars] is trying to access the port in vlan [dec]

Explanation Moved the port to violation state due to exceeding address count
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC SECURITY VIOLATION MAX MAC VLAN: Port [chars]
moved to [chars] state as host [chars] is trying to access the port in vlan [dec]

Explanation Moved the port to violation state due to exceeding address count
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC UNABLE TO DISABLE: Unable to disable
eth port sec [chars].

Explanation Unable to disable eth_port_sec Service
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC UNABLE TO DISABLE: Unable to disable
eth port sec [chars].

Explanation Unable to disable eth_port_sec Service
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC _UNABLE TO ENABLE: Unable to enable eth port sec
[chars].

Explanation Unable to enable eth_port_sec Service
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Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC_UNABLE TO ENABLE: Unable to enable eth port sec
[chars].

Explanation Unable to enable eth_port_sec Service
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC VIOL UPDATE FAILED: Failed to update violation
mode

Explanation Failed to update violation mode
Recommended Action No action is required.

Error Message ETH PORT SEC-3-ETH PORT SEC VIOL UPDATE FAILED: Failed to update violation
mode

Explanation Failed to update violation mode

Recommended Action No action is required.

ETH_PORT SEC-5

Error Message ETH PORT SEC-5-ETH PORT SEC AGE TIME EXPIRY: Age Time expired for host
[chars] in VLAN [dec] in port [chars]

Explanation Age time expired for host
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC AGE TIME EXPIRY: Age Time expired for host
[chars] in VLAN [dec] in port [chars]

Explanation Age time expired for host
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC DISABLED: eth port sec Disabled on if in-
dex: [hex]

Explanation Eth_port_sec Service Disabled
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC DISABLED: eth port sec Disabled on if in-
dex: [hex]

Explanation Eth_port_sec Service Disabled
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Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC DYNAMIC MAC ADDRESS CLEARED: Dynamic MAC ad-
dresses for port [chars] cleared

Explanation Dynamic MAC address for port cleared
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC DYNAMIC MAC ADDRESS CLEARED: Dynamic MAC ad-
dresses for port [chars] cleared

Explanation Dynamic MAC address for port cleared
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC ENABLED: eth port sec Enabled on if index: [hex]
Explanation Eth_port_sec Service Enabled
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC ENABLED: eth port sec Enabled on if index: [hex]
Explanation Eth_port_sec Service Enabled
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC HOST ADDITION: A new Host [chars] learnt on
Port [chars] in Vlan [dec]

Explanation A new host is learnt on a port
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC HOST ADDITION: A new Host [chars] learnt on
Port [chars] in Vlan [dec]

Explanation A new host is learnt on a port
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC HOST DELETION: Host [chars] bound to secure
port [chars] in Vlan [dec] has been removed

Explanation A host has been removed

Recommended Action No action is required.
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Error Message ETH PORT SEC-5-ETH PORT SEC HOST DELETION: Host [chars] bound to secure
port [chars] in Vlan [dec] has been removed

Explanation A host has been removed
Recommended Action No action is required.

Error Message ETH PORT SEC-5-ETH PORT SEC INITFAIL: Eth Port Security Initialization
failed: [chars]

Explanation Eth Port Security Initialization failed.[chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message ETH_PORT_SEC—5—ETH_PORT_SEC_INITFAIL: Eth Port Security Initialization
failed: [chars]

Explanation Eth Port Security Initialization failed.[chars] explains the reason for the failure.

Recommended Action No action is required.

EUREKA_USD Messages
This section contains the EUREKA_USD messages.

EUREKA_USD-3

Error Message EUREKA USD-3-MSGl: [chars]
Explanation Eureka log message

Recommended Action No action is required.

EVMC Messages

This section contains the EVMC messages.

EVMC-3

Error Message EVMC-3-MTS OPERATION FAILED: [chars] ([dec]): [chars]
Explanation Internal IPC operation failed in Event Manager Client

Recommended Action No action is required.

EVMC-4

Error Message EVMC-4-ACTION CFG MONITOR COLLECT: [chars] ([dec]): Action configuration
disallowed for Monitor Collect Policy
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Explanation Configuring Policy Action for Monitor Collect Policy isnot allowed and hence, has been rejected

Recommended Action No action is required.

EVMC-5

Error Message EVMC-5-AVL CREATE FAIL: [chars] ([dec]): AVL Tree creation failure
Explanation Event Manager could not initialize local policy store
Recommended Action No action is required.

Error Message EVMC-5-MALLOC FAILURE: [chars] ([dec]): Memory allocation failure
Explanation Event Manager Client process could not allocate memory
Recommended Action No action is required.

Error Message EVMC-5-RT PSS OP FAILURE: [chars] ([dec]): Failed to [chars]. Error:[chars]
Explanation Event Manager Client could not access HA store

Recommended Action No action is required.

EVMED Messages

This section contains the EVMED messages.

EVMED-2

Error Message EVMED-2-EVMED PSS DELETE FAILURE: Delete from PSS failed
Explanation Delete from PSS failed
Recommended Action No action is required.

Error Message EVMED-2-EVMED PSS WRITE FAILURE: Write to PSS failed
Explanation Write to PSS failed

Recommended Action No action is required.

EVMED-5

Error Message EVMED-5-EVMED DISABLED: Event Detectors Disabled

Explanation Event manager event detector service disabled
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Recommended Action No action is required.
Error Message EVMED-5-EVMED ENABLED: Event Detectors Enabled
Explanation Event manager event detector service enabled

Recommended Action No action is required.

EVMS Messages

This section contains the EVMS messages.

EVMS-2

Error Message EVMS-2-EVMS LOGGING NO DOWNGRADE: WARNING: Any modification to an already
existing applet will result in losing the applet during downgrade

Explanation Any modification to an already existing applet will result in losing the applet during downgrade
Recommended Action No action is required.
Error Message EVMS-2-EVMS PSS DELETE FAILURE: Delete from PSS failed
Explanation Delete from PSS failed
Recommended Action No action is required.
Error Message EVMS-2-EVMS PSS WRITE FAILURE: Write to PSS failed
Explanation Write to PSS failed
Recommended Action No action is required.

Error Message EVMS-2-EVMS SHOW POLICY ALLOC FAILURE: Insufficient memory: policy infor-
mation shown will be incomplete

Explanation Memory allocation failed. so complete requested information is not being shown

Recommended Action No action is required.

EVMS-4

Error Message EVMS-4-EVMS APPLET NO ACTION DEFAULT: WARNING: The default system policy
actions are being skipped

Explanation The default system policy actions are being skipped

Recommended Action No action is required.
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EVMS-6

Error Message EVMS-6-EVMS LOGGING NO_ SPACE: logflash full, so deleting first event ar-
chive file

Explanation As the logflash is full, first of the present event archive files is deleted

Recommended Action No action is required.

EXAMPLE TEST Messages
This section contains the EXAMPLE_TEST messages.

EXAMPLE_TEST-5

Error Message EXAMPLE TEST-5-EXAMPLE TEST DISABLED: EXAMPLE TEST Disabled
Explanation EXAMPLE_TEST Service Disabled
Recommended Action No action is required.

Error Message EXAMPLE TEST-5-EXAMPLE TEST ENABLED: EXAMPLE TEST Enabled
Explanation EXAMPLE_TEST Service nabled

Recommended Action No action is required.

EXCEPTIONLOG Messages
This section contains the EXCEPTIONLOG messages.

EXCEPTIONLOG-SLOT#-2

Error Message EXCEPTIONLOG-SLOT#-2-LC_EXP MSG: Linecard exception: [chars] is the af-
fected Port bit map. [dec] Additional information - [chars]

Explanation LC Exception event.

Recommended Action No action is required.

EX SYSLOG Messages

This section contains the EX_SYSLOG messages.

EX_SYSLOG-0

Error Message EX SYSLOG-0-EMER MSG: Emergency Message - [dec]
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Explanation A Dummy emergency message to test syslogd from ex_syslog. [dec] is the message count

Recommended Action No action is required.

EX_SYSLOG-1

Error Message EX SYSLOG-1-ALERT MSG: Alert Message - [chars] [dec]

Explanation A Dummy alert message to test syslogd from ex_syslog. [chars] is the a dummy text. [dec] is the
message count

Recommended Action No action is required.

EX_SYSLOG-2

Error Message EX SYSLOG-2-CRIT MSG: Critical Message - [dec]
Explanation A Dummy critical message to test syslogd from ex_syslog. [dec] is the message count

Recommended Action No action is required.

EX_SYSLOG-3

Error Message EX SYSLOG-3-ERR MSG: Error Message - [dec]
Explanation A Dummy error message to test syslogd from ex_syslog. [dec] is the message count

Recommended Action No action is required.

EX_SYSLOG-4

Error Message EX SYSLOG-4-WARNING MSG: Warning Message - [dec]
Explanation A Dummy warning message to test syslogd from ex_syslog. [dec] is the message count
Recommended Action No action is required.

EX_SYSLOG-5

Error Message EX SYSLOG-5-NOTICE MSG: Notice Message - [dec]
Explanation A Dummy notice message to test syslogd from ex_syslog. [dec] is the message count

Recommended Action No action is required.

EX_SYSLOG-6
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Error Message EX SYSLOG-6-INFO MSG: Info Message - [dec]
Explanation A Dummy info message to test syslogd from ex_syslog. [dec] is the message count

Recommended Action No action is required.

EX_SYSLOG-7
Error Message EX SYSLOG-7-DEBUG MSG: Debug Message - [dec]
Explanation A Dummy debug message to test syslogd from ex_syslog. [dec] is the message count

Recommended Action No action is required.

F16_CMN_USD Messages
This section contains the F16_CMN_USD messages.

F16_CMN_USD-6
Error Message F16 CMN USD-6-F16 CMN DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

F16_FWD_USD Messages
This section contains the F16_FWD_USD messages.

F16 FWD_USD-2
Error Message F16 FWD USD-2-F16 FWD CRIT MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

F16_FWD_USD-6
Error Message F16 FWD USD-6-F16 FWD DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.
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F16_MAC_USD Messages
This section contains the F16_MAC_USD messages.

F16_MAC_USD-3
Error Message F16 MAC USD-3-F16 MAC ERR MSG: [chars]
Explanation Error log message

Recommended Action No action is required.

F16 MAC_USD-4
Error Message F16 MAC USD-4-SLOWPORT WARNING: [chars]
Explanation Slowport detected

Recommended Action No action is required.

F16_ MAC_USD-6
Error Message F16 MAC USD-6-F16 MAC DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

F16_QUE_USD Messages
This section contains the F16_QUE_USD messages.

F16_QUE_USD-6
Error Message F16 QUE USD-6-F16 QUE DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

F16_XBAR USD Messages
This section contains the F16_XBAR_USD messages.

F16_XBAR_USD-6

Error Message F16 XBAR USD-6-F16 XBAR DEBUG MSG: [chars]
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Explanation Debug log message

Recommended Action No action is required.

F32FWD_USD Messages
This section contains the F32FWD_USD messages.

F32FWD_USD-2

Error Message F32FWD USD-2-F32 FWD CRC_ERR: [chars]
Explanation F32_FWD received packet(s) with CRC error
Recommended Action No action is required.

Error Message F32FWD USD-2-F32 FWD CRIT MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

F32FWD_USD-6

Error Message F32FWD USD-6-F32 FWD DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

F32MAC Messages

This section contains the F32MAC messages.

F32MAC-2

Error Message F32MAC-2-F32 MAC CRC ERR: [chars]
Explanation F32_MAC received packet(s) with CRC error

Recommended Action No action is required.

F32MAC-3

Error Message F32MAC-3-F32 MAC ERR MSG: [chars]

Explanation Error log message
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Recommended Action No action is required.

F32MAC-4

Error Message F32MAC-4-SLOWPORT WARNING: [chars]
Explanation Slowport detected

Recommended Action No action is required.

F32MAC-6

Error Message F32MAC-6-F32 MAC DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

F32QUE_USD Messages
This section contains the F32QUE_USD messages.

F32QUE_USD-3

Error Message F32QUE USD-3-F32 QUE CRC ERR: [chars]
Explanation CRC Error message
Recommended Action No action is required.

Error Message F32QUE USD-3-F32 QUE IFB INIT ERR: IFB block initialization failed
[chars]

Explanation IFB block initialization Error message
Recommended Action No action is required.

Error Message F32QUE USD-3-F32 QUE IPA INIT ERR: IPA block initialization failed
[chars]

Explanation IPA block initialization Error message
Recommended Action No action is required.

Error Message F32QUE USD-3-F32 QUE IQM INIT ERR: IQM block initialization failed
[chars]

Explanation IQM block initialization Error message
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Recommended Action No action is required.

F32QUE_USD-6

Error Message F32QUE USD-6-F32 QUE DEBUG_MSG: [chars]
Explanation Debug log message
Recommended Action No action is required.

Error Message F32QUE USD-6-F32 QUE IFB NON SOM TIMER INTR: Packets have been in normal Q
more than NON EMPTY NORMALQ TIME

Explanation SOM informational message
Recommended Action No action is required.

Error Message F32QUE USD-6-F32 QUE IFB SOM TIMER INTR: Packets have been in SOM Q more
than NON EMPTY SOMQ TIME

Explanation SOM informational message

Recommended Action No action is required.

F32XBAR_USD Messages
This section contains the F32XBAR_USD messages.

F32XBAR_USD-2

Error Message F32XBAR USD-2-F32 XBAR CRC_ERR: [chars]
Explanation F32_XBAR received packet(s) with CRC error

Recommended Action No action is required.

F32XBAR_USD-6

Error Message F32XBAR USD-6-F32 XBAR DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

FABRIC-ACCESS Messages
This section contains the FABRIC-ACCESS messages.
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FABRIC-ACCESS-2

Error Message FABRIC-ACCESS-2-AUTHENTICATED: [chars] is successfully authenticated to

server [chars]
Explanation [chars] is successfully authenticated to the fabric access server [chars].
Recommended Action No action is required.

Error Message FABRIC-ACCESS-2-CONN FAIL: [chars] [chars] connection failure to server
[chars] with JID = [chars] Status = [chars]

Explanation User/Device [chars] Connection failure to the fabric access server [chars].
Recommended Action No action is required.

Error Message FABRIC-ACCESS-2-CONN_STATUS: [chars] [chars] connection [chars] to server
[chars] with state [chars]

Explanation The specified user or device [chars] has a connection success/failure to the fabric access server
[chars].

Recommended Action In case of failure, check if such user/device account is valid on the server database
Error Message FABRIC-ACCESS-2-DISCONNECTED: [chars] is disconnected from server [chars]

Explanation [chars] is disconnected from the fabric access server [chars].

Recommended Action No action is required.
Error Message FABRIC-ACCESS-2-GROUP NOT PERSIST: [chars] is not created as persistent
type due to server issue. Please g&y Eg create it again. Use show fabric-access inter-

nal group-config to retrieve the room configuration.

Explanation Due to a server error, the specified XMPP [chars] chat room is not created as a persistent room.
It will be destroyed after the last member of the group exits the room or after the server reboots. The user
will need to try again to have a persistent room created or accept the behavior as described for non-persis-

tent room.
Recommended Action No action is required.
Error Message FABRIC-ACCESS-2-GROUP_SUBSCRIPTION: [chars] [chars] group [chars] [chars]
Explanation [chars] subscribed to/unsubscribed from group [chars] [chars]
Recommended Action No action is required.

Error Message FABRIC-ACCESS-2-PING FAIL: Keep Alive to server [chars] failure, network
failure, disconnect all the connections.
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Explanation The fabric-access process has failed the keep-alive ping to the specified XMPP server [chars]. All
connections will be disconnected
Recommended Action Please check to see if the server is down.

Error Message FABRIC-ACCESS-2-SERVER SHUTDOWN: [chars] server is shutdown, all connec-
tions will be closed.

Explanation The local switch has received a shutdown message from the specified XMPP server [chars]. All
fabric-access connections will be closed.

Recommended Action Please check to see if the server shutdown is intensional.

FABRIC-ACCESS-3

Error Message FABRIC-ACCESS-3-PSSERROR: [chars]

Explanation FABRIC-ACCESS Daemon encountered a PSS error. [chars] specifies the context where the fail-
ure occurred.

Recommended Action No action is required.

FABRIC-ACCESS-5

Error Message FABRIC-ACCESS-5-DISABLED: FABRIC-ACCESS Disabled
Explanation FABRIC-ACCESS Service Disabled
Recommended Action No action is required.

Error Message FABRIC-ACCESS-5-ENABLED: FABRIC-ACCESS Enabled
Explanation FABRIC-ACCESS Service Enabled

Recommended Action No action is required.

FABRICPATH Messages
This section contains the FABRICPATH messages.

FABRICPATH-2

Error Message FABRICPATH—Z—FABRICPATH_LINK_BRINGUP_STALLED_STATIC: Link bringup stalled
due to conflicts: [chars]

Explanation Interface is disabled due to conflicts
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Recommended Action Check show fabricpath conflict all for more details

Error Message FABRICPATH—Z—FABRICPATH_REMOTE_CONFLICT: Remote Switch-id conflict with lo-
cal/remote switch-id [dec] in database. Link bringup might get stalled.

Explanation Conflict between Remote switch-id and switch-id in database

Recommended Action No action is required.
Error Message FABRICPATH-2-FABRICPATH STATIC CONFLICT: Remote Static Switch-id conflict
with local static switch-id [dec]. Link bringup might get stalled. Conflict resolution
is not possible w/o user intervention.

Explanation Conflict between Remote switch-id and local static switch-id in database

Recommended Action No action is required.

FABRICPATH-4

Error Message FABRICPATH—4—FABRICPATH_ES_REMOTE_CONFLICT: Remote ES Switch-id collides
with local/remote switch-id [dec] in database

Explanation Conflict between Remote ES switch-id and switch-id in database
Recommended Action Check the Fabricpath switchlID database
Error Message FABRICPATH-4-FABRICPATH INVALID FTAG: Invalid ftag [dec] received
Explanation Invalid ftag is received from remote
Recommended Action No action is required.
Error Message FABRICPATH-4-FABRICPATH INVALID SWITCH ID: Invalid switch-id [dec] received
Explanation Invalid switch-id is received from remote
Recommended Action No action is required.

Error Message FABRICPATH—4—FABRICPATH_LINK_BRINGUP_STALLED: LINK bringup suspended for
[chars] due to conflicts

Explanation Link bringup temporarily suspended due to conflicts
Recommended Action No action is required.

Error Message FABRICPATH-4-FABRICPATH LOCAL SWID UNKNOWN: Local Switch-id is not known to
Resource Allocation manager

Explanation Resource Allocation Manager was not able to recover the local switch-id
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Recommended Action No action is required.

FABRICPATH-5

Error Message FABRICPATH—5—FABRICPATH_SWID_CHANGED: Switch-id [dec] is assigned with
[chars] state

Explanation Local switch-id is changed

Recommended Action No action is required.

FABRICPATH-6

Error Message FABRICPATH—6—FABRICPATH_LINK_BRINGUP_RESOLVE_COLLISION: Resolving Collision
for switch-id [dec]

Explanation Resolving Collision for switch-id
Recommended Action No action is required.

Error Message FABRICPATH—6—FABRICPATH_LINK_BRINGUP_STALLED_CLEARED: LINK bringup cleared
for [chars] after collision resolution

Explanation Link bringup temporarily suspended due to conflicts
Recommended Action No action is required.

Error Message FABRICPATH—6—FABRICPATH_NEW_ES_SWITCH_ID: New Emulated switch-id [chars]
received

Explanation New Emulated switch-id received

Recommended Action No action is required.
Error Message FABRICPATH-6-FABRICPATH NEW SWITCH ID: New switch-id [chars] received

Explanation New switch-id received

Recommended Action No action is required.
Error Message FABRICPATH-6-FABRICPATH SUSP LINK REL BY SHUT: Suspended Link [chars]
cleared from conflicts database due to link status going DOWN. Conflicts may still show
even after conflicting nodes are no longer reachable - see show fabricpath conflict all
for details.

Explanation Suspended Link cleared by interface status down but conflicts may not yet be cleared.

Recommended Action No action is required.
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ErrorMessage FABRICPATH—6—FABRICPATH_SWID_CONFLICTS: Switch-id [dec] 1s in conflict with
device [chars]

Explanation Local switch-id collision with other device
Recommended Action No action is required.

Error Message FABRICPATH—6—FABRICPATH_SWID_PRI_SEC_CHANGED: Switch-id [dec] is changed to
[chars]

Explanation Local switch-id status changed
Recommended Action No action is required.

Error Message FABRICPATH—6—FABRICPATH_SWID_STATE_CHANGED: Switch-id [dec] status changed
to [chars]

Explanation Local switch-id status changed

Recommended Action No action is required.

FALCON Messages

This section contains the FALCON messages.

FALCON-SLOT#-2

Error Message FALCON-SLOT#-2-FALCON EXITED: Falcon exited (syserr = [dec], errno = [dec])
Explanation Falcon exited

Recommended Action No action is required.

FC-REDIRECT Messages
This section contains the FC-REDIRECT messages.

FC-REDIRECT-2

Error Message FC-REDIRECT-2-ACL ERR ADD HOST: Unable to FC-Redirect Host [chars] traffic
going to Target [chars] for application [chars] on Switch [chars] because of ACL module
error: [hex] ([chars]) on Module [dec]

Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-ACL ERR FLOGI NOT ALLOWED: FLOGI from device [chars] con-
nected at interface [chars] is denied because of ACL module error: [hex] ([chars]) on
Module [dec]
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Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error.

Recommended Action No action is required.
Error Message FC-REDIRECT-2-ACL ERR NEW CFG: Unable to Process Configuration Created by
[chars] on Switch [chars] for Target [chars] because of ACL module error: [hex]
([chars]) on Module [dec]

Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-ACL ERR TRUNK PORT UP: Unable to program trunk port I/F
[chars] because of ACL module error: [hex] ([chars]) on Module [dec]

Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error.

Recommended Action No action is required.
Error Message FC-REDIRECT-2-ACL ERR UPG MODULE REGION1 V1: Unable to program ACL entries
on module [dec] because of ACL error: [hex] ([chars]). Hitless Upgrade for Module Re-

jected

Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error. Hitless upgrade for
the module rejected. The module will reload now.

Recommended Action No action is required.
Error Message FC—REDIRECT—Z—ACL_ERR_UPG_MODULE_REGION2_V1: Unable to program ACL entries
on module [dec] because of ACL error: [hex] ([chars]). Hitless Upgrade for Module Re-

jected

Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error. Hitless upgrade for
the module rejected. The module will reload now.

Recommended Action No action is required.
Error Message FC-REDIRECT-2-ACL ERR UPG MODULE REGION2 V2: Unable to program ACL entries
on module [dec] because of ACL error: [hex] ([chars]). Hitless Upgrade for Module Re-

jected.

Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error. Hitless upgrade for
the module rejected. The module will reload now.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-ACL ERR UPG MODULE REGION3: Unable to program ACL entries on
module [dec] because of ACL error: [hex] ([chars]). Hitless Upgrade for Module Rejected
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Explanation FC-Redirect is unable to program ACL entries. ACL module returned an error. Hitless upgrade for
the module rejected. The module will reload now.

Recommended Action No action is required.

Error Message FC—REDIRECT—Z—ACL_MAX_REACHED_ADD_HOST: Unable to FC-Redirect Host [chars]
traffic going to Target [chars] for application [chars] on Switch [chars] because of
insufficent TCAM resources on Module [dec]

Explanation FC-Redirect is unable to program ACL entries possible cause can be more than allowed re-direct-
able targets on the same switch and more than normal Host(s) are zoned with the Storage Port

Recommended Action No action is required.

Error Message FC—REDIRECT—Z—ACL_MAX_REACHED_FLOGI_NOT_ALLOWED: FLOGI from device [chars]
connected at interface [chars] is denied as Maximum Allowable Configuration Reached on
Module [dec]

Explanation FC-Redirect is unable to program ACL entries possible cause can be more than allowed re-direct-
able targets on the same switch or more ISL's are co-located on a single linecard or more than normal Host(s)
are zoned with the Storage Port

Recommended Action No action is required.
Error Message FC-REDIRECT-2-ACL MAX REACHED NEW CFG: Unable to Process Configuration Cre-
ated by [chars] on Switch [chars] for Target [chars] because of insufficient TCAM Re-

sources on Module [dec]

Explanation FC-Redirect is unable to program ACL entries possible cause can be more than allowed re-direct-
able targets on the same switch and more than normal Host(s) are zoned with the Storage Port

Recommended Action No action is required.

Error Message FC-REDIRECT-2-ACL MAX REACHED TRUNK PORT UP: Maximum Allowable Configura-
tion Reached, Unable to program trunk port I/F [chars] on Module [dec]

Explanation FC-Redirect is unable to program ACL entries possible cause can be more than allowed re-direct-
able targets on the same switch and more than normal Host(s) are zoned with the Storage Port

Recommended Action No action is required.
Error Message FC-REDIRECT-2-ACL_ TIMEOUT ADD HOST: Unable to FC-Redirect Host [chars]
traffic going to Target [chars] for application [chars] on Switch [chars] because ACL

module timed out on Module [dec]

Explanation FC-Redirect is unable to program ACL entries. Possible cause can be linecard is being up-
graded/rebooted.

Recommended Action No action is required.
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Error Message FC—REDIRECT—Z—ACL_TIMEOUT_FLOGI_NOT_ALLOWED: FLOGI from device [chars] con-
nected at interface [chars] is denied because ACL module timed out on Module [dec]

Explanation FC-Redirect is unable to program ACL entries. Possible cause can be linecard is being up-
graded/rebooted.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-ACL TIMEOUT NEW CFG: Unable to Process Configuration Created
by [chars] on Switch [chars] for Target [chars] because ACL module timed out on Module
[dec]

Explanation FC-Redirect is unable to program ACL entries. Possible cause can be linecard is being up-
graded/rebooted.

Recommended Action No action is required.

Error Message FC—REDIRECT—Z—ACL_TIMEOUT_TRUNK_PORT_UP: Unable to program trunk port I/F
[chars] because ACL module timed out on Module [dec]

Explanation FC-Redirect is unable to program ACL entries. Possible cause can be linecard is being up-
graded/rebooted.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-FC_REDIRECT SYSMGR INSTALL FAIL ACTIVE CONFIG: FC-Redirect
Active Config Exists. Hitful Downgrade Rejected

Explanation FC-Redirect Downgrade to versions 3.2 and lower is not supported, if Active Configs Exist. Hitfull
Downgrade for the module is rejected. Please use 'show fc-redirect configs' and remove appropriate configs
from the applications

Recommended Action No action is required.

Error Message FC-REDIRECT-2-FC REDIRECT SYSMGR INSTALL FAIL PASSIVE CONFIG: FC-Redirect
Configs Exist. Hitful Downgrade Rejected

Explanation FC-Redirect Downgrade to versions 3.2 and lower is not supported, if Configs Exist on this
switch. Hitful Downgrade for the module is rejected. Before doing a HITFUL downgrade to any version lower
than 3.2.1, Please use 'clear fc-redirect decommission-switch'

Recommended Action No action is required.

Error Message FC-REDIRECT-2-FC REDIRECT SYSMGR INSTALL FAIL V2 CONFIG: FC-Redirect V2
Configs Exist. Hitful Downgrade Rejected

Explanation FC-Redirect Downgrade to versions 3.3.1 and lower is not supported, if Version-2 Configs Exist.
Hitfull Downgrade for the module is rejected.
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Recommended Action No action is required.

Error Message FC—REDIRECT—Z—FC_REDIRECT_SYSMGR_INSTALL_FAIL: Hitful Downgrade Rejected.
Reason: [chars]

Explanation FC-Redirect Downgrade to NXOS 4.x or lower is not allowed if the following is true: 1) IVR sup-
port is enabled IVR is enabled locally or if FCR app has crested some configurations on local switch 2) FCR has
some configs for local FPC devices Hitfull Downgrade for the module is rejected.

Recommended Action No action is required.
Error Message FC—REDIRECT—Z—FLOGI_REJECTED_DEV_ONLINE_WITH_DIFFERENT_FCID: Vsan: [dec],
Interface: [chars] on Module [dec], Device PWWN: [chars], Existing fcid: [hex],

New fcid: [hex]

Explanation FC-Redirect Rejected FLOGI request as it already has the pwwn with a different FCID in its data-
base.

Recommended Action No action is required.
Error Message FC-REDIRECT-2-FLOGI REJECTED FCR IVR FLOW LCl USED: [chars] [chars], Vsan:
[dec], Interface: [chars] on Module [dec], fcr cfg vsan: [dec], other dev in flow:

[chars] [chars]

Explanation FC-Redirect Rejected FLOGI request as the port is on a Gen-1 Line Card and is part of IVR flow
with FC-Redirect configuration in vsan 'fcr_cfg_vsan'.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-INCOMPATIBLE SWITCH IN FABRIC: An Incompatible Switch [chars]
added to fabric when FC-Redirect is configured in Version 2 Mode.

Explanation FC-Redirect is Configured in Version 2 Mode. A switch with FC-Redirect version 3.2.x in the fab-
ricis NOT supported in this mode. FC-Redirect has locked the Fabric. No more FC-Redirect configuration
changes would be allowed till this switch is disconnected.

Recommended Action No action is required.

Error Message FC—REDIRECT—Z—IVRfDEViUPiREJECTEDiDEvioNLINE7WI TH DIFFERENT FCID: Vsan:
[dec], Device PWWN: [chars], Existing fcid: [hex], New fcid: [hex]

Explanation FC-Redirect Rejected Device UP request from IVR as it already has the pwwn with a different
FCID in its database.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-IVR SUPPORT ENABLE REJECTED IVR FCR CFG ALREADY EXISTS: Reg
Src: [chars]
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Explanation FC-Redirect service rejected a request to enable support for IVR flows as it received an error
when registering with AAM module. FCR config for IVR virtual devices already exixts though IVR support is
not enabled. This is not supported. Please remove the appropriate FCR application config and retry again.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-IVR SUPPORT ENABLE REJECTED: Req Src: [chars], Error Code:
[hex] ([chars])

Explanation FC-Redirect service rejected a request to enable support for IVR flows as it received an error
when registering with AAM module.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-NS BULK STATUS ENABLED CFG RJT ERR: Config request rejected
for VT: [chars] TGT: [chars] VSAN: [dec] as FCNS Bulk Notify is enabled on this switch.

Explanation FCNS Bulk Notify has been enabled on this switch. This is incompatible with FC-Redirect applica-
tions in this version. Please disable FCNS Bulk Notify using the CLI: 'no fcns bulk-notify'.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-NS BULK STATUS ENABLED FCR CFG PRESENT: FC-Redirect configs
are incompatible with FNCS Bulk Notify. Please disable FCNS Bulk Notify.

Explanation FCNS Bulk Notify has been enabled on this switch. This is incompatible with FC-Redirect applica-
tions in this version. Please disable FCNS Bulk Notify using the CLI: 'no fcns bulk-notify'.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-PCMAP ERR TRUNK PORT UP: PORT UP request for first member of
Port-channel '|[chars]' Failed due to PCMAP Error seen by FC-Redirect

Explanation FC-Redirect encountered a PCMAP Error(Internal Error) when processing PORT_UP request for
the first member in port channel. The PORT_UP request was rejected.

Recommended Action No action is required.
Error Message FC—REDIRECT—Z—TGTiNOTiATTACHEDiToiFCRisT/\TITCH: FC-Redirect Configuration
vsan: [dec], Tgt: [chars] VT: [chars] - Tgt is online, but not connected to a switch

running FC-Redirect.

Explanation FC-Redirect requires that targets must be connected to a switch running FC-Redirect. Please
Check Config.

Recommended Action No action is required.
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Error Message FC-REDIRECT-2-TRUNK PORT UP REJ FCR IVR FLOW LCl USED: Vsan: [dec], trunk
port I/F [chars] on Module [dec], dev: [chars], dev type: [chars], dev vsan: [dec]

Explanation FC-Redirect Rejected Port Bringup request as the port is on a Gen-1 Line Card and the Vsan is
used by FC-Redirect/IVR flow FC-Redirect does NOT support Gen-1 LineCards for IVR virtual devices with FC-
Redirect Configuration.

Recommended Action No action is required.

Error Message FC-REDIRECT-2-V2 ENABLE CFG CHG CFS SW ERR: Error Switch: [chars] did not
respond to request to change all configurations to Version 2 Mode.

Explanation FC-Redirect did not receive a response from 'Error_Switch' for a CFS broadcast to update all
configurations to Version 2 mode. Attempt to configure Version 2 mode Failed. All FC-Redirect switches are
now in Error Mode. Please make sure the fabric is stable and retry the Configuration command: 'fc-redirect
version2 enable'

Recommended Action No action is required.

Error Message FC-REDIRECT-2-V2 ENABLE UNLOCK V1 TO V2 DONE CFS SW ERR: Error Switch:
[chars] did not respond to request to unlock FC-Redirect Configurations after configur-
ing Version 2 Mode.

Explanation FC-Redirect did not receive a response from 'Error_Switch' for a CFS broadcast to unlock FC-
Redirect configurations after converting them to Version 2 mode. Attempt to configure Version 2 mode
Failed. All FC-Redirect switches are now in Error Mode. Please make sure the fabric is stable and retry the
Configuration command: 'fc-redirect version2 enable’

Recommended Action No action is required.
Error Message FC-REDIRECT-2-V2 ENABLE UNLOCK V2 TO V1 DONE CFS SW ERR: Error Switch:
[chars] did not respond to request to unlock FC-Redirect Configurations after disabling

Version 2 Mode.

Explanation FC-Redirect did not receive a response from 'Error_Switch' for a CFS broadcast to unlock FC-
Redirect configurations after disabling Version 2 mode. Attempt to disable Version 2 mode Failed. All FC-Re-
direct switches are now in Error Mode. Please make sure the fabric is stable and retry the Configuration com-
mand: 'no fc-redirect version2 enable’

Recommended Action No action is required.

FC-REDIRECT-3

Error Message FC-REDIRECT-3-CFG REQ REJECTED APPL SW LOWER VER: vsan: [dec], Tgt:
[chars], VT: [chars], Appl Switch: [chars], Slot: [dec], Service: [chars] ([dec]),
ivr dev: [chars], reqg type: [chars], appl sw ver: [dec]
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Explanation FC-Redirect rejected configuration request for IVR Virtual device as the application switch has
NXOS lower than 5.x. FC-Redirect requires the following to be configured before FC-Redirect based applica-
tions can create configuration for IVR Virtual devices: 1) IVR AAM register be enabled (config command) 2)
FC-Redirect ivr-support enable (Config command) 3) All IVR enabled switches and FC-Redirect application
switches must be running NXOS version 5.x or higher.

Recommended Action No action is required.

ErrorMessage FC—REDIRECT—3—CFG_REQ_REJECTED_IVR_AAM_NOT_REGISTERED: vsan: [dec], Tgt:
[chars], VT: [chars], Switch: [chars], Slot: [dec], Service: [chars] ([dec]), ivr dev:
[chars], reg type: [chars]

Explanation FC-Redirect rejected configuration request for IVR Virtual device as IVR-Support is disabled. FC-
Rediredct requires the following to be configured before FC-Redirect based applications can create configura-
tion for IVR Virtual devices: 1) IVR AAM register be enabled (config command) 2) FC-Redirect ivr-support ena-
ble (Config command)

Recommended Action No action is required.

Error Message FC—REDIRECT—3—CFGiREQiREJECTEDiIVRisUPPORTiDISABLED: vsan: [dec], Tgt:
[chars], VT: [chars], Switch: [chars], Slot: [dec], Service: [chars] ([dec]), ivr dev:
[chars], reg type: [chars]

Explanation FC-Redirect rejected configuration request for IVR Virtual device as IVR-Support is disabled. FC-
Rediredct requires the following to be configured before FC-Redirect based applications can create configura-
tion for IVR Virtual devices: 1) IVR AAM register be enabled (config command) 2) FC-Redirect ivr-support ena-
ble (Config command) 3) All IVR enabled switches and FC-Redirect application switches must be running
NXOS version 5.x or higher.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-CFS PRE CHK FCR ERR: Pre-chk request Rejected by FC-Redirect
on Peer Switch: Err Sw: [chars], status: [dec] ([chars])

Explanation The Pre-Chk message is currently used when enabling/disabling Version 2 or ivr-support in fc-
redirect. An appropriate syserr would be generated for the purpose.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-CFS PRE CHK SW ERR: FC-Redirect did not recv. rsp from Peer
switch. Error Switch: [chars], CFS rc: [dec], rsp size: [dec]

Explanation The Pre-Chk message is currently used when enabling/disabling Version 2 or ivr-support in fc-
redirect. An appropriate syserr would be generated for the purpose.

Recommended Action No action is required.
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Error Message FC-REDIRECT-3-CFS REQ SEND ERR: req type: [dec], req size = [dec], Error =
[dec] ([chars])

Explanation FC-Redirect Failed to send CFS request.
Recommended Action No action is required.

Error Message FC-REDIRECT-3-CFS RSP SEND ERR: req type: [dec], rrtoken = [dec], rsp size
= [dec], error = [dec] ([chars])

Explanation FC-Redirect Failed to send CFS response.
Recommended Action No action is required.
Error Message FC-REDIRECT-3-CFS SEND REGISTER ERR: syserr: [hex] ([chars])
Explanation FC-Redirect Failed to send register request to CFS.
Recommended Action No action is required.

Error Message FC-REDIRECT-3-DELETE CFG CFS FCR ERR PEER IN ERR STATE: Tgt: [chars], VT:
[chars], Switch [chars], Slot: [dec], Service [chars], Error Switch: [chars]

Explanation FC-Redirect on switch 'Error_Switch' rejected delete_config broadcast as it is in 'Error' state. FC-
Redirect configuration is out of sync across the fabric. If this delete_cfg was done to resolve the error state,
ignore this error. If not, resolve the conflict that caused the error state and force 'Error_Switch' to sync with
the fabric again using 'test fc-redirect config sync-with-fabric' command.

Recommended Action No action is required.

ErrorMessage FC—REDIRECT—3—DELETE_CFG_CFS_FCR_ERR: Tgt: [chars], VT: [chars], Switch:
[chars], Slot: [dec], Service: [chars], Error Switch: [chars], FCR CFS error code =
[dec] ([chars])

Explanation FC-Redirect on switch 'Error_Switch' rejected delete_config broadcast. Ignore this error if this
was caused by 'test fc-redirect config sync-with-fabric' command. If not, FC-Redirect configuration is out of
sync across the fabric. Please force 'Error_Switch' to sync with the fabric again using 'test fc-redirect config
sync-with-fabric' command.

Recommended Action No action is required.
Error Message FC-REDIRECT-3-DELETE CFG CFS SW ERR: vsan: [dec], Tgt: [chars], VT:
[chars], Switch: [chars], Slot: [dec], Service: [chars], Error Switch: [chars], CFS er-

ror code = [dec]

Explanation FC-Redirect did not receive a response from 'Error_Switch' for delete_cfg CFS broadcast . FC-
Redirect configuration is out of sync across the fabric. Please delete this configuration and retry it.

Recommended Action No action is required.
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Error Message FC-REDIRECT-3-FAILOVER CFG PRE CHK CFS FCR ERR PEER IN ERR STATE: Tgt:
[chars], 0ld VT: [chars], New VT: [chars], Switch: [chars], Slot: [dec], Service:
[chars] ([dec]), Error Switch: [chars]

Explanation FC-Redirect on switch 'Error_Switch' rejected Config PRE_CHECK broadcast for new_config as it
is in 'Error' state. Create Failover Config request from the application was rejected. Please resolve the conflict
that caused the error state and force 'error-switch' to sync with the fabric again using 'test fc-redirect config
sync-with-fabric' command.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-FAILOVER CFG PRE CHK CFS FCR ERR: Tgt: [chars], 0Old VT:
[chars], New VT: [chars], Switch: [chars], Slot: [dec], Service: [chars] ([dec]), Er-
ror Switch: [chars], FCR CFS error code = [dec] ([chars])

Explanation FC-Redirect on switch 'Error_Switch' rejected Config pre-check broadcast for Create Config. Cre-
ate_Failover_Config request from application was rejected.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-FAILOVER CFG PRE CHK CFS SW ERR: Tgt: [chars], 0ld VT:
[chars], New VT: [chars], Switch: [chars], Slot: [dec], Service: [chars] ([dec]), Er-
ror Switch: [chars], CFS error code = [dec]

Explanation FC-Redirect did not receive a response from 'Error_Switch' for Config Pre Check CFS broadcast
for Create Failover Config. Create Failover Config request was rejected.

Recommended Action No action is required.

Error Message FC—REDIRECT—3—FCiREDIRECT7CFGiREJECTEDiDEFAULTizONEiENTRYiPERMIT: CFG Re-
jected: Application: [chars], Target: [chars], wvsan: [dec]

Explanation FC-Redirect rejected configuration request from the Application as default zone entry for the
VSAN is configured as PERMIT. FC-Redirect requires that the default zone entry be DENY for all VSANs with
FC-Redirect configuration. FC-Redirect will reject all further FC-Redirect configurations in this vsan till default
zone entry is set to DENY. Please set default zone entry to DENY.

Recommended Action No action is required.
Error Message FC-REDIRECT-3-FC REDIRECT CFS NEW CFG REJECTED ZONE DEFAULT ENTRY PERMIT:
Default Zone Entry is permit in vsan [dec]. New CFG from switch [chars] rejected. App:

[chars], tgt: [chars], vt: [chars].

Explanation FC-Redirect requires the default zone entry be configured as DENY for vsans with devices that
have FC-Redirect configurations. But the specified vsan has default entry permit. FC-Redirect rejected new
cfg request from 'app' on the specified switch. Please change the Default zone entry to DENY for the vsan.
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Recommended Action No action is required.

Error Message FC—REDIRECT—3—FC_REDIRECT_FC2_UNEXPECTED_FRAME_FRM_AAM: Unexpected FC2
Frame received by FC-Redirect SID: [hex], DID: [hex], VSAN: [dec], IFindex: [chars]

Explanation FC-Redirect received a FC2 frame for some unknown WWN, which it is not expecting. FC-Redi-
rect cannot handle this frame and hence dropping it. This is an internal AAM Error and shouldnt have been
forwarded to Fc-Redirect.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-FC REDIRECT REJECT IVR VIRT DEV BRINGUP FCR VIRT DEV: Vsan:
[dec], IVR Virtual Device: [chars], FCR Virtual Dev Type: [chars].

Explanation IVR is trying to bring up a Virtual device whose PWWN is same as FC-Redirect Virtual Device.
This is a mis-configuration.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-FC REDIRECT REJECT IVR VIRT DEV BRINGUP IVR SUPPORT DISABLED:
Vsan: [dec], IVR Virtual Device: [chars]

Explanation IVR is trying to bring up a Virtual device. FC-Redirect already has a configuration for that device -
But FC-Redirect IVR-Support is currently disabled. This is a mis-Configuration. FC-Redirect IVR-Support must
be enabled before configuring FC-Redirect based appliactions to use IVR Virtual devices. FC-Redirect rejected
IVR device bring-up. Please delete the relevant application configuration before proceeding further.

Recommended Action No action is required.

Error Message FC—REDIRECT—3—FCiREDIRECTiREJECTiIVRi\/IRTiDEviBRINGUELSANITYiERR: Vsan:
[dec], IVR Virtual Device: [chars], Action: [dec].

Explanation IVR is trying to bring up a Virtual device - But the Message has some Sanity Errors. FC-Redirect
failed IVR Device Bringup.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-FC_REDIRECT ZONE DEFAULT ENTRY PERMIT: Default zone entry set
to PERMIT in vsan [dec]. This vsan has FC-Redirect configs. FC-redirect requires De-
fault Zone be DENY. All further FC-Redirect configuration requests in this vsan will be
rejected till default zone entry is configured as DENY.

Explanation FC-Redirect requires the default zone entry be configured as DENY for vsans with devices that
have FC-Redirect configurations. But the specified vsan has default zone entry configured as permit. FC-Redi-
rect will reject all further FC-Redirect configuration in this vsan till default entry is configured as DENY. Please
set default zone entry to DENY.

Recommended Action No action is required.
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Error Message FC-REDIRECT-3-GCD CFS SW _ERR: CFS Error. Error Switch: [chars], VT:
[chars], CFS swresp reason code: [chars] ([dec]), swresp size: [dec], cfs sanity er-
ror code: [dec], attempt: [dec]/[dec]

Explanation CFS failure. FC-Redirect moved peer to Error state

Recommended Action No action is required.
Error Message FC-REDIRECT-3-GCS CFS SW ERR: CFS Error. Error Switch: [chars], CFS
swresp _reason code: [chars] ([dec]), swresp size: [dec], cfs sanity error code: [dec],
attempt: [dec]/[dec]

Explanation CFS failure. FC-Redirect moved peer to Error state

Recommended Action No action is required.
Error Message FC-REDIRECT-3-INTERNAL ERROR: [chars]

Explanation FC-Redirect Encountered an Internal Error.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-IVR SUPPORT DISABLE REJECTED PEER SW ERR STATE: Failed to
Disable IVR Support - Error Switch: [chars], peer in err state: [chars]

Explanation The command 'no fc-redirect ivr-support enable' Failed. FC-Redirect on switch 'Error_Switch'
rejected pre-check for IVR Support Disable request as it has one of its peer switches 'peer_in_err_state' in
Error state. Please resolve the conflict that caused the error state and force 'error-switch' to sync with the
fabric again using 'test fc-redirect config sync-with-fabric' command.

Recommended Action No action is required.

Error Message FC—REDIRECT—3—IVR_SUPPORT_DISABLE_REJ_PEER_WI TH_CFG_FOR_IVR_VIRT_DEV:
Failed to Disable IVR Support - Error Switch: [chars]

Explanation The command 'no fc-redirect ivr-support enable' Failed. FC-Redirect on switch 'Error_Switch'
rejected pre-check for IVR Support Disable request as it has FC-Redirect configuration for IVR Virtual Devices.
Please remove the concerned application configuration and retry the command

Recommended Action No action is required.

Error Message FC-REDIRECT-3-IVR SUPPORT DISABLE REJ PRECHK CFS FCR ERR: Failed to Disable
IVR Support - Error Switch: [chars]

Explanation The command 'no fc-redirect ivr-support enable' Failed. FC-Redirect on switch 'Error_Switch'
rejected the pre-chk request.

Recommended Action No action is required.
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Error Message FC-REDIRECT-3-IVR SUPPORT DISABLE REJ PRECHK CFS SW ERR: Failed to Disable
IVR Support - Error Switch: [chars]

Explanation The command 'no fc-redirect ivr-support enable' Failed. FC-Redirect on switch 'Error_Switch' did
not respond to pre-check for IVR Support Disable request

Recommended Action No action is required.

ErrorMessage FC—REDIRECT—3—IVR_VIRT_DEV_BRINGUP_REJECTED_LCl_ACTIVE: Curr_Vsan: [dec],
IVR Virtual Device: [chars], vsan with genl ISL: [dec]

Explanation IVR is trying to bring up a Virtual device in 'Curr_Vsan' for which FC-Redirect configuration exists
on this switch. This is a mis-configuration. FC-Redirect does NOT support ports (FX or ISLs) on Gen-1 Cards if
there is configuration for IVR Virtual Devices. Please shut down the gen-1 ports involved in FCR-IVR flows and
retry again

Recommended Action No action is required.

Error Message FC-REDIRECT-3-MODIFY CFG CFS FCR ERR PEER IN ERR STATE: Tgt: [chars], VT:
[chars], Switch [chars], Slot: [dec], Service [chars], Error Switch: [chars]

Explanation FC-Redirect on switch 'Error_Switch' rejected modify config broadcast as it is in 'Error' state. FC-
Redirect configuration is out of sync across the fabric. Please resolve the conflict that caused the error state
and force 'Error_Switch' to sync with the fabric again using 'test fc-redirect config sync-with-fabric' command.

Recommended Action No action is required.
Error Message FC—REDIRECT—3—MODIFY7CFG7CF87FCR7ERR: Tgt: [chars], VT: [chars], Switch
[chars], Slot: [dec], Service: [chars], Error Switch: [chars], FCR CFS error code =

[dec] ([chars])

Explanation FC-Redirect on switch 'Error_Switch' rejected modify_config broadcast. FC-Redirect configura-
tion is out of sync across the fabric. Please delete this configuration and retry it.

Recommended Action No action is required.
Error Message FC-REDIRECT-3-MODIFY CFG CFS SW ERR: vsan: [dec], Tgt: [chars], VT:
[chars], Switch: [chars], Slot: [dec], Service: [chars], Error Switch: [chars], CFS er-

ror code = [dec]

Explanation FC-Redirect did not receive a response from 'Error_Switch' for modify_cfg CFS broadcast . FC-
Redirect configuration is out of sync across the fabric. Please delete this configuration and retry it.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-MTS RSP SEND ERR: MTS Opcode: [dec], rrtoken = [dec],
rsp size = [dec], errno = [dec] ([chars])
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Explanation FC-Redirect Failed to send MTS response.
Recommended Action No action is required.

Error Message FC-REDIRECT-3-NEW CFG CFS FCR ERR PEER IN ERR STATE: Tgt: [chars], VT:
[chars], Switch [chars], Slot: [dec], Service: [chars], Error Switch: [chars]

Explanation FC-Redirect on switch 'Error_Switch' rejected new_config broadcast as it is in 'Error' state. FC-
Redirect configuration is out of sync across the fabric. Please resolve the conflict that caused the error state
and force 'error-switch' to sync with the fabric again using 'test fc-redirect config sync-with-fabric' command.

Recommended Action No action is required.

ErrorMessage FC—REDIRECT—3—NEW7CFG7CF87FCR7ERR: Tgt: [chars], VT: [chars], Switch
[chars], Slot: [dec], Service: [chars], Error Switch: [chars], FCR CFS error code =
[dec] ([chars])

Explanation FC-Redirect on switch 'Error_Switch' rejected new_config broadcast. FC-Redirect configuration
is out of sync across the fabric. Please delete this configuration and retry it.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-NEW CFG CFS SW ERR: vsan: [dec], Tgt: [chars], VT: [chars],
Switch: [chars], Slot: [dec], Service: [chars], Error Switch: [chars], CFS error code =
[dec]

Explanation FC-Redirect did not receive a response from 'Error_Switch' for new_cfg CFS broadcast. FC-Redi-
rect configuration is out of sync across the fabric. Please delete this configuration and retry it.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-NEW CFG PRE CHK CFS FCR ERR PEER IN ERR STATE: Tgt: [chars],
VT: [chars], Switch: [chars], Slot: [dec], Service: [chars] ([dec]), Error Switch:
[chars]

Explanation FC-Redirect on switch 'Error_Switch' rejected Config PRE_CHECK broadcast for new_config as it
is in 'Error' state. NEW_CONFIG request from the application was rejected. Please resolve the conflict that
caused the error state and force 'error-switch' to sync with the fabric again using 'test fc-redirect config sync-
with-fabric' command.

Recommended Action No action is required.

Error Message FC—REDIRECT—3—NEW_CFG_PRE_CHK_CFS_FCR_ERR: Tgt: [chars], VT: [chars],
Switch: [chars], Slot: [dec], Service: [chars] ([dec]), Error Switch: [chars], FCR CFS
error code = [dec] ([chars])

Explanation FC-Redirect on switch 'Error_Switch' rejected Config pre-check broadcast for Create_Config.
Create_config request from application was rejected.
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Recommended Action No action is required.
Error Message FC-REDIRECT-3-NEW CFG PRE CHK CFS SW ERR: Tgt: [chars], VT: [chars],
Switch: [chars], Slot: [dec], Service: [chars] ([dec]), Error Switch: [chars], CFS er-

ror code = [dec]

Explanation FC-Redirect did not receive a response from 'Error_Switch' for Config Pre Check CFS broadcast
for new config. Create Config request was rejected.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-REPLACE VT CFG CFS FCR ERR PEER IN ERR STATE: Tgt: [chars],
VT: [chars], Switch [chars], Slot: [dec], Service: [chars], Error Switch: [chars]

Explanation FC-Redirect on switch 'Error_Switch' rejected replace_vt request as it is in 'Error' state. FC-Redi-
rect configuration is out of sync across the fabric. Please resolve the conflict that caused the error state and
force 'Error_Switch' to sync with the fabric again using 'test fc-redirect config sync-with-fabric' command.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-UNKNOWN CFS REQ ERR: CFS req type: [dec], Error Switch:
[chars]

Explanation FC-Redirect on switch 'Error_Switch' rejected CFS Request of type 'req_type'.
Recommended Action No action is required.

Error Message FC-REDIRECT-3-V2 ENABLE ERR CFS SW ERR: Error Switch: [chars] did not re-
spond to request to abort 'fc-redirect version2 enable' command.

Explanation FC-Redirect did not receive a response from 'Error_Switch' for a CFS broadcast to abort 'fc-redi-
rect version2 enable' command. Attempt to configure Version 2 mode Failed. Please make sure the fabric is
stable and retry the Configuration command: 'fc-redirect version2 enable'

Recommended Action No action is required.

Error Message FC-REDIRECT-3-V2 ENABLE LOCK CFS SW ERR: Error Switch: [chars] did not re-
spond to lock FC-Redirect configurations.

Explanation FC-Redirect did not receive a response from 'Error_Switch' for CHG_MODE_LOCK CFS broadcast.
Attempt to configure Version 2 mode Failed.

Recommended Action No action is required.

Error Message FC-REDIRECT-3-V2 ENABLE PRECHK CFS SW ERR: Error Switch: [chars] did not
respond to pre-check request for 'fc-redirect version2 enable' command.

229



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

Explanation FC-Redirect did not receive a response from 'Error_Switch' for a CFS broadcast to check if 'fc-
redirect version2 enable' command can be executed. Attempt to configure Version 2 mode Failed. Please
make sure the fabric is stable and retry the Configuration command: 'fc-redirect version2 enable'

Recommended Action No action is required.

Error Message FC-REDIRECT-3-V2 ENABLE UNLOCK V1 TO V2 ABORT CFS SW ERR: Error Switch:
[chars] did not respond to request to unlock FC-Redirect Configurations.

Explanation FC-Redirect did not receive a response from 'Error_Switch' for a CFS broadcast to unlock FC-
Redirect configurations when aborting the attempt to configure Version 2 Mode. Attempt to configure Ver-
sion 2 mode Failed. Please make sure the fabric is stable and retry the Configuration command: 'fc-redirect
version2 enable'

Recommended Action No action is required.

Error Message FC-REDIRECT-3-V2 ENABLE UNLOCK V2 TO V1 ABORT CFS SW ERR: Error Switch:
[chars] did not respond to request to unlock FC-Redirect Configurations

Explanation FC-Redirect did not receive a response from 'Error_Switch' for a CFS broadcast to unlock FC-
Redirect configurations when aborting the attempt to disable Version 2 Mode. Attempt to disable Version 2
mode Failed. Please make sure the fabric is stable and retry the Configuration command: 'no fc-redirect ver-
sion2 enable'

Recommended Action No action is required.

FC-REDIRECT-5

Error Message FC-REDIRECT-5-ADD HOST APPL REQ: FC-Redirect Configuration Host added for
Service [chars] enabled on Switch [chars] Slot [dec] Tgt: [chars] Vt: [chars] Host:
[chars] Vi: [chars] vsan: [dec]

Explanation Redirect Service requested for the Host / Tgt Pair

Recommended Action No action is required.

Error Message FC-REDIRECT-5-DECOMMISSIONED SWITCH: FC-Redirect Decommissioned [chars] on
Local Switch

Explanation FC-Redirect Service has been decommissioned on this Switch.
Recommended Action No action is required.
Error Message FC-REDIRECT-5-DEL HOST APPL REQ: Service [chars] enabled on Switch [chars]

Slot [dec] no longer requires FC-Redirect services for Host [chars] Tgt [chars] pair,
vsan: [dec]

230



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Explanation Redirect Service removed for the Host / Tgt Pair
Recommended Action No action is required.
Error Message FC-REDIRECT-5-DEL VT APPL REQ: FC-Redirect Configuration vsan: [dec], Tgt:
[chars] VT: [chars] Deleted for Service [chars] Created by Switch [chars] Slot [dec] on
application request
Explanation Application has requested this deletion

Recommended Action No action is required.

Error Message FC-REDIRECT-5-DEL VT CLI CLEAR CFG: FC Redirect Configuration deleted.
vsan: [dec], Tgt: [chars], VT: [chars], Service: [chars], Switch [chars], Slot [dec].

Explanation FC Redirect Configuration deleted because of the cli command 'clear fc-redirect config vt '.
Recommended Action No action is required.

Error Message FC-REDIRECT-5-DEL VT DECOM SW: FC Redirect Configuration deleted: vsan:
[dec], Tgt: [chars], VT: [chars], Service: [chars], Switch [chars], Slot [dec].

Explanation FC Redirect Configuration deleted because FC Redirect on this switch was decommissioned

Recommended Action No action is required.
Error Message FC-REDIRECT-5-DEL VT LOCAL CFG REQ FROM PEER: FC Redirect Configuration de-
leted: wvsan: [dec], Tgt: [chars], VT: [chars], Service: [chars], Switch: [chars], Slot:
[dec], Peer Switch : [chars].

Explanation FC Redirect Configuration deleted because of request from peer.

Recommended Action No action is required.
Error Message FC-REDIRECT-5-DEL VT PENDING DEL: FC Redirect Configuration deleted. vsan:
[dec], Tgt: [chars], VT: [chars], Service: [chars], Switch: [chars], Slot: [dec], Peer

Switch: [chars].

Explanation 'Peer_Switch' had deleted the configuration when it lost connectivity with this switch. Configu-
ration on this switch is now deleted when connection was restored and FC Redirect synced with the
Peer_Switch.

Recommended Action No action is required.

Error Message FC-REDIRECT-5-DEL VT REMOTE CFG REQ: FC Redirect Configuration deleted:
vsan: [dec], Tgt: [chars], VT: [chars], Service: [chars], Switch [chars], Slot [dec].

Explanation FC Redirect Configuration created by a peer deleted because of local application request.

Recommended Action No action is required.
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Error Message FC-REDIRECT-5-DEL VT SYNC UP WITH PEER: FC Redirect Configuration deleted.
vsan: [dec], Tgt: [chars], VT: [chars], Service: [chars], Switch [chars], Slot [dec].

Explanation FC Redirect Configuration deleted as the peer switch that created the configuration has deleted
it. This happenned when FC Redirect synced with the peer switch.

Recommended Action No action is required.
Error Message FC-REDIRECT-5-DEL VT TIMEOUT: FC-Redirect Configuration vsan: [dec],
Tgt: [chars] VT:[chars] Deleted for Service [chars] Created by Switch [chars] Slot [dec]
because of Timeout

Explanation Application has not become online within configured timeout value

Recommended Action No action is required.
Error Message FC-REDIRECT-5-DEL VT VSAN DEL: FC-Redirect Configuration Tgt: [chars] VT:
[chars] Deleted for Service [chars] Created by Switch [chars] Slot [dec] because of
VSAN [dec] deletion

Explanation Required Vsan for this configuration deleted in this switch

Recommended Action No action is required.
Error Message FC-REDIRECT-5-INFO: [chars]

Explanation FC-Redirect informational message.

Recommended Action No action is required.

Error Message FC—REDIRECT—5—IVR_SUPPORT_DISABLED: IVR Support Disabled in FC_RedireCt.
Source: [chars]

Explanation Admin has Disabled FC_Redirect support for IVR flows.
Recommended Action No action is required.

Error Message FC—REDIRECT—S—IVRfSUPPORTiDISABLEiREJECTED: Req Src: [chars], Reason:
[chars]

Explanation FC-Redirect service rejected a request to disable support for IVR flows
Recommended Action No action is required.

Error Message FC—REDIRECT—5—IVR_SUPPORT_ENABLED: IVR Support Enabled in FC_Redirect.
Source: [chars]

Explanation Admin has enabled FC_Redirect support for IVR flows.
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Recommended Action No action is required.
Error Message FC-REDIRECT-5-REPLACE VT APPL REQ: FC Redirect delete configuration re-
quest: vsan: [dec], Tgt: [chars], VT: [chars], Created by Switch: [chars], Slot: [dec],

for Service: [chars] requested by app on switch [chars].

Explanation FC Redirect has received a request from local Application to delete a config created by a remote
switch.

Recommended Action No action is required.

Error Message FC-REDIRECT-5-SYNC WITH FABRIC BY APP: FC-Redirect started Syncing with
peers in Fabric because of request by Service [chars]

Explanation A local Service request FC-Redirect to sync FC-Redirect Configuration with the peer switches.
Recommended Action No action is required.

Error Message FC-REDIRECT-5-SYNC WITH FABRIC CLI CMD: FC-Redirect started Syncing with
peers in Fabric on CLI Command

Explanation 'test fc-redirect config sync-with-fabric' command was issued on this switch.
Recommended Action No action is required.

Error Message FC-REDIRECT-5-SYNC WITH FABRIC REQ FROM PEER: FC-Redirect started Syncing
with peers in Fabric because of request from peer Switch [chars].

Explanation FC-Redirect on Peer switch requested FC-Redirect to sync FC-Redirect Configuration with peer
switches.

Recommended Action No action is required.

Error Message FC-REDIRECT-5-VT CREATE APPL REQ: FC-Redirect Configuration created for
Service [chars] enabled on Switch [chars] Slot [dec] Tgt: [chars] Vt: [chars], vsan:
[dec]

Explanation Configuration created because of Application Request
Recommended Action No action is required.

Error Message FC-REDIRECT-5-VT CREATE POWER UP: FC-Redirect Configuration created for
Service [chars] enabled on Switch [chars] Slot [dec] Tgt: [chars] Vt: [chars], vsan:
[dec]

Explanation Configuration created after Power-Up

Recommended Action No action is required.
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Error Message FC-REDIRECT-5-VT CREATE PROCESS RESTART: FC-Redirect Configuration created
for Service [chars] enabled on Switch [chars] Slot [dec] Tgt: [chars] Vt: [chars],
vsan: [dec]

Explanation Configuration created after Process Restart

Recommended Action No action is required.
Error Message FC-REDIRECT-5-VT CREATE SWITCHOVER: FC-Redirect Configuration created for
Service [chars] enabled on Switch [chars] Slot [dec] Tgt: [chars] Vt: [chars], vsan:
[dec]

Explanation Configuration created after SUP Switchover

Recommended Action No action is required.

FC-TUNNEL Messages

This section contains the FC-TUNNEL messages.

FC-TUNNEL-3

Error Message FC-TUNNEL-3-INTERNAL ERROR: Internal error: [chars]

Explanation FCMPLS tunnel process encountered a general error, one that does not fall in any of the catego-
ries. [chars] describes the error and its context.

Recommended Action No action is required.
Error Message FC-TUNNEL-3-IPFC ERROR: IPFC API, [chars], failed with error [hex]

Explanation FCMPLS tunnel invoked IPFC APl and received the error code. [chars] describes the APl and
Ox[hex] specifies the error

Recommended Action No action is required.
Error Message FC-TUNNEL-3-MTS ERROR: MTS message transmission failed with error [dec]

Explanation FCMPLS tunnel process unsuccessfully tried to send a MTS message. MTS errro number is speci-
fied in [dec]

Recommended Action No action is required.
Error Message FC-TUNNEL-3-NS ERROR: FCNS API, [chars], failed with error [hex]

Explanation FCMPLS tunnel invoked FCNS APl and received the error code. [chars] describes the APl and
Ox[hex] specifies the error
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Recommended Action No action is required.
Error Message FC-TUNNEL-3-PM ERROR: Port Manager API, [chars], failed with error [hex]

Explanation FCMPLS tunnel invoked Port Manager APl and received the error code. [chars] describes the API
and Ox[hex] specifies the error

Recommended Action No action is required.

Error Message FC-TUNNEL-3-PSS CFG _RESTORE ERROR: Configuration restoration for [chars]
failed with error [hex]

Explanation FCMPLS tunnel read the saved configuration and encountered an error while rebuilding the
runtime configuration. [chars] describes the configuration which the process tried to restore and Ox[hex] is
the system error code

Recommended Action No action is required.

Error Message FC-TUNNEL-3-PSS ERROR: PSS operation [chars] returned error: [hex]
Explanation [chars] specifies the context where the failure occurred and Ox[hex] specifies the error
Recommended Action No action is required.

Error Message FC-TUNNEL-3-PSS RTDB RESTORE ERROR: Runtime database restoration for
[chars] failed with error [hex]

Explanation FCMPLS tunnel read the saved runtime database and encountered an error while rebuilding the
runtime database. [chars] describes the runtime database which the process tried to restore and Ox[hex] is
the system error code

Recommended Action No action is required.
Error Message FC-TUNNEL-3-RIB_ERROR: RIB API, [chars], failed with error [hex]

Explanation FCMPLS tunnel invoked RIB APl and received the error code. [chars] describes the APl and
O0x[hex] specifies the error

Recommended Action No action is required.

Error Message FC-TUNNEL-3-RSVP_PROTO ERROR: RSVP protocol error: [chars]
Explanation RSVP-TE protocol error is encountered. [chars] describes the error and its context.
Recommended Action No action is required.

Error Message FC-TUNNEL-3-UNEXPECTED MTS MSG: Unexpected MTS message, opcode [dec], is
received
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Explanation FCMPLS tunnel process received unexpected MTS event. MTS opcode is specified in [dec]

Recommended Action No action is required.

FC-TUNNEL-5

Error Message FC-TUNNEL-5-MSG INTERFACE DOWN: Interface [chars] is down

Explanation The logical fc tunnel interface is down. This may be due to a reconfiguration on the fc tunnel, or
issues on the underlying physical interface

Recommended Action If this is not due to a known reconfiguration, you should verify connectivity at the
physical port level, and then on then on the fc tunnel interface. Furthermore, verify the physical ports along
the fc tunnel path operate in the TE mode

Error Message FC-TUNNEL-5-MSG INTERFACE UP: Interface [chars] is up
Explanation The fc interface is up

Recommended Action No action is required.

FCC Messages

This section contains the FCC messages.

FCC-2
Error Message FCC-2-SHUTDOWN: Process shutting down: [chars]
Explanation FCC Process is shutting down

Recommended Action No action is required.

FCC-5

Error Message FCC-5-BAD MSG: Received bad message: [chars]
Explanation FCC has received a malformed/unrecognized message
Recommended Action No action is required.

Error Message FCC-5-CONGESTION STATE CHANGE NOTIF: Received Congestion State Change noti-
fication to state: [dec]

Explanation FCC has received a Contestion State Change Notification

Recommended Action No action is required.
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Error Message FCC-5-DISABLE: FCC has been disabled
Explanation FCC has been disabled
Recommended Action No action is required.
Error Message FCC-5-ENABLE: FCC has been enabled
Explanation FCC has been enabled

Recommended Action No action is required.

Error Message FCC-5-RATE LIMIT END NOTIF: Received Rate Limit End notification

Explanation FCC has received a Rate Limit End Notification

Recommended Action No action is required.

Error Message FCC-5-RATE LIMIT START NOTIF: Received Rate Limit Start notification

Explanation FCC has received a Rate Limit Start Notification
Recommended Action No action is required.

Error Message FCC-5-STARTING: FCC process started
Explanation Process started successfully

Recommended Action No action is required.

FCC-6
Error Message FCC-6-PRIO UPDATE: Updated enable priority to [dec]
Explanation FCC is active for packets with priority <= [threshold]

Recommended Action No action is required.

FCDDH Messages

This section contains the FCDDH messages.

FCDDH-SLOT#-3

Error Message FCDDH-SLOT#-3-LOG_FCDDH ERR: Nonrecoverable error - exiting:

Explanation Errors which cause program to exit occurred

Recommended Action No action is required.
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FCDDH-SLOT#-4

Error Message FCDDH-SLOT#-4-LOG_FCDDH WARNING: Serious error: [chars]
Explanation Serious errors which affect all normal operations occurred

Recommended Action No action is required.

FCDDH-SLOT#-5

Error Message FCDDH-SLOT#-5-LOG_FCDDH DEBUG: Unexpected error: [chars]
Explanation Unexpected errors which affect some normal operations occurred
Recommended Action No action is required.

Error Message FCDDH-SLOT#-5-LOG_FCDDH NOTICE: [chars]

Explanation Major configuration changes

Recommended Action No action is required.

FCDD Messages

This section contains the FCDD messages.

FCDD-SLOT#-3

Error Message FCDD-SLOT#-3-LOG_FCDD ERR: Nonrecoverable error - exiting: [chars]
Explanation Errors which cause program to exit occurred
Recommended Action No action is required.

FCDD-SLOT#-4

Error Message FCDD-SLOT#-4-LOG_FCDD WARNING: Warning!: [chars]
Explanation Serious errors which affect all normal operations occurred
Recommended Action No action is required.

FCDD-SLOT#-5

Error Message FCDD-SLOT#-5-LOG FCDD GCONF FSM: [chars]

Explanation lllegal event received in Global Configuration FSM
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Recommended Action No action is required.

Error Message FCDD-SLOT#-5-LOG_FCDD NOTICE: [chars]
Explanation Major configuration changes
Recommended Action No action is required.

Error Message FCDD-SLOT#-5-LOG_FCDD RESCAN FSM: [chars]
Explanation lllegal event received in Rescan FSM
Recommended Action No action is required.

Error Message FCDD-SLOT#-5-LOG_FCDD TZONE FSM: [chars]
Explanation lllegal event received in Twilight Zone Remover FSM
Recommended Action No action is required.

Error Message FCDD-SLOT#-5-LOG _FCDD VCONF FSM: [chars]
Explanation lllegal event received in VSAN Configuration FSM
Recommended Action No action is required.

Error Message FCDD-SLOT#-5-LOG_FCDD VNO_ FSM: [chars]
Explanation lllegal event received in VSAN Normal Operation FSM

Recommended Action No action is required.

FCDD-SLOT#-7

Error Message FCDD-SLOT#-7-LOG_FCDD DEBUG: [chars]
Explanation Unexpected errors which affect some normal operations occurred

Recommended Action No action is required.

FCDOMAIN Messages
This section contains the FCDOMAIN messages.

FCDOMAIN-2

Error Message FCDOMAIN-2-DOMS CONFLICT: Conflict detected: ([dec]) domain ID [dec] WWN
[chars]
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Explanation Conflict detected([dec]) domain ID [dec] with WWN [chars].

Recommended Action Check which switches have the same WWN and change either one; then change ei-

ther's domain ID.
Error Message FCDOMAIN-2-EPORT ISOLATED: Isolation of interface [chars] (reason: [chars])

Explanation Fcdomain has isolated interface [chars](reason: [chars].) Perform a show interface. Based on the
reason specified, you might have to ensure domains are adequate and unique in the VSAN and perform a
disruptive restart [fcdomain restart disruptive vsan ] or to reinitialize the port.

Recommended Action No action is required.
Error Message FCDOMAIN-2-FC2BIND FAILED: Bind to FC2 Service failed
Explanation Fcdomain has not been able to contact the FC2 module.
Recommended Action No action is required.
Error Message FCDOMAIN-2-FC2 INITIALIZATION FAILED: FC initialization sequence failed

Explanation The fcdomain has not been able to complete the initialization sequence with the Fibre Channel
subsystem. fcdomain depends on resources not available at the moment: the switch might be short in
memory or some other component might be unable to provide the necessary information to fcdomain.

Recommended Action No action is required.

Error Message FCDOMAIN-2-FC2 SET SOCKOPT DM SOCK FAILED: set sockopt to FC2 Service
failed

Explanation Fcdomain has not been able to setsockopt to the FC2 module.
Recommended Action No action is required.

Error Message FCDOMAIN-2-FCID PERSISTENT TBL COMPLETELY FULL: FCID persistent table is
completely full

Explanation The FCID persistent table is full. Perform [show fcdomain fcid persistent vsan ] to view the en-
tries currently in the table. No more entries can be saved as persistent FCIDs across reboots.

Recommended Action Purge stale entries [purge fcdomain fcid] to obtain more free entries OR disable the
feature on certain VSANs which are not critical enough [no fcdomain fcid persistent].

Error Message FCDOMAIN-2-HIGH PRIORITY MTSBIND FAILED: Bind for high priority IPC failed

Explanation Fcdomain has not been able to contact the Inter Process Communication(IPC) module for its

high priority queue.
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Recommended Action No action is required.
Error Message FCDOMAIN-2-INITIALIZATION FAILED: Initialization sequence failed

Explanation The fcdomain has not been able to complete the initialization sequence. fcdomain depends on
resources not available at the moment: the switch might be short in memory or some other component
might be unable to provide the necessary information to fcdomain.

Recommended Action No action is required.

Error Message FCDOMAIN-2-MTSBIND FAILED: Bind to IPC failed
Explanation Fcdomain has not been able to contact the Inter Process Communication(IPC) module.
Recommended Action No action is required.

Error Message FCDOMAIN-2-MTSREGISTRATION FAILED: Registration of opcodes with IPC Service
failed

Explanation Fcdomain has not been able to register its messages with the Inter Process Communication (IPC)
module.

Recommended Action No action is required.
Error Message FCDOMAIN-2-MTS INITIALIZATION FAILED: IPC initialization sequence failed

Explanation The fcdomain has not been able to complete the initialization sequence with the IPC(Inter Pro-
cess Communication) subsystem. fcdomain depends on resources not available at the moment: the switch
might be short in memory or some other component might be unable to provide the necessary information
to fcdomain.

Recommended Action No action is required.

Error Message FCDOMAIN-2-MY NON VIRTUAL DOM CONFLICTS: During VSAN merge detected that
the local switch has the same domain ID [dec] and WWN [chars] of another switch

Explanation It has been detected that the local switch has the same domain ID [dec] and WWN [chars] of
another switch.

Recommended Action Check which switches have the same WWN and change either one; then change ei-
ther's domain ID.

Error Message FCDOMAIN-2-NON VIRTUAL DOMS CONFLICTS: During VSAN merge detected conflict
between two switches having the same non-virtual domain ID [dec] and the same WWN
[chars]

Explanation It has been detected that two switches have the same non-virtual domain ID [dec] and the same
WWN [chars].
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Recommended Action Check which switches have the same WWN and change either one; then change ei-
ther's domain ID.
Error Message FCDOMAIN-2-PSSBIND FAILED: Bind to Persistent Storage Service failed
Explanation Fcdomain has not been able to contact the Persistent Storage Service(PSS).
Recommended Action No action is required.

Error Message FCDOMAIN-2-RDIRJT: Rejected request for domain ID [dec], WWN requestor
[chars] reason code [dec] reason code expln [dec]

Explanation An invalid request for domain IDs has been rejected by fcdomain.

Recommended Action Perform [show fcdomain vsan ] for all the switches in the affected VSAN; if a switch
does not have a valid current domain ID, configure preferred domain ID zero, then perform [fcdomain restart
vsan ] in the affected VSAN.

Error Message FCDOMAIN-2-SYSBIND FAILED: Bind to System Manager service failed
Explanation Fcdomain has not been able to contact the System Manager.
Recommended Action No action is required.

Error Message FCDOMAIN-2-SYSMGR INITIALIZATION FAILED: System Manager initialization se-
quence failed

Explanation The fcdomain has not been able to complete the initialization sequence with the System Man-
ager. fcdomain depends on resources not available at the moment: the switch might be short in memory or
some other component might be unable to provide the necessary information to fcdomain.

Recommended Action No action is required.

FCDOMAIN-3

Error Message FCDOMAIN-3-COMMITERRORLOCALINVALIDALLOWEDDOMS: A remote switch attempted to
locally apply an illicit allowed domains configuration

Explanation A remote switch attempted to locally apply an allowed domains configuration that doesn't in-
clude all currently assigned domains or the locally configured domain.

Recommended Action No action is required.

Error Message FCDOMAIN-3-COMMITERRORREMOTEINVALIDALLOWEDDOMS: A remote switch (domain ID
[dec], WWN [chars]) refuses to locally apply the proposed allowed domains
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Explanation The remote switch with domain ID [dec] and WWN [chars] refuses to locally apply the proposed
allowed domains probably due to incompatibility with its local configured domain or the domain ID list.

Recommended Action Check the configuration on the remote switch, and make sure that the proposed al-
lowed domains include it. Also, make sure that the the proposed allowed domains include all the domains in
the domain ID list.

Error Message FCDOMAIN-3-MTSOPENTRX FAILED: IPC failure (opening of a transaction failed)
Explanation Fcdomain was not able to open a transaction( HA Purposes.)
Recommended Action No action is required.

Error Message FCDOMAIN-3-MTSRECV_FAILED: IPC failure (receiving of a message failed)

Explanation Fcdomain has not been able to receive a message from the Inter Process Communication (IPC)
module.

Recommended Action Please perform fcdomain restart in the affected VSAN(non disruptive.)

Error Message FCDOMAIN-3-MTSRESP FAILED: IPC failure replying to a request message (error
[hex])

Explanation Fcdomain has not been able to reply to a request coming from the Inter Process Communication
(IPC) module (error [hex]).

Recommended Action Please perform fcdomain restart in the affected VSAN(non disruptive).

Error Message FCDOMAIN-3-MTSSENDREQ FAILED: IPC failure (sending of a request failed)
Explanation Fcdomain was not able to send a request using the Inter Process Communication module.
Recommended Action Please perform [fcdomain restart vsan ] in the affected VSAN (non disruptive.)

Error Message FCDOMAIN-3-MTSSEND FAILED: IPC failure (sending of a message (syserr [hex],
opc [dec], mtsg [dec], sap.node [hex], sap_addr [dec]) failed)

Explanation Fcdomain has not been able to send a message to the Message Transactional Service (MTS).
Recommended Action Please perform [fcdomain restart vsan ] in the affected VSAN (non disruptive).
Error Message FCDOMAIN-3-MTS H RECV _FAILED: IPC failure (receiving of a message failed)

Explanation Fcdomain has not been able to receive a message from the Inter Process Communication (IPC)
module.

Recommended Action Please perform fcdomain restart in the affected VSAN(non disruptive.)

Error Message FCDOMAIN-3-NVRAMFAILURE: NVRAM open failed
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Explanation Reading the last assigned runtime domain IDs from Non Volatile RAM(NVRAM) failed.
Recommended Action Fcdomain is able to continue without access to the Non Volatile RAM(NVRAM.)

Error Message FCDOMAIN-3-PORT SUSPENDED: Response (Cmd Code [hex]) for SWILS [hex] in-
tended for [chars] i1s received on [chars]

Explanation An FC2 response frame(Command Code [hex]) for SWILS [hex] that was intended for interface
[chars] has been received on [chars] instead.

Recommended Action Check the configuration of both interfaces on the local switch and the interfaces on
the other side of their corresponding links. In particular, check whether they should all belong to the same
port-channel.

Error Message FCDOMAIN-3-SDWRAPBIND FAILED: Bind to debug server failed

Explanation Fcdomain feature has not been able to contact the debug service. Any problems occurring in
the fcdomain feature will not be logged.

Recommended Action No action is required.

Error Message FCDOMAIN-3-SDWRAPHISTINIT FAILED: Initialization of history message list
failed.

Explanation Fcdomain feature has not been able to contact the debug history service. Any problems occur-
ring in the fcdomain feature will not be logged to this debug history.

Recommended Action No action is required.

Error Message FCDOMAIN-3-VSAN MERGE DETECTED: Merge detected with VSAN [dec] (Common Fab-
ric Name [chars])

Explanation The local VSAN and VSAN [dec] have the same principal switch [chars], hence are connected in
the same logical fabric.

Recommended Action No action is required.

FCDOMAIN-4

Error Message FCDOMAIN—4—DM_ALLOWED_DM_LIST_MOD_ON_SUBORDINATE: Allowed domain list for
vsan [dec] modified on subordinate switch with fcdomain distribution enabled

Explanation When distribution is enabled, it is recommended to modify the allow domain list on the princi-
pal switch only.

Recommended Action Abort the current session on the local switch and start a new one on the principal
switch.
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Error Message FCDOMAIN-4-FABRICCONFSTARTRCF: Disruptive reconfiguration started

Explanation A disruptive reconfiguration(RCF phase) of the VSAN has started. This can happen when two or
more fabrics merge disruptively, or when the user manually triggers a diruptive reconfiguration of the VSAN.

Recommended Action No action is required.

Error Message FCDOMAIN-4-FC2 CORRUPTED: Received malformed FC2 [chars] frame
Explanation Fcdomain received a malformed FC2-SWILS frame.
Recommended Action No action is required.

Error Message FCDOMAIN-4-FCID PERSISTENT TBL ALMOST FULL: FCID persistent table is almost
full

Explanation Fcdomain has 80% or more of the FCID persistent table full with entries. Perform [show fcdo-
main fcid persistent vsan ] to view the entries currently in the table.

Recommended Action Purge stale entries [purge fcdomain fcid] to obtain more free entries.

Error Message FCDOMAIN-4-SELECTIVE RESTART IN INTEROP: Not all fcdomain optimizations are
supported in interop VSANs. Selective-Restart disabled forcefully in VSAN [dec]

Explanation Selective-restart optimization is not supported in interop VSANs and disabled forcefully in af-
fected VSAN

Recommended Action No action is required.

FCDOMAIN-5

Error Message FCDOMAIN-5-DOMAIN TYPE IS PREFERRED: The domain ID type is currently con-
figured as preferred in all the existing VSANs

Explanation All the currently existing VSANs have the domain ID type configured as preferred. This means
that with a low probability the domain ID of the local VSAN might change afer a reconfiguration. A reconfigu-
ration can happen when two or more VSANs are merged or a principal link flaps. A principal link is either an
upstream or a downstream link.

Recommended Action Type [fcdomain domain static vsan ] to configure as static the domain ID type in an
existing VSAN.

Error Message FCDOMAIN-5-FCIDP DISABLED: FCID persistency feature is currently not ena-
bled in any of the existing VSANs

Explanation All the currently existing VSANs have the FCID persistency feature disabled.
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Recommended Action Type [fcdomain fcid persistent vsan ] to enable FCID persistency in an existing VSAN.
Type [fcdomain fcid persistent global-enable] to automatically enable the FCID persistency feature on all
newly created VSANSs.

Error Message FCDOMAIN-5-FCID PERSISTENT TBL HALF FULL: FCID persistent table is half
full

Explanation Fcdomain has 50% of the FCID persistent table full with entries. Perform [show fcdomain fcid
persistent vsan ] to view the entries currently in the table.

Recommended Action You may want to purge stale entries [purge fcdomain fcid] to obtain more free en-
tries.

Error Message FCDOMAIN-5-UNKNOWNDOMAININCFSDATAREQUEST: Received CFS Data request from
unknown domain [dec].

Explanation A CFS Data request from the unknown domain [dec] has been received.
Recommended Action No action is required.

Error Message FCDOMAIN-5-UNKNOWNDOMAININCEFSLOCKREQUEST: Received CFS Lock request from
unknown domain [dec].

Explanation A CFS Lock request from the unknown domain [dec] has been received.
Recommended Action No action is required.

Error Message FCDOMAIN-5-UNKNOWNDOMAININCFSRELEASEREQUEST: Received CFS Release request
from unknown domain [dec].

Explanation A CFS Release request from the unknown domain [dec] has been received.
Recommended Action No action is required.

Error Message FCDOMAIN-5-UNKNOWNDOMAININUNKNOWNCFSREQUEST: Received CFS request from un-
known domain [dec].

Explanation A CFS request from the unknown domain [dec] has been received.

Recommended Action No action is required.

FCDOMAIN-6

Error Message FCDOMAIN-6-BF STARTED: BF started by [chars]
Explanation Build Fabric has been started in this VSAN

Recommended Action No action is required.
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Error Message FCDOMAIN-6-CANNOTFREESINGLEFCID: Impossible to free single FCIDs
Explanation Impossible to free single FCIDs.
Recommended Action No action is required.
Error Message FCDOMAIN-6-CLEARLOCKNOTIFICATIONRECEIVED: Implict lock release.
Explanation Lock has been implicitly released due to a clear session operation.
Recommended Action No action is required.

Error Message FCDOMAIN-6-DEVICEALREADYOWNSDIFFERENTFCIDS: The device already owns differ-
ent FCIDs

Explanation Requested different FCIDs without any freeing in between.
Recommended Action No action is required.

Error Message FCDOMAIN-6-DOMAINID INVALID: Local domain ID invalid
Explanation The local domain ID is invalid.
Recommended Action No action is required.

Error Message FCDOMAIN-6-DOMAINID VALID: Local domain ID [dec] available
Explanation The domain ID [dec] is available.
Recommended Action No action is required.

Error Message FCDOMAIN-6-DOWNSTREAM SWITCHED: Downstream interface has been fast-switched
from [chars] to [chars]

Explanation Because of a link failure the downstream interface has been fast-switched from [dec] to [dec].
Recommended Action No action is required.

Error Message FCDOMAIN-6-EPORT ALREADY CREATED: Interface [chars] already created
Explanation Interface [chars] already created.
Recommended Action No action is required.

Error Message FCDOMAIN-6-EPORT ALREADY DOWN: Interface [chars] is already down
Explanation Interface [chars] already down.

Recommended Action No action is required.
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Error Message FCDOMAIN-6-EPORT CLEANUP: Interface [chars] received cleanup request
Explanation Fcdomain on interface [chars] has received a cleanup request.
Recommended Action No action is required.
Error Message FCDOMAIN-6-EPORT CREATED: Creation of interface [chars]
Explanation Fcdomain is going to create interface [chars].
Recommended Action No action is required.
Error Message FCDOMAIN-6-EPORT DOWN: Interface [chars] is down
Explanation Fcdomain is going to remove interface [chars] from its database.
Recommended Action No action is required.
Error Message FCDOMAIN-6-FABRICCONFSTARTBF: Non disruptive reconfiguration started

Explanation A non disruptive reconfiguration(BF phase) of the VSAN has started. This can happen when two
or more fabrics merge, or when the user manually triggers a non diruptive reconfiguration of the VSAN.

Recommended Action No action is required.
Error Message FCDOMAIN-6-FABRICNAME INVALID: Fabric name not available
Explanation Fabric name not available.
Recommended Action No action is required.
Error Message FCDOMAIN-6-FABRICNAME VALID: Fabric name [chars] available
Explanation Fabric name [chars] available.
Recommended Action No action is required.
Error Message FCDOMAIN-6-FCIDALREADYFREE: FCIDs already free
Explanation FCIDs already free.
Recommended Action No action is required.
Error Message FCDOMAIN-6-FCIDNOTSTORED: FCIDs not stored
Explanation FCIDs not stored.

Recommended Action No action is required.
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Error Message FCDOMAIN-6-FCIDP ENABLED DOM TYPE PREFERRED: FCID persistency is enabled,
but the domain ID type is configured as preferred

Explanation The FCID persistency feature is enabled, but the domain ID type is configured as preferred. This
means that with a low probability the domain ID of the local VSAN might change afer a reconfiguration. A
reconfiguration can happen when two or more VSANs are merged or a principal link flaps. A principal link is
either an upstream or a downstream link. Should the domain ID change, all the FCIDs associated with it
would be invalidated.

Recommended Action Type [fcdomain domain static vsan ] to configure as static the domain ID type in an
existing VSAN.

Error Message FCDOMAIN-6-FCIDS ASSIGNED: Assigned a sequence of 256 contiguous FCIDs
starting from FCID [hex]: [hex]: [hex]

Explanation Assigned a sequence of 256 contiguous FCIDs starting from FCID [hex]:[hex]:[hex].
Recommended Action No action is required.

Error Message FCDOMAIN-6-FCIDS FREED: Freed a sequence of 256 contiguous FCIDs starting
from FCID [hex]: [hex]: [hex]

Explanation Freed a sequence of 256 contiguous FCIDs starting from FCID [hex]:[hex]:[hex].
Recommended Action No action is required.

Error Message FCDOMAIN-6-FCID ASSIGNED: Assigned single FCID [hex]: [hex]: [hex]
Explanation Assigned single FCID [hex]:[hex]:[hex].
Recommended Action No action is required.

Error Message FCDOMAIN-6-FCID FREED: Freed single FCID [hex]: [hex]: [hex]
Explanation Freed single FCID [hex]:[hex]:[hex].
Recommended Action No action is required.

Error Message FCDOMAIN-6-INCORRECTDOMAINRANGE: Requested FCIDs with domain field not in
expected range

Explanation Requested FCIDs with domain field not in expected range.
Recommended Action No action is required.

Error Message FCDOMAIN-6-INCORRECTDOMAIN: Requested FCIDs with domain field different
from local domain

Explanation Requested FCIDs with domain field different from local domain.
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Recommended Action No action is required.

Error Message FCDOMAIN-6-INVALIDARG: Requested FCID of type 00.00.YY, but specifying an
entire area

Explanation Requested FCID of type 00.00.YY, but specifying an entire area.

Recommended Action No action is required.
Error Message FCDOMAIN—6—MY_SAME_WWN_DIFFERENT_DOMS_CONFLICTS : During VSAN merge detected
local WWN [chars] is already in use by another switch (the two switches have different

domain IDs: [dec] (local) and [dec])

Explanation It has been detected that the local switch has the same WWN [chars] of another switch, and
that they have different domain IDs: [dec](local) and [dec].

Recommended Action Check which switches have the same WWN and change either one.
Error Message FCDOMAIN-6-NODOMAIN: Local domain not available

Explanation The local domain is not available yet.

Recommended Action No action is required.
Error Message FCDOMAIN-6-NOFREEFCID: No free FCIDs

Explanation No free FCIDs.

Recommended Action No action is required.

Error Message FCDOMAIN-6-NOTOWNER: Feature [dec] cannot free FCID [dec]:[dec]:[dec] (fea-
ture [dec] 1s the actual owner)

Explanation Feature UUID [dec] cannot free FCID [dec]:[dec]:[dec] because it is not its owner(UUID actual
owner is [dec]).

Recommended Action No action is required.

Error Message FCDOMAIN—6—OTHER_SIDE_VIRTUAL_IVR_DOMS_OVERLAPPING: During VSAN merge de-
tected overlap with virtual IVR domain ID [dec] from across the link

Explanation It has been detected an overlap with the virtual IVR domain ID [dec] from across the link during
an attempt to merge the local VSAN.

Recommended Action No action is required.
Error Message FCDOMAIN-6-PSWSSTARTED: Principal Switch Selection started

Explanation Fcdomain started a principal switch selection phase to elect a principal switch in this VSAN.
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Recommended Action No action is required.
Error Message FCDOMAIN-6-RCF STARTED: RCF started by [chars]
Explanation Reconfigure Fabric has been started in this VSAN
Recommended Action No action is required.

Error Message FCDOMAIN-6-REQSINGLEFCIDWITHINRESERVEDRANGE: Requested single FCIDs in area
[dec] within the reserved range

Explanation Requested single FCIDs in area [dec] within the reserved range.
Recommended Action No action is required.

Error Message FCDOMAIN-6-REQUESTEDFCIDNOTFREE: Requested FCIDs not free
Explanation Requested FCIDs not free.
Recommended Action No action is required.

Error Message FCDOMAIN-6-REQUESTEDFCIDRESERVED: Requested reserved FCIDs
Explanation Requested reserved FCIDs.
Recommended Action No action is required.

Error Message FCDOMAIN-6-REQUESTEDRESERVEDFCIDMISMATCH: Requested persistent FCIDs, but
there is a mismatch

Explanation Requested persistent FCIDs, but there is a mismatch.
Recommended Action No action is required.

Error Message FCDOMAIN—6—SAME7WWN57DIFFERENT7D0M57CONFLICTS: During VSAN merge detected
two switches with same WWN [chars] and different non-virtual domain IDs [dec] and [dec]

Explanation It has been detected that two switches have the same WWN [chars], but different non-virtual
domain IDs: [dec] and [dec].

Recommended Action Check which switches have the same WWN and change either one.

Error Message FCDOMAIN-6-TIMER UNKNOWN: fcdomain has received a notification for an un-
known timer expiration

Explanation A timer unknown to fcdomain has expired.

Recommended Action No action is required.
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Error Message FCDOMAIN-6-UPSTREAM SWITCHED: Upstream interface has been fast-switched
from [chars] to [chars]

Explanation Because of a link failure the upstream interface has been fast-switched from [dec] to [dec].
Recommended Action No action is required.

Error Message FCDOMAIN-6-UUIDNOSPACEFOUND: No available space to store the identity of
the requestor the FCIDs

Explanation No available space to store the identity of the requestor the FCIDs.
Recommended Action No action is required.

Error Message FCDOMAIN-6-UUIDNOTFOUND: Universal Unique ID (UUID) not found
Explanation Universal Unique ID(UUID) not found.
Recommended Action No action is required.

Error Message FCDOMAIN—6—VIRTUALiIVRiDOMsio\/ERLAPPING: During VSAN merge detected overlap
with local virtual IVR domain ID [dec]

Explanation It has been detected an overlap with the local virtual IVR domain ID [dec] during an attempt to
merge the local VSAN.

Recommended Action No action is required.

FCDOMAIN-7

Error Message FCDOMAIN-7-EPORT ALREADY ISOLATED: Interface [chars] is already isolated or
down

Explanation Fcdomain was going to isolate interface [chars], but the interface is already isolated.
Recommended Action No action is required.
Error Message FCDOMAIN-7-FABRICCONFCOMPLETEDBF: Non disruptive reconfiguration completed

Explanation A non disruptive reconfiguration(BF phase) completed. This can happen when two or more fab-
rics merged, or when the user manually triggered a non diruptive reconfiguration of the VSAN.

Recommended Action No action is required.

Error Message FCDOMAIN-7-FABRICCONFCOMPLETEDRCF: Disruptive reconfiguration completed
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Explanation A disruptive reconfiguration(RCF phase) of the VSAN has completed. This can happen when two
or more fabrics merged disruptively, or when the user manually triggered a diruptive reconfiguration of the
VSAN.

Recommended Action No action is required.

Error Message FCDOMAIN-7-FC2 RETRY: Retransmission of FC2 frame on interface [chars] (Cmd
Code: [hex])

Explanation Fcdomain is retrying an FC2 frame on interface [chars] due to loss/no response. The Command
Code of the frame is [hex].

Recommended Action No action is required.
Error Message FCDOMAIN-7-FCID IN USE PURGING FOR FICON MGR: FICON needs to purge the per-
sistent FCID table, but at least one FCID is still in use, preventing this purge from

completely remove all entries belonging to the VSAN.

Explanation There may be a problem in the sequence that shuts down all interfaces before fcdomain re-
ceives a request from FICON Manager to purge the persistent FCID table.

Recommended Action No action is required.

Error Message FCDOMAIN-7-FSM FAILED: FSM transition failed on interface [chars] (current
state [chars])

Explanation Fcdomain state machine generated an invalid event on interface [chars], for which no proper
action was defined (current state [chars].)

Recommended Action No action is required.

Error Message FCDOMAIN-7-FSM FORBIDDEN TRANSITION: fcdomain state machine has hit a for-
bidden transition

Explanation Fcdomain state machine has tried to execute a forbidden transition.
Recommended Action No action is required.

Error Message FCDOMAIN-7-INTERFACERDY: Interface [chars] ready
Explanation Interface [chars] is ready.
Recommended Action No action is required.

Error Message FCDOMAIN-7-PREACTIONTYPE UNKNOWN: fcdomain state machine has hit an unknown
pre-action type

Explanation An undefined pre-action type has been used.
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Recommended Action No action is required.

Error Message FCDOMAIN-7-PSWSCOMPLETED: Principal Switch Selection completed
Explanation A Principal Switch Selection(PSwS phase) completed.
Recommended Action No action is required.

Error Message FCDOMAIN-7-RDIACC: Assigned domain ID [dec], WWN of requestor [chars] (re-
quested domain ID [dec])

Explanation Domain ID [dec] has been received by VSAN with WWN [chars](requested domain ID was [dec].)

Recommended Action No action is required.

FCD Messages

This section contains the FCD messages.

FCD-7

Error Message FCD-7-SB3 ABTS EXCHANGE: sb3 aborted exchange [hex] from vsan: [dec]
ch:[hex] chi:[hex] ccw: [hex] token:[hex] cmd: [hex] reason:[chars] state:[chars]:[dec]

Explanation SB3 aborted exchange due to reason given. Aborts are caused by either the channel or control
unit detecting a device protocol error. Recovery actions are performed to restore communication. In certain
circumstances aborts occur in normal operations.

Recommended Action No action is required if communication with CUP device is still operational.

Error Message FCD-7-SB3 UCS PER FILE FN: VSAN: [dec] Unit Check for perform file function,
reason: [chars]

Explanation SB3 failed perform file function. Failure is caused by error in the file main frame sent to director.

Recommended Action No action is required if communication with CUP device is still operational.

FCNS Messages

This section contains the FCNS messages.

FCNS-2

Error Message FCNS-2-CONGESTION ISOLATION DOM UNREACHABLE: [chars] [dec] not reachable.
SWILS for slow device update cannot be sent

Explanation Domain not reachable for cong-isolation update using SWILS

Recommended Action No action is required.
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Error Message FCNS—2—CONGESTION_ISOLATION_EXCLUDE_CFG: Device PWWN [chars] (FCID [chars])
not isolated because it is present in the exclude config.

Explanation Slow device FCID not isolated due to exclude config

Recommended Action No action is required.
Error Message FCNS-2-CONGESTION ISOLATION FAILURE: SWILS-RJT received from domain
[dec] ([hex]) for congestion-isolation. Issue include CLI/FCNS DB refresh on the remote
domain to get the updated slow devices list

Explanation Slow device FCID flows cong-isolation failed

Recommended Action No action is required.

Error Message FCNS-2-CONGESTION ISOLATION INCLUDE CFG: Device PWWN [chars] (FCID [chars])
isolated because it is present in the include config.

Explanation Slow device FCID already isolated due to include config
Recommended Action No action is required.
Error Message FCNS-2-CONGESTION ISOLATION INT ERROR: [chars] [chars] [chars]
Explanation Cong-isolation internal error
Recommended Action No action is required.

Error Message FCNS—Z—CONGESTION_ISOLATION_REMOVAL_SUCCESS: Device PWWN [chars] (FCID
[chars]) successfully removed from isolation.

Explanation Slow device FCID flows successfully removed from isolation
Recommended Action No action is required.

Error Message FCNS-2-CONGESTION ISOLATION SUCCESS: Slow device PWWN [chars] (FCID [chars])
successfully isolated.

Explanation Slow device FCID flows successfully isolated
Recommended Action No action is required.

Error Message FCNS-2-CONGESTION ISOLATION TIMEOUT: SWILS sent to domain [dec] ([hex]) for
congestion-isolation timed out.

Explanation Slow device FCID flows cong-isolation timeout
Recommended Action No action is required.

Error Message FCNS-2-DB HARD LIMIT: : [chars]
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Explanation Name server database is full. The max number of entries, [dec], of ports is already present in
the database
Recommended Action No action is required.

Error Message FCNS-2-DB SOFT LIMIT: [chars][dec] [chars]
Explanation Number of FCNS DB entries should not exceed scale soft limit.
Recommended Action No action is required.

Error Message FCNS-2-INIT FAILURE: : [chars]

Explanation Fcns initialisation has failed due to [chars].
Recommended Action No action is required.

Error Message FCNS-2-MGMT SEC SDB ERR: [chars] : [chars]

Explanation Mgmt-security shared-db [chars] : [chars].

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCNS-2-NO RESPONSE: for query [chars] from domain [dec]
Explanation No response for query [chars] from domain [dec].
Recommended Action No action is required.
Error Message FCNS-2-NS EEM ERROR: [chars]
Explanation EEM Error
Recommended Action No action is required.

Error Message FCNS-2-PORT NAME MODIFY: FCID: [chars] Modifying pwwn from [chars] to
[chars]. Collect fcns/fcr tech-support and logs

Explanation Port Name for an existing NS entry is being changed
Recommended Action No action is required.

Error Message FCNS-2-PSS VERSION MISMATCH: : for [chars]
Explanation Version mismatch for pss of type [chars].

Recommended Action No action is required.
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Error Message FCNS-2-RELOAD FAILURE: : [chars]
Explanation Failed to reload information from PSS: [chars].

Recommended Action No action is required.

FCNS-3

Error Message FCNS-3-BAD FRAME: : [chars]

Explanation Received a bad frame from the network: [chars].
Recommended Action No action is required.

Error Message FCNS-3-CFG_FAILURE: : [chars]
Explanation A failure related to fcns configuration: [chars].
Recommended Action No action is required.

Error Message FCNS-3-CHUNK FAILURE: : [chars]
Explanation Chunk memory failure: [chars].
Recommended Action No action is required.

Error Message FCNS-3-DB FAILURE: : [chars]

Explanation A failure occured in fcns database: [chars].
Recommended Action No action is required.

Error Message FCNS-3-MALLOC FAILURE: : [chars]
Explanation Malloc failed: [chars].

Recommended Action No action is required.

Error Message FCNS-3-MGMT SEC RJT: FC CT Managment request rejected: [chars]. command
[hex], from FCID [hex]

Explanation Mgmt-security has rejected FC CT mgmt Server query: [chars]. command [hex]. from FCID [hex].
Recommended Action No action is required.

Error Message FCNS-3-MTS FAILURE: : [chars] [chars]
Explanation Failure occured trying to do an MTS operation: [chars] [chars].

Recommended Action No action is required.
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Error Message FCNS-3-PSS FAILURE: : [chars]
Explanation Pss failure: [chars].

Recommended Action No action is required.

FCNS-4

Error Message FCNS-4-QUERY NO RESPONSE: for query [chars] from domain [dec]
Explanation No response for query [chars] from domain [dec].

Recommended Action No action is required.

FCNS-6

Error Message FCNS-6-DB INFO: : [chars] [hex]
Explanation Database modification:[chars] for entry [hex].
Recommended Action No action is required.

Error Message FCNS-6-MGMT SERVER REQ: FCNS received FC CT Mgmt Server [chars]. Command
[hex], from FCID [hex]

Explanation FCNS: received management server FC CT [chars]. Command [hex], from FCID [hex]
Recommended Action No action is required.

Error Message FCNS-6-STATUS INFO: : [chars]
Explanation A change in fcns status: [chars].

Recommended Action No action is required.

FCOE_MGR Messages

This section contains the FCOE_MGR messages.

FCOE_MGR-2

Error Message FCOE MGR-2-FCOE_MGR MODULE NOT LICENSED: FCoE Manager Module: [dec] not 1li-
censed

Explanation FCOE_MGR Line Card not licensed

Recommended Action No action is required.
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Error Message FCOE MGR-2-FCOE MGR PSS RESTORE FAILED: FCoE Manager PSS Restore operation
failed, error: [chars]

Explanation FCoE Manager PSS Restore operation failed
Recommended Action No action is required.

Error Message FCOE MGR-2-SL ENF AUTH EXPIRED: Smart license - Entitlement Auth period has
expired

Explanation Smart license - Entitlement Auth period has expired. Please renew license for FCoE to be fully
operational

Recommended Action No action is required.
Error Message FCOE MGR-2-SL ENF DISABLED: Smart license - Disabled

Explanation Smart license Disabled. For traditional FCoE module license to work, it needs to be re-installed,
reserved

Recommended Action No action is required.

Error Message FCOE MGR-2-SL ENF EVAL EXPIRED: Smart license - Entitlement evaluation pe-
riod expired

Explanation Smart license - Entitlement evaluation period expired
Recommended Action No action is required.

Error Message FCOE MGR-2-SL ENF OUT COMPLIANCE: Smart license - Entitlement out of com-
pliance

Explanation Smart license - Entitlement out of compliance
Recommended Action No action is required.

Error Message FCOE MGR-2-SL GLB AUTH RENEW FAIL: Smart license - Entitlement auth renew
failure

Explanation Smart license - Entitlement auth renew failure
Recommended Action No action is required.

Error Message FCOE MGR-2-SL GLB CERT EXPIRED: Smart license - Device registration certif-
icate expired

Explanation Smart license - Device registration certificate expired

Recommended Action No action is required.
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Error Message FCOE MGR-2-SL GLB CERT OUT OF RANGE: Smart license - Registration period in
certificate invalid

Explanation Smart license - Registration period in certificate invalid
Recommended Action No action is required.

Error Message FCOE MGR-2-SL GLB CERT RENEW FAIL: Smart license - Certificate renew fail-
ure

Explanation Smart license - Certificate renew failure
Recommended Action No action is required.

Error Message FCOE MGR-2-SL GLB DISABLED: Smart license Disabled. For traditional FCoOE
module license to work, it needs to be re-installed, reserved

Explanation Smart license Disabled. For traditional FCoE module license to work, it needs to be re-installed,
reserved

Recommended Action No action is required.
Error Message FCOE MGR-2-SL GLB REG FAILED: Smart license - Registration Failure
Explanation Smart license - Registration Failure

Recommended Action No action is required.

FCOE_MGR-3

Error Message FCOE MGR-3-SL ENF INVALID TAG: Smart license - Entitlement tag invalid
Explanation Smart license - Entitlement tag invalid
Recommended Action No action is required.

Error Message FCOE MGR-3-SL ENF INVALID: Smart license - Invalid notification type
Explanation Smart license - Invalid notification type
Recommended Action No action is required.

Error Message FCOE MGR-3-SL GLB CERT EXPIRY WARNING: Smart license - Registration certif-
icate expiry warning

Explanation Smart license - Registration certificate expiry warning

Recommended Action No action is required.
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Error Message FCOE MGR-3-SL GLB CERT NOT STARTED: Smart license - Certificate renew not
yet started

Explanation Smart license - Certificate renew not yet started
Recommended Action No action is required.
Error Message FCOE MGR-3-SL GLB COMM FAILURE: Smart license - Communication failure
Explanation Smart license - Communication failure
Recommended Action No action is required.

Error Message FCOE MGR-3-SL GLB EVAL EXPIRED: Smart license - Evaluation period has ex-
pired

Explanation Smart license - Evaluation period has expired
Recommended Action No action is required.

Error Message FCOE MGR-3-SL GLB EVAL EXPIRY WARNING: Smart license - Evaluation expiry
warning

Explanation Smart license - Evaluation expiry warning
Recommended Action No action is required.

Error Message FCOE MGR-3-SL GLB EXPORT CONTROLLED: Smart license - Not allowed to use ex-
port controlled features

Explanation Smart license - Not allowed to use export controlled features
Recommended Action No action is required.

Error Message FCOE MGR-3-SL GLB INVALID: Smart license - Invalid notification type
Explanation Smart license - Invalid notification type

Recommended Action No action is required.

FCOE_MGR-4

Error Message FCOE MGR-4-FCOE MGR POWER WARNING: Platform Mgr warning during port
bringup: Power Grid redundancy not available

Explanation Power Grid redundancy will not be available for FCoE ports

Recommended Action No action is required.
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FCOE_MGR-5

Error Message FCOE MGR-5-FCOE MGR DISABLED: FCOE MGR Disabled
Explanation FCOE_MGR Service Disabled
Recommended Action No action is required.

Error Message FCOE MGR-5-FCOE MGR ENABLED: FCOE MGR Enabled
Explanation FCOE_MGR Service Enabled
Recommended Action No action is required.

Error Message FCOE MGR-5-FCOE MGR INFO: [chars]
Explanation FCoE Manager general info
Recommended Action No action is required.

Error Message FCOE MGR-5-FCOE MGR MODULE LICENSE CHECKIN: FCoE Manager License
Checkin: [dec]

Explanation FCOE_MGR Line Card license checked in
Recommended Action No action is required.

Error Message FCOE MGR-5-FCOE_MGR MODULE LICENSE CHECKOUT: FCoE Manager License Check-
out: [dec]

Explanation FCOE_MGR Line Card license checked out
Recommended Action No action is required.

Error Message FCOE MGR-5-FCOE MGR SOLICITATION FROM SAME MAC: FCoE Manager received Mu-
licast Solication from same MAC: [chars]

Explanation FCoE Manager received Mulicast Solication from same MAC

Recommended Action No action is required.
Error Message FCOE MGR-5-FCOE MGR VE DUPLICATE PEER MAC: FCoE Manager has already re-
ceived unicast advertisement from MAC [chars] on a different VE link. Bringing down

this link

Explanation FCoE Manager has already received unicast advertisement from same MAC on a different VE
link

Recommended Action No action is required.
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Error Message FCOE MGR-5-SL GLB ENF MODE: Smart license - Change in feature enforcement
Explanation Smart license - Change in feature enforcement

Recommended Action No action is required.

FCOE_MGR-6

Error Message FCOE MGR-6-SL ENF EVAL: Smart license - Entitlement in evaluation period
Explanation Smart license - Entitlement in evaluation period
Recommended Action No action is required.

Error Message FCOE MGR-6-SL ENF IN COMPLIANCE: Smart license - Entitlement in compliance
Explanation Smart license - Entitlement in compliance
Recommended Action No action is required.

Error Message FCOE MGR-6-SL ENF OVERAGE: Smart license - Entitlement is in overage
Explanation Smart license - Entitlement is in overage
Recommended Action No action is required.

Error Message FCOE MGR-6-SL GLB AUTH RENEW SUCCESS: Smart license - Entitlement auth re-
new success

Explanation Smart license - Entitlement auth renew success
Recommended Action No action is required.

Error Message FCOE MGR-6-SL GLB CERT RENEW SUCCESS: Smart license - Certificate renew
successful

Explanation Smart license - Certificate renew successful
Recommended Action No action is required.
Error Message FCOE MGR-6-SL GLB COMM RESTORED: Smart license - Communication restored
Explanation Smart license - Communication restored
Recommended Action No action is required.
Error Message FCOE MGR-6-SL GLB ENABLED: Glb Enabled

Explanation Glb Enabled
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Recommended Action No action is required.

Error Message FCOE MGR-6-SL GLB REG SUCCESS: Smart license - Registration success
Explanation Smart license - Registration success
Recommended Action No action is required.

Error Message FCOE MGR-6-SL GLB SYSTEM CLOCK CHANGED: Smart license - system clock change
Explanation Smart license - system clock change

Recommended Action No action is required.

FCOE_MGR-7

Error Message FCOE MGR-7-SL ENF INIT: Smart license - Entitlement request pending
Explanation Smart license - Entitlement request pending
Recommended Action No action is required.

Error Message FCOE MGR-7-SL ENF WAITING: Smart license - Waiting for Auth reg response
Explanation Smart license - Waiting for Auth req response
Recommended Action No action is required.

Error Message FCOE MGR-7-SL GLB HA CHASSIS ROLE: Smart license - HA chassis role change
Explanation Smart license - HA chassis role change
Recommended Action No action is required.

Error Message FCOE MGR-7-SL GLB HA ROLE: Smart license - HA role change
Explanation Smart license - HA role change
Recommended Action No action is required.

Error Message FCOE MGR-7-SL GLB READY: Smart license - Enabled
Explanation Smart license - Enabled

Recommended Action No action is required.

FCSP-MGR Messages

This section contains the FCSP-MGR messages.
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FCSP-MGR-2

Error Message FCSP-MGR-2-DBG INIT FAILED: Debug Infrastructure Initialization failed (
[chars] )

Explanation .
Recommended Action No action is required.

Error Message FCSP-MGR-2-FC2 E INIT FAILED: Fibre-Channel Initialization of an E Port
failed ( [chars] )

Explanation FC-SP Manager has been unable to initialize with the FC-2 E-Port infrastructure.
Recommended Action No action is required.

Error Message FCSP-MGR-2-FC2 F INIT FAILED: Fibre-Channel Initialization of an F_Port
failed ( [chars] )

Explanation FC-SP Manager has been unable to initialize with the FC-2 F-Port infrastructure.
Recommended Action No action is required.

Error Message FCSP—MGR—Z—FC27UNKNOWN7FRM7RECD7CRIT: Received an unexpected/unknown FC-2
frame on [chars]

Explanation .
Recommended Action No action is required.

Error Message FCSP-MGR-2-FCSP_AUTHENT FAILURE: FC-SP Authentication failure on Port
[chars] (FC-SP Failure Reason: [chars] [chars])

Explanation Fibre-Channel Authentication failure on Port [chars].(Reason Code [chars] Detail [chars]). Please
check password configurations and ensure appropriate security modes on this port as well as peer port

Recommended Action No action is required.

Error Message FCSP-MGR-2-FCSP ESP MISMATCH: ESP parameters mismatch failure on Port
[chars] (reason: [chars])

Explanation Fibre-Channel ESP parameters mismatch with the peer on Port [chars].(Reason: [chars]). Please
check ESP configurations on both side of the link and ensure appropriate ESP mode on this port as well as
peer port

Recommended Action No action is required.

Error Message FCSP-MGR-2-FSMU INIT FAILED: State Machine Infrastructure Initialization
failed ( [chars] )
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Explanation .
Recommended Action No action is required.

Error Message FCSP-MGR-2-IPC INIT FAILED: IPC (Inter Process Communication) Initializa-
tion failed ( [chars] )

Explanation FC-SP Manager has been unable to initialize with the IPC infrastructure.
Recommended Action No action is required.

Error Message FCSP-MGR-2-LICENSE UNAVAILABLE: License:[chars] unavailable, service exit-

ing
Explanation License of [chars] is unavailable. Service will exit now
Recommended Action SYSLOGDOC_LICENSE_REQUIRED

Error Message FCSP-MGR-2-MEM FAILED: Memory operations failed File: [chars] Line [dec]
for size [hex] bytes

Explanation .
Recommended Action No action is required.
Error Message FCSP-MGR-2-POST INIT FAILED: Post-Initialization failed ( [chars] )
Explanation .
Recommended Action No action is required.

Error Message FCSP-MGR-2-PSS INIT FAILED: PSS Infrastructure Initialization failed (
[chars] )

Explanation .

Recommended Action No action is required.
Error Message FCSP-MGR-2-SLCRIT: [chars]

Explanation FCSP Smart License Critical: [chars]

Recommended Action No action is required.

FCSP-MGR-3

Error Message FCSP-MGR-3-SLERR: [chars]

Explanation FCSP Smart License Error: [chars]
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Recommended Action No action is required.

FCSP-MGR-4

Error Message FCSP-MGR-4-SLWARN: [chars]
Explanation FCSP Smart License Warning: [chars]

Recommended Action No action is required.

FCSP-MGR-6

Error Message FCSP-MGR-6-SLINFO: [chars]
Explanation FCSP Smart License Information: [chars]

Recommended Action No action is required.

FCSP-MGR-7

Error Message FCSP-MGR-7-SLDEBUG: [chars]
Explanation FCSP Smart License Debug: [chars]

Recommended Action No action is required.

FCS Messages

This section contains the FCS messages.

FCS-2
Error Message FCS-2-ALLOC_FAILED: Memory allocation failed for size:[dec]
Explanation Memory allocation failed for size [dec]
Recommended Action Restart the process
Error Message FCS-2-CHUNK ALLOC_FAILED: Chunk memory allocation failed for [chars] chunk
Explanation Chunk memory allocation failed. [chars] indicates the chunk name
Recommended Action Restart the process
Error Message FCS-2-FCS MGMT_ SEC_SDB ERR: [chars] : [chars]

Explanation FC CT Mgmt Security shared db operation : [chars] : [chars].
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-2-NO RESPONSE: Retried maximum number of times for [chars] to domain
[dec] in VSAN [dec]

Explanation Maximum number of retires completed for [chars] form domain [dec] in VSAN [dec].
Recommended Action No action is required.

Error Message FCS-2-PSS VER FAIL: PSS file [chars] has version [dec].[dec].[dec], ex-
pected version [dec].[dec]. [dec]

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service, [dec].[dec].[dec] its
current version number and [dec].[dec].[dec] the expected version

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-2-RANDNUM FAIL: [chars]

Explanation There was a critical error during random number generation. [chars] indicates details of the er-
ror

Recommended Action No action is required.

FCS-3
Error Message FCS-3-DB ERR: [chars]
Explanation An error occurred during an FCS database operation. [chars] indicates the reason for the error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-3-FCS MGMT SEC RJT: FC CT Management Server query Rejected: [chars].
from FCID [hex]

Explanation Mgmt-security has rejected FC CT Management Server query: [chars]. from FCID [hex].
Recommended Action No action is required.

Error Message FCS-3-INIT FAIL: [chars]
Explanation An error happened during FCS Initialization. [chars] indicates the reason for failure

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
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Error Message FCS-3-MTS API ERR: [chars] : [chars]

Explanation An error occurred in send or receive of an MTS message. [chars] indicates the error that oc-
curred and [chars] indicates the error number

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-3-MTS ERR: [chars]
Explanation An error occurred in processing of an MTS message. [chars] indicates the error that occurred

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-3-NO MTS RESP: [chars]
Explanation There was no response to an MTS request. [chars] indicates details of the MTS message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-3-NO REMOTE RESP: No response for request [chars] from domain [dec] in
VSAN [dec]

Explanation There was no response to an FC2 request. [chars] indicates FCS request [dec] indicates the re-
mote domain and [dec] the VSAN ID

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-3-OTHER ERR: [chars]
Explanation An FCS generic error occurred. [chars] indicates the description of the error
Recommended Action No action is required.

Error Message FCS-3-PSS ERR: [chars]

Explanation An error occurred during an FCS PSS operation. [chars] indicates the PSS operation that caused
the error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FCS-3-SOCK _ERR: sd: [dec], [chars]

Explanation An FC-2 Socket error occurred on socket-ID [dec]. [chars] indicates the reason for failure
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FCS-5
Error Message FCS-5-API FAIL: [chars]: [chars]

Explanation An API called by FCS failed. [chars] indicates the APl name failed and [chars] the reason for fail-
ure

Recommended Action If this message is seen during a cold boot, it means that the queried module came up
after FCS and this case can be ignored

Error Message FCS-5-DB NOTICE: [chars]
Explanation An error occurred during an FCS database operation. [chars] indicates the reason for the error

Recommended Action No action is required.

FCS-6

Error Message FCS-6-BAD CT FRAME: Invalid FCS frame: [chars] received from [hex]
Explanation An invalid FCS FC-CT frame with [chars] received from FC-ID [hex].
Recommended Action No action is required.

Error Message FCS-6-FCS MGMT SERVER REQ: FCS received FC CT Mgmt Server [chars]. Command
code [hex], from FCID [hex].

Explanation FC CT request has been received from Managment Server. It is [chars]. Command code [hex],
from FCId [hex]

Recommended Action No action is required.

Error Message FCS-6-INFORMATION: [chars]
Explanation An event happend that affects FCS. [chars] indicates the event
Recommended Action No action is required.

Error Message FCS-6-REXMIT PKT: Retransmitting request [chars] to domain [dec] in VSAN
[dec]

Explanation There was a retransmission of an FC2 request. [chars] indicates FCS request [dec] indicates the
remote domain and [dec] the VSAN ID
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Recommended Action No action is required.

FC_MGR IPFC Messages
This section contains the FC_MGR IPFC messages.

FC_MGR IPFC-1

Error Message FC MGR IPFC-1-DHCP CLIENT FAILED: dhcp-client failed to get the ip address

Explanation Dhcp-client failed to get the ip from server, probably due to server lease unavailability or cable
disconnectivity .

Recommended Action

FC_MGR IPFC-2

Error Message FC MGR IPFC-2-ALLOC_MEMORY: Memory allocation failed
Explanation The IP Configuration Manager failed to allocate a block of dynamic memory.
Recommended Action No action is required.

Error Message FC MGR IPFC-2-CRIT FAILURE: Failed to [chars]

Explanation A Critical operation has failed during startup of the IP process

Recommended Action Use the 'restart' CLI command to restart the feature and clear this issue.Also check
show ip internal event-history log and ipc

TAC Details check the error message in 'show ip internal event-history log/ipc' error message has some rec-
ommendation also

Error Message FC MGR IPFC-2-IP STARTUP FAILURE: Failed to [chars] during startup. error
[dec]

Explanation A Critical operation has failed during startup of the IP process It could be because of resource
allocation failure, client registration is failing etc

Recommended Action Collect show tech-support netstack

TAC Details check the error message in show ip internal event-history log

FC_MGR IPFC-3

Error Message FC MGR IPFC-3-CV_INIT: Couldn't init cond var [chars]

Explanation IP process failed to initialize conditional-variable resource.
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Recommended Action Dump core, then restart component
TAC Details check which thread is erroring out

Error Message FC MGR IPFC-3-FILE WRITE FAILED: Writing to file [chars] failed - error:
[chars]

Explanation Writing to a file failed probably due to no space.
Recommended Action

Error Message FC MGR IPFC-3-INIT FAILED: Initialization failed. Component [chars]
Explanation The service failed to start. The failure occurred while initializing the component [chars].

Recommended Action Show processes to check the status of the other processes, debug the specified com-
ponent.

Error Message FC MGR IPFC-3-INVALID IF INDEX: Invalid interface index received from [dec]
Explanation Invalid interface index received

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

TAC Details check which thread is erroring out and show ip internal event-history log

Error Message FC MGR IPFC-3-IP CLNT FAILURE: Invalid IP registration reply. Message major
type [dec], minor type [dec]

Explanation An IP client has failed in the registration process with IP

Recommended Action Check the client and try to restart it if it is not impacting Please contact the Cisco re-
seller through which you procured the product for support. If you have purchased a Cisco support contract
please call Cisco TAC for support.

TAC Details check the client and try to restart it. use 'show ip internal event-history log' to find the client
name

Error Message FC MGR IPFC-3-IP FAILURE: Failed to [chars]
Explanation A Critical operation has failed in the IP process

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

TAC Details something is failing during initialization . check 'show ip internal event-history log/ha/ipc'
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Error Message FC MGR IPFC-3-IP INTERNAL ERROR: [chars]
Explanation An internal error has occured in the IP process

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

TAC Details check the trcaeback printed and the error message. Try to check the error in 'show ip internal
event-history ipc/log/err

Error Message FC MGR IPFC-3-IP NO BUF: Failed to allocate mbuf [chars]
Explanation The IP process has run out of network buffers

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FC MGR IPFC-3-IP NO MEM: Failed to allocate private memory for [chars]
Explanation The IP process has run out of private memory

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FC MGR IPFC-3-IP THR CREATE: Failed to create [chars] thread. error [dec]
Explanation A failure occured while creating a thread

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FC MGR IPFC-3-IP UNK MSG: Unrecognized message major type [dec], minor type
[dec]

Explanation An unknown message was received from another process

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FC MGR IPFC-3-MRIB ADD ROUTE: MRIB add route failed in [chars] for VRF
[chars]

Explanation
Recommended Action |P failed to add route in MRIB.

Error Message FC MGR IPFC-3-MRIB DELETE ROUTE: MRIB delete route failed in [chars] for
VRF [chars]
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Explanation [P failed to delete route from MRIB.
Recommended Action
Error Message FC MGR IPFC-3-MV_INIT: Couldn't init mutex [chars]
Explanation [P process failed to initialize mutex system resource.
Recommended Action Dump core, then restart component
TAC Details check which thread is erroring out
Error Message FC MGR IPFC-3-NO_SHM MEM: Failed to allocate shared memory [chars]
Explanation The IP process has run out of shared memory

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FC MGR IPFC-3-STATS ERROR: Failed to get hardware statistics for interface
[chars], reason [chars]

Explanation IP could not get the requested statistics from the hardware
Recommended Action
TAC Details check 'show ip internal event-history log'
Error Message FC MGR IPFC-3-TXLIST CREATE: Couldn't create txlist for [chars]
Explanation [P failed to create txlist resource.
Recommended Action Dump core, then restart component
Error Message FC MGR IPFC-3-URIB ERR: Failed to [chars] urib
Explanation A failure occured in a transaction with URIB

Recommended Action Check 'show ip internal event-history ipc/static-rt' Please contact the Cisco reseller
through which you procured the product for support. If you have purchased a Cisco support contract please
call Cisco TAC for support.

TAC Details check 'show ip internal event-history ipc' and if it related to static routes then check 'show ip
internal event-history static-rt' as well

FC_MGR IPFC-4
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Error Message FC MGR IPFC-4-DAD FAILED EVENT: Duplicate address detected for [chars] on
[chars]

Explanation Duplicate address detected for IP address.
Recommended Action

Error Message FC MGR IPFC-4-DEL DUP HOST WITH SWITCHNAME: switchname configuration: de-
leting duplicate entry matching configuring switchname :[chars]

Explanation With switchname config ,we have to delete ip host entries if found matching with switchname

Recommended Action No action is required.

FC_MGR IPFC-6

Error Message FC MGR IPFC-6-CONFIG EVENT: IP Configuration Msg: [chars]
Explanation Configuration message that needs to be logged.
Recommended Action No action is required.

Error Message FC MGR IPFC-6-DHCP CLIENT SUCCESS: dhcp client got ip address:[chars],net-
mask: [chars] for mgmt interface,got from server:[chars]

Explanation Dhcp-client is able to get the ip address from server,
Recommended Action No action is required.

Error Message FC MGR IPFC-6-IM RECOVER ERROR: Failed to recover correct information for
interface [chars] [dec]

Explanation IP could not recover the info for interface
Recommended Action
TAC Details check 'show ip internal event-history ha'
Error Message FC MGR IPFC-6-INTERFACE DELETED: The interface [chars] has been deleted

Explanation The specified interface has been deleted. The service will delete all the configuration on that
interface.

Recommended Action No action is required.

Error Message FC MGR IPFC-6-INTERFACE EVENT: IP address [chars] [chars] on interface
[chars]

Explanation The IP address [chars] has been successfully [chars] on the interface [chars].
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Recommended Action No action is required.

Error Message FC MGR IPFC-6-IP UNK MSG MAJOR: Unrecognized message from [chars]. Major
type [dec]

Explanation An unknown message (major) was received from another process

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FC MGR IPFC-6-IP UNK MSG MINOR: Unrecognized message from [chars]. Minor
type [dec]

Explanation An unknown message (minor) was received from another process

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FC MGR IPFC-6-ROUTE NOT ACTIVE: The [chars] is not active
Explanation The specified route is successfully configured but currently is not active.
Recommended Action Check that the route is correct and the outgoing interface is operationally up.
Error Message FC MGR IPFC-6-STARTING: IP configuration Manager started
Explanation The IP Configuration Manager service has successfully started.

Recommended Action No action is required.

FDMI Messages

This section contains the FDMI messages.

FDMI-2

Error Message FDMI-2-FDMI INIT FAILED: FDMI initialization failed : [chars]

Explanation Fdmi process encountered error while starting
Recommended Action No action is required.

Error Message FDMI-2-FDMI MGMT SEC SDB ERR: [chars] : [chars]
Explanation FC CT Mgmt Security shared db operation : [chars] : [chars].

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
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Error Message FDMI-2-MTS ERROR: MTS message transmission failed with error [dec]

Explanation Fdmi process unsuccessfully tried to send a MTS message. MTS errro number is specified in
[dec]

Recommended Action No action is required.

Error Message FDMI-2-PSS CFG RESTORE ERROR: Configuration restoration for [chars] failed
with error [hex] for key type [dec]

Explanation Fdmi read the saved configuration and encountered an error while rebuilding the runtime con-
figuration. [chars] describes the configuration which the process tried to restore and Ox[hex] is the system err
code

Recommended Action No action is required.

Error Message FDMI-2-PSS RTDB RESTORE ERROR: Runtime database restoration for [chars]
failed with error [hex]

Explanation Fdmi read the saved runtime database and encountered an error while rebuilding the runtime
database. [chars] describes the runtime database which the process tried to restore and Ox[hex] is the sys-
tem err code

Recommended Action No action is required.

FDMI-3

Error Message FDMI-3-BAD FRAME: Malformed frame received: [chars]
Explanation Fdmi process received malformed frame. [chars] describes the malformation
Recommended Action No action is required.

Error Message FDMI-3-BAD RESPONSE: Bad payload([chars]) received in response with command
code: [hex]

Explanation Fdmi process received bad payload in response
Recommended Action No action is required.

Error Message FDMI-3-FDMI MGMT SEC RJT: FC CT Management Server query Rejected: [chars].
from FCID [hex]

Explanation Mgmt-security has rejected FC CT Management Server query: [chars]. from FCID [hex].
Recommended Action No action is required.

Error Message FDMI-3-INTERNAL ERROR: Internal err: [chars]
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Explanation Fdmi process encountered a general error, one that does not fall in any of the categories.
[chars] describes the error and its context.
Recommended Action No action is required.
Error Message FDMI-3-MTS API ERROR: API, [chars] returned [hex]
Explanation Fdmi invoked API [chars], received the error code specified in Ox[hex]
Recommended Action No action is required.

Error Message FDMI-3-MTS FORMAT ERROR: Unknown MTS message format in opcode [dec] from
module [chars]

Explanation Fdmi received message from module [chars] which contains unknown message format. MTS
opcode is specified in [dec]

Recommended Action No action is required.

Error Message FDMI-3-NO RESPONSE: No response from switch whose domain id is [dec]
Explanation Fdmi process sents a inter-switch packets to switches and has not received the response
Recommended Action No action is required.

Error Message FDMI-3-PSS ERROR: PSS operation [chars] returned err: [hex]

Explanation [chars] specifies the context where the failure occured and Ox[hex] specifies the err
Recommended Action No action is required.

Error Message FDMI-3-UNEXPECTED MTS MSG: Unexpected MTS message, opcode [dec], is re-
ceived

Explanation Fdmi process received unexpected MTS event. MTS opcode is specified in [dec]

Recommended Action No action is required.

FDMI-4

Error Message FDMI-4-SW REJ RESPONSE: Reject response [chars] from switch whose domain id
is [dec]

Explanation Fdmi process sents a inter-switch packets to switches and has received the reject response with
reason code in [chars]

Recommended Action No action is required.
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FDMI-6

Error Message FDMI-6-DEBUG INFO: [chars]
Explanation Fdmi process debug info
Recommended Action No action is required.

Error Message FDMI-6-FDMI MGMT SERVER REQ: FDMI received FC CT Mgmt Server [chars] Com-
mand code [hex], from FCID [hex].

Explanation FC CT request has been received from Managment Server. It is [chars]. Command code [hex],
from FCId [hex]

Recommended Action No action is required.

FEATURE-MGR Messages
This section contains the FEATURE-MGR messages.

FEATURE-MGR-2

Error Message FEATURE-MGR-2-FM AUTOCKPT FAILED: AutoCheckpoint [chars] failed to be cre-
ated for reason: [chars] ([hex])

Explanation AutoCheckpoint with the given name has been created successfully
Recommended Action No action is required.

Error Message FEATURE-MGR-2-FM FEATURE LICENSE ERROR: license [chars] checkout failure
for [chars], error [hex] ([chars])

Explanation License operation was not successful, check license validity for the feature
Recommended Action Please contact FM team

Error Message FEATURE—MGR—Z—FM_FEATURE_OP_GENERIC_ERROR: Service [chars] with uuid [dec]
([hex]) encountered error: [hex] ([chars]). Please contact service owner for details

Explanation Operation was not successful
Recommended Action Please contact FM/sysmgr team

ErrorMessage FEATURE—MGR—Z—FMiFEATUREioPiTIMEOUTiERROR: feature [chars] operation failed
on response timeout from service: [chars] with uuid ([hex])

Explanation The error seen at FM and service communication

Recommended Action Please contact service owner with given uuid and FM team
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Error Message FEATURE-MGR-2-FM FSET ADD CONFCHECK ERROR: failed to add confcheck [hex]
([chars]) at installing feature-set [chars]

Explanation Failed to add confcheck at enabling feature-set
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE-MGR-2-FM FSET CFG ALLOW ERROR: Potential vdc mgr issue: the allow
request failed [hex] ([chars])

Explanation Vdc_mgr failed to response the allow request
Recommended Action Please contact FM/vdc_mgr team

Error Message FEATURE-MGR-2-FM FSET CKPT ERROR: Checkpoint issue: failed on checkpoint
with error [hex] ([chars]) at feature-set [chars]

Explanation Checkpoint did not response
Recommended Action Please contact FM/vdc_mgr and rollback team

Error Message FEATURE-MGR-2-FM FSET DISABLE ERROR: Potential sysmgr issue: disable fea-
ture-set [chars] on sup failed with error [hex] ([chars])

Explanation Some issues while disabling feature-set
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE-MGR-2-FM FSET DISABLE FEATURES ERROR: features failed to disable at
feature-set [chars] with error [hex] ([chars])

Explanation Failed to disable feature at disabling feature-set
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE-MGR-2-FM FSET DISABLE FEATURES TIMEOUT: Potential [chars] issue:
feature [chars] did not complete its disabling

Explanation Failed to disable feature at disabling feature-set
Recommended Action Please contact FM/sysmgr team and the feature owner

Error Message FEATURE-MGR-2-FM FSET INSTALL ERROR: install feature-set [chars] returns
error 0X[hex] ([chars])

Explanation Somes issues during install feature-set

Recommended Action Please contact FM/sysmgr team
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Error Message FEATURE-MGR-2-FM FSET LCS DISABLE ERROR: Potential sysmgr issue: disable
feature-set [chars] failed on module [dec] with error [hex] ([chars])

Explanation Some issues on the Ic while disabling feature-set
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE-MGR-2-FM FSET LCS ENABLE ERROR: enabling feature-set [chars] on
module [dec] returns error 0X[hex] ([chars])

Explanation Somes issue on the Ic while enabling feature-set
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE-MGR-2-FM FSET PRESEQ REJECT: It rejects pre-sequence due to a ser-
vice with sap [dec]: [chars]

Explanation The message seen when an application rejects feature-set disable request
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE-MGR-2-FM FSET STATE MISMATCH: Feature-set [chars] state mismatch
between active and standby supervisior.Please check the feature-set state on standby
supervisor.

Explanation Feature-set state mistmatch between active and standby.
Recommended Action Reloading standby is recommended.

Error Message FEATURE-MGR-2-FM FSET SUP ENABLE ERROR: enabling feature-set [chars] on sup
returns error 0X[hex] ([chars])

Explanation Some issues during enabling feature-set
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE—MGR—Z—FM_FSET_UNGRACEFUL_DISABLE_ERROR: Potential sysmgr issue: un-
graceful disable feature-set [chars] failed with error [hex] ([chars])

Explanation Some issues while ungraceful disable feature-set
Recommended Action Please contact FM/sysmgr team

Error Message FEATURE—MGR—2—FM_FSET_UNGRACEFUL_UNINSTALL_ERROR: Potential sysmgr issue:
ungraceful uninstall feature-set [chars] failed with error [hex] ([chars])

Explanation Some issues while ungraceful uninstall feature-set

Recommended Action Please contact FM/sysmgr team
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Error Message FEATURE-MGR-2-FM FSET UNINSTALL ERROR: Potential sysmgr issue: uninstall
feature-set [chars] failed with error [hex] ([chars])

Explanation Some issues while uninstall feature-set
Recommended Action Please contact FM/sysmgr team
Error Message FEATURE-MGR-2-FM FSET VMM OP ERROR: [chars]
Explanation The error seen at FM and VMM interaction
Recommended Action Please contact FM/VMM team
Error Message FEATURE-MGR-2-MODULE FM DONE: feature manager completed
Explanation Feature manager completed
Recommended Action No action is required.
Error Message FEATURE-MGR-2-MODULE FM STARTED: feature manager started
Explanation Feature manager started

Recommended Action No action is required.

FEATURE-MGR-6

Error Message FEATURE-MGR-6-FM AUTOCKPT IN PROGRESS: AutoCheckpoint [chars]'s creation in
progress...

Explanation AutoCheckpoint creation has been requested and it should be in progress
Recommended Action No action is required.

Error Message FEATURE-MGR-6-FM AUTOCKPT SUCCEEDED: AutoCheckpoint [chars] created suc-—
cessfully

Explanation AutoCheckpoint with the given name has been created successfully
Recommended Action No action is required.

Error Message FEATURE—MGR—6—FM_FCOE_AUTOINSTALL_ON_NOT_ISOLA: auto-install feature-set
fcoe on non-isola

Explanation Auto-install feature-set fcoe could be done on isola only

Recommended Action Please contact FM team
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Error Message FEATURE-MGR-6-FM FSET ENABLED AT UNINSTALL: Uninstall aborted because fea-
ture set is still enabled in vdc [dec]

Explanation Feature setis in enabled state

Recommended Action No action is required.

FEX Messages

This section contains the FEX messages.

FEX-2

Error Message FEX-2-FEX NOT ONLINE SUP ISSU: FEX [dec] did not come online after SUP ISSU
Explanation FEX did not come online after sup ISSU
Recommended Action TAC may collect sh tech fex all logs during maintenance window

Error Message FEX-2-FEX NOT ONLINE SUP SWITCHOVER: FEX [dec] did not come online after
SUP Switchover.

Explanation Sup Switchover can happen during ISSU or through CLI 'system switchover'.
Recommended Action TAC may collect sh tech fex all logs during maintenance window
Error Message FEX-2-FEX OFFLINE WITH REASON: FEX [dec] has gone OFFLINE because [chars].
Explanation FEX has gone OFFLINE because of the specified reason.
Recommended Action TAC may collect sh tech fex all logs during maintenance window

Error Message FEX-2-FEX PORT STATUS CRIT: Uplink-ID [dec] of Fex [dec] that is connected
with [chars] changed its status from [chars] to [chars]

Explanation Fex [decimal-digit] changed port status

Recommended Action TAC may collect sh tech fex all logs during maintenance window
Error Message FEX-2-NOHMS ENV FEX OFFLINE: [chars]

Explanation Fex off-line

Recommended Action Show inventory
Error Message FEX-2-NOHMS ENV_FEX ONLINE: [chars]

Explanation Fex on-line

Recommended Action Show inventory
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Error Message FEX-2-SATMGR ASYNC TIMEOUT: Fex [dec] didnt respond to async request on

time

Explanation Stop/Start Async notifcation to fex timed out

Recommended Action TAC may collect sh tech fex all logs during maintenance window
FEX-4

Error Message FEX-4-FEX SCALING LIMITS REACHED: You have exceeded the advisable FEX scal-
ing limits.

Explanation More FEX/FEX ports in the system than recommended by Cisco.

Recommended Action No action is required.

FEX-5
Error Message FEX-5-FEX DISABLED: FEX Disabled
Explanation FEX Service Disabled
Recommended Action No action is required.
Error Message FEX-5-FEX ENABLED: FEX Enabled
Explanation FEX Service Enabled
Recommended Action No action is required.
Error Message FEX-5-FEX OFFLINE: FEX [dec] has gone OFFLINE
Explanation FEX has gone OFFLINE
Recommended Action No action is required.
Error Message FEX-5-FEX ONLINE: FEX [dec] has come ONLINE
Explanation FEX has come ONLINE
Recommended Action No action is required.

ErrorMessage FEX—5—FEX_PORT_STATUS_NOTIFICATION: Uplink-ID [dec] of Fex [dec] that is
connected with [chars] changed its status from [chars] to [chars]

Explanation Fex [decimal-digit] changed port status

Recommended Action No action is required.
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Error Message FEX-5-PINNING CHANGED: Fex [dec] pinning information is changed

Explanation Fex pinning information changed
Recommended Action No action is required.

Error Message FEX-5-SATMGR DISABLE FAILED:
FEX related configs from interfaces

Explanation Disabling of FEX feature failed

Recommended Action No action is required.

FIB FCOEFIB Messages
This section contains the FIB FCOEFIB messages.

FIB FCOEFIB-5
Error Message FIB FCOEFIB-5-FCOE DISABLED:
Explanation FCOE Service Disabled

Recommended Action No action is required.

Disabling of feature FEX failed.

FCOE Disabled

Error Message FIB FCOEFIB-5-FCOE ENABLED: FCOE Enabled

Explanation FCOE Service nabled

Recommended Action No action is required.

FIB Messages

This section contains the FIB messages.

FIB-SLOT#-0

Error Message FIB-SLOT#-0-EMERG: [chars]

Explanation Fib caused a system failure

Please remove

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-

port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FIB-SLOT#-1

Error Message FIB-SLOT#-1-ALERT: [chars]

Explanation Fib caused failures in other services
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
Error Message FIB-SLOT#-1-HW RESOURCE: [chars]
Explanation Hardware resources are approaching limit.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FIB-SLOT#-2

Error Message FIB-SLOT#-2-CRIT: [chars]
Explanation Fib encountered a catastrophic error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FIB-SLOT#-3

Error Message FIB-SLOT#-3-ERR: [chars]
Explanation Fib encountered an error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FIB-SLOT#-3-HW FAIL: [chars]
Explanation Failed to program route into the hardware.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FIB-SLOT#-3-NO MEM: Out of memory
Explanation Fib does not have enough memory to continue proper operation.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FIB-SLOT#-3-SEND_SUP: Cannot talk to supervisor

Explanation Fib to supervisor IPC failure
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FIB-SLOT#-4

Error Message FIB-SLOT#-4-CPU _HOG: Inactive or busy

Explanation Either fib was not scheduled to run, or fib was busy, and fib did not service the message or timer
gueue for an extended period.

Recommended Action Please perform 'debug fib error', then recreate the operation scenario, to find out
more details.

Error Message FIB-SLOT#-4-WARN: [chars]
Explanation Fib encountered a possible error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FIB-SLOT#-6

Error Message FIB-SLOT#-6-FIB INFO: [chars]
Explanation Information that a corrective action was taken by FIB

Recommended Action Message is informational only

FICON Messages

This section contains the FICON messages.

FICON-2

Error Message FICON-2-E DUPLICATE PN BRINGUP FAIL: [chars]

Explanation This port has the same port number assigned to other port in the same FICON VSAN. No more
than one port with duplicate port number can be up in each FICON VSAN

Recommended Action Avoid duplicate number assignment in each FICON VSAN
Error Message FICON-2-E DUPLICATE PN BRINGUP FAIL: [chars]

Explanation This port has the same port number assigned to other port in the same FICON VSAN. No more
than one port with duplicate port number can be up in each FICON VSAN

Recommended Action Avoid duplicate number assignment in each FICON VSAN
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Error Message FICON-2-E PN PA NOT IN BOUND: [chars]
Explanation Port number or port address in startup-configure is out of bound.
Recommended Action Change ficon port number assign configuration and save to startup-configure.
Error Message FICON-2-E PN PA NOT IN BOUND: [chars]
Explanation Port number or port address in startup-configure is out of bound.
Recommended Action Change ficon port number assign configuration and save to startup-configure.
Error Message FICON-2-E SAVE FILE: [chars]
Explanation Failed to save file. Possibly due to asymmetric pdcm matrix. Look for retval for actual reason.
Recommended Action Configure port prohibits in symmetrically.
Error Message FICON-2-E SAVE FILE: [chars]
Explanation Failed to save file. Possibly due to asymmetric pdcm matrix. Look for retval for actual reason.
Recommended Action Configure port prohibits in symmetrically.
Error Message FICON-2-SHUTDOWN: FICON Manager process shutting down: [chars]
Explanation FICON Manager shutting down
Recommended Action This is a severe error. Provide the reason given in the message
Error Message FICON-2-SHUTDOWN: FICON Manager process shutting down: [chars]
Explanation FICON Manager shutting down

Recommended Action This is a severe error. Provide the reason given in the message

FICON-3

Error Message FICON-3-E ASSIGN BINDING PN FAIL: [chars]
Explanation Port number has fcip or port channle binding can not be removed nor changed.
Recommended Action Remove port number binding of the logical interface first.

Error Message FICON-3-E ASSIGN BINDING PN FAIL: [chars]
Explanation Port number has fcip or port channle binding can not be removed nor changed.

Recommended Action Remove port number binding of the logical interface first.

288



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

Error Message FICON-3-E ASSIGN INVALID PN PARAM: [chars]
Explanation Invalid port number parameters in command.
Recommended Action Check port numbers in the command.

Error Message FICON-3-E ASSIGN INVALID PN PARAM: [chars]
Explanation Invalid port number parameters in command.
Recommended Action Check port numbers in the command.

Error Message FICON-3-E ASSIGN OVERLAP PN FAIL: [chars]
Explanation Port number assigned to physical and logical can not overlap.
Recommended Action Check port numbers in the command.

Error Message FICON-3-E ASSIGN OVERLAP PN FAIL: [chars]
Explanation Port number assigned to physical and logical can not overlap.
Recommended Action Check port numbers in the command.

Error Message FICON-3-E ASSIGN PN NOT DOWN FAIL: [chars]
Explanation Only port number assigned to a port in down state can be removed or changed.
Recommended Action Bring down the port first.

Error Message FICON-3-E ASSIGN PN NOT DOWN FAIL: [chars]
Explanation Only port number assigned to a port in down state can be removed or changed.
Recommended Action Bring down the port first.

Error Message FICON-3-E ASSIGN PROHIBIT PN FAIL: [chars]
Explanation Logical port address can not be prohibited.

Recommended Action Check port numbers in the command.

Error Message FICON-3-E ASSIGN PROHIBIT PN FAIL: [chars]
Explanation Logical port address can not be prohibited.

Recommended Action Check port numbers in the command.

Error Message FICON-3-E DUPLICATE PN ASSIGN WARNING: [chars]
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Explanation This port has the same port number assigned to other port in the same FICON VSAN. No more
than one port should have the same port number in each FICON VSAN
Recommended Action Avoid duplicate number assignment in each FICON VSAN
Error Message FICON-3-E DUPLICATE PN ASSIGN WARNING: [chars]

Explanation This port has the same port number assigned to other port in the same FICON VSAN. No more
than one port should have the same port number in each FICON VSAN

Recommended Action Avoid duplicate number assignment in each FICON VSAN

Error Message FICON-3-E INVALID PA BRINGUP FAIL: [chars]
Explanation This port either has an invalid port address assigned or has no port address assigned.
Recommended Action Assign a valid ficon port number to the port.

Error Message FICON-3-E INVALID PA BRINGUP FAIL: [chars]
Explanation This port either has an invalid port address assigned or has no port address assigned.
Recommended Action Assign a valid ficon port number to the port.

Error Message FICON-3-E PORT PROHIBIT BRINGUP FAIL: [chars]

Explanation This port has been prohibited. Prohibiting E or TE ports is not allowed. This port can not be con-
figured in E mode or TE mode until the prohibit mask configuration is changed

Recommended Action Correct the prohibit mask(PDCM) for this port if you wish to bring it up as an E or TE
portin a FICON VSAN

Error Message FICON-3-E PORT PROHIBIT BRINGUP FAIL: [chars]

Explanation This port has been prohibited. Prohibiting E or TE ports is not allowed. This port can not be con-
figured in E mode or TE mode until the prohibit mask configuration is changed

Recommended Action Correct the prohibit mask(PDCM) for this port if you wish to bring it up as an E or TE
portin a FICON VSAN

Error Message FICON-3-E UNASSIGN NO PN FAIL: [chars]
Explanation Only port number already assigned can be removed.
Recommended Action Check port numbers in the command.

Error Message FICON-3-E UNASSIGN NO PN FAIL: [chars]
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Explanation Only port number already assigned can be removed.
Recommended Action Check port numbers in the command.

Error Message FICON—3—FICON_KEY_COUNTER_RECOVERED: FICON Key counter recovered for VSAN
[dec]

Explanation FICON key counter - out of sync and needs to be reset

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support

Error Message FICON—3—FICON_KEY_COUNTER_RECOVERED: FICON Key counter recovered for VSAN
[dec]

Explanation FICON key counter - out of sync and needs to be reset

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support

Error Message FICON-3-PDCM CHANGE REJ E PORT: [chars]

Explanation The FICON Prohibit Dynamic Connectivity Mask(PDCM) change rejected because an E or TE port
is being prohibited. Prohibiting an E or TE port in not allowed

Recommended Action Correct the prohibit mask(PDCM) for this port if you wish to bring the port up as an E
or TE port in a FICON VSAN

Error Message FICON-3-PDCM CHANGE REJ E PORT: [chars]

Explanation The FICON Prohibit Dynamic Connectivity Mask(PDCM) change rejected because an E or TE port
is being prohibited. Prohibiting an E or TE port in not allowed

Recommended Action Correct the prohibit mask(PDCM) for this port if you wish to bring the port up as an E
or TE port in a FICON VSAN

FICON-5

Error Message FICON-5-STARTING: FICON Manager process starting
Explanation FICON Manager process is being started
Recommended Action No action is required.

Error Message FICON-5-STARTING: FICON Manager process starting

Explanation FICON Manager process is being started
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Recommended Action No action is required.

FICON-6

Error Message FICON-6-PDCM CHANGE: VSAN [dec] port-address [dec] prohibit mask set to
[chars]

Explanation The FICON Prohibit Dynamic Connectivity Mask(PDCM) for this port has changed. VSAN [dec],
port address [dec] prohibit mask(PDCM) is now set to [chars]

Recommended Action No action is required.

Error Message FICON-6-PDCM CHANGE: VSAN [dec] port-address [dec] prohibit mask set to
[chars]

Explanation The FICON Prohibit Dynamic Connectivity Mask(PDCM) for this port has changed. VSAN [dec],
port address [dec] prohibit mask(PDCM) is now set to [chars]

Recommended Action No action is required.

Error Message FICON-6-PORT SWAP: port number [dec] [dec] swapped
Explanation FICON portnumbers swapped
Recommended Action No action is required.

Error Message FICON-6-PORT SWAP: port number [dec] [dec] swapped
Explanation FICON portnumbers swapped
Recommended Action No action is required.

Error Message FICON-6-VSAN DISABLED: FICON disabled on VSAN [dec]
Explanation FICON has been disabled on the given VSAN
Recommended Action No action is required.

Error Message FICON-6-VSAN DISABLED: FICON disabled on VSAN [dec]
Explanation FICON has been disabled on the given VSAN
Recommended Action No action is required.

Error Message FICON-6-VSAN ENABLED: FICON enabled on VSAN [dec]
Explanation FICON has been enabled on the given VSAN

Recommended Action No action is required.
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Error Message FICON-6-VSAN ENABLED: FICON enabled on VSAN [dec]
Explanation FICON has been enabled on the given VSAN

Recommended Action No action is required.

FIPS Messages

This section contains the FIPS messages.

FIPS-0

Error Message FIPS-0-FIPS POST CLEANUP FAILED: Error cleaning up keys in FIPS mode
[chars]

Explanation FIPS cleanup failed [chars]
Recommended Action NONE*

Error Message FIPS-0-SET FIPS MODE FAILED: Error when setting FIPS mode : [chars]
Explanation FIPS mode failed [chars]

Recommended Action No action is required.

FIPS-6
Error Message FIPS-6-SET FIPS MODE: FIPS mode is [chars] for service [chars]
Explanation FIPS mode is changed [chars] [chars]

Recommended Action No action is required.

FLN_EM Messages

This section contains the FLN_EM messages.

FLN_EM-2
Error Message FLN EM-2-FLN EM ERR MSG: [chars]
Explanation
Recommended Action No action is required.
Error Message FLN EM-2-PAUSE MSG: [chars]

Explanation Pause debug log message
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Recommended Action No action is required.

FLN_EM-4
Error Message FLN EM-4-FLN EM WRN MSG: [chars]

Explanation Warning log message

Recommended Action No action is required.

FLN_EM-6
Error Message FLN EM-6-FLN EM DEBUG MSG: [chars]

Explanation Debug log message

Recommended Action No action is required.

FLN_FCP Messages

This section contains the FLN_FCP messages.

FLN_FCP-6
Error Message FLN FCP-6-FLN FCP DEBUG MSG: [chars]

Explanation Debug log message

Recommended Action No action is required.

FLN_FWD_USD Messages
This section contains the FLN_FWD_USD messages.

FLN_FWD_USD-2
Error Message FLN FWD USD-2-CRIT MSG: [chars]
Explanation Critical log message
Recommended Action No action is required.
FLN_FWD_USD-6
Error Message FLN FWD USD-6-FLN FWD DEBUG MSG: [chars]

Explanation Debug log message
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Recommended Action No action is required.

FLN_L3 Messages

This section contains the FLN_L3 messages.

FLN_L3-6
Error Message FLN L3-6-FLN L3 DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

FLN_QUE Messages

This section contains the FLN_QUE messages.

FLN_QUE-6
Error Message FLN QUE-6-FLN QUE DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

FLN_XBAR Messages

This section contains the FLN_XBAR messages.

FLN_XBAR-2

Error Message FLN XBAR-2-FLN XBAR FR CRC: [chars]
Explanation Flanker received packets with CRC error from fabric

Recommended Action No action is required.

FLN_XBAR-6

Error Message FLN XBAR-6-FLN XBAR DEBUG MSG: [chars]
Explanation Debug log message

Recommended Action No action is required.

FLOGI Messages

This section contains the FLOGI messages.
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FLOGI-1

Error Message FLOGI-1-MSG FDISC REJECT TOO MANY LOGINS: [VSAN [dec], Interface [chars]]
FDISC rejected - this interface has reached the max num of N-Ports ([dec])

Explanation An FDISC was rejected because the F-Port has reached the maximum allowed number of de-
vices.

Recommended Action Check the configuration of the NPIV device connected to the port.

Error Message FLOGI-1-MSG FLOGI REJECT FCID ERROR: [VSAN [dec], Interface [chars]] (pwwn:
[chars]) FLOGI rejected - FCID allocation failed with error [hex].

Explanation An FLOGI was rejected because the FCID allocation failed.

Recommended Action Check the fcid-interop configuration, purge the persistency table and check the out-
put of show flogi database details and see if any of the A area FCID allocation entries can be turned to single
fcid allocation as per Configuration Guide

Error Message FLOGI-1-MSG FLOGI REJECT TOO MANY LOGINS: [VSAN [dec], Interface [chars]]
FLOGI rejected - this interface has reached the max num of NL-Ports ([dec])

Explanation An FLOGI was rejected because the FL-Port has reached the maximum allowed number of de-
vices.

Recommended Action Reduce the number of devices on the loop
Error Message FLOGI-1-MSG NPIV NOT SUPPORTED WITH TRUNKING: [VSAN [dec], Interface
[chars]] NPIV not supported - on this platform, NPIV is not supported on trunking in-
terfaces

Explanation The N_Port requested NPIV, but this platform does not support NPIV on trunking F_Ports.

Recommended Action Disable NPIV, or move the N_Port to a switch that supports NPIV on trunking F_Ports

FLOGI-2

Error Message FLOGI-2-INTERFACE LOGIN LIMIT: Total number of flogis [dec] on the inter-
face [chars] has reached/exceeded the limit

Explanation The interface flogi threshold limit reached/exceeded
Recommended Action No action is required.

Error Message FLOGI-2-MODULE LOGIN LIMIT: Total number of flogis [dec] in module [dec]
has reached/exceeded the limit

Explanation The module flogi threshold limit reached/exceeded
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Recommended Action No action is required.

Error Message FLOGI-2-MSG_FLOGI REJECT NO ACL TCAM AVAILABLE: [VSAN [dec], Interface
[chars]] FLOGI rejected - ACLTCAM resource exausted

Explanation An FLOGI was rejected because the ACLTCAM hardware resource is completely used.
Recommended Action Reduce the number of nodes.

Error Message FLOGI-2-SWITCH LOGIN LIMIT: Total number of flogis [dec] on the switch has
reached/exceeded the limit

Explanation The switch flogi threshold limit reached/exceeded

Recommended Action No action is required.

FLOGI-3

Error Message FLOGI-3-FLOGI IMPLICIT DEVICE LOGOUT: FLOGI/FDISC from PWWN [chars] has
been logged out from [chars] because it tried to login on [chars]

Explanation The switch implicitly logged out a device because it tried to login on a different interface
Recommended Action *Please retry the FLOGI/FDISC*

Error Message FLOGI-3-FLOGI ON FPORT CHANNEL MEMBER: FLOGI from PWWN [chars] has been
dropped because it was received on F[chars] member [chars]

Explanation The flogi has been dropped because, it has been received on an fport-channel member interface
when the fport-channel is already up

Recommended Action *Remove the member from the port-channel on the local switch or add the member
to the port-channel on the remote switch*

Error Message FLOGI-3-FLOGI REJECTED DUE TO SERVICE TIMEOUT: FLOGI/FDISC from PWWN
[chars] on [chars] has been rejected because [chars] service failed to respond to the
request

Explanation The switch received an FLOGI/FDISC, which could not be processed on time because system is
busy

Recommended Action *Please retry the FLOGI/FDISC after the system load has reduced*
Error Message FLOGI-3-FLOGI REJECTED DUPLICATE PWWN IN FABRIC: FLOGI/FDISC from PWWN
[chars] on [chars] has been rejected because name server detected duplicate PWWN in the
fabric

Explanation The switch received an FLOGI/FDISC, which has a PWWN value that is already logged in the fab-

ric.
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Recommended Action *Please retry the FLOGI/FDISC after the device logged out of the fabric*
Error Message FLOGI-3-FLOGI REJECTED DUPLICATE PWWN ON SWITCH: FLOGI/FDISC from PWWN
[chars] on [chars] has been rejected because it is already logged in to this switch on

[chars]

Explanation The switch received an FLOGI/FDISC, which is already logged in to this switch on a different in-
terface

Recommended Action *Please retry the FLOGI/FDISC after the device logs out of the existing interface*

FLOGI-4

Error Message FLOGI-4-MSG VF FLOGI FROM NON CISCO OUI: [VSAN [dec], Interface [chars]]
FLOGI with VF bit set from OUI [hex]:[hex]:[hex] (nwwn: [chars])

Explanation This interface received an FLOGI with VF bit set from a non CISCO QUI; in this release Virtual
Fabrics are not supported on interfaces connected to third-party devices

Recommended Action Set the trunk mode of this interface to off

FLOGI-5

Error Message FLOGI—5—MSG_FLOGI_DROP_DUE_TO_SUSPENDED_VSAN: [VSAN [dec], Interface
[chars]] FLOGI (pwwn: [chars]) has been dropped because the VSAN is suspended on this
trunking interface

Explanation The switch received an FLOGI from a trunking interface on a VSAN which has been suspended;
the FLOGI frame has been dropped.

Recommended Action To bring up the VSAN again on the trunking port, remove it from the allowed VSAN
list and add it again

Error Message FLOGI-5-MSG FLOGI DUPLICATE WWPN: [VSAN [dec], Interface [chars]] FLOGI
(pwwn: [chars]) has been dropped because the host has a duplicate WWPN

Explanation The switch received an FLOGI from the interface, which has a duplicate PWWN value.
Recommended Action No action is required.

Error Message FLOGI-5-MSG_IF REINIT ALPA CONFLICT: [VSAN [dec], Interface [chars]] FL/TL
interface [chars] re-initialized as ALPA - PWWN map conflict occurred.

Explanation The FL/TL interface is re-initialized as ALPA used by device conflicts with an existing FLOGI ses-
sion after the Loop Initialization Protocol(LIP). All the devices will re-login with new ALPA and PWWN map-

ping
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Recommended Action No action is required.

Error Message FLOGI-5-MSG PORT LOGGED IN: [VSAN [dec], Interface [chars]] Nx Port [chars]
with FCID [chars] logged IN.

Explanation Nx port logged in with the specified information.
Recommended Action No action is required.

Error Message FLOGI-5-MSG PORT LOGGED OUT: [VSAN [dec], Interface [chars]] Nx Port
[chars] logged OUT.

Explanation Nx port logged out. The following commands will help determine why this Nx port logged out:
'show interface, show VSAN, show module'

Recommended Action No action is required.

FMD Messages

This section contains the FMD messages.

FMD-3

Error Message FMD-3-FMD CAPTURE GROUP LOG INFO: [chars]
Explanation Capturing Group tech-support for app
Recommended Action No action is required.

Error Message FMD-3-FMD CAPTURE LOG INFO: [chars]
Explanation Capturing tech-support for app

Recommended Action No action is required.

FPOAM Messages

This section contains the FPOAM messages.

FPOAM-4

Error Message FPOAM-4-ENTER SESSION: [chars]
Explanation Notification of Looback response received for a session.
Recommended Action No action is required.

Error Message FPOAM-4-EVENT DEST UNREACH: Received Destination Unreachable notification
message from switch id [dec] for switch id [dec].
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Explanation Notification received that destination is unreachable
Recommended Action No action is required.

Error Message FPOAM-4-EVENT INVALID TLV: Received invalid TLV notification message from
switch id [dec] for switch id [dec]

Explanation Notification received of packet with invalid TLV
Recommended Action No action is required.

Error Message FPOAM-4-EVENT PARAMETER PROB: Received Parameter problem notification mes-
sage from switch id [dec] for switch id [dec]

Explanation Notification received of packet with parameter problem
Recommended Action No action is required.

Error Message FPOAM-4-EVENT TEST CRC FAIL: Received test crc failure notification message
from switch id [dec] for switch id [dec]

Explanation Notification received of packet with test crc failure
Recommended Action No action is required.

Error Message FPOAM-4-EVENT TTL EXPIRY: Received Fabricpath TTL Expiry notification mes-
sage from switch id [dec] for switch id [dec].

Explanation Notification received packet with TTL expiry
Recommended Action No action is required.

Error Message FPOAM-4-EVENT VLAN UNKNOWN: Received Fabricpath VLAN unknown notification
message from switch id [dec] for switch id [dec].

Explanation Notification received packet with VLAN unknown
Recommended Action No action is required.

Error Message FPOAM-4-EXIT SESSION: [chars]
Explanation Notification of connectivity loss for a Looback session.
Recommended Action No action is required.

Error Message FPOAM-4-MTRACE ACL INSTALL FAIL: ACL couldn't be installed for request
[dec].

Explanation ACL install failed
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Recommended Action No action is required.
Error Message FPOAM-4-SESSION ERROR: [chars]
Explanation Notification of connectiviy issue for Fabricpath packet

Recommended Action No action is required.

FSCM Messages

This section contains the FSCM messages.

FSCM-2

Error Message FSCM-2-FABRIC START CFG MGR PROGRAM EXIT: Fabric Start Cfg Mgr daemon exit-
ing: [chars]

Explanation FABRIC_START_CFG_MGR daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FSM UTILS Messages

This section contains the FSM UTILS messages.

FSM UTILS-5

Error Message FSM UTILS-5-FU FUNC LIB: [chars]
Explanation Function called successfully
Recommended Action No action is required.

Error Message FSM UTILS-5-FU GENERIC ERROR: [chars]
Explanation FSMU Generic Error
Recommended Action No action is required.

Error Message FSM UTILS-5-FU LOAD LIB: [chars]
Explanation Library loaded successfully
Recommended Action No action is required.

Error Message FSM UTILS-5-FU UNLOAD LIB: [chars]

Explanation Library unloaded successfully
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Recommended Action No action is required.

FSPF Messages

This section contains the FSPF messages.

FSPF-2

Error Message FSPF-2-SHUTDOWN: Routing daemon shutting down : [chars]

Explanation FSPF routing daemon is shutting down because of [chars] reason.

Recommended Action This is a severe bug. Provide the reason provided and the log files for FSPF.

FSPF-3

Error Message FSPF-3-BAD FC2 PKT: Received bad FC2 packet on interface [chars] : [chars]
Explanation FSPF received a bad FC2 packet on [chars] interface , error description is [chars].
Recommended Action FSPF daemon has received a bad FC frame. Provide the output of 'debug fc2 pkt '.

Error Message FSPF-3-CHECKSUM FAIL: Checksum test failed for LSR domain [dec]

Explanation Periodic database checksum test failed for LSR for domain [dec]

Recommended Action This indicates that the internal database got corrupted because of some memory cor-
ruption bug. Provide output of 'show fspf database '. May need to power cycle the switch

Error Message FSPF-3-FC2 PROC_ERR: Error in processing [chars] packet on interface
[chars], Error = [chars]

Explanation An error occurred in processing a [chars] FC2 packet on [chars] interface. The internal error
code is [chars].

Recommended Action Turn on 'debug fspf error' to get more information. Make sure there is no misconfigu-
ration of FSPF parameters on the two ends of the interface. Provide output of 'show fspf vsan x' 'show fspf
vsan x interface' and 'debug fspf fc pkt ' for the specific interface

Error Message FSPF-3-FLOOD ERR: Error in flooding the local LSR , Error = [chars]
Explanation FSPF had an error in flooding the local LSR, error description is [chars].

Recommended Action Provide output of 'debug fspf flood', 'debug fspf error'. If error is reported in trans-
mitting packet check if interface is up and turn on 'debug fc2 error'

Error Message FSPF-3-HELLO MISMATCH: Mismatch in [chars] in the Hello packet on interface
[chars]
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Explanation There is a mismatch in the [chars] entry in the hello packet received on interface [chars]. The
packet will be dropped.

Recommended Action Check the configuration of hello or dead interval on the switches on the two ends of
the interface to see if there is a mismatch.

Error Message FSPF-3-INTF TIMER ERR: Error in processing interface timer event [chars]
for interface [chars] , error = [chars]

Explanation FSPF had an error in processing timer event for interface chars, error is [chars].
Recommended Action Provide output of 'debug fspf error'

Error Message FSPF-3-IPC PROC_ERR: Error in processing IPC message : Opcode = [dec], Er-
ror code = [hex]

Explanation FSPF had an error in processing message of [dec] opcode, the internal error code is [dec].

Recommended Action Possibly some wrong IPC message is received by FSPF . Provide output of 'debug fspf
mts pkt' and 'debug fspf error ' trace.

Error Message FSPF-3-LOCK FAIL: FSPF failure in gaining lock
Explanation There is a software failure in gaining lock of the shared resource between FSPF threads.
Recommended Action Provide output of 'debug fspf all '

Error Message FSPF-3-MTS MSG BEFORE GSYNC: FSPF in standby received MTS message opcode =
[hex] before GSYNC

Explanation FSPF in standby received an MTS message of opcode [dec] before receiving the GSYNC message.
Recommended Action Provide output of 'debug fspf mts pkt '

Error Message FSPF-3-RIB ERR: Error in RIB : [chars]
Explanation FSPF had an error in interacting with RIB, error description is [chars].

Recommended Action Check if rib application is running using 'show processes'. Provide output of 'debug
fspf route' and RIB debug traces.

Error Message FSPF-3-ROUTE COMPUTE ERR: Error in computing or sending routes : Error =
[chars]

Explanation FSPF had an error in computing routes, error description is [chars].

Recommended Action Provide the error code and output of 'debug fspf error' and 'debug fspf route' if prob-
lem is reproducible
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Error Message FSPF-3-UNLOCK FAIL: FSPF failure in releasing lock
Explanation There is a software failure in releasing lock of the shared resource between FSPF threads.
Recommended Action Provide output of 'debug fspf all '

Error Message FSPF-3-VSAN TIMER ERR: Error in processing VSAN timer event [chars], error
description = [chars]

Explanation FSPF had an internal error in processing timer event , error description is [chars].

Recommended Action Provide output of 'debug fspf error'

FSPF-4

Error Message FSPF-4-FC2 DOWN INTF: Received FC2 packet on DOWN interface [chars]
Explanation FSPF received a FC2 packet on inactive interface [chars] .

Recommended Action This message may be printed for the first FSPF packet when an interface is brought
up. If the message is seen continuously check if FSPF is disabled on one end for the interface or the VSAN.
Otherwise check 'show interface ' output to see if interface is physically up only on one side. Also check if
there is any error message printed for IPC_PROC_ERR

Error Message FSPF-4-FC2 DOWN VSAN: Received FC2 packet on inactive vsan
Explanation FSPF received a FC2 packet on inactive vsan.

Recommended Action If message seen continuously check if FSPF is disabled on the VSAN Investigate if
VSAN is active and valid domain has been assigned on the switch Also check if IPC_PROC_ERR message is
printed in the syslog

Error Message FSPF-4-ILLEGAL FSM EVENT: Illegal FSM event for state [chars] in interface
[chars]

Explanation An illegal protocol event has occurred for the FSPF state machine. The old state was [chars] for

the interface [chars].

Recommended Action It is possible to get this message if some protocol packet gets dropped but the it
should recover and move back to FULL state. Do 'show fspf interface' to check the state of the interface. If it
is stuck in state other than FULL provide output of 'debug fspf event' and 'debug fspf fc pkt ' for the inter-
faces involved.

Error Message FSPF-4-LSR DROPPED: [chars], Dropping LSR [dec] received on interface
[chars]
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Explanation A LSR packet is dropped due to [chars] reason. LSR belonged to domain [dec] and was received
on interface [chars].

Recommended Action Provide the reason given for dropping the LSR and output of 'debug fspf fc pkt' If the
reason is checksum failure investigate possible packet corruption or truncation

Error Message FSPF-4-LSR MIN LS ARRIVAL: Packet arrived before MIN LS ARRIVAL, Dropping
LSR [dec] on interface [chars]

Explanation A LSR packet is dropped as it arrived before MIN_LS_ARRIVAL. LSR belonged to domain [dec]
and was received on interface [chars].

Recommended Action This can occur in transient situation and protocol recovers by retransmitting the LSR.
If the message is seen continuously provide output of 'debug fspf flood ', 'debug fspf retrans' and 'debug fspf
error '. The message may be seen more often when interoperating with other vendors

Error Message FSPF-4-LSU RX INIT: Dropping LSU received in state INIT on interface
[chars]

Explanation A LSU packet is dropped as interface [char] is in INIT state when it received the LSU.

Recommended Action This can occur in some transient situation. If the problem persists provide output of
'show fspf vsan x interface' and 'debug fspf fc pkt ' and 'debug fspf event vsan x'

FSPF-5

Error Message FSPF-5-STARTING: Routing daemon started
Explanation FSPF routing daemon has been started.

Recommended Action No action is required.

FSPF-6

Error Message FSPF-6-ADD LSR: New LSR added for domain [dec]
Explanation A new LSR is added to the database for domain [dec] .
Recommended Action No action is required.

Error Message FSPF-6-DELETE LSR: LSR deleted for domain [dec]
Explanation The LSR for domain [dec] is deleted from the database.
Recommended Action No action is required.

Error Message FSPF-6-INTF OPER DOWN: Down on interface [chars]
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Explanation FSPF has become operationally down on interface [chars].
Recommended Action No action is required.

Error Message FSPF-6-INTF OPER UP: Up on interface [chars]
Explanation FSPF has become operational on interface [chars].
Recommended Action No action is required.

Error Message FSPF-6-MAX AGE: LSR [dec] reached Maxage

Explanation The LSR for domain [dec] reached the maximum age and will be deleted from all the connected
switches .

Recommended Action No action is required.

Error Message FSPF-6-ROLLOVER: Rolling over the incarnation number of Local LSR
Explanation The incarnation number of local LSR reached the maximum value and is rolling over.
Recommended Action No action is required.

Error Message FSPF-6-SELF ORIGINATED: Received local LSR with higher incarnation number

Explanation A LSR for the local domain was received with incarnation number higher than the one in data-
base. This situation should only occur initially on a topology change. If this situation persists the domain as-
signment of switches may not be unique

Recommended Action If this message is received continuously check if domain assignment is unique in the
fabric.

Error Message FSPF-6-STATE CREATED: Internal state created [chars]
Explanation FSPF has created its internal state stateless/stateful [chars].
Recommended Action No action is required.

Error Message FSPF-6-VSAN OPER DOWN: Down on vsan
Explanation FSPF has become operationally down on VSAN.

Recommended Action No action is required.

Error Message FSPF-6-VSAN OPER UP: Up with local domain [dec]

Explanation FSPF has started with local domain [dec].

Recommended Action No action is required.
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FSPF-7

Error Message FSPF-7-ROUTE THREAD STARTED: Thread number [dec] started
Explanation Route computation thread number [dec] has been started for FSPF.

Recommended Action No action is required.

FVP Messages

This section contains the FVP messages.

FVP-2

Error Message FVP-2-GENERAL ERROR: [chars]
Explanation The FVP Manager has encountered an critical error. The description of error is [str.]
Recommended Action No action is required.

Error Message FVP-2-MALLOC ERROR: Size [dec] bytes
Explanation The FVP Manager could not allocate memory.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FVP-2-PSS BKP PSS MISMATCH: Block [dec]: PSS: Not Free; BKPLN PROM: Free

Explanation This FVP Manager detected a discrepancy between the information on the chassis and that in its
persistent information databases. The persistent information database has been updated with the infor-
mation on the chassis.

Recommended Action No action is required.
Error Message FVP-2-PSS ERROR: [chars]
Explanation The FVP Manager encountered error while operating on a persistent storage database.

Recommended Action No action is required.

FVP-3
Error Message FVP-3-FVPD PSS CORRUPTED: [chars] PSS found corrupted

Explanation The FVP Manager has detected corruption in one of its persistent information database. The
database would be recreated.
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Recommended Action No action is required.
Error Message FVP-3-PSS SYNC TO STNDBY FAILED: PSS TYPE=[chars] KEY=[chars]

Explanation Could not send PSS Sync. notification to Standby Supervisor. PSS Type=[str.] Operation=[.str]
Key=[Str.]

Recommended Action No action is required.
Error Message FVP-3-RELEASE ERR FREE: Already free FVP [chars]

Explanation A client of FVP Manager attempted to remove a FVP [char] which is not present. This infor-
mation is for debugging only.

Recommended Action No action is required.
Error Message FVP-3-RELEASE ERR UNKNOWN: Unknown FVP [chars]

Explanation FVP Manager received a request to release a FVP [char] that could not have been allocated by
this FVP Manager.

Recommended Action No action is required.

Error Message FVP-3-RELEASE ERR: Cant Rel. FVP [chars]
Explanation FVP Manager received a request to remove a FVP that cannot be removed.
Recommended Action No action is required.

Error Message FVP-3-TOOMANY REQ REL: FVPs [chars] = [dec] > MAX LIMIT 1024 - Denied

Explanation The FVP Manager received a request to allocate [dec] more than the maximum number of FVPs
that can be allocated/released in a single request.

Recommended Action No action is required.
Error Message FVP-3-UNKNOWN MSG: Recvd. from Node=[dec] SAP=[dec] Opcode=[dec]

Explanation The FVP Manager has received an unknown message from [dec]].[dec] with opcod [dec]. This
information is for debugging only.

Recommended Action No action is required.

FVP-4

Error Message FVP-4-EXITING: Exited due to [chars]
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Explanation The FVP Manager process has exited due to [char]. The process has probably been restarted
automatically.

Recommended Action No action is required.
Error Message FVP-4-PSS VERSION MISMATCH: PSS [dec] Code [dec]

Explanation There was a version mismatch between the FVP Manager and one of its persistent storage data-
bases. The persistent information has been translated to the new format.

Recommended Action No action is required.

FVP-6
Error Message FVP-6-BECAME ACTIVE: Became ACTIVE from standby mode

Explanation The FVP Manager on the standby supervisor became active and it is ready to serve client re-
quests for FVPs.

Recommended Action No action is required.
Error Message FVP-6-BECAME STDBY: Became STANDBY from active mode
Explanation The FVP Manager became standby from active mode.
Recommended Action No action is required.
Error Message FVP-6-CREATED FV PORT: ifIndex: [dec]
Explanation The FVP Manager has created a new fv port with ifiIndex= [dec].
Recommended Action No action is required.
Error Message FVP-6-EXCESSIVE DELAY: [chars]
Explanation Excessive time taken for a processing event. The description of the event is [str.]
Recommended Action No action is required.

Error Message FVP-6-FAILED TO SEND HEARTBEAT: Failed to send heartbeat to system manager:
Reason=[chars]

Explanation The FVP Manager was unable to send heartbeat to the system manger
Recommended Action No action is required.
Error Message FVP-6-GENERAL EVENT: [chars]

Explanation The FVP Manager has generated an important event. The description of the event is [str.]
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Recommended Action No action is required.

Error Message FVP-6-PSS CREATED: [chars] PSS Created
Explanation One of the persistent information database os FVP Manager has been recreated
Recommended Action No action is required.

Error Message FVP-6-PSS DESTROYED: [chars] PSS Destroyed

Explanation One of the persistent information databases has been intentionally destroyed and would be
recreated.

Recommended Action No action is required.

Error Message FVP-6-REMOVED FV PORT: IfIndex: [dec]
Explanation The FVP Manager has removed an fv port with ifindex= [dec].
Recommended Action No action is required.

Error Message FVP-6-SERVICE UP: Initialized [chars]

Explanation The FVP Manager is up and ready to accept client requests for FVPs. The service was initialized
in [char] mode.

Recommended Action No action is required.
Error Message FVP-6-SWITCHOVER: Switching Over to other Sup.
Explanation The FVP Manager has successfully switched over to the standby supervisor card.

Recommended Action No action is required.

FWD_STATS_CLIENT Messages
This section contains the FWD_STATS_CLIENT messages.

FWD_STATS_CLIENT-2

Error Message FWD STATS CLIENT-2-SNMPC CRIT: [chars]
Explanation Snmp client Critical Message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FWD_STATS_CLIENT-3
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Error Message FWD STATS CLIENT-3-SNMPC ERR2: [chars] [dec] [dec]
Explanation Snmp Client Error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message FWD STATS CLIENT-3-SNMPC ERR: [chars] [dec]
Explanation Snmp Client Error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FWD STATS CLIENT-6

Error Message FWD STATS CLIENT-6-SNMPC INFO: [chars]
Explanation Snmp Client Flow Message

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

FW_APP Messages

This section contains the FW_APP messages.

FW_APP-2

Error Message FW APP-2-FIRMWARE IMAGE LOAD ERROR: Firmware extraction and load error:
[chars]

Explanation Firmware extraction error
Recommended Action Please examine 'show system internal firmware boot-log'

Error Message FW APP-2-PROC_INITFAIL: Process initialization failed due to [chars].
Explanation FW_APP process has failed initialization.

Recommended Action Please examine 'show system internal firmware event-history errors'

FW_APP-6
Error Message FW APP-6-FIRMWARE IMAGE LOAD SUCCESS: [chars]

Explanation Firmware extraction success
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Recommended Action No action is required.

GARUDA_USD Messages
This section contains the GARUDA_USD messages.

GARUDA_USD-6

Error Message GARUDA USD-6-GARUDA DEBUG MSG:

Explanation Debug log message

Recommended Action No action is required.

GISCM Messages

This section contains the GISCM messages.

GISCM-2

[chars]

Error Message GISCM-2-AGNIBOOTSTRAP: [chars]

Explanation

Recommended Action No action is required.

GISCM-5

Error Message GISCM-5-APPSTATUS: [chars]
Explanation
Recommended Action No action is required.
Error Message GISCM-5-PROXYTEFTP: [chars]
Explanation

Recommended Action No action is required.

GLBP Messages

This section contains the GLBP messages.

GLBP-2

Error Message GLBP-2-GLBP URIB INIT ERROR:

[chars]

312



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Explanation Unicast routing initialization failed and the GLBP process terminated

Recommended Action Please check syslog messages for URIB failures and rectify the problem

GLBP-3

Error Message GLBP-3-GLBP ARP ADD FAILED: Interface [chars] grp [dec]: failed to add
[chars]/[chars] in arp table

Explanation The system was unable to add the GLBP vIP into the arp table
Recommended Action Please check syslog messages for ARP failures and rectify the problem

Error Message GLBP-3-GLBP_ARP DEL FAILED: Interface [chars] grp [dec]: failed to delete
[chars]/[chars] in arp table

Explanation The system was unable to delete the GLBP vIP from the arp table
Recommended Action Please check syslog messages for ARP failures and rectify the problem
Error Message GLBP-3-GLBP FEATURE MANAGER ERROR: [chars]: [chars]
Explanation There was a problem in GLBP interaction with feature manager.
Recommended Action Please check the reason for error using feature manager and rectify the problem

Error Message GLBP-3-GLBP IP JOIN GROUP FAILED: [chars]: failed to join glbp multicast
address group

Explanation The system was unable to peform a join to start receiving GLBP protocol packets.
Recommended Action Please check syslog messages for IP failures and rectify the problem

Error Message GLBP-3-GLBP IP LEAVE GROUP FAILED: [chars]: failed to leave glbp multicast
address group

Explanation The system was unable to peform a leave to stop receiving GLBP protocol packets.
Recommended Action Please check syslog messages for IP failures and rectify the problem

Error Message GLBP-3-GLBP MAC ADD FAILED: Interface [chars] grp [dec]: fwd [dec] failed
to add [chars] in mac table (error [hex])

Explanation The system was unable to add the GLBP mac address into the mac addresss table
Recommended Action Please check syslog messages for L2ZFM failures and rectify the problem

Error Message GLBP-3-GLBP MAC DEL FAILED: Interface [chars] grp [dec]: fwd [dec] failed
to delete [chars] in mac table (error [hex])
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Explanation The system was unable to delete the GLBP mac address from the mac addresss table
Recommended Action Please check syslog messages for L2ZFM failures and rectify the problem

Error Message GLBP-3-GLBP ROUTE ADD FAILED: Interface [chars] grp [dec]: failed to add
[chars] in routing table

Explanation The system was unable to add the GLBP vIP address into the unicast routing table
Recommended Action Please check syslog messages for URIB failures and rectify the problem

Error Message GLBP-3-GLBP ROUTE DEL FAILED: Interface [chars] grp [dec]: failed to delete
[chars] in routing table

Explanation The system was unable to delete the GLBP vIP address from the unicast routing table

Recommended Action Please check syslog messages for URIB failures and rectify the problem

GLBP-4

Error Message GLBP-4-BADAUTH: Interface [chars] grp [dec]: Bad authentication received
from [chars]

Explanation Two routers participating in a Gateway Load Balancing Protocol group have a valid authentica-
tion string that does not match.

Recommended Action Use the glbp authentication interface command to repair the Gateway Load Balanc-
ing Protocol authentication discrepancy between the local system and the one whose IP address is reported

Error Message GLBP-4-BADVIPl: Interface [chars] grp [dec]: address [chars] is in the
wrong subnet for this interface

Explanation The Gateway Load Balancing Protocol virtual IP address is not within the subnet configured on
this interface.

Recommended Action Configure the virtual IP address of Gateway Load Balancing Protocol to be within the
subnet configured on this interface.

Error Message GLBP-4-BADVIP2: Interface [chars] grp [dec]: address [chars] in the wrong
subnet for this interface is not learned

Explanation The Gateway Load Balancing Protocol virtual IP address contained in the hello message cannot
be learned. It is not within the subnet configured on this interface.

Recommended Action Check the configuration on all Gateway Load Balancing Protocol routers.
Error Message GLBP-4-BADVIP3: Interface [chars] grp [dec]: address [chars] is the broad-

cast address for this interface

314



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Explanation The Gateway Load Balancing Protocol virtual IP address is a broadcast address for this interface.

Recommended Action Configure the virtual IP address of Gateway Load Balancing Protocol to be a non
broadcast address.

Error Message GLBP-4-DIFFVIPl: Interface [chars] grp [dec]: active router virtual IP ad-
dress [chars] is different from the locally configured virtual IP address [chars]

Explanation The Gateway Load Balancing Protocol virtual IP address contained in the Hello message from
the Active router is different to that configured locally.

Recommended Action Check the configuration on all Gateway Load Balancing Protocol routers
Error Message GLBP-4-DUPADDR: Interface [chars] grp [dec]: Duplicate address on [chars]

Explanation The IP address in a Gateway Load Balancing Protocol message received on the interface is the
same as the IP address of its own router. This condition may be caused by a misconfiguration or because of a
malfunctioning switch.

Recommended Action Check the configurations on all the Gateway Load Balancing Protocol routers, and
ensure that any switches are functioning properly

Error Message GLBP-4-DUPVIP1: Interface [chars] grp [dec]: address [chars] already as-
signed to interface [chars] grp [dec]

Explanation The Gateway Load Balancing Protocol virtual IP address contained in the hello message cannot
be learned. It is already assigned to a different Gateway Load Balancing Protocol group.

Recommended Action Check the configuration on all Gateway Load Balancing Protocol routers

Error Message GLBP-4-DUPVIP2: Interface [chars] grp [dec]: address [chars] already as-
signed to this interface

Explanation The Gateway Load Balancing Protocol virtual IP address contained in the hello message cannot
be learned. It is already assigned to this interface.

Recommended Action Check the configuration on all Gateway Load Balancing Protocol routers.

Error Message GLBP-4-DUPVIP3: Interface [chars] grp [dec]: address [chars] already as-
signed to another interface [chars]

Explanation The Gateway Load Balancing Protocol virtual IP address contained in the hello message cannot
be learned. It is already assigned to, or overlaps with, an address on another interface or application.

Recommended Action Check the configuration on all Gateway Load Balancing Protocol routers.

Error Message GLBP-4-GLBP ARP RESP FAILED: Interface [chars] grp [dec]: failed to send
arp response [chars]/[chars]
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Explanation The system was unable to send the arp response for vIP

Recommended Action Please check syslog messages for ARP failures and rectify the problem

GLBP-5

Error Message GLBP-5-ACTIVE CHANGE: Interface [chars] grp [dec]: Active gateway is
[chars]

Explanation The Gateway Load Balancing Protocol has changed active gateway.
Recommended Action No action is required

Error Message GLBP-5-FWDSTATECHANGE: Interface [chars] grp [dec]: fwd [dec] state changed
from [chars] to [chars]

Explanation The Gateway Load Balancing Protocol forwarder has changed state.
Recommended Action No action is required

Error Message GLBP-5-FWD CREATE: Interface [chars] grp [dec]: fwd [dec] created
Explanation The Gateway Load Balancing Protocol forwarder has been created.
Recommended Action No action is required

Error Message GLBP-5-FWD DELETE: Interface [chars] grp [dec]: fwd [dec] deleted
Explanation The Gateway Load Balancing Protocol forwarder has been removed.
Recommended Action No action is required

Error Message GLBP-5-FWD OWNER: Interface [chars] grp [dec]: fwd [dec] owner mac is
[chars]

Explanation The Gateway Load Balancing Protocol forwarder has changed the owner MAC address.
Recommended Action No action is required

Error Message GLBP-5-FWD VMAC: Interface [chars] grp [dec]: fwd [dec] virtual mac is
[chars]

Explanation The Gateway Load Balancing Protocol forwarder has changed the virtual MAC address.
Recommended Action No action is required

Error Message GLBP-5-FWD WEIGHTING: Interface [chars] grp [dec]: fwd [dec] weighting is
[dec]
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Explanation The Gateway Load Balancing Protocol forwarder has changed the weighting.
Recommended Action No action is required

Error Message GLBP-5-GRPSTATECHANGE: Interface [chars] grp [dec]: state changed from
[chars] to [chars]

Explanation The Gateway Load Balancing Protocol gateway has changed state.
Recommended Action No action is required

Error Message GLBP-5-MEMBER ADD: Interface [chars] grp [dec]: member [chars] [chars]
added

Explanation The Gateway Load Balancing Protocol gateway has added a member.
Recommended Action No action is required

Error Message GLBP-5-MEMBER REMOVE: Interface [chars] grp [dec]: member [chars] [chars]
removed

Explanation The Gateway Load Balancing Protocol gateway has removed a member.
Recommended Action No action is required

Error Message GLBP-5-PRIORITY: Interface [chars] grp [dec]: [chars] gateway priority
changed to [dec]

Explanation The Gateway Load Balancing Protocol gateway has changed priority.
Recommended Action No action is required

Error Message GLBP-5-STANDBY CHANGE: Interface [chars] grp [dec]: Standby gateway is
[chars]

Explanation The Gateway Load Balancing Protocol has changed standby gateway.

Recommended Action No action is required

Error Message GLBP-5-TIMER: Interface [chars] grp [dec]: [chars] timer changed to [chars]

Explanation The Gateway Load Balancing Protocol gateway has learnt timers.
Recommended Action No action is required

Error Message GLBP-5-VIPLEARN: Interface [chars] grp [dec]: learnt virtual ip address
[chars]

Explanation The Gateway Load Balancing Protocol gateway has learnt virtual IP address.
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Recommended Action No action is required

Error Message GLBP-5-VIPUNLEARN: Interface [chars] grp [dec]: unlearnt virtual ip address
[chars]

Explanation The Gateway Load Balancing Protocol gateway has unlearnt virtual IP address.
Recommended Action No action is required

Error Message GLBP-5-WEIGHTING: Interface [chars] grp [dec]: weighting changed to [dec]
Explanation The Gateway Load Balancing Protocol gateway has changed the weighting.

Recommended Action No action is required

G_DNLD IMAGE_DNLD Messages
This section contains the G_DNLD IMAGE_DNLD messages.

G_DNLD IMAGE_DNLD-1

Error Message G DNLD IMAGE DNLD-1-IM ISSU REMIND COPY R S: During ISSU, system internal
data structures are updated for broken out ports. To ensure correct operation, do

Explanation During In Service System Upgrade, some of the system internal data structures are updated for
broken out ports. To ensure correct operation, do

Recommended Action Please do to ensure correct operation
Error Message G_DNLD IMAGE DNLD-1-IM LC INCOMPATIBLE COPY R S: Module [dec] inserted is
not compatible with previous module in this slot. To ensure correct operation, do to

purge the previous module's configuration.

Explanation Module [decimal digit] inserted is not compatible with previous module in this slot. To ensure
correct operation, do to purge the previous module's configuration.

Recommended Action Please do to purge the previous module's configuration.

Error Message G DNLD IMAGE DNLD-1-IM LC PURGE FAILURE: Module [dec] purge operation
failed.

Explanation Module [decimal digit] purge failed. Some of the system internal data and config data PSS might
not have cleaned up

Recommended Action Please collect log 'show system internal im info module <>

Error Message G DNLD IMAGE DNLD-1-IM LC PURGE REMIND COPY R S: Module [dec] purge opera-
tion done. To ensure correct operation, do
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Explanation Module [decimal digit] purge done.To ensure correct operation, do

Recommended Action Please do to ensure correct operation

G_DNLD IMAGE_DNLD-3

Error Message G _DNLD IMAGEiDNLD—:S—IMiIFiFEATUREiBINDiFAILURE: Interface feature bind
failed [chars]

Explanation Interface feature bind failed, so applications in that feature set may not behave correctly.
Recommended Action No action is required.
Error Message G DNLD IMAGE DNLD-3-IM LC INCOMPATIBLE VDC OFFLINE: Cannot bring module

[dec] online, module inserted is not compatible with previous module in this slot and
some VDCs are offline. Bring all VDCs to which the previous module belonged online,

then do 'no poweroff module

Explanation Module [decimal digit] inserted is not compatible with previous module, so previous module's
config needs to be purged from all VDCs. Bring all VDCs to which the previous module belonged online, then
do 'no poweroff module '.

Recommended Action Bring all VDCs to which the previous module belonged online, then do 'no poweroff
module .

Error Message G DNLD IMAGE DNLD-3-IM LC OFFLINE ERROR: LC Offline could not be sent to
vdc: [dec]

Explanation LC Offline was not relayed to some vdc, so applications may not behave correctly.
Recommended Action No action is required.

Error Message G_DNLD IMAGE DNLD-3-IM RESP ERROR: Component [chars] opcode:[chars] in
vdc: [dec] returned error:[chars]

Explanation Some component returned an error.
Recommended Action No action is required.

Error Message G DNLD IMAGE DNLD-3-IM SEQ ERROR: Error ([chars]) while communicating with
component [chars] opcode: [chars] (for:[chars])

Explanation Some component did not respond to a request in stipulated time.

Recommended Action No action is required.

G_DNLD IMAGE_DNLD-5
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Error Message G DNLD IMAGE DNLD-5-IM DEMUX ERROR: [chars]
Explanation Demux function returned error
Recommended Action No action is required.

Error Message G DNLD IMAGE DNLD-5-IM INTERNAL ERROR: [chars]
Explanation Internal error occurred
Recommended Action No action is required.

Error Message G DNLD IMAGE DNLD-5-IM INTF STATE: [chars] [chars] in vdc [dec]
Explanation
Recommended Action

Error Message G DNLD IMAGE DNLD-5-IM MGMT INTF STATE: [chars] [chars]
Explanation Management interface state changed.
Recommended Action No action is required.

Error Message G DNLD IMAGE DNLD-5-IM UNKNOWN INTERFACE: [chars]
Explanation Interface is not supported or not found

Recommended Action No action is required.

HSRP_ENGINE Messages
This section contains the HSRP_ENGINE messages.

HSRP_ENGINE-3

Error Message HSRPiENGINE—:ﬂ—ADDINGi\/IP7T07U6RIB7FAILED: Failed to add the Virtual IP
[chars] to U6RIB (errno [hex]).

Explanation U6RIB has failed to add the Virtual IP from its database.

Recommended Action Collect the 'show tech-support hsrp' and 'show tech-support routing ipv6 unicast' and
contact Cisco TAC.

TAC Details Check if system has the reported Virtual IP entry in the U6RIB table, if it does have the reported
Virtual IP entry, then it means an intermittent internal error has occurred but has no functional impact. If the
ubrib table doesn't have the reported Virtual IP, then reach the teams at 'nxos-urib-dev@cisco.com' and
'fhrp-team@cisco.com'.
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Error Message HSRP_ENGINE—3—BFD_GLOBAL_SESSION_REMOVAL_FAILED: Failed to remove all HSRP-
BFD sessions (errno [hex], rc [hex]).

Explanation HSRP failed to remove all BFD sessions configured between the HSRP routers.

Recommended Action Collect the following logs and contact Cisco TAC. 'show tech-support hsrp' and 'show
tech-support bfd'

TAC Details Check 'show bfd neighbors details' ,if it doesn't show any HSRP BFD sessions, it means all HSRP-
bfd sessions have been already removed. The failure could be an internal intermittent issue and has no func-
tional impact. If in 'show bfd neighbors details', it shows any HSRP BFD sessions, reach the team at fthrp-
team@cisco.com.

Error Message HSRP _ENGINE-3-BFD IF SESSION REMOVAL FAILED: Failed to remove one or more
HSRP-BFD sessions (errno [hex], rc [hex]).

Explanation HSRP failed to remove the all BFD sessions configured between the HSRP routers on the inter-
face.

Recommended Action Collect the following logs and contact Cisco TAC. 'show tech-support hsrp' and 'show
tech-support bfd'

TAC Details Check 'show bfd neighbors details', if it doesn't show hsrp BFD sessions for any of HSRP groups
configured the interface, where the user saw this error, it means all hsrp-bfd sessions have been already re-
moved. The failure could be an internal intermittent issue and has no functional impact. If in 'show bfd neigh-
bors details', it shows HSRP BFD sessions for any of the HSRP groups configured the interface, where the user
saw this message, reach the team at fhrp-team@cisco.com.

Error Message HSRP ENGINE-3-BFD SESSION ADD FAILED: Failed to add one or more HSRP-BFD

sessions (errno [hex], rc [hex]).
Explanation HSRP is failed to add the all BFD sessions configured between the HSRP routers.

Recommended Action Collect the following logs and contact Cisco TAC. 'show tech-support hsrp' and 'show
tech-support bfd'

TAC Details Check 'show bfd neighbors details', if it shows all the HSRP BFD sessions, it means all hsrp-bfd
sessions have been already created. The failure could be an internal intermittent issue and has no functional
impact. If in 'show bfd neighbors details', it doesn't shows all HSRP BFD sessions, reach the team at thrp-
team@cisco.com.

Error Message HSRP ENGINE-3-BFD SESSION CREATION FAILED: Failed to create BFD session
(errno [hex], rc [hex])

Explanation An internal error has occurred while HSRP was creating BFD sessions between the HSRP routers.
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Recommended Action Collect the following logs and contact Cisco TAC. 'show tech-support hsrp' and 'show

tech-support bfd'

TAC Details Check 'show bfd neighbors details', if it does show hsrp BFD sessions for all of HSRP groups con-
figured on the device or VDC, it means an internal error has occurred in hsrp bfd interaction and has no func-
tional impact. If in 'show bfd neighbors details', it doesn't shows HSRP BFD sessions for all of the HSRP groups
configured on the device or VDC, reach the team at fhrp-team@cisco.com.

Error Message HSRP ENGINE-3-BFD SESSION REMOVAL FAILED: Failed to remove one or more
HSRP-BFD sessions (errno [hex], rc [hex]).

Explanation An internal error has occurred while HSRP was removing the BFD sessions between the HSRP

routers.

Recommended Action Collect the following logs and contact Cisco TAC. 'show tech-support hsrp' and 'show

tech-support bfd'

TAC Details Check 'show bfd neighbors details', if it doesn't show HSRP BFD sessions for any of HSRP groups
configured on the device or VDC, it means an internal error has occurred in hsrp bfd interaction and has no

functional impact. If in 'show bfd neighbors details', it shows HSRP BFD sessions for any of the HSRP groups

configured on the device or VDC, reach the team at fhrp-team@cisco.com.

Error Message HSRP ENGINE-3-BUNDLE ASID REG FAIL: DRAP registration failed for switch ID
[dec], bundle [dec].

Explanation HSRP registration for the DRAP failed for the reported switch ID.

Recommended Action Collect the following logs and contact Cisco TAC. 'show tech-support hsrp', 'show
tech-support fabricpath switch-id', 'show tech-support fabricpath isis', 'show tech-support m2rib', 'show
tech-support u2rib’, 'show tech-support eltm detail’, 'show tech-support pixm-all, 'show tech-support u2fib
module {mod id}' where {mod id} is the module number of the fabricpath forwarding module belonging to
the device or VDC.

TAC Details Reach to fhrp-team@cisco.com with the collected logs.
Error Message HSRP ENGINE-3-BUNDLE LPSS FAIL: LPSS [chars] for bundle [dec] failed.
Explanation An internal error occurred during an add or remove operation.

Recommended Action An anycast internal operation unexpectedly failed. This failure is not traffic impacting.
If the error persists, collect the following log and contact Cisco TAC 'show tech-support hsrp'

TAC Details Reach to the team at fhrp-team@cisco.com.

Error Message HSRP ENGINE-3-BUNDLE VLAN ADD: Attempt to add invalid VLAN [chars] for bun-
dle [dec] [chars].
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Explanation An invalid VLAN is a VLAN with an incomplete configuration. If an anycast bundle is added with
some invalid VLANs there could be traffic loss if these VLANs have already been successfully added on other
nodes.

Recommended Action Either unconfigure the reported VLANs from all anycast nodes or configure them cor-
rectly for bundle. If the problem persists after correctly configuring the VLANs for the anycast bundle, collect
the following logs and contact Cisco TAC. 'show tech-support hsrp', 'show tech-support fabricpath switch-id',
'show tech-support netstack detail', 'show tech-support fabricpath isis'

TAC Details Make sure the configuration is correct i.e. VLANs are properly configured and then only are
added as part of the HSRP ANYCAST bundle. Check that the mapping for VLAN and bundle is correct in 'show
system internal pktmgr libanycast-info all ipv4/ipv6'. And the state of the bundle in 'show hsrp anycast'. If the
bundle is UP and reported VLANSs are correctly configured, reach the team at fhrp-team@cisco.com.

Error Message HSRP ENGINE-3-BUNDLE VLAN DEL: VLAN's [chars] for bundle [dec] [chars] re-
moved. Delete these VLAN's from other nodes to prevent traffic loss.

Explanation When removing VLANs from an anycast bundle be sure to remove them on all anycast nodes to
prevent traffic loss for these VLANSs.

Recommended Action Unconfigure these deleted VLANs from all anycast nodes. If the problem persists after
correctly configuring the VLANSs for the anycast bundle, collect the following logs and contact Cisco TAC.
'show tech-support hsrp', 'show tech-support fabricpath switch-id', 'show tech-support netstack detail’,
'show tech-support fabricpath isis'

TAC Details Reach the team at fhrp-team@cisco.com.

ErrorMessage HSRPiENGINE—3—BUNDLE7VLAN7DOWN: VLAN [dec] down for bundle [dec], traffic
for group [dec] will be lost on this node.

Explanation A bundle remains up until the last VLAN of the bundle goes down. However, traffic will be lost in
VLANS which are down while bundle is still up.

Recommended Action Determine why the reported VLAN is down. In order to switch the traffic coming on
this anycast node to another anycast nodes, shutdown the affected bundle on this node. If the problem per-
sists, collect the following log and contact Cisco TAC 'show tech-support hsrp'

TAC Details Check why the reported VLAN is down and in case you need any input, reach the team at fhrp-
team@cisco.com.

Error Message HSRP_ENGINE—3—DELETION_VIP_FROM_U6RIB_FAILED: Failed to delete the Virtual
IP [chars] from U6RIB (errno [hex]).

Explanation U6RIB has failed to delete the Virtual IP from its database.
Recommended Action Collect the 'show tech-support hsrp' and 'show tech-support routing ipv6 unicast' and

contact Cisco TAC.
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TAC Details Check if system has the reported Virtual IP entry in the U6RIB table, if it doesn't have the re-
ported Virtual IP entry, then it means an intermittent internal error has occurred but has no functional im-
pact. If the u6rib table has the reported Virtual IP entry, then reach the teams at 'nxos-urib-dev@cisco.com'
and 'fhrp-team@cisco.com'.

Error Message HSRP ENGINE-3-NOSOCKET: Unable to open socket.
Explanation The router was unable to initialize an IP connection for the Hot Standby Router Protocol.

Recommended Action Make sure that there is at least one interface configured to run IP. If the problem per-
sists, collect the following logs and contact Cisco TAC. 'show tech-support hsrp', 'show tech-support sockets'

TAC Details Check if any errors are reported while creating sockets for HSRP in 'show sockets internal event-
history error' and also if sockets are created in 'show sockets client udp detail'. Also check the state of HSRP
sockets in the following command 'show sockets connection pid {hsrp_engine pid}'.

HSRP_ENGINE-4

Error Message HSRP ENGINE-4-BADAUTH2: Bad authentication from [chars].
Explanation Two routers participating in HSRP disagree on the authentication string.

Recommended Action Use the HSRP authentication command 'authentication {Authentication type}' to re-
pair the HSRP authentication discrepancy between the local router and the one whose IP address is reported.
Verify the HSRP peer has the proper authentication configured. The issue occurs when the HSRP peer has a
mismatch in the authentication configuration. In case the configuration is appropriate, collect the following
logs and contact Cisco TAC. 'show tech-support hsrp'

TAC Details Make sure the HSRP authentication configuration on the group reported in the message is con-
sistent on the HSRP peers. If its correct, check if 'show hsrp internal event-history errors' has any authentica-
tion failures on the HSRP peers.

Error Message HSRP ENGINE-4-BADAUTH: Bad authentication from [chars], group [dec], remote
state [chars].

Explanation Two routers participating in HSRP disagree on the authentication string.

Recommended Action Use the HSRP authentication command 'authentication {Authentication type}' to re-
pair the HSRP authentication discrepancy between the local router and the one whose IP address is reported.
Verify the HSRP peer has proper authentication configured. The issue occurs when the HSRP peer has a mis-
match in the authentication configuration. In case the configuration is appropriate, collect the following logs
and contact Cisco TAC. 'show tech-support hsrp'
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TAC Details Make sure the HSRP authentication configuration on the group reported in the message is con-
sistent on the HSRP peers. If its correct, check if 'show hsrp internal event-history errors' has any authentica-
tion failures on the HSRP peers.

Error Message HSRP ENGINE-4-BUNDLE GROUP NOTEXIST: Group [dec] not found on interface
[chars] for bundle [dec]. Traffic for this group will be lost on this router.

Explanation Traffic in a group will be lost if that group is missing from a bundle and the bundle is up. This can
be caused by misconfiguration.

Recommended Action Correct the configuration on the missing groups for the affected bundle on this node.

Error Message HSRP ENGINE-4-DIFFVIPl: [chars] group [dec] active router's Virtual IP ad-
dress [chars] is different to the locally configured address [chars].

Explanation The HSRP Virtual IP address contained in the Hello message from the Active router is different
to that configured locally.

Recommended Action Check the configuration on all HSRP routers for the reported Virtual IP address. Verify
that HSRP peers for this group are configured with the same Virtual IP as configured on this device. In case
the configuration on HSRP peers is correct, then collect 'show tech-support hsrp' on all HSRP peers and con-
tact Cisco TAC.

TAC Details Check if the HSRP Virtual IP on the reported HSRP group is same as of its peer HSRP group. Use
the command 'show hsrp group {group-id} detail' on HSRP peer routers for the reported group-id if it has
same Virtual IP's is configured on the HSRP peer routers. In case its same, check in the HSRP hello packets
both ingress packets and egress packets for the group-id with Ethanalyzer or Wireshark and verify the HSRP
Virtual IP on the reported HSRP group and peer group are same. For running ethanalyzer use the below com-
mand and capture it in a file 'ethanalyzer local interface inband eth display-filter hsrp limit-captured-frames 0
detail ' You can reach the team at fhrp-team@cisco.com.

Error Message HSRP ENGINE-4-DUPADDR: Duplicate address %i on [chars], sourced by S%e.

Explanation The IP address in an HSRP message received on the interface is the same as the router's own IP
address. This may be because of misconfiguration, or a malfunctioning switch.

Recommended Action Verify the reported HSRP Virtual IP is not used as a local interface address. This mes-
sage is reported when the HSRP Virtual IP clashes with a local interface IP address. In case this Virtual IP is
not configured as a local interface IP address, collect the following logs and contact Cisco TAC. 'show tech-
support hsrp' and 'show tech-support netstack detail’'

TAC Details Verify the HSRP configuration on this device or VDC. Make sure that the Virtual IP configured on
the group reported is unique on this device or VDC and is not clashing with the local interface IP address.
Check in the command 'show ip internal event-history ipc' if it shows Overlap bit set. It also points to the iod
of the interface with which the Virtual IP clash is occurring. Check in 'show ip internal info interface all' about
the Virtual IP on the iod mentioned in the above command.
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Error Message HSRP ENGINE-4-DUPVIPl: [chars] group [dec] address [chars] is already as-
signed to an HSRP group on this interface.

Explanation The HSRP Virtual IP address contained in the Hello message cannot be learnt as it is already as-
signed to a different HSRP group.

Recommended Action Check the configuration on all HSRP routers and make sure the reported Virtual IP
address is not configured on any other HSRP group on this device or VDC. In case the reported Virtual IP is
not configured on any HSRP group on this device or VDC, collect the following logs and contact Cisco TAC.
'show tech-support hsrp' and 'show tech-support netstack detail'

TAC Details Verify the reported HSRP Virtual IP configuration is unique on device or VDC. Check in the com-
mand 'show ip internal event-history ipc' if it shows Overlap bit set. You can reach the team at fhrp-
team@cisco.com.

Error Message HSRP ENGINE-4-DUPVIP2: [chars] group [dec] address [chars] is already as-
signed on this interface.

Explanation The HSRP Virtual IP address contained in the Hello message cannot be learnt as it is already as-
signed to this interface.

Recommended Action Check the configuration on all HSRP routers. In case this Virtual IP is not configured
on any other HSRP group on the interface, collect the following logs and contact Cisco TAC. 'show tech-sup-
port hsrp' and 'show tech-support netstack detail'

TAC Details Verify the reported HSRP Virtual IP configuration on the interface. Make sure that Virtual IP con-
figured on the group mentioned in this error message is not clashing with any other HSRP group's Virtual IP
address on this interface. Check in the command 'show ip internal event-history ipc' if it shows Overlap bit
set. You can reach the team at fhrp-team@cisco.com.

Error Message HSRP ENGINE-4-DUPVIP3: [chars] group [dec] address [chars] is already as-
signed to, or overlaps with, an address on another interface or application.

Explanation The HSRP Virtual IP address contained in the Hello message cannot be learnt as it is already as-
signed to, or overlaps with, an address on another interface or application.

Recommended Action Check the configuration on all HSRP routers for the reported Virtual IP address. In
case this Virtual IP is unique, collect the following logs and contact Cisco TAC. 'show tech-support hsrp' and
'show tech-support netstack detail’

TAC Details Make sure that reported Virtual IP configured on the group mentioned is not clashing with any
other HSRP Group's Virtual IP address or IP address on another interface or application on this device or VDC.
Check in the command 'show ip internal event-history ipc' if it shows the Overlap bit set. Verify in 'show ip
process api vrf all' that reported Virtual IP is only part of the configured HSRP group. You can reach the team
at fhrp-team@cisco.com.
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HSRP _ENGINE-5

Error Message HSRP _ENGINE-5-ACTIVEROUTERPRIORITY: Interface [chars] [chars] group [dec]
Active router priority changed to [dec].

Explanation The priority of the Active router for the group has changed.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-ACTIVE CHANGE: Interface [chars] [chars] group [dec] Active
router is [chars].

Explanation The Active router for the group has changed.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-AUTOCONFIG VIPLEARN: Interface [chars] group [dec] learnt
auto-configuration Virtual IP address [chars].

Explanation The local router has automatically generated the Virtual IP address for the reported group.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-BUNDLE DOWN REASON: Cannot bring up bundle [dec] [chars] as
[chars].

Explanation The reported bundle cannot change to up state. The message displays the reason.
Recommended Action Address the reason why the bundle is down.

Error Message HSRP ENGINE-5-BUNDLE STATE CHANGE: Bundle [dec] state changed from [chars]
to [chars].

Explanation The reported bundle changed state.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-GRPSTATECHANGE: Interface [chars] [chars] group [dec] state
changed from [chars] to [chars] reason [chars].

Explanation The HSRP router has changed state.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-MACADDRESS CHANGE: Interface [chars] [chars] group [dec] MAC
address changed to [chars].

Explanation The MAC address of the group has changed.

Recommended Action No action is required.
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Error Message HSRP ENGINE-5-MASTER NAME CHNGD: Master name conflict for group [dec], us-
ing default.

Explanation Name conflict between two masters. The name will fall back to default.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-PRIORITY: Interface [chars] [chars] group [dec] priority
changed to [dec].

Explanation The current priority of the HSRP group has changed.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-STANDBYROUTERPRIORITYCHANGE: Interface [chars] [chars] group
[dec] Standby router priority changed to [dec].

Explanation The priority of the Standby router for the group has changed.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-STANDBY CHANGE: Interface [chars] [chars] group [dec] Standby
router is [chars].

Explanation The Standby router for the group has changed.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-TIMER: Interface [chars] [chars] group [dec] [chars] timer
changed to [dec] [chars].

Explanation The hello/hold timer value for the HSRP group has changed.
Recommended Action No action is required.

Error Message HSRP ENGINE-5-VIPLEARN: Interface [chars] [chars] group [dec] learnt Vir-
tual IP address [chars].

Explanation The local router has learnt a new Virtual IP address from an incoming HSRP packet.

Recommended Action No action is required.

HSRP_ENGINE-6

Error Message HSRP ENGINE-6-STATECHANGE2: [chars] [chars] group [dec] state changing from
[chars].

Explanation The router has changed state.
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Recommended Action No action is required.

Error Message HSRP ENGINE-6-STATECHANGE: [chars] [chars] group [dec] state changing to
[chars].

Explanation The router has changed state.

Recommended Action No action is required.

IDEHSD Messages

This section contains the IDEHSD messages.

IDEHSD-1

Error Message IDEHSD-1-MANUAL FORMAT: logflash needs to be formatted
Explanation Logflash is not accessible; use format logflash: to format it

Recommended Action No action is required.

IDEHSD-2

Error Message IDEHSD-2-AUTO FORMAT: logflash auto-format [chars]
Explanation Logflash auto-format event
Recommended Action No action is required.

Error Message IDEHSD-2-DISK BUSY FAILED: Cannot umount [chars],

Explanation The specified disk interface is in use it can not be un mounted, The user may experience file sys-
tem correuption

Recommended Action Make sure slot0 is not being used either by mounting or by any command and re-
insert the disk again

Error Message IDEHSD-2-DISK FSCK FAIL: file system check returned error on slot [dec]
Explanation Flash fliesyetm may be corrupted, the flash was taken while it was being accessed
Recommended Action Reformat the extarnal flash

Error Message IDEHSD-2-DISK MOUNT FAIL: disk mount unsuccessful on [chars]

Explanation Unknown flash filesystem or not cleanly un mounted

Recommended Action Use vfat flash only and make sure external slot is not being accessed then re-insert
flash
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Error Message IDEHSD-2-DISK RESCAN FAIL: disk rescan unsuccessful on [chars]
Explanation Flash fliesyetm was not cleanly un mounted
Recommended Action Make sure external slot is not being accessed and re-inset the flash
Error Message IDEHSD-2-DISK UMOUNT FAIL: disk umount unsuccessful for [chars]
Explanation Flash fliesyetm is busy the system could noy un-mount it
Recommended Action Make sure external slot is not being accessed and re-inset the flash
Error Message IDEHSD-2-FORK: fork failed ([chars] process)
Explanation The flash daemon failed to fork
Recommended Action No action is required.
Error Message IDEHSD-2-INTERNAL ERROR: Internal Error [dec]
Explanation The flash daemon interface returns error
Recommended Action Restart the idehsd deamon
Error Message IDEHSD-2-MOUNT: [chars] online
Explanation Flash daemon mounting slot
Recommended Action No action is required.
Error Message IDEHSD-2-UMOUNT: [chars] offline
Explanation Flash daemon un mounting slot
Recommended Action No action is required.
Error Message IDEHSD-2-USB SWAP: USB insertion or removal detected
Explanation USB swap event

Recommended Action No action is required.

IDEHSD-3

Error Message IDEHSD-3-DEVICEOPEN FAILED: device open failed. Component [chars]
Explanation The flash daemon device open failed The failure is due to the sub-component [chars]

Recommended Action No action is required.
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IDEHSD-5

Error Message IDEHSD-5-DISK SWAP: [chars] [chars]
Explanation Compach flash swap event

Recommended Action No action is required.

IDEHSD-6

Error Message IDEHSD-6-DISK BUSY: trying to un mount disk [chars]
Explanation Flash daemon trying to umount busy slot
Recommended Action No action is required.

Error Message IDEHSD-6-DISK EVENT: slot [dec] [chars]
Explanation Flash daemon found a disk hotswap handler event
Recommended Action No action is required.

Error Message IDEHSD-6-IDEHSD INFO: [chars]

Explanation Flash daemon informational message
Recommended Action No action is required.

Error Message IDEHSD-6-IOCTL: ioctl: [chars] returns [dec]
Explanation Flash daemon trying to umount busy slot
Recommended Action No action is required.

Error Message IDEHSD-6-STARTING: deamon started
Explanation The compact flash swap daemon successfully started

Recommended Action No action is required.

IDEHSD-7

Error Message IDEHSD-7-IDEHSD TRACE: [chars] () [chars]:[dec] disk=[dec]
Explanation Flash daemon debug message to trace code path

Recommended Action No action is required.

331



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description

IFTMC Messages

This section contains the IFTMC messages.

IFTMC-SLOT#-1

Error Message IFTMC-SLOT#-1-IFTMC RES ALLOC WARN: IFTMC resource allocation warning:
[chars]

Explanation IFTMC resource usage has exceeded a preset threshold, resources are still left for interface crea-
tion but we are reaching the exhaustion limit

Recommended Action No action is required.

TAC Details Mostly too many interfaces are allocated, and IFTMC emits this warning use this command to
see utlization: show system internal iftmc hardware resource utilization collect output of show tech-support
eltm detail

IFTMC-SLOT#-2

Error Message IFTMC-SLOT#-2-ELTMC INTF TO LTL: Failed to get LTL for interface [chars]
return status [chars] in vdc [dec]

Explanation IFTMC Failed to get LTL (source or dst index for interface. Applied config might not work
Recommended Action No action is required.

TAC Details In cases where PIXM delete the LTL's for line cards that are removed before interfaces are re-
moved. This is because of various timeouts among components. In a normal scenario where interfaces are
created by EthPm we should never hit this issue.

Error Message IFTMC—SLOT#—Z—ELTMC_INVALID_FTAG_NUM: IFTMC received INVALID Number of
FTAGs in the message.. [chars]

Explanation IFTMC Failed: Received INVALID Ftags
Recommended Action No action is required.
TAC Details collect output of show tech-support eltm detail Collect m2rib tech support

Error Message IFTMC-SLOT#-2-ELTMC L3 INGRESS LIF ALLOC FAIL INTF: Failed to allocate L3
Ingress LIF entries in forwarding engine for interfac [chars]

Explanation IFTMC Failed to allocate L3 Ingress LIF entries in forwarding engine. This will effect Layer 3 for-
warding for the interface

Recommended Action No action is required.
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Error Message IFTMC-SLOT#-2-ELTMC_ RSVD VLAN: Failed to get the reserved vlans. Failed

with error [chars]
Explanation IFTMC Failed to get the reserved vlan's. This will effect multicast forwarding on SVI interfaces
Recommended Action No action is required.

Error Message IFTMC-SLOT#-2-IFTMC BD NULL WARN: IFTMC BD is zero: [chars]

Explanation IFTMC BD is zero, SVI create beafore vlan create Please collect show tech-support eltm detail

and vlan mgr show tech for analysis
Recommended Action No action is required.
TAC Details collect output of show tech-support eltm detail for analysis

Error Message IFTMC-SLOT#-2-IFTMC FCOE FEATURE REQ FAIL: FCOE feature request for inter-
face [chars] cannot be processed

Explanation FCOE feature request cannot be processed with ILM sharing, failure status does not get re-
turned to calling app. Possible ACLQOS verify/commit fail prior to this feature request.

Recommended Action No action is required.
TAC Details collect output of show tech-support eltm detail for analysis

Error Message IFTMC-SLOT#-2-IFTMC_FTAG PROG FAIL: Failed to program ftag list as it ex-
ceeds the platform limit [dec]

Explanation IFTMC Failed to apply ftag list on an interface
Recommended Action No action is required.
TAC Details collect output of show tech-support eltm detail
Error Message IFTMC-SLOT#-2-IFTMC GENERIC ERROR: [chars]
Explanation [chars] collect output of show tech-support eltm detail for analysis
Recommended Action No action is required.

TAC Details collect output of show tech-support eltm detail for analysis ISSUE with SUP LIF being 0, check

logs to confirm this!!!

Error Message IFTMC-SLOT#-2-IFTMC_ INTERFACE INTERNAL ERROR: Internal error, Invalid intf
state provided to IFTMC : [chars]:[chars], collect output of show tech-support eltm

Explanation IFTMC invalid interface state. The state provided to IFTMC is invalid Collect show tech-support

eltm for further analysis.
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Recommended Action No action is required.

TAC Details IFTMC hit internal error. The state provided to IFTMC is invalid Collect show tech-support eltm
for further analysis.

Error Message IFTMC-SLOT#-2-IFTMC_INTF ERROR: Internal error: [chars] [chars], collect
output of show tech-support eltm

Explanation IFTMC hit a internal error. Either interface type is not supported for this operation or Interface
type returned is wrong Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.

TAC Details IFTMC hit a internal error. Either interface type is not supported or Interface type returned is
wrong Collect show tech-support eltm for futher analysis.

Error Message IFTMC-SLOT#-2-IFTMC_ INVALID FEATURE ERROR: Internal error: [chars]:[chars],
collect output of show tech-support eltm

Explanation IFTMC Doesnt support this feature or invalid feature is provided to IFTMC. Collect show tech-
support eltm for futher analysis.

Recommended Action No action is required.

TAC Details IFTMC Doesnt support this feature or invalid feature is provided to IFTMC. Collect show tech-
support eltm for futher analysis. Further show tech is needed based on whoch feature is enabled

Error Message IFTMC-SLOT#-2-IFTMC LIF ALLOC WARN: IFTMC LIF allocation warning: [chars]
Explanation IFTMC LIF is overlapping with another VLAN, Traffic might be affected for one the involved vlans
Recommended Action No action is required.

TAC Details collect output of show tech-support eltm detail for analysis

Error Message IFTMC-SLOT#-2-IFTMC MEM ERROR: Critical error, Unable to insert in AVL tree
[chars]:[chars], collect output of show tech-support eltm

Explanation IFTMC hit a Memory shoratge error. Collect show tech-support eltm for futher analysis.
Recommended Action *None *

TAC Details IFTMC insert in AVL tree Failed. It might be memory shortage issue. The config applied might not
work. collect output of show tech-support eltm detail

Error Message IFTMC—SLOT#—Z—IFTMC_PVLAN_INVALID_OP_ERROR: Invalid PVLAN operation to
IFTMC error: [chars] , collect output of show tech-support eltm and pvlan tech support
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Explanation IFTMC received invalid (unsupported) pvlan operation
Recommended Action No action is required.
TAC Details Invalid PVLAN operation to IFTMC. Collect show tech-support eltm, vlan and pvlan tech support

ErrorMessage IFTMC—SLOT#—Z—IFTMC_PVV_IDX_ALLOC_FAILED: IFTMC PVV TABLE(s) FULL: IDX al-
location Failed: [chars]

Explanation IFTMC PVV hash and TCAM tables HW resources are full The Config applied will not work collect
output of show tech-support eltm detail

Recommended Action No action is required.

TAC Details IFTMC PVV hash and TCAM tables HW resources are full. The interface or vlan for which these
resources were to be allocated will not work. Reason: Too many interfaces are allocated, and IFTMC cannot
allocate anymore hw resources. use this command to see utlization: show system internal iftmc hardware
resource utilization collect output of show tech-support eltm detail

Error Message IFTMC—SLOT#—Z—IFTMC_PVV_IDX_SW_DB_SEARCH_FAILED: IFTMC PVV TABLE (s)
PVV_HASH SW DB find Failure: [chars]

Explanation Every Index in PVV hash will be maintained in Software contructs This sotware database search
failure results in hw resources might not be programmed or updated correctly The Config applied will not
work collect output of show tech-support eltm detail

Recommended Action No action is required.

TAC Details SW database missing PVV-hash index information, due to TABLE full (or) Hash collision (or) data-
base update failure. The config change applied on the inteface might not work. Resources wont be pro-
grammed Reason: Index allocation missed updating the database, or Restoration due to ISSU missed out the
SW-database updation Remove and reapply the port config might resolve this problem use this command to
see utlization: show system internal iftmc hardware resource utilization collect output of show tech-support
eltm detail

Error Message IFTMC—SLOT#—Z—IFTMC_PVV_WRONG_IDX_ALLOC: IFTMC PVV HASH wrong IDX alloca-
tion warning: [chars]

Explanation IFTMC PVV hash is being allocated from index 0 IFTMC hw resources might not be allocated be-
cause of this and config will fail collect output of show tech-support eltm detail

Recommended Action No action is required.

TAC Details It's PVV tcam allocation issue, It will mostly happen in scale setup. collect output of show tech-
support eltm detail
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Error Message IFTMC-SLOT#-2-IFTMC RES ALLOC FAIL: IFTMC resource allocation failure:
[chars]

Explanation IFTMC resource usage has exceeded limit, further resources cannot be allocated
Recommended Action No action is required.

TAC Details Mostly too many interfaces are allocated, and IFTMC emits this warning use this command to
see utlization: show system internal iftmc hardware resource utilization collect output of show tech-support
eltm detail

Error Message IFTMC-SLOT#-2-IFTMC RES RECOVERY FAIL: IFTMC resource recovery failure:
[chars]

Explanation IFTMC failed resource recovery, happens during ISSU or iftmc restart
Recommended Action Consider reloading the LC to recover collect output of show tech-support eltm detail
TAC Details Consider reloading the LC to recover collect output of show tech-support eltm detail

Error Message IFTMC-SLOT#-2-IFTMC RSVD VLAN: Error in retreiving fex rsvd vlan info,
FEX RESERVED VLAN ERR: [chars]

Explanation VLAN_MGR SDB call returned FAILURE for FEX
Recommended Action No action is required.
TAC Details collect output of show tech-support eltm detail Collect show tech vlan

Error Message IFTMC—SLOT#—Z—IFTMCi\/NIiSTATICiZlKiREG: IFTMC VNI STATIC 4K Allocation Warn-
ing: [chars]

Explanation Unable to reserve 4K PMT entries for CBL_VLAN processing, CRITICAL!!! This will happen if we
do not have enough resource to allocate 4K PMT entries

Recommended Action Conisder freeing some resources by interface deletion

TAC Details collect output of show tech-support eltm detail Conisder freeing some resources for interface
deletion use this command to see utlization: show system internal iftmc hardware resource utilization Sup
genearted packets will not forward

IFTMC-SLOT#-3

Error Message IFTMC—SLOT#—3—ELTMC_INTF_NOT_FOUND: Interface [chars] not found in IFTMC
database [chars], collect show tech-support eltm detail

Explanation IFTMC Interface database doesn't have the interface. Config which triggered this issue might not
work
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Recommended Action No action is required.

TAC Details IFTMC Interface database doesn't have the interface. Config which triggered this issue might not
work collect output of show tech-support eltm detail

Error Message IFTMC-SLOT#-3-IFTMC INTERFACE STATE ERROR: Internal error, mode change of
interface when it's up: [chars]:[chars], collect output of show tech-support eltm

Explanation IFTMC interface mode change when it is already up. Collect show tech-support eltm for analysis.
Recommended Action No action is required.

TAC Details IFTMC interface mode change when it is up. Collect show tech-support eltm for analysis. please
collect show tech-support ethpm

Error Message IFTMC-SLOT#-3-IFTMC PVLAN XLT FAIL: Failed to apply vlan translation table
[chars] status [hex] [chars]

Explanation IFTM Failed to apply vlan tranlation table on an interface, Traffic on the interface will be af-
fected

Recommended Action No action is required.

TAC Details collect output of show tech-support eltm detail for analysis collect take support for vlan mgr and
pvlan

Error Message IFTMC-SLOT#-3-IFTMC VLAN INTERNAL ERROR: Internal error: VLAN

[dec]:

eltm

[chars], collect output of show tech-support eltm detail and show tech-support

Explanation IFTMC vlan Insert in Vlan database Failed. It might be memory shortage issue. The vlan involved
might not function

Recommended Action *None *

TAC Details IFTMC vlan Insert in Vlan database Failed. It might be memory shortage issue. The vlan involved
might not function. collect output of show tech-support eltm detail

IKE Messages

This section contains the IKE messages.

IKE-3

Error Message IKE-3-CRYPTO INIT ERROR: IKEv2 crypto initialization received an error:
[chars]

Explanation Crypto initialization hit an error
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IKE-3-ENABLE ERROR: Unable to store enable flag in configuration due to er-

ror, error-id = [hex]

Explanation Service failed to store the enable flag in configuration. As a result, it will exit

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-

port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IKE-3-FIPS MODE ERROR: Could not set FIPS mode
Explanation The FIPS mode could not be set by IKE

Recommended Action No action is required.
[chars]

Error Message IKE-3-IKE PROGRAM EXIT: IKE process exit due to reason

Explanation IKE process did an abnormal exit with error [chars] stated above

Recommended Action No action is required.
Exceeded the limit for number of

Error Message IKE-3-MAX HALF CONN_LIMIT REACHED: IKEvl
half open connections in Phase 1

Explanation The number of half open connections has exceeded the maximum limit

Recommended Action No action is required.
Error Message IKE-3-MESSAGE ERROR: IKEv2 message (from peer IP [chars]) is invalid due to

error: [chars]
Explanation Received a malformed message which doesn't adhere to the protocol

Recommended Action No action is required.
Error Message IKE-3-PHASEl NEGOTIATION FAILED: IKEvl: Phase 1 negotiation with peer

[chars] failed
Explanation IKE policy negotiation failed for peer [chars], possibly due to configuration mismatch

Recommended Action No action is required.

Error Message IKE-3-PHASEl1 PROPOSAL MISMATCH: IKEvl: No matching phase 1 proposal found

for peer [chars]
Explanation There is a IKE policy mismatch for the peer, possibly due to configuration mismatch
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Recommended Action No action is required.

Error Message IKE-3-PHASE2 NEGOTIATION FAILED: IKEvl: Phase 2 negotiation failed for peer
[chars]

Explanation IPsec policy negotiation failed for peer [chars], possibly due to configuration mismatch
Recommended Action No action is required.

Error Message IKE-3-PHASE2 PROPOSAL MISMATCH: IKEvl: No matching phase 2 proposal found
for peer [chars]

Explanation There is a IPsec policy mismatch for the peer, possibly due to configuration mismatch
Recommended Action No action is required.

Error Message IKE-3-UNSUPPORTED EXCHANGE: IKEvl: Unsupported exchange of type [dec] re-
ceived from [chars]

Explanation A unsupported IKE exchange type [digits] was received from [chars]

Recommended Action No action is required.

IKE-4

Error Message IKE-4-INVALID PAYLOAD APPEAR: IKEv2 received invalid message from [chars]
with payload [chars], type [chars], response [chars]

Explanation Received an inappropriate payload during exchange

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IKE-4-PARSING ERROR: IKEv2 message (from [chars]) can not be parsed, reason
[chars]

Explanation Received a malformed message which can not be parsed appropriately
Recommended Action No action is required.

Error Message IKE-4-UNKNOWN PAYLOAD: IKEv2 received message (from [chars]) with un-recog-
nized payload (type = [chars])

Explanation Received an invalid payload
Recommended Action No action is required.

Error Message IKE-4-UNSUPPORT: Message from [chars] indicates that [chars] is not sup-
ported
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Explanation Received notification about unsupported configuration [chars]

Recommended Action No action is required.

IKE-6

Error Message IKE-6-POLL START DONE: IKE is exiting since it is not enabled
Explanation IKE is exiting since it is not enabled in the configuration

Recommended Action No action is required.

ILC SERVICE MANAGER Messages
This section contains the ILC SERVICE MANAGER messages.

ILC SERVICE MANAGER-6

Error Message ILC SERVICE MANAGER-6-SERV_MGR INFO: [chars]
Explanation SERV_MGR daemon informational message
Recommended Action No action is required.

Error Message ILC SERVICE MANAGER-6-STARTING: deamon started
Explanation The SERV_MGR daemon successfully started

Recommended Action No action is required.

ILC SERVICE MANAGER-SLOT#-2

Error Message ILC SERVICE MANAGER-SLOT#-2-APPLN_ IMG NOT FOUND: Component ([chars]): image
not present in the system, configuration not complete

Explanation Application information is not found on the linecard
Recommended Action Check for provisioning status

Error Message ILC SERVICE MANAGER—SLOT#—Z—APPLN_NOT_FOUND: Component ([chars]) not pre-
sent in the system please verify provisining information

Explanation Application information is not found on the linecard
Recommended Action Check for provisioning status

Error Message ILC SERVICE MANAGER-SLOT#-2-INIT PROV FAILED: Failed to apply startup con-
figuration for [chars] application, due to: [chars]
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Explanation Error in applying linecard configuration for virt application
Recommended Action Restart the linecard
Error Message ILC SERVICE MANAGER-SLOT#-2-PS FORCE DISABLE LC ALI SSI: [chars]
Explanation Operator initiated forced destructive re-configuration
Recommended Action Restart the linecard

Error Message ILC SERVICE MANAGER-SLOT#-2-PS FORCE DISABLE: Component ([chars]) caused
force re-configuration ILC will be rebooted

Explanation Operator initiated forced destructive re-configuration
Recommended Action Restart the linecard

Error Message ILC SERVICE MANAGER-SLOT#-2-RM CPP RELOAD TMOUT: Component ([chars]) time-
out for critical error response reloading ILC

Explanation Component critical error timeout
Recommended Action No action is required.

Error Message ILC SERVICE MANAGER-SLOT#-2-SM DPP DOWNLOAD: Re-provisioning [chars] for
[chars] SSM feature

Explanation Reprovisioning of fastpath resource

Recommended Action No action is required.

ILC_HELPER Messages

This section contains the ILC_HELPER messages.

ILC_HELPER-2

Error Message ILC HELPER-2-ALI IPS ONE GIG: [chars]
Explanation Alishan IPS port speed is configured to 1G
Recommended Action No action is required.

Error Message ILC_HELPER—Z—LOG_CRIT_ILC_HELPER_SMART_LIC: Smart License Critical Error
[[chars]]

Explanation Smart license critical notification needs attention

Recommended Action No action is required.
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Error Message ILC HELPER-2-NO LICENSE REBOOT: SSE License expired , linecard [dec] will
reboot now

Explanation SSE License has expired, hence the linecard will be rebooted.
Recommended Action Install appropriate SSE license to be able to use SSM features normally

Error Message ILC HELPER-2-UPGRADE DELAY: The SSI upgrade on slot [dec] is delayed by
[dec] secs.

Explanation The SSI upgrade is delayed due to the configured ssm upgrade delay command

Recommended Action No action is required.

ILC_HELPER-3

Error Message ILC HELPER-3-INVALID SSI: The ssi boot variable is configured to an invalid
image [chars]

Explanation The ssi boot variable is configured to an invalid image. So, the linecard will be bought online in
basic mode instead of advanced SSI mode

Recommended Action Configure a proper image for the ssi boot variable
Error Message ILC HELPER-3-LOG ERR ILC HELPER SMART LIC: Smart License Error [[chars]]
Explanation Smart License State Error needs attention

Recommended Action No action is required.

ILC_HELPER-4
Error Message ILC HELPER-4-LOG WARN ILC HELPER SMART LIC: Smart License Warning [ [chars]]
Explanation Smart License State Warning needs attention

Recommended Action No action is required.

ILC_HELPER-6

Error Message ILC HELPER-6-LICENSE VALID: A valid license for linecard [dec] has been ob-
tained

Explanation A valid license has been obtained for the SSM

Recommended Action No action is required.
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Error Message ILC_HELPER—6—LOG_INFO_ILC_HELPER_SMART_LIC: Smart License Information
[[chars]]

Explanation Smart License Information

Recommended Action No action is required.

ILC_HELPER-7

Error Message ILC HELPER-7-LOG DEBUG ILC HELPER SMART LIC: Smart License Debug Message
[[chars]]

Explanation Smart License Debug Message

Recommended Action No action is required.

IMAGE_DNLD Messages
This section contains the IMAGE_DNLD messages.

IMAGE_DNLD-SLOT#-2

Error Message IMAGE DNLD-SLOT#-2-ADDON IMG DNLD FAILED: Module image download process
failed. [chars]

Explanation Addon image download to module failed. This module is not operational until an addon image
has been successfully installed.

Recommended Action Verify the location and version of your module image. Use the install module cli com-
mand to download a new module image.

Error Message IMAGE DNLD-SLOT#-2-IMG DNLD COMPLETE: Module image download process.
[chars]

Explanation Image download completed. Module image is being installed.
Recommended Action No action is required.

Error Message IMAGE DNLD-SLOT#-2-IMG DNLD FAILED: Module image download process. [chars]
Explanation Image download failed. Module may be inoperable.

Recommended Action Use show module cli command to verify the state of this module. Retry image down-
load with install module cli command.

Error Message IMAGE_DNLD—SLOT#—Z—IMG_DNLD_FILE_SYSTEM_CHECK_ERROR: File System check
failed: [chars]

Explanation File system consistency check failed
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Recommended Action File-system repair is needed using fsck
Error Message IMAGE DNLD-SLOT#-2-IMG DNLD STARTED: Module image download process. [chars]
Explanation Image download started. Module image downloads are non-disruptive to module operation.

Recommended Action No action is required.

IMAGE_DNLD-SLOT#-4

Error Message IMAGE_DNLD—SLOT#—4—IMG_DNLD_FILE_SYSTEM_RECREATION: [chars]. Partition was
erased and successfully recreated.

Explanation File system checking and recreation if necessary for /images.

Recommended Action No action is required.

IMAGE_DNLD-SLOT#-5

Error Message IMAGE DNLD-SLOT#-5-ADDON_ IMG DNLD COMPLETE: Addon module image download
process completed. [chars]

Explanation Addon image download to module has completed.The module should now be installing this new
image.

Recommended Action This message is informational only.

Error Message IMAGE DNLD-SLOT#-5-ADDON IMG DNLD STARTED: Addon module image download pro-
cess started. [chars]

Explanation Addon image download to module has started. This is a disruptive download and this module
will be inoperable until this download process is complete.

Recommended Action This message is informational only.

Error Message IMAGE DNLD-SLOT#-5-ADDON_ IMG DNLD SUCCESSFUL: Addon module image download
and install process successful. [chars]

Explanation Addon image download and install to module is successful.

Recommended Action Use the show module cli command to verify the module's operational status.

IMAGE_UPGRADE Messages
This section contains the IMAGE_UPGRADE messages.

IMAGE_UPGRADE-SLOT#-2
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Error Message IMAGE_UPGRADE—SLOT#—Z—IMAGE_UPGRADE_ERROR: [chars]
Explanation Image Upgrade Error

Recommended Action No action is required.

IMAGE_UPGRADE-SLOT#-4

Error Message IMAGE UPGRADE-SLOT#-4-IMAGE UPGRADE INFO: [chars]
Explanation Image Upgrade Info

Recommended Action No action is required.

INSTALLER Messages

This section contains the INSTALLER messages.

INSTALLER-1

Error Message INSTALLER-1-UPGRADE EXCEEDED DOWNTIME: Switch control plane has exceeded
the maximum upgrade downtime of 80 seconds.

Explanation This message indicates that the switch control plane has exceeded the maximum upgrade
downtime of 80 seconds

Recommended Action No action is required.

INSTALLER-3

Error Message INSTALLER—3—SIGNATURELVERIFICATIONiFAILED: Signature Verification Failed
for the image [chars]

Explanation Digital Signature Verification failed for the given image

Recommended Action No action is required.

INSTALLER-5

Error Message INSTALLER-5-UPGRADE ABORTED: System upgrade has been aborted.
Explanation This message indicates that system wide upgrade has aborted.
Recommended Action No action is required.

Error Message INSTALLER-5-UPGRADE COMPLETED: System upgrade completed.

Explanation This message indicates system wide upgrade has completed.
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Recommended Action No action is required.

Error Message INSTALLER-5-UPGRADE INITIATED: System upgrade initiated.
Explanation System wide upgrade has been initiated by the user.
Recommended Action No action is required.

Error Message INSTALLER-5-UPGRADE STOPPED: System upgrade has been stopped.
Explanation This message indicates that system wide upgrade has been stopped by the user.

Recommended Action No action is required.

INTERFACE-VLAN Messages
This section contains the INTERFACE-VLAN messages.

INTERFACE-VLAN-5

Error Message INTERFACE-VLAN-5-SVI MCEC TYPE2 FAILED VDC: interface-Vlan Type 2 configu-
ration for VPC is not compatible due to vdc routable mode incompatibility

Explanation Interface-Vlan Type 2 configuration for VPC is not compatible due to vdc routable mode incom-
patibility
Recommended Action No action is required.
Error Message INTERFACE-VLAN-5-SVI MCEC TYPE2 FAILED VLAN: interface-Vlan Type 2 configu-
ration for VPC is not compatible due to difference in administrative state on following

interface-Vlans on local switch: [chars] and following on peer switch: [chars]

Explanation Interface-Vlan Type 2 configuration for VPC is not compatible due to interface-Vlan administra-
tive state on local and peer switches

Recommended Action No action is required.

INTERFACE_VLAN Messages
This section contains the INTERFACE_VLAN messages.

INTERFACE_VLAN-2

Error Message INTERFACELVLAN—Z—SVIiIMiIFiREMOVED7CONFIGiDELETEDiNOTiDROPPED: Following
[dec] SAPs didn't drop [chars] from SVI with rrtoken [hex] in time. Please consult re-
spective SAP owners: [chars]

Explanation These SAPs took long time in processing all-drop notification and caused timeout
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Recommended Action Please consult respective SAP owners and collect their tech-supports.

TAC Details show tech-support interface-vlan

INTERFACE_VLAN-4

ErrorMessage INTERFACEi\/LAN—4—SVIiIF7CONFIG7DELETED7NOTIFiDELAYEDiDROPPED: Interface
VLAN Delete Notification Not Processed on Time by SAP [dec] ([chars])

Explanation This SAP took long time in processing Interface VLAN delete notification and caused timeout
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-4-SVI IF CONFIG_REMOVED NOTIF DELAYED DROPPED: Interface
VLAN Remove Notification Not Processed on Time by SAP [dec] ([chars])

Explanation This SAP took long time in processing Interface VLAN remove notification and caused timeout
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-4-SVI VLAN DOES NOT EXIST: Interface vlan [dec] does not ex-
ist

Explanation Interface vlan not created before assighnment

Recommended Action

TAC Details show tech-support interface-vlan
Error Message INTERFACE VLAN-4-SVI WARN SVI UP IN NON ROUTABLE VDC: Interface VLAN [dec]
is being kept up in non-routable VDC. Reason: management configuration enabled. Please
disable all the routing protocols

Explanation Keeping Interface VLAN up in non-routable VDC may cause potenital traffic blackhole

Recommended Action No action is required.

TAC Details show tech-support interface-vlan

INTERFACE_VLAN-5

Error Message INTERFACEi\/LAN—S—IFiDOWNiADMINiDOWNi\/RFiINFO: Interface [chars] is down (Ad-
ministratively Down) for VRF [chars] ([dec])

Explanation Interface has been configured to be administratively down for mentioned VRF
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Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-IF DOWN ADMIN DOWN: Interface [chars] is down (Administra-
tively Down)

Explanation Interface has been configured to be administratively down
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-IF DOWN ERROR DISABLED: Interface [chars] is down. Reason
[dec]

Explanation The interface encountered an error while configuring it
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-IF DOWN INACTIVE: Interface [chars] is down(Inactive)
Explanation Interface VLAN has been suspended or deleted
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-SVI DISABLED: SVI Disabled
Explanation SVI Service Disabled
Recommended Action No action is required.

Error Message INTERFACE VLAN-5-SVI ENABLED: SVI Enabled
Explanation SVI Service Enabled
Recommended Action No action is required.

Error Message INTERFACE VLAN-5-SVI GET MAC FAILED: Failed to acquire MAC address for SVI
[hex]

Explanation SVI failed to acquire MAC address
Recommended Action No action is required.

TAC Details show tech-support interface-vlan
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Error Message INTERFACE VLAN-5-SVI INIT: SVI intialization failed with error [hex]
Explanation SVl initialziation error
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-SVI IOD RELEASE ERROR RESPONSE: IM failed to release SVI
IOD error [hex]

Explanation IM failed to release SVI 10D
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-SVI MTS SEND FAILURE: MTS send failure for opcode [dec],
error [hex]

Explanation SVI encountered an error in with MTS message
Recommended Action No action is required.
TAC Details show tech-support interface-vlan
Error Message INTERFACE VLAN-5-SVI MTS TIME OUT: MTS send timed out
Explanation SVI did not recieve response for mts message
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

EnorNk5sage INTERFACE_VLAN—5—SVI_RSRVD_VLAN_FAILED: Failed to get list of reserved
vlans [hex]

Explanation SVI failed to get the list reserved vlans
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-SVI SDB UPDATE FAILED: sdb update failed with ret val
[dec]

Explanation SDB updated failed for SVI

Recommended Action No action is required.
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TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-SVI SEC VLAN FAILED: Failed to get list of secondary vlans
[hex]

Explanation SVI failed to get the list of secondary vlans
Recommended Action No action is required.
TAC Details show tech-support interface-vlan

Error Message INTERFACE VLAN-5-UPDOWN VRF INFO: Line Protocol on Interface [chars],
changed state to [chars] for VRF [chars] ([dec])

Explanation Line protocol status changed for an interface for mentioned VRF
Recommended Action No action is required.

Error Message INTERFACE VLAN-5-UPDOWN: Line Protocol on Interface [chars], changed state
to [chars]

Explanation Line protocol status changed for an interface

Recommended Action No action is required.

I10A Messages

This section contains the IOA messages.

I0A-5

Error Message IOA-5-IOA DISABLED: Feature IOA is Disabled now
Explanation IOA Service Disabled
Recommended Action No action is required.

Error Message IOA-5-IOA ENABLED: Feature IOA is Enabled now
Explanation IOA Service Enabled

Recommended Action No action is required.

IPACL Messages

This section contains the IPACL messages.

IPACL-0
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Error Message IPACL-0-EMERG: [chars]
Explanation Ipacl caused a system failure

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

IPACL-1
Error Message IPACL-1-ALERT: [chars]
Explanation Ipacl caused failures in other services

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

IPACL-2

Error Message IPACL-2-CRIT: [chars]
Explanation Ipacl encountered a catastrophic error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

IPACL-3

Error Message IPACL-3-ERR: [chars]
Explanation Ipacl encountered an error

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

IPACL-4

Error Message IPACL-4-WARN: [chars]
Explanation Ipacl warning message

Recommended Action No action is required.

IPACL-5

Error Message IPACL-5-NOTE: [chars]
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Explanation Ipacl does not support this operation

Recommended Action No action is required.

IPACL-6

Error Message IPACL-6-INFO: [chars]
Explanation Ipacl event occurred

Recommended Action No action is required.

IPCONF Messages

This section contains the IPCONF messages.

IPCONF-1

Error Message IPCONF-1-DHCP CLIENT FAILED: dhcp-client failed to get the ip address

Explanation Dhcp-client failed to get the ip from server, probably due to server lease unavailability or cable
disconnectivity .

Recommended Action

IPCONF-2

Error Message IPCONF-2-ALLOC MEMORY: Memory allocation failed
Explanation The IP Configuration Manager failed to allocate a block of dynamic memory.

Recommended Action No action is required.

IPCONF-3

Error Message IPCONF-3-FILE WRITE FAILED: Writing to file [chars] failed - error: [chars]
Explanation Writing to a file failed probably due to no space.
Recommended Action

Error Message IPCONF-3-INIT FAILED: Initialization failed. Component [chars]
Explanation The service failed to start. The failure occurred while initializing the component [chars].

Recommended Action Show processes to check the status of the other processes, debug the specified com-
ponent.
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IPCONF-4

Error Message IPCONF-4-DAD FAILED EVENT: Duplicate address detected for [chars] on
[chars]

Explanation Duplicate address detected for IP address.
Recommended Action

Error Message IPCONF-4-DEL DUP HOST WITH SWITCHNAME: switchname configuration: deleting
duplicate entry matching configuring switchname :[chars]

Explanation With switchname config ,we have to delete ip host entries if found matching with switchname

Recommended Action No action is required.

IPCONF-6

Error Message IPCONF-6-CONFIG EVENT: IP Configuration Msg: [chars]
Explanation Configuration message that needs to be logged.
Recommended Action No action is required.

Error Message IPCONF-6-DHCP CLIENT SUCCESS: dhcp client got ip address: [chars],net-
mask: [chars] for mgmt interface,got from server:[chars]

Explanation Dhcp-client is able to get the ip address from server,
Recommended Action No action is required.
Error Message IPCONF-6-INTERFACE DELETED: The interface [chars] has been deleted

Explanation The specified interface has been deleted. The service will delete all the configuration on that
interface.

Recommended Action No action is required.
Error Message IPCONF-6-INTERFACE EVENT: IP address [chars] [chars] on interface [chars]
Explanation The IP address [chars] has been successfully [chars] on the interface [chars].
Recommended Action No action is required.
Error Message IPCONF-6-ROUTE NOT ACTIVE: The [chars] is not active
Explanation The specified route is successfully configured but currently is not active.

Recommended Action Check that the route is correct and the outgoing interface is operationally up.
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Error Message IPCONF-6-STARTING: IP configuration Manager started
Explanation The IP Configuration Manager service has successfully started.

Recommended Action No action is required.

IPFC Messages

This section contains the IPFC messages.

IPFC-2

Error Message IPFC-2-ALLOC_MEMORY: Memory allocation failed
Explanation The service failed to allocate a block of dynamic memory.

Recommended Action ' show system resources ' to check system memory contact support team

IPFC-3

Error Message IPFC-3-INIT FAILED: Initialization of IPFC failed due to reason : [chars]

Explanation The service failed to start due to reason stated The failure occurred while initializing the compo-
nent [chars].

Recommended Action Show processes to check the status of the other processes, debug the specified com-
ponent.

Error Message IPFC-3-IOCTL FAILED: IOCTL failed
Explanation An IOCTL to the character device failed.

Recommended Action Show IPFC internal interface VSAN for all the configured VSAN interfaces to check the
internal status, show IPFC internal MIP to check the internal status.

Error Message IPFC-3-PSSERROR: IPFC manager encountered following PSS error : [chars]

Explanation IPFC manager encountered a PSS error. Feature may not work properly after switchover or re-
start.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

IPFC-5

Error Message IPFC-5-CONFIG EVENT: VSAN interface [dec] [chars]

354



Cisco Nexus 7000 Series NX-OS System Messages

System Messages Description
Explanation Configaration changed [chars] for the specified VSAN [int]
Recommended Action No action is required.
Error Message IPFC-5-STATE CHANGE: VSAN interface [dec] state changed to [chars]
Explanation The specified VSAN [int] Interface state is changed to [chars].

Recommended Action No action is required.

IPFC-6

Error Message IPFC-6-STARTING: IP Over Fiber Channel service started successfully
Explanation The service has successfully started.

Recommended Action No action is required.

IPFIB Messages

This section contains the IPFIB messages.

IPFIB-SLOT#-2

Error Message IPFIB-SLOT#-2-CLP_FIB ADJ EXHAUSTED: Adjacency allocation failed on in-
stance [dec]

Explanation Failed to allocate an adjacency. Adjacency memory could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-2-CLP_FIB LSMET EXHAUSTED: ls-met entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a Is-met entry. LS-MET table region for this entry could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB—SLOT#—Z—CLP_FIB_TCAM_RESOURCE_EXHAUSTION: FIB TCAM exhausted for
[chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits.
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB—SLOT#—Z—F47FIB71FTMC71NVALIDiINSTiBITMAP: IFTMC sent invalid instance
bitmap for VDC: %#x VPN: %#x, RX bitmap: %#x, lc_inst bitmap: %#x

Explanation IPFIB received invalid VPN instance bitmap from IFTMC
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Recommended Action No action is required.

Error Message IPFIB—SLOT#—Z—F4_FIB_TCAM_RESOURCE_EXHAUSTION: FIB TCAM exhausted for
[chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits.
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-2-FIB TCAM HA ERROR: FIB recovery errors, please capture 'show
tech forwarding 13 unicast' and 'show tech forwarding 13 multicast'

Explanation FIB had some HA recovery failures for certain prefixes/labels.

Recommended Action FIB recovery errors, please capture 'show tech forwarding I3 unicast' and 'show tech
forwarding 13 multicast'

Error Message IPFIB-SLOT#-2-FIB TCAM RESOURCE EXHAUSTION: FIB TCAM exhausted for [chars]
Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits.
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-2-FLN FIB IFTMC INVALID INST BITMAP: IFTMC sent invalid in-
stance bitmap for VDC: %#x VPN: %#x, RX bitmap: %#x, lc inst bitmap: $#x

Explanation IPFIB received invalid VPN instance bitmap from IFTMC
Recommended Action No action is required.

Error Message IPFIB-SLOT#-2-FLN FIB OTV BD LIF NOT READY: OTV VLAN [dec] for VDC [dec]
was extended before hardware resource was allocated

Explanation Query for BD LIF failed for OTV extended VLAN
Recommended Action Please perform shut and no shut on the Overlay interface for the affected VLAN

Error Message IPFIB—SLOT#—Z—FLN_FIB_TCAM_RESOURCE_EXHAUSTION: FIB TCAM exhausted for
[chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits.
Recommended Action Consider changing the topology or the config to match the available resources.

IPFIB-SLOT#-3

Error Message IPFIB—SLOT#—3—CLP_FIB_URPF_RESOURCE_EXHAUSTION: uRPF memory exhausted -
Failed to add uRPF interface(s) on instance [dec]
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Explanation The URPF memory in the L3 forwarding ASIC has reached its system limits.
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB—SLOT#—3—F4_FIB_URPF_RESOURCE_EXHAUSTION: uRPF memory exhausted -
Failed to add uRPF interface(s) on instance [dec]

Explanation The URPF memory in the L3 forwarding ASIC has reached its system limits.
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-3-FIB URPF RESOURCE EXHAUSTION: uRPF memory exhausted - Failed
to add uRPF interface(s)

Explanation The URPF memory in the L3 forwarding ASIC has reached its system limits.
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB—SLOT#—3—FLN_FIB_URPF_RESOURCE_EXHAUSTION: uRPF memory exhausted -
Failed to add uRPF interface(s) on instance [dec]

Explanation The URPF memory in the L3 forwarding ASIC has reached its system limits.

Recommended Action Consider changing the topology or the config to match the available resources.

IPFIB-SLOT#-4

Error Message IPFIB-SLOT#-4-CLP_FIB ADJ EXHAUST CLRD LOG: Adjacency exhaustion cleared on
instance [dec]

Explanation Adjacency util became within system limits
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—CLPiFIBiADJiUTILJ/\TARNING: Adjacency memory utilization is at
[dec] percent on instance [dec]

Explanation Adjacency memory utilization has reached its threshold
Recommended Action No action is required.

Error Message IPFIB-SLOT#-4-CLP_FIB MCASTMET EXHAUSTED: Met entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a multicast met entry. Met table region for this entry could have been ex-
hausted

Recommended Action Consider changing the topology or the config to match the available resources.
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Error Message IPFIB-SLOT#-4-CLP FIB MCAST OIFLIST INSERT FAIL: oiflist insertion failed
[chars]

Explanation L3 oiflist insertion failed because Max supported I3 oiflist size is 4k
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-CLP_FIB MDT EXHAUSTED: mdt entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a mdt entry. Mdt table region for this entry could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-CLP FIB NO STRICT RPF WARNING: Number of paths is greater
than 16. Strict RPF is only supported for 16 or less ECMP paths

Explanation Strict RPF is supported only if number of paths is 16 or less
Recommended Action Consider changing the topology or the config to comply with the design.

Error Message IPFIB—SLOT#—4—CLP_FIB_TCAM_AF_INSERT_FAIL: FIB TCAM prefix insertion failed
for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Uitlization above threshold.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—CLPiFIBiTCAMiPFiINSERTiFAIL: FIB TCAM prefix insertion failed
for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Utilization below threshold
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—CLP_FIB_TCAM_RESOURCE_EXCEP_CLRD: FIB TCAM resource usage ex-—
ception cleared for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC is within system limits.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—CLPiFIBiTCAMiRESOURCEJNARNING: FIB TCAM usage is at [dec]
percent for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC is reaching its system limits.

Recommended Action No action is required.
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Error Message IPFIB—SLOT#—4—F4_FIB_ADJ_EXHAUSTED: ADJ entry allocation failed on vdc
[dec]

Explanation Failed to allocate a ADJ entry. ADJ table for this entry could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-F4 FIB GLEAN LEAK TBL TIMER FAIL: starting the glean leak ta-
ble timer failed

Explanation Starting the glean leak timer failed
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—F4_FIB_LSMET_EXHAUSTED: ECMP entry allocation from [chars]
failed on vdc [dec]

Explanation Failed to allocate a Is-met entry. LS-MET table region for this entry could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB—SLOT#—4—F47FIBiMCASTMETiEXHAUSTED: Met entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a multicast met entry. Met table region for this entry could have been ex-
hausted

Recommended Action Consider changing the topology or the config to match the available resources.
Error Message IPFIB-SLOT#-4-F4 FIB MCAST OIFLIST INSERT FAIL: oiflist insertion failed
[chars] explanation(l3 oiflist insertion failed becuase Max supported 13 oiflist size
is 4k

Explanation

Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-F4 FIB MDT EXHAUSTED: mdt entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a mdt entry. Mdt table region for this entry could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-F4 FIB RIT EXHAUSTED: RIT entry for [chars] region allocation
failed on vdc [dec]

Explanation Failed to allocate a RIT entry. RIT table for this region could have been exhausted

Recommended Action Consider changing the topology or the config to match the available resources.
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Error Message IPFIB-SLOT#-4-F4 FIB TCAM AF INSERT FAIL: FIB TCAM prefix insertion failed
for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Utilization above threshold.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—F4_FIB_TCAM_PF_INSERT_FAIL: FIB TCAM prefix insertion failed
for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Utilization below threshold.
Recommended Action No action is required.

Error Message IPFIB-SLOT#-4-F4 FIB TCAM RESOURCE EXCEP CLRD: FIB TCAM resource usage ex-
ception cleared for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC is within system limits.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—F4_FIB_TCAM_RESOURCE_WARNING: FIB TCAM usage is at [dec] per-
cent for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC is reaching its system limits.
Recommended Action No action is required.

Error Message IPFIB-SLOT#-4-FIB ADJ UTIL WARNING: Adjacency memory utilization is at
[dec] percent

Explanation Adjacency memory utilization has is above its threshold
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-FIB TCAM ADJ EXHAUSTED: Adjacency allocation failed for
[chars]

Explanation Failed to allocate an adjacency. Adjacency memory could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-FIB TCAM AF INSERT FAIL: FIB TCAM prefix insertion fail for
[chars]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Utilization above threshold.

Recommended Action No action is required.
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Error Message IPFIB—SLOT#—4—FIB_TCAM_PF_INSERT_FAIL: FIB TCAM prefix insertion fail for
[chars]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Utilization below threshold.
Recommended Action No action is required.

Error Message IPFIB-SLOT#-4-FIB TCAM RESOURCE EXCEP CLRD: FIB TCAM resource usage excep-
tion cleared for [chars] [chars]

Explanation The TCAM device in the L3 forwarding ASIC is within system limits.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—FIB_TCAM_RESOURCE_WARNING: FIB TCAM usage is at 90 percent
for [chars]

Explanation The TCAM device in the L3 forwarding ASIC is reaching its system limits.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—FLNiFIBiADJiEXHAUSTED: Adjacency allocation failed on in-
stance [dec]

Explanation Failed to allocate an adjacency. Adjacency memory could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-FLN FIB GLEAN LEAK TBL TIMER FAIL: starting the glean leak
table timer failed

Explanation Starting the glean leak timer failed
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—FLNiFIBiLSMETiEXHAUSTED: ls-met entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a Is-met entry. LS-MET table region for this entry could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB-SLOT#-4-FLN FIB MCASTMET EXHAUSTED: Met entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a multicast met entry. Met table region for this entry could have been ex-
hausted

Recommended Action Consider changing the topology or the config to match the available resources.
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Error Message IPFIB-SLOT#-4-FLN FIB MCAST OIFLIST INSERT FAIL: oiflist insertion failed
[chars]

Explanation L3 oiflist insertion failed because Max supported I3 oiflist size is 4k
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB—SLOT#—4—FLN_FIB_MDT_EXHAUSTED: mdt entry allocation from [chars]
failed on instance [dec]

Explanation Failed to allocate a mdt entry. Mdt table region for this entry could have been exhausted
Recommended Action Consider changing the topology or the config to match the available resources.

Error Message IPFIB—SLOT#—4—FLN_FIB_TCAM_AF_INSERT_FAIL: FIB TCAM prefix insertion failed
for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Utilization above threshold.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—FLN_FIB_TCAM_PF_INSERT_FAIL: FIB TCAM prefix insertion failed
for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC failed to install prefix. Utilization below threshold.
Recommended Action No action is required.

Error Message IPFIB—SLOT#—4—FLNiFIBiTCAMiRESOURCEiEXCEP7CLRD: FIB TCAM resource usage ex-—
ception cleared for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC is within system limits.
Recommended Action No action is required.

Error Message IPFIB-SLOT#-4-FLN FIB TCAM RESOURCE WARNING: FIB TCAM usage is at [dec]
percent for [chars] on instance [dec]

Explanation The TCAM device in the L3 forwarding ASIC is reaching its system limits.
Recommended Action No action is required.

Error Message IPFIB-SLOT#-4-IPFIB GLEANFP V4 PERINTGLEAN ADJ FAIL: Glean fp - Per inter-
face glean v4 adj resource alloc failed

Explanation

Recommended Action No action is required.
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Error Message IPFIB—SLOT#—4—IPFIB_GLEANFP_V6_PERINTGLEAN_ADJ_FAIL: Glean fp - Per inter-
face glean v6 adj resource alloc failed

Explanation
Recommended Action No action is required.

Error Message IPFIB-SLOT#-4-IPFIB PSS RUNNING OUT OF SPACE: PSS Global buffer running out
of space

Explanation

Recommended Action No action is required.

IPSEC Messages

This section contains the IPSEC messages.

IPSEC-2

Error Message IPSEC-2-IPSEC DISABLED LIC EXPIRED: IPSec Disabled due to License Expiry
Explanation [PSec is a licensed feature
Recommended Action No action is required.

Error Message IPSEC-2-IPSEC DISABLED LIC EXPIRED: IPSec Disabled due to License Expiry
Explanation IPSec is a licensed feature
Recommended Action No action is required.

Error Message IPSEC-2-IPSEC INIT: IPSec initialization failed due to [chars] [chars]
Explanation [PSec initialization failed

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPSEC-2-IPSEC INIT: IPSec initialization failed due to [chars] [chars]
Explanation [PSec initialization failed

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPSEC-2-IPSEC SPD OVERFLOW DUE TO ACL: SPD Overflow on interface due to
huge number of IPSEC policies in IP ACL [chars] bound to crypto map [chars] [dec]
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Explanation Modifying IP ACL caused Security Policy Database on the interface to overflow, IP ACL filter not
applied to security policy database
Recommended Action Undo IP ACL change

Error Message IPSEC-2-IPSEC SPD OVERFLOW DUE TO ACL: SPD Overflow on interface due to
huge number of IPSEC policies in IP ACL [chars] bound to crypto map [chars] [dec]

Explanation Modifying IP ACL caused Security Policy Database on the interface to overflow, IP ACL filter not
applied to security policy database

Recommended Action Undo IP ACL change

Error Message IPSEC-2-LOG CRIT IPSEC SMART LIC: Smart License Critical Error [[chars]]
Explanation Smart license critical notification needs attention
Recommended Action No action is required.

Error Message IPSEC-2-LOG _CRIT IPSEC SMART LIC: Smart License Critical Error [[chars]]
Explanation Smart license critical notification needs attention

Recommended Action No action is required.

IPSEC-3

Error Message IPSEC-3-14 2 MODULE PACKETS DROPPED: [chars]: packets were dropped in the
module

Explanation Packets dropped in the 14/2 module. Please collect drop statistics using show ipsec internal
crypto-acc interface gigabit stats

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPSEC-3-14 2 MODULE PACKETS DROPPED: [chars]: packets were dropped in the
module

Explanation Packets dropped in the 14/2 module. Please collect drop statistics using show ipsec internal
crypto-acc interface gigabit stats

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPSEC-3-IPSEC FIPS TEST FAILED: IPSEC FIPS compliance test failed

Explanation Getting fips compliant random number failed
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Recommended Action No action is required.
Error Message IPSEC-3-IPSEC FIPS TEST FAILED: IPSEC FIPS compliance test failed
Explanation Getting fips compliant random number failed
Recommended Action No action is required.

Error Message IPSEC-3-IPSEC MSG SEND FAILURE: Failed to send [chars] to SAP [dec] due to
error [chars]

Explanation Failed to send a message to the SAP mentioned above
Recommended Action No action is required.

Error Message IPSEC-3-IPSEC MSG_SEND FAILURE: Failed to send [chars] to SAP [dec] due to
error [chars]

Explanation Failed to send a message to the SAP mentioned above
Recommended Action No action is required.

Error Message IPSEC-3-LOG _ERR IPSEC SMART LIC: Smart License Error [[chars]]
Explanation Smart License State Error needs attention
Recommended Action No action is required.

Error Message IPSEC-3-LOG _ERR IPSEC SMART LIC: Smart License Error [[chars]]
Explanation Smart License State Error needs attention

Recommended Action No action is required.

IPSEC-4

Error Message IPSEC-4-LOG WARN IPSEC SMART LIC: Smart License Warning [[chars]]
Explanation Smart License State Warning needs attention
Recommended Action No action is required.

Error Message IPSEC-4-LOG WARN IPSEC SMART LIC: Smart License Warning [[chars]]
Explanation Smart License State Warning needs attention

Recommended Action No action is required.

IPSEC-5
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Error Message IPSEC-5-IPSEC CMS IF ACL UPDATED: Updated IP ACL [chars] which is mapped to
Crypto map [chars] with sequence number [dec] and the Crypto map is bound to inter-
face (s)
Explanation IP ACL updated which is mapped to a crypto map that is bound to interface(s)
Recommended Action No action is required.
Error Message IPSEC-5-IPSEC CMS IF ACL UPDATED: Updated IP ACL [chars] which is mapped to
Crypto map [chars] with sequence number [dec] and the Crypto map is bound to inter-
face(s)
Explanation [P ACL updated which is mapped to a crypto map that is bound to interface(s)
Recommended Action No action is required.
Error Message IPSEC-5-IPSEC DISABLED: IPSec Disabled
Explanation IPSec Disabled
Recommended Action No action is required.
Error Message IPSEC-5-IPSEC DISABLED: IPSec Disabled
Explanation IPSec Disabled
Recommended Action No action is required.
Error Message IPSEC-5-IPSEC ENABLED: IPSec Enabled
Explanation IPSec Enabled
Recommended Action No action is required.
Error Message IPSEC-5-IPSEC ENABLED: IPSec Enabled
Explanation IPSec Enabled

Recommended Action No action is required.

Error Message IPSEC-5-IPSEC SA CREATED: [chars]: IPSec SA created: local ip: [chars],
peer ip: [chars], [chars] SPI: [dec] ([hex])

Explanation IPSec SA created
Recommended Action No action is required.

Error Message IPSEC-5-IPSEC SA CREATED: [chars]: IPSec SA created: local ip: [chars],
peer ip: [chars], [chars] SPI: [dec] ([hex])
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Explanation [PSec SA created
Recommended Action No action is required.

Error Message IPSEC-5-IPSEC SA DELETED: [chars]: IPSec

peer ip: [chars], [chars] SPI: [dec] ([hex]), reason:

Explanation IPSec SA deleted
Recommended Action No action is required.

Error Message IPSEC-5-IPSEC_SA DELETED: [chars]: IPSec

peer ip: [chars], [chars] SPI: [dec] ([hex]), reason:

Explanation [PSec SA deleted
Recommended Action No action is required.

Error Message IPSEC-5-IPSEC SA REKEYED: [chars]: IPSec
peer ip: [chars], [chars] SPI: [dec] ([hex])

Explanation [PSec SA rekeyed
Recommended Action No action is required.

Error Message IPSEC-5-IPSEC SA REKEYED: [chars]: IPSec
peer ip: [chars], [chars] SPI: [dec] ([hex])

Explanation [PSec SA rekeyed

Recommended Action No action is required.

SA deleted:

[chars]

SA deleted:

[chars]

SA rekeyed:

SA rekeyed:

local ip:

local ip:

local ip:

local ip:

[chars],

[chars],

[chars],

[chars],

Error Message IPSEC-5-IPSEC TUNNEL CREATED: [chars]: IPSec tunnel created: local ip:

[chars], peer ip: [chars], id: [dec], protocol: [chars],

[chars]/[chars], remote: [chars]/[chars]
Explanation IPSec tunnel created

Recommended Action No action is required.

traffic:: local:

Error Message IPSEC-5-IPSEC TUNNEL CREATED: [chars]: IPSec tunnel created: local ip:

[chars], peer ip: [chars], id: [dec], protocol: [chars],

[chars]/[chars], remote: [chars]/[chars]
Explanation IPSec tunnel created

Recommended Action No action is required.
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Error Message IPSEC-5-IPSEC TUNNEL DELETED: [chars]: IPSec tunnel deleted: local ip:
[chars], peer ip: [chars], id: [dec], protocol: [chars], traffic:: local:
[chars]/[chars], remote: [chars]/[chars]

Explanation IPSec tunnel deleted

Recommended Action No action is required.
Error Message IPSEC-5-IPSEC TUNNEL DELETED: [chars]: IPSec tunnel deleted: local ip:
[chars], peer ip: [chars], id: [dec], protocol: [chars], traffic:: local:
[chars]/[chars], remote: [chars]/[chars]

Explanation IPSec tunnel deleted

Recommended Action No action is required.
Error Message IPSEC-5-IPSEC TUNNEL REKEYED: [chars]: IPSec tunnel rekeyed: local ip:
[chars], peer ip: [chars], id: [dec], protocol: [chars] traffic:: local:
[chars]/[chars], remote: [chars]/[chars]

Explanation IPSec tunnel rekeyed

Recommended Action No action is required.
Error Message IPSEC-5-IPSEC TUNNEL REKEYED: [chars]: IPSec tunnel rekeyed: local ip:
[chars], peer ip: [chars], id: [dec], protocol: [chars] traffic:: local:
[chars]/[chars], remote: [chars]/[chars]

Explanation IPSec tunnel rekeyed

Recommended Action No action is required.

IPSEC-6

Error Message IPSEC-6-LOG INFO IPSEC SMART LIC: Smart License Information [[chars]]
Explanation Smart License Information
Recommended Action No action is required.

Error Message IPSEC-6-LOG INFO IPSEC SMART LIC: Smart License Information [[chars]]
Explanation Smart License Information

Recommended Action No action is required.

IPSEC-7
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Error Message IPSEC-7-LOG DEBUG IPSEC SMART LIC: Smart License Debug Message [[chars]]
Explanation Smart License Debug Message
Recommended Action No action is required.
Error Message IPSEC-7-LOG DEBUG IPSEC SMART LIC: Smart License Debug Message [[chars]]
Explanation Smart License Debug Message

Recommended Action No action is required.

IPS_SB MGR Messages

This section contains the IPS_SB_MGR messages.

IPS_SB_MGR-SLOT#-2

Error Message IPS SB MGR-SLOT#-2-NODE CORE NOT RESPONDING: Core [dec] of Node [dec] is
not responding to heartbeats, state=[hex]

Explanation Node is not incrementing heartbeats periodically
Recommended Action Potential node software issue. Please contact your support representative

Error Message IPS SB MGR-SLOT#-2-NODE NOT RESPONDING: Core [dec] of Node [dec] is not re-
sponding to heartbeats

Explanation Node manager is not receiving heartbeat responses from the node
Recommended Action Potential node software/Octeon issue. Please contact your support representative

Error Message IPS SB MGR-SLOT#-2-NODE REIMAGE PREPARE FAIL: Disk formatting failed during
node install of Node [dec]

Explanation There was a problem during the partitioning of disk and creation of file systems during node
install.

Recommended Action Potential node software issue. Please contact your support representative

Error Message IPS SB MGR-SLOT#-2-PORT SOFTWARE FAILURE: Port software failure, on module
[dec] port [dec]

Explanation The software servicing the data path on the port has failed
Recommended Action Potential node software issue. Please contact your support representative
Error Message IPS SB MGR-SLOT#-2-SBMGR EVENT CRIT: Sbmgr event: [chars]

Explanation
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Recommended Action No action is required.

IPS_SB_MGR-SLOT#-3

Error Message IPS SB MGR-SLOT#-3-COMP_ FAILURE: Heartbeat failure in compression engine
(error = [hex])

Explanation The compression engine did not respond to heartbeats, due to some failure. SAN-OS will restart
the compression engine to clear the problem.

Recommended Action Please contact your support representative if the problem persists

Error Message IPS SB MGR-SLOT#-3-CRYPTO FAILURE: Heartbeat failure in encryption engine
(error = [hex])

Explanation The encryption engine did not respond to heartbeats, due to some failure. SAN-OS will restart
the encryption engine to clear the problem.

Recommended Action Please contact your support representative if the problem persists

Error Message IPS_SB_MGR—SLOT#—3—FIPS_SELF_TEST_FAILURE: FIPS test failed in Crypto Core.
Current state is [chars] . Restarting the Octeon processor

Explanation FIPS self test failed for fips algorithms self test. Restarting the Octeon processor for recovery
Recommended Action No action is required.

Error Message IPS SB MGR-SLOT#-3-NODE NOT COMPAT WITH ADD ON: Image is not compatible
with svc linecard add-on image for svc-node [dec]

Explanation The svc image on the node is not compatible with the add on image running on the linecard.
Recommended Action Please contact your support representative

Error Message IPS SB MGR-SLOT#-3-NODE NOT COMPAT WITH CURRENT: Image is not compatible
with current node image for svc-node [dec]

Explanation The new svc image is not compatible with the svc image currently running on the node
Recommended Action Please contact your support representative

Error Message IPS SB MGR-SLOT#-3-NODE NOT COMPAT WITH SUP: SVC Image for svc-node [dec]
is not compatible with system image

Explanation The svc image on the node is not compatible with the supervisor image.

Recommended Action Please contact your support representative
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IPS_SB_MGR-SLOT#-6

Error Message IPS SB MGR-SLOT#-6-OCTEON MGR BRINGUP 2: [chars] ([dec])bringing up oct mgr
Explanation Bringup
Recommended Action No action is required.

Error Message IPS SB MGR-SLOT#-6-OCTEON MGR BRINGUP 3: [chars] ([dec])bringing up: %p
Explanation Bringup
Recommended Action No action is required.

Error Message IPS SB MGR-SLOT#-6-OCTEON MGR BRINGUP: [chars] ([dec])bringing up oct mgr rc

[dec]
Explanation Bringup
Recommended Action No action is required.
Error Message IPS SB MGR-SLOT#-6-SBMGR EVENT: Following Sbmgr event has occured : [chars]
Explanation This is an event log of sb_mgr relating to a port/node
Recommended Action No action is required.
IPS Messages

This section contains the IPS messages.

IPS-2

Error Message IPS-2-ISCSI IPS INIT: IPS initialization failed during [chars] , with error
[chars]

Explanation [PS initialization failed due to error mentioned

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-2-LOG CRIT IPS SMART LIC: Smart License Critical Error [[chars]]
Explanation Smart license critical notification needs attention

Recommended Action No action is required.

IPS-3
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Error Message IPS-3-DUP IPV4 ADDR DETECTED: Duplicate IP address (ip= [chars]) sent from
link with mac address [chars]

Explanation Duplicate IPv4 address is configured in the network
Recommended Action Change IP Address of any one duplicate link

Error Message IPS-3-FCIP FTA ERA 35: ERA 0x35 presented to CH FCID: [hex] CHI: [hex] from
FCIP CU FCID [hex] CUI: [hex] DA [hex] VSAN: [dec]

Explanation FCIP got an ERA 35

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-FCIP FTA ERA 38: ERA 0x38 received CH FCID: [hex] CHI: [hex] from
FCIP CU FCID [hex] CUI: [hex] DA [hex] VSAN: [dec] at tape capacity: [dec] MB

Explanation FCIP got an ERA 38

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-FCIP FTA LOCATE RBID MISMATCH: Permanent Error due to Locate RBID
Mismatch, CH FCID: [hex] CHI: [hex] CU FCID [hex] CUI: [hex] DA [hex] VSAN: [dec]

Explanation FCIP-FTA got a Permanent Error

Recommended Action Informational no action required
Error Message IPS-3-FCIP _FTA PERM ERR: Permanent Error, ERA [hex] rcvd CH FCID: [hex]
CHI: [hex] CU FCID [hex] CUI: [hex] DA [hex] VSAN: [dec] sense byte[2,6]: [[hex],
[hex]]

Explanation FCIP-FTA got a Permanent Error

Recommended Action Informational no action required
Error Message IPS-3-FCIP FTA RETRY ERROR: [chars] retries [dec] FC oxid [hex] My oxid
[hex] State [chars] Event [chars] CH FCID: [hex] CHI: [hex] CU FCID [hex] CUI: [hex] DA
[hex] VSAN: [dec]

Explanation FTA Command timed out

Recommended Action Informational no action required

Error Message IPS-3-FCIP FTRA CFG MISMATCH: Mismatch in FCIP FICON Tape Read Accelerator
configuration with peer, error-id = [chars]
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Explanation The FCIP FICON Tape Read Accelerator configuration does not match with peer's configuration

Recommended Action Fix the FCIP FICON Tape Read Accelerator configuration to be consistent with the
peer

Error Message IPS-3-FCIP LINK STAT LOSS OF SYNC: FCIP link failed due to loss of Sync,
Error=[chars], Desc= [chars]

Explanation FCIP Link Failed with Loss of Sync.
Recommended Action No action is required.

Error Message IPS-3-IPS CRYPTO FIPS FAILED: IPS module [dec] has failed FIPS tests with
reason : [chars]

Explanation FIPS error occurred in the IPS module.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-IPS EGRESS PERR: Parity error on dma-bridge egress occured [dec]
times

Explanation Parity error occured in dma-bridge egress direction.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-IPS FIPS MODE ERROR: IPS FIPS encountered the following error:
[chars]

Explanation IPS module FIPS mode encountered error as stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-IPS FIPS TEST FAILED: IPS FIPS compliance test failed
Explanation IPS FIPS compliance test failed

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-IPS INGRESS PERR: Parity error detected on dma-bridge ingress [dec]
times

Explanation Parity error occured in dma-bridge ingress direction.
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Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
Error Message IPS-3-ISLB CFS CLEAR FAILED: CFS clear failed due to [chars]
Explanation An error occurred while clearing the CFS lock. The reason for the failure is stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS COMMIT FAILED: CFS configuration commit failed due to
[chars], with error [chars]

Explanation An error occurred while commiting the cfs config data. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS CONFIG FAILED: CFS configuration failed due to [chars], er-
ror = [chars]

Explanation An error occurred while distributing the CFS config data. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS LOCK FAILED: [chars]
Explanation An error occurred while acquiring the CFS lock. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS MERGE ACTIVATION FAILED: CFS configuration activation failed
due to [chars], error [chars]

Explanation An error occurred while activating merged configuration. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS MERGE COMMIT FAILED: CFS merge commit failed due to [chars],
error = [chars]

Explanation An error occurred while commiting the cfs merge config data. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
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Error Message IPS-3-ISLB CFS MERGE CONFIG FAILED: CFS merge configuration failed due to
[chars], error [chars]

Explanation An error occurred while distributing the CFS merge config data. The reason for the failure :
[chars]

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS MERGE FAILED: CFS merge failed due to [chars], reason
[chars]

Explanation An error occurred while merging the iSLB CFS fabrics. The reason for the failure is stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS MERGE PRECOMMIT FAILED: CFS merge failed during pre-commit
due to [chars] with error [chars]

Explanation An error occurred while precommiting merge data. The reason for the failure is stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS MERGE REQ REJECTED: CFS merge request rejected due to
[chars]

Explanation Merge requested rejected, due to reason given above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS MERGING CONFIG DB FAILED: CFS merge comfiguration database
failed due to [chars], error [chars]

Explanation An error occurred while merging the config data. The reason for the failure is stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS PRECOMMIT FAILED: CFS precommit failed due to [chars], error
[chars]

Explanation An error occurred while precommiting data. The reason for the failure is stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.
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Error Message IPS-3-ISLB CFS PWWN RESV CLAIM FAILED: CFS pWWN reservation claim failed
due to [chars]

Explanation PWWN reservation claim failed, due to reason above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS PWWN RESV RELEASE FAILED: PWWN reservation release failed
due to [chars]

Explanation PWWN reservation release failed. The reason for the failure is stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB CFS UNLOCK FAILED: CFS unlock failed due to [chars]
Explanation An error occurred while releasing the CFS lock. The reason for the failure is stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS—3—ISLB7CF57VRRP7DISTiFAILED: Distribution of the VRRP via CFS failed
due to [chars]

Explanation An error occurred while distributing the VRRP CFS runtime data. The reason for the failure is
stated above

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS-3-ISLB ZONE ACTIVATION FAILED: iSLB zoneset activation failed with er-
ror [hex] for VSAN [dec]

Explanation ISLB zoneset activation failed.

Recommended Action Please contact the Cisco reseller through which you procured the product for sup-
port. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message IPS—3—ISLB_ZONE_ACTIVATION_RETRY: 1iSILB zoneset activation failed with sta-
tus [hex] for VSAN [dec], retry in progress

Explanation ISLB zoneset activation failed. Zone server busy.

Recommended Action Retry the iSLB zonest activation.
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Error Message IPS—3—ISLB_ZONE_NO_ACTIVE_ZONESET: 1iSILB zoneset activation failed with sta-
tus [hex] for VSAN [dec] , as no active zoneset present.

Explanation ISLB zoneset activation failed because no active zoneset found.
Recommended Action Activate a zoneset in the specified VSAN and retry

Error Message IPS-3-LOG ERR IPS SMART LIC: Smart License Error [[chars]]
Explanation Smart License State Error needs attention
Recommended Action No action is required.

Error Message IPS-3-LRTP HDR SEQ NUM WRAP: LRTP: Initiator ([chars]) Target([chars]) se-
quence number has wrapped.

Explanation The